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How do we defend organizations, 
economic sectors, and entire 
nations in cyberspace?



It feels like our adversaries have 
strategies, and we have tactics. 
That’s not very good. I don’t like 
being in that situation. I don’t like 
having no strategy. 

Jeff Moss
BH USA 2018
Keynote Introduction







2019: Dim Mak - A Study of the 

Pressure Points that Could Take 

Down Cyberspace

2018: What Would You 

Do With a Nation-State 

Cyber Army?

2019: Collective Cyber Defense: 

Towards an Organizational 

Maturity Model

2017: On Cyber: Towards 

an Operational Art for 

Cyber Conflict

2016-Present: IronDefense, 

IronDome & Iron Shield

2014: Library of Sparta

2015: Deception for 

the Cyber Defender

2015: Applying Military 

Doctrine to Cybersecurity

2018: Taking Down the Oil and 

Natural Gas Sector: Into the Mind 

of the Nation State Threat Actor

2019: Collective Cyber 

Defense in the Energy Sector

2015-Present: Training – Military 

Strategy and Tactics for Cyber Security, 

Information Operations

2015: Pen Testing a City



The Rout

“a unit that has taken heavy 
casualties and/or believes itself 
about to be surrounded, 
annihilated or overrun by a 
superior force may suddenly 
disintegrate into a state of self-
perpetuating mass panic” 

https://en.wikipedia.org/wiki/Rout
https://en.wikipedia.org/wiki/Rout#/media/File:Rout_from_Battle_of_Koeniggraetz_Schuellinger.jpg

http://www.youtube.com/watch?v=92gP2J0CUjc&t=1m12s

http://www.youtube.com/watch?v=92gP2J0CUjc&t=1m12s


Defeat in Detail (aka Divide and Conquer)

http://www.youtube.com/watch?v=1jIP55IiKSg&t=3m3s

“…bringing a large portion 

of one's own force to bear 

on small enemy units 

individually, rather than 

engaging the bulk of the 

enemy force all at once.” 

https://en.wikipedia.org/wiki/Defeat_in_detail

http://www.youtube.com/watch?v=1jIP55IiKSg&t=3m3s




A Tale of Two Teams…

http://greghornjudge.com/SUB_video_game_&_advertising/olympic_USA_basketball_team_2004.htm 
https://www.olympic.org/news/olympic-channel-presents-the-golden-generation-the-story-behind-argentina-s-iconic-victory-in-men-s-basketball-at-athens-2004

2004 Olympic Basketball Team – Argentina
http://www.youtube.com/watch?v=LtopNCH5-qY&t=2m39s

2004 Olympic Basketball Team - USA

http://www.youtube.com/watch?v=LtopNCH5-qY&t=2m39s


Divide and Conquer Works Really 
Well When we are Already Divided

•We don’t really even have a team 
•We don’t really have offense 
• All of society depends on 

networked information systems
•Medium and small organizations at 

a severe disadvantage.
•We will continue being defeated 

individually, unless we do 
something

https://knowyourmeme.com/photos/608525-cthulhu#trending-bar



Defining Collective Defense

• Collective defense is necessary, no 
company or sector can stand-alone 
against state-level threats
• Everyone faces state-level threats, 

either by chance or by deliberate 
targeting 
• Both the private sector and the 

public sector need to participate or 
collective defense is impossible“Collective defence means that an 

attack against one Ally is considered 
as an attack against all Allies.” - NATO



Collective Offense

http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_09.pdf

The “Kill Chain” 
happens here



Gregory Conti and David Raymond, On Cyber, 2017



https://www.thelightningpress.com/the-instruments-of-national-power/



Undersea Cables

https://upload.wikimedia.org/wikipedia/commons/2/22/African_undersea_cables_v44.jpg
https://nationalinterest.org/blog/buzz/russian-spy-submarines-are-tampering-undersea-cables-make-internet-work-should-we-be



Electromagnetic Spectrum



Global Intelligence Capability 
(HUMINT, SIGINT, OSINT, and more)



Leverage

https://en.wikipedia.org/wiki/Room_641A#/media/File:Room_641A_exterior.jpg



Control of the Network High Ground 

● Operating a national telecom 
comes with a position on the 
global network high ground

● Exclusive power to create and 
shape the network environment

● Most countries cooperate in good 
faith

● Uncooperative entities can 
manipulate the environment for 
advantage …or break it altogether



Control of the Foundations of Cyberspace

● Global supply chains 
for hardware, 
software, firmware 

● Risks of government 
influence

● Potential for kill 
switches, back doors, 
and other “features”

● Opportunity for a 
wide range of 
offensive effects



Copyright: IronNet, used with permission

Combined Operations,
Large-Scale Effects



What is a Doctrinal 
(Threat) Template?

Dictionary of Military and Associated Terms. US Department of Defense 2005.
https://www.globalsecurity.org/military/library/policy/army/accp/is3001/lesson-4.htm

• A model based on known or 
postulated adversary doctrine.

• Illustrates the disposition and activity 
of adversary forces and assets 
conducting a particular class of 
operation, under ideal conditions.

• Templates are adapted to the given 
operational environment.

• Depict the threat’s preferred way to 
use its capabilities and perform the 
functions needed to achieve its 
objectives.



Offensive Templates

Critical Infrastructure Control

Cyberspace Denial

Influence Operations and 
Perception Management

The Long Game

Defensive Templates

Basic

Evolving

Systematic

Advanced

Sophisticated

Hybrid Template
Defend Forward



Offensive Templates

Organized by threat actor 
profiles and realistic other 
possibilities at current level 
of maturity

Defensive Templates

Tiered based
on current and 
projected 
maturity



Operation

Campaign

Strategy

Tacti
cal  

Operatio
nal

Str
ategic



Operation

Kill Chain

TTPs TTP Graphic by John Lambert, @JohnLaTwC

Ops

Phases  

Tasks 

Recon Access Persistence C2 Actions



Campaign

Large Scale Strategy 

Operation

Kill Chain

TTPs TTP Graphic by John Lambert, @JohnLaTwC

Recon Access Persistence C2 Actions



Cyberspace Operation

Information Operation

Physical Operation

“Major”

“Minor”

See also ”An Effects-Based Approach to Planning,” Annex 3-0 Operations and Planning, US Air Force, 2016 

https://www.doctrine.af.mil/Portals/61/documents/Annex_3-0/3-0-D19-OPS-Effects-Based-Plan.pdf

Legend
Lines of Effort:

Expected Effects:

Time: 

Phase 2 Phase 3Phase 1

“Initiate” “Develop” “Culminate”



https://www.wired.com/2010/09/revealed-pentagons-craziest-powerpoint-slide-ever/



Critical Infrastructure Control O1

Approach: Achieve a degree of control over 
adversary critical infrastructure in order to exert 
power.
• Hold assets at-risk for deterrence purposes 
• Conduct shows-of-force 
• For economic warfare 
• Create disruption for advantage in an armed conflict



Time 

Access Central Bank
Virtual

Phase 2

Physical Infiltrate HW Supply Chain

Infiltrate SW Supply Chain

IO
Just Friendly Competition

Nothing to See Here

We didn’t Do It Show Us the Proof

Phase 3Phase 1

Disinformation and Division

Develop Insider Threats

Armed Conflict

Access & Surveil Corporate Communication Systems

Insider Operation  
(across network gaps)

Disrupt Trading,  Corrupt Records

Access Power Grid ICS

Access Stock Market Systems

ZOOM

Disrupt Power Grid

Access Transportation ICS Disrupt Transportation

Power Grid Sabotage

O1  Critical Infrastructure Control



Representative Kill Chain Detail View (w/TTPs) 

From John Lambert, https://twitter.com/JohnLaTwC/status/1126148047518363649

https://twitter.com/JohnLaTwC/status/1126148047518363649


Cyberspace DenialO2

Approach: Degrade, deny, disrupt, or destroy 
the ability to use interconnected networks. 

Exert power and induce costs by creating a loss 
of availability that is more intolerable for the 
adversary than it is for you. 



Time 

BGP Hijacking

Virtual

Phase 2

Physical
Infiltrate SW Supply Chain

Infiltrate Cloud Provider

IO Deny and Excuse False Flag

Phase 3Phase 1

Obfuscate

Recon Undersea Cables

DDoS Key Systems

Monitor for Battle Damage Assessment (BDA)

BGP Hijacking

Disrupt Routers via HW backdoors
Brick Key Systems

Disrupt Cloud Provider using Insider Access

Jam SATCOM and positioning services
Infiltrate HW Supply Chain

DNS Hijacking

Manipulate and Disrupt Core Internet Systems

BGP Disruption

DNS Hijacking

Disrupt Undersea Cables

O2  Cyberspace Denial



Influence Operations and 
Perception Management

O3

Approach: Use cyberspace capabilities as 
intended, at least from a technical perspective, 
to persuade, dissuade, deceive, and influence. 

Construct and deliver a body of information 
designed to induce your adversary to willingly 
act in a manner that furthers your goals.



Time 
Phase 2 Phase 3Phase 1

Divisive Content

Cultivate ”Influencers”

Discredit and Pressure Adversary

Provocative  Messaging

Arrest Journalists

Collect Targeting Info

Create “News” Sources

Dox Bloggers

Suggestive Messaging

Phishing Campaign

SMS Overload

Establish “Facts” Message Desired Themes

ZOOM

OSINT Collection

Establish False Personas

Compromise Social Media Accounts 

Penetrate Adversary Web Presence

Spoof  Numbers (IMSI)

Deter Dissent

Distraction Narrative

Pacify Concerns / Distract

Deception/False Flag

Paralysis / FUD Campaign

False Narratives

O3  Influence Operations



Information Operations Kill Chain (Zoom) 

Inspired by Bruce Schneier, https://www.lawfareblog.com/toward-information-operations-kill-chain, April 24, 2019 

https://www.lawfareblog.com/toward-information-operations-kill-chain


The Long Game –
Death of a Thousand Cuts

O4

Approach: Achieve long term goals through a 
series of actions each designed to remain below 
the threshold of meaningful national response.

Achieve a win without the adversary recognizing 
that there has even been a fight.



Staircase of Apathy An adversary takes a series of steps
over time toward their goal. 

Small steps aren’t noticed or acted 
upon. 

Large steps are noticed and generate 
increasingly organized response

A smart adversary seeks to operate 
below an apathy threshold to achieve 
their goal

… Except when the benefit is so high 
that an organized response is worth 
the cost

https://www.nytimes.com/2015/07/11/us/katherine-archuleta-director-of-office-of-personnel-management-resigns.html



Adversary
Goal

Time

Progress

OPM Hack

Presidential
Elections

Apathy Threshold



Time 

Persistent Compromise Key Assets

“Oops, accident”

Repel Outside Tech Presence

Infiltrate Organizations

“All nations spy…” 
[Pause 6 Months]

“It was Them…” 

Phase 1 Phase 2 Phase 3

Espionage: Diplomatic / Political

Recon Ops

Groom “Insider” Actors

Espionage: Military R&D

“Just Normal Competition…”
Persistent Intrusions into Key Industries

Discredit, Deter Dissent

Hold at-risk

Espionage: Economic IP

Operational Camouflage and Denial Campaigns

Assert 
Advantage 

(DIME) 

Establish Technological Presence and Influence on Adversary

Compromise People

Collect HUMINT

Counter Adversary Narratives

Test Network Hijack Network Hijack Ops

Create Strategic Ambiguity Promote Favorable “New Normal”

O4   The Long Game



Defend ForwardH1

Approach: Reach beyond your 
national networks to conduct 
reconnaissance, detect attack 
preparations, and disrupt 
attacks, ideally preventing 
attacks from even taking place.

Kill 
Chain

Occurs
Here

But You Can 
Also Disrupt Here



Time 

Military

Phase 2

Diplomatic

IO

Phase 3Phase 1

Deterrence Based Messaging

Informal Discussions

Threat Monitoring

Prepare Active Response

Economic

Disruptive Cyber Operations

Disruptive EW Operations

Retaliatory Cyber Operations

Name and Shame Messaging

Formal Discussions Issue Demarche

Law 
Enforcement

Economic Sanctions

Indict Participants

Analyze Flow of Money

Leverage International Partnerships

Conclude

Build Defensibility

Create Partnerships

Build Resilience

Collective Defense

Kinetic Ops

H1   Defend Forward

Threat Intelligence Production



Defensive Templates by Maturity

Basic

Evolving
Systematic

Advanced
Sophisticated



Strong

Moderate

Weak

Organizational
Readiness

Interoperability & 
Information Sharing

Collective
Defense



Basic1
• Organizations act as individual islands
• Law enforcement deals with major incidents on limited, case-by-case 

basis with modest effect
• Limited ability to collect forensic information frustrates response
• North-South sensor coverage
• Suspicion of others in business sector
• Working toward CIS Top 20 controls
• Misaligned incentives
• Primarily signature-based defensive systems
• Government works to defend itself
• Cybersecurity seen as cost center and impediment to business function



Level 1 - Basic

Company

Company

Agency

Company 

Company 

Military

LE
Agency

Company

Company

Intel
Agency

Agency

AgencyAgency

Company 

Company 

Company 

Agency

Government Private Sector

Company 

Company 

Company 

Company 

Company 

Company 



What to Expect

• Slow or non-existent government support 
(First-ever Government interaction?)
• Many companies corporate security will be 

routed
• Phone calls, post-it notes, and bulletin 

boards
• Running down halls unplugging systems
• Work stops
• Total disruption
• Weeks/months to recover if isolated 

incident



Evolving2
• Some internal system interoperability
• Need for collective defense understood
• Limited, but more effective government offensive response
• General ambivalence toward others in business sector
• CIS Top 20 controls in place
• Some external threat intelligence
• Outsourced SOC
• Slow, relationship-based information sharing
• Cybersecurity seen as enabler of business function



Level 2 - Evolving

Company

Company

Agency

Company 

Company 

Military

LE
Agency

Company

Company

Intel
Agency

Agency

AgencyAgency

Company 

Company 

Company 

Agency

Government Private Sector

Company 

Company 

Company 

Company 

Company 

Company 



Systematic3
• North-South & East-West sensor coverage
• Member of ISAC
• Occasional trust of others in business sector
• Robust internal security
• Internal SOC
• Organizational information sharing and situational awareness
• Sound ability to collect forensic information 
• Government response procedures documented
• Signature and some behavioral-based defensive systems 
• Professionalized cybersecurity workforce
• Routine internal security exercises, employ threat emulation
• Board actively supports cybersecurity initiatives
• Internal threat intelligence team



Level 3 - Systematic

Company

Company

Agency

Company 

Company 

Military

LE
Agency

Company

Company

Intel
Agency

Agency

AgencyAgency

Company 

Company 

Company 

Agency

Government Private Sector
Company 

Company 

Company 

Company 

Company 

Company 

ISAC 



Advanced4
• Aligned incentives
• Collaboration with others in business sector
• Sector-level situational awareness
• Participation in sector-level security exercises
• Sensor coverage extended to ICS systems, supply chain, and 

organizational ecosystem
• Sharing of threat information across small, medium, and large 

organizations
• Inter-organization standard operating procedures
• Councils of CISOs and CEOs address collective cybersecurity
• Sector-level SOC
• Behavioral-based defensive systems widely employed
• Joint public/private training



ISAC 

Level 4 - Advanced

Company

Company

Agency

Company 

Company 

Military

LE
Agency

Company

Company

Intel
Agency

Agency

AgencyAgency

Company 

Company 

Company Agency

Government Private Sector
Company 

Company 

Company 

Company 

Company 

Company 

SOC 

SOC RFIs

ZOOM



ISAC 

Level 4 – Advanced (Sub-Sector Zoom)

Company

Company

Company 

Company

Company

Company 

SOC 

Company

Company

SOC 

Company

Company 
SOC Company

Company

CompanyCompany

Company

Company

Company

Healthcare

Hospitals

Device 
Manufacturers

Pharma

Company

Company

Company 



Sophisticated5
• Regular participation in joint public/private exercises
• Broad, well developed trust between organizations
• Robust, evolving common doctrine
• Government provides rapid effective response
• Automated, adaptive defenses
• Automated, adaptive requests for government response
• National-level situational awareness
• Comprehensive system coverage
• Effective, international government response
• Advanced AI/ML defensive systems mature and widely employed

What we aspire to be



Level 5 - Sophisticated

Company

Company

Agency

Company 

Military

LE
Agency

Company

Intel
Agency

Agency

Agency

Agency

Company 

Company 

Company 

Agency

Government Private Sector

Company 

Company 

Company 

Company 

Company 

Company 

Agency

Agency

ISAC 
SOC 

ISAC 

SOC 

ISAC 
SOC 

RFIs
RFEs



Other Models

Company
HQ

Company

LE
Agency

Supplier

Agency Company 
Company 

Company 

Company 

City Cyber 
Command

Company 

SOC 

Company 

City
Manufacturer

Vendor

Retail Outlet

Retail Outlet

Retail Outlet

Supplier

SOC 

Vendor

SOC 

Company 

Company 

Ad Hoc
Collective

Corporate
Ecosystem

Government 



Evolving and Applying Templates

• Develop more Offensive and Defensive Templates
• Corollary: Reverse engineer today’s operations too

• Refine the Defensive Maturity Model and extend 
the Templates
• Link templates to TTP work, wargaming, scenario 

development, and training/exercises
• Attackers and defenders will apply specific 

templates to give them an advantage



What Can Help?

http://longnow.org/clock/background/
https://www.pondco.com/project/combined-arms-collective-training-facility/

https://www.vanityfair.com/hollywood/2016/06/game-of-thrones-season-6-episode-9-battle-of-the-bastards-photos?verso=true

Think in Longer Time Horizons

Collective Exercises and Training Re-think organizational 
structures and facilities

Public/Private Partnerships
for the Defense and Offense

Automated Response

Public/Private Doctrine and 
Policy for Working Together

Interoperability and NRT 
Threat Information Sharing



Conclusions

• Collective defense is necessary. Individual heroic 
response (common today) is the wrong answer

• You can win or lose the battle based on your 
preparations

• Strong organizational defenses are necessary, but 
not sufficient

• Trust, teamwork, and a sense of urgency are 
essential for collective defense 

• Military strategy and tactics apply (alarmingly) well 
to cybersecurity

• The Government might provide some leadership, 
but it won’t do it for you

• Feedback is welcome, and see the Whitepaper…

https://www.mercurynews.com/2017/07/01/hacking-for-defense-stanford-class-innovates-for-spies-and-warriors/



• Terry Rice

• H-ISAC Community

• Matt Dolan

• Nick DeTore

• IronNet

• Keith Alexander

• Dave Raymond

• Tom Cross

• Our Black Hat Training Students

https://en.wikipedia.org/wiki/Hat_tip

Thanks…



Questions

Greg Conti
greg.conti@ironnetcybersecurity.com
@cyberbgone

Bob Fanelli
robert.fanelli@ironnetcybersecurity.com

https://www.youtube.com/watch?v=OWAkNNWo920

https://www.youtube.com/watch?v=OWAkNNWo920

