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Omar Sardar
= Staff Reverse Engineer @ F L A RE

—Reverse engineer malware daily
— Automarte reverse engineering

— Analyze Windows Internals for Product
"= Interests
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Dimiter Andonov
= Sr. Staff Reverse Engineer @F L AR E

—Reverse engineer malware daily
—Booftkit & Rootkit analysis

— Analyze Windows Internals for Product
"= Interests
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Obligatory IDA Screenshot

ntoskml.if4
Edit Jump Search View Debugger Options  Windows  Help
= B {4 ) | o b # r M W widgpeq)debugger (v W BT P
Bost. @ BEiremcw. B | H Funcions . % IDA View-4, PseudocodeA ® B Proorom Segmentation ® A Structures Local Types B & Imports
B peeudocode-n

B Exports L]

Function name 1B Daviens
Ed SMKM_STORE_MGR <SM_TRAITS>:SmReat r 4 _userpurge S} YGR<SM_TRATTS> : : SrReadPi ckStore@<rax> (SMKHM_STORE_MGR *pSmkmStoreMgr@i<roxs
H SMKM_STORE_MGR <SM_TRAITS>:SmFeReac
A SMKM_STORE_MGR <SM_TRAITS>:SmFeChec p STATUS_t 63 [/ 1
> V75 £/ rdi
Fd SMKM_STORE_MGR <SM_TRAITS > :SmpPaget cax, [r unsigned int ve; /) esi
H smFpAllocate o unsigned int vo; // ebx
‘3, [r __int6a v10; // rax
B SMKM_STORE_MGR <SM_TRAITS>:SmFeEvict ) . unsigned _ int32 vi1; // ecx
int vi3; ~sp+30h] [rbp-28h
H SMKM_STORE_MGR <SM_TRAITS > :SmFeE: 14, re e e e e
H smSetThreadPagePriority int vis; [/ [rsps7oh] [rbps1sh]
e 5 rex i
B smkmProbeAndLockaddress(void "unsigned 2SmF eReadIni tiate@?$SHKN_STORE_MGR@USM_TRAIT T_SM_PAGE | = ppi'a“:::x's;i“kdsﬂws‘
H smKmStoreHelperCleanup esi, eax ;3 dwstoreIndexiey ‘ piusmmmk; ’
eax e
B SMKM_STORE <SM_TRAITS>:SmStCleanup (St j short loc_148088C63 = EZ%T;;AES%QGMJMUSn:Smrenzadlnitiate((7intm)psmkmstm-eugrj,
H PspsystemThreadStartup if (VB -- 1024 )
H loDetachDevice A=t
H lopDecrementDeviceObjectRefCount Sl SRV 463 EETDA : . .
if (v14 88 v14 > *(_QWORD *)RKeQueryPerformanceCounter(6i64) + (unsigned _ int64)LODHORD (v7[3]. sSmkn.+|
H IoDeleteDevice =2 rn (unsigned int)STATUS DATA LATE ERROR;
. . - o - ferenceb((__intsa)u7, vB);
™ . e 201, rbx V10 = SmknstoreRe
ji Toc_1461AEAAS if (vie )
H IoplsProcessAppContainer {
H PnpGetRelatedTargetDevice
I PiUEventHashStringIntoBucket
I sepCaptureTokenSecurityOperations T Y . . o yStatue - vis:
ac_ : 5 PerformanceFrequency - = vis;
H sepPotentialGlobalTableAttribute xor ecx, ecx }
- . -yPer-fors - 1
L —— e e e =
H RtlStringCchPrintfw add rox, rax LABEL 13:
p  [rspesshevar_20], rex . v9 = STATUS_NOT_FOUND;
H RtllsUntrustedObject jbe loc_140688C22
& PspRequestDeferred)obNotification
H lopCompleteUnloadOrDelete
B RtlCheckTokenMembership
: loc_140088C22
H RtlCheckTokenMembershipEx mov edx, esi
- mov rox, rdi
B lopinsertRemoveDevice . text:0000000140088C27 call  SmkmStoreReferencex
test  rax,
jz short loc_1400B8C69

return v95

H KelnitializeDeviceQueue

H RtlDeriveCapabilitySidsFromName:
H RtlSubAuthorityCountSid

B ResubAuthoriysid ]
H KelnitializeGuardedMutex b 1oc_140088C69

H loSetActivityldThread ek Jw  short loc 140088CaE
h Iu[learAmivinldThread ?SmReadPickStoref?$SMKM_STORE_MGR@USM_TRAITS@@@@SA: \T_SM_PAGE _} H |_STORE@USM_TRAITS@@@@2@Z endp
[ WmipFindRegEntryByProviderld
I WmipDoFindRegEntryByProviderld
H WmipUnreferenceRegEntry

H RtlIStringCbCatW

H RtlValidateUnicodeString

H RtlUnicodeStringValidateEx

H ExNotifyCallback

H ExNotifvWithProcessina

loc_1400BBCAE:

Line 1909 of 19552

77, Graph overview

000824272 SmReadPicxStorag ¢ SHKM_STORE MCRUSM_TRAITSEE@ESAJPE| (Synchronized with IDA View-A, Hex View-1)
100,008 (452, 313) | (239, 257) | 000BE427 000D0001400BEC27: SMEM_STORE_MGRCSM_TRAITS>: :SmReadPickStore (SMKM_STO ynchronized with Hex View-1, Pseudocode-i)
Disk: 11868

® A & 0 72 oenan B
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Overview

"Memory Manager Crash Course
=\Windows 10 Updates

s Accessing Compressed Memory
= Automating Analysis

=V olatility & Rekall Support

=" Malware Extraction Demo
EQ&A

() 6 ©2019 FireEye



Memory Manager Overview

= Provides process with 2GB to 128TB memory
= Translates virtual memory to physical memory

=" Moves data to-and-from hard drive (paging)
= Book-keeping




Virtual Memory

= Windows grants a new xé4 process with 8TB

—Jystem doesn’t have 81B for each process
—8IB memory space is virtual

—Data is accessed by reading from an address
—Pages are Ox1000 bytes

—Location of actual data is fransparent

( 8 ©2019 FireEye



Breaking Down a Virtual Address

OxD1A7460000

000000001 101000110 100111010 001100000 000000000000

PML4 PDPT PD PT Offset

" Memory address is a series of indices & offseft
= Fach Index represents an entry in a table
=" The last table contains Page Table Entries

() Q  ©2019FireEye



Page Tables (x64)

PMLAE [0]
PMLA4E [1]
PMLAE [2]

PML4E [511]

’-) ©2019 FireEye

PDPTE [0]

PDPTE [1]

PDPTE [2]
PDPTE [326]

PDPTE [511]

PTE [O]

PTE [1]
PDE [0] PTE [2]
PDE [1] PTE [96]
PDE [2]

PDE [314]
PTE [511]

PDE [511]




Page Table Entries (PTEs)

kd> dt nt! MMPTE*
nt
nt
nt

nt
nt
nt
nt
nt

Krnlm
Krnlm
Krnlm
Krnlm
Krnlm
Krnlm
Krnlm

Krnlm

! MM
! MM
! MM
p! MM
n! MM

I MM

D_
0! MM
D

MM

PTE
TE SUBSECTION
>TE  HARDWARE
OTE SOFTWARE
>TE PROTOTYPE
>TE TIMESTAMP
OTE LIST

°TE_TRANSITION

..
OHOOII

€




_MMPTE_SOFTWARE Valid

PageFileReserved

PagefFileAllocated

ColdPage
SwizzleBit
Protection
Prototype

Transition

PageFileLow
UsedPageTableEntries
ShadowsStack
Unused

PageFileHigh

C) 12 ©2019 FireEye



_MMPTE_SOFTWARE Example

0: kd: (lpte 24d0Z2ed0000
VA 000002430 26d40000

PXE at FFFFB3L3ACDEGOZ0 PPE at FFFFB3L9ACCO4340 PDE =t FFFFE359830P34093 FTE at FFFFB30126813680
contains BA00000040015867 contains DAQOOOOO0O40096867 —contains DADDOOOOVAC22867 contains 00017A4D0O0002034

pfn 40015 ——DA——-TW-Y pifn 4001& ———DA__TINEY pfn 74cZ2 ———DA——TWEY not walid
FageFile: 2

Dff=et: 17a4d
Frotect: 4 — Readllrite

C) ] 3 ©2019 FireEye
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Demand-Paging Mod
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Case for Compression

= Accessing data from a hard drive is “@-
= Accessing data from RAM isf}

=" Modern operating systems compress memaory ;

—Allows for more data to be stored in RAM
—Highly parallelizable operation
—Flexible kernel deployment

() 15 ©2019FireEye



Mystery Pagefile

O: Lkdx lwm
Page File: ~Y"C:~pagefile. =vs
Current : 1179648 Kb Free Space: 1177968 Kb

Miriimuam: 1179648 Eb  Maximum: 168508 Kb
Page File: ~??C:~=zwvapfile.sys |

Current 16384 Eb  Free Space: 16376 Kb

Miriimuam: 16384 Kb Maximum: 2144940 Kb
Ho Hame for Paging File

Current : 7265136 Eb  Free Space: 4350048

Minimum: 7265136 Ebh Maximum: 7265136

oligolll
alu)

( #80):c

C) 16 ©2019FireEye



MMPAGING_FILE

= Structure used to represent fraditional pagefiles
= Now supports Virtual Stores

= Check VirtualStorePagefFile for confirmation
= Array of pagetiles located at ntMmPagingFile @

() ] 7 ©2019 FireEye



Store Manager

= Storage adllocation & content tracking
= Encryption & compression @
= Add, refrieve, or remove data

= Fach store page is represented by a key %
= Supports memory compression

() 18 ©2019FireEye



Virtual Store

= Created by the Store Manager
= XPRESS Compression Format &
= Pages stored in MemCompression

=1 Page

() 19  ©2019FireEye

—: 1 Key &

15 Task Manager
File Options View

Processes Performance  App history Startup Users Details Services

R Py
Iﬂ I Y
N L

Fewer details | (V) Open Resource Monitar

27/3.1GB 1.3 GB
Paged pool Mon-paged pool

88.1MB 107 MB

it

2271t Memory
Memory usage 2.0GB
N Memory
L | 0.8/2.0G8 (0% ,.-’N‘\
.lll \_;.
. —— — ——— S
Disk 0 (C)
A 0%
JI*
onds
M y composit
In use (Compressed) Available Slot: N
754 MB (166 MB) | 1.2 GB Hare o
Committed Cached



Store Manager Page Key (ALGO)

PagefFileLow
PageFileReserved '

| 1
PagefFileAllocated i i
| 1

ColdPage
SwizzleBit
Protection
Prototype
Transition

\ \
(PagefFileLow << 28) | PageFileHigh

PageFileLow

UsedPageTableEntries
ShadowsStack
Unused
PageFileHigh

() 20  ©2019Firekye




SM_PAGE_KEY (ALGO)

FTE at PFFFFESU1Z6515650

contains
not wvalid
FagebFile

Uf f==t
Frotect :

( 2 ] ©2019 FireEye

O0017A4D0000

: 2
17add

2

0394

4 — HReadlrite

20017A4D




Store Manager que Key (ALGl)
 SwinzloBit

(PageFileLow << 28) | ((PageFileHigh) & ~InvalidPteMask)

PageFileLow

PageFileHigh
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SM_PAGE_KEY (ALG1)

FTE at FFFF9Z20149DF9BG0
contains UO0Z6EDEOOOOZOE4
not walid
FagebkFi1le: ¢
Of ft=et: Ziedf

Frotect: 4 — HEeadlrite

20024EDF

C) 23 ©2019 FireEye



Dude, Where's my Page?

W10.1607+

pSmkmStoreMetadata0]
psmkmStoreMetadata1]
pSmkmStoreMetadata3]
psmkmStoreMetadata4]

pSmkmStoreMetadata[31]

SMKM

% siGlobalTree

SMKM_STORE_MGR
SM_GLOBALS

ntismGlobals

() 24 ©2019 FireEye

pSmkmStore

SMKM_STORE_METADATA[O]

SMKM_STORE_METADATA[1]

SMKM_STORE_METADATA[31]

% B+TREE slocalTree

ST_DATA_MGR

| ST_STORE

(.j& *pRegionPointerarray

—>»  SMKM_STORE

PAGE

PAGE

PAGE




Navigating the Store Manager [

W10.1607+

Q) 25

pSmkmStoreMetadata[0]
pSmkmStoreMetadata[1]
pSmkmStoreMetadatal3]
pSmkmStoreMetadata[4]

pSmkmStoreMetadata[31]

SMEM
sGlobalTree

SMKM_STORE_MGR

SM_GLOBALS

nt!SmGlobals

©2019 FireEye

—

QU

pSmkmStore

pOwnerProcess

SMKM_STORE_METADATA[O]

SMKM_STORE_METADATA[1]

SMEM_STORE_METADATA[31]

SM_PAGE_KEY
dwStorelnformation

SMEM_FRONTEND_ENTRY

Q

B+TREE sLocalTree

aChunkPointer[0]

aChunkPointer[1]

¥

aChunkPointer[31]

dwPageRecordsPerChunk

dwPageRecordSize

dwChunkPageHeaderSize

SM HP_CHUNK_MEI’ADATJ}__.-"
dwRegionindexMask
dwRegionSizeMask

wlompressionFormat
5T_DATA_MGR

5T_STORE

dwitorelndex

*pRegionPointer&rray

pStore0wnerProcess

—

SMEM_STORE

- =

v

SM_PAGE_KEY

sChunkkKey

ST_PAGE_ENTRY

REGION_KEY sRegionKey

dwCompressedSize

dwCrc

ST_PAGE_RECORD

e e === = = I=1=I=1=I=1=1=1=1=1=]=

PAGE

PAGE

‘__.________.________._____________.________.________..

PAGE

"\__ MemCompression __/"




Finding Your Store [

= Journey begins at niSmGlobals
= Calculate SM_PAGE_KEY

= Search B+TREE for key

= Determine store containing key

() 26 ©2019 FireEye

pamkmStoreMetacdata[0]
pimkmStoreMetadata[1]
pimkmStoraiMetadata3]
pamkmStoreMetacdatal4]

pimkmStoreMetadata[31]

SMEM

paSmkmStore
1 pOwnerProcess

SMKM_STORE_METADATA[O]

SMKM_STORE_METADATA[1]

SMKM_STORE_METADATA[31]

2N

silobalTree

—

SMKM_STORE_MGR

SM_GLOBALS

nt!SmiGlobals

SM_FAGE_KEY

dwitorelnformation

\EMKM_FRONTEND_ENTRY




B+TREE Layout &

Tree Root

>

# Entries

&

>

&
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Traversing a B+TREE £

QU @O

000200a2 a415deeo
20012210 a5c01000
2001c460 a8751000

20012210

24163000

2001acl6

2001b687

2001b688

O

2001e6bc a2546000

A

2001b689

2001b68f

2001b691

A

2001B68F

Q) 28 cwivrierye



Finding Your Store [

Q) 29

©2019 FireEye

@ D

pEmkmStoreietadata[0]

pEmkmstore

psmkmStoreMetadata[1]
pamkmStoraMetadatal3]
pamkmStoraMetadatald]

pimkmStoreMetadata[31]

SMEKM

sGlobalTree

SMKM_STORE_MGR

SM_GLOBALS

nt!SmGlobals

pOwnerProcess

\SMKM_STORE_METADATA[0] /

SMKM_STORE_METADATA[L)

SMEKEM_STORE_METADATA[I1]

SMN_PAGE_KEY
dwitorelnformation
SMEM_FRONTEND_ENTRY



SMKM_STORE & Family

= Store-specific structures

—All iInformation leads o locating a page record
" SMKM_STORE

—Pointer to an array of pointers to regions of
compressed pages

= ST_DATA_MGR

—Chunk keys, compression format, region indices
" SMHP_CHUNK_METADATA

—Aray of chunks that contains vectors of page records

() 30 ©2019FireEye

a—

B+TREE sLocalTres

aChunkPointer[0]
aChunkPointer[1]

aChunkPointer[31]
dwPageRecordsPerChunk |
dwPageRecordSize

dwChunkPageHeaderSize |

&M HP_CHU NH_MEMDAM

dwRegionlndexMask

dwRegionSizeMask

wlCompressionFormat

K ST_DATA_MGR /

5T _5STORE

dwstorelncex

*pRegionPointerArray

pStoreCwnerProcess

\ SMKM_STORE /




Deriving Page Virtual Address

= Obtain Chunk Key from local B+TREE
= Chunks lead us to ST_PAGE_RECORD

=" ST_PAGE_RECORD leads us fo a Region
= Regions lead us to

. ST_DATA_MGR /

l ST_STORE l

() 31  ©2019Frekye



MemCompression

= Compressed pages previously stored in System
= Storage container for all compressed dato
= Minimal process

—No PEB or user threads, NTDLL is nhot mapped
= Minimal threads (No TEB)

—Page compression
—Page read/write
—Page swapping

() 32 ©019FireEye

PAGE

PAGE

"\_ MemCompression //'




The Big Picture

/e

() 33  ©2019FreEye
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34

pSmkmStoreMetadata[0]
psmkmStoreMetadata 1]
pSmkmStoreMetadatal3]
psmkmStoreMetadata4]

pamkmStoreMetadata[31]

SMEKM

siGlobalTree

SMKM_STORE_MGR
SM_GLOBALS

nt!SmGlobals

©2019 FireEye

pSmkmstore

SMKM_STORE_METADATA[O]

L

SMEM_STORE_METADATA[L]

SMKM_STORE_METADATA[31]

B+TREE sLocalTree

ST _DATA_MGR

S5T_STORE

PAGE

PAGE

*pRegionPointerArray

SMKM_STORE

PAGE

. MemCompression /




Structure Exiraction Automation

Windows 10 0 17134 117
OS Name  Magjor Minor Build Revision

= Structures change between builds
= Analysis effort is ~8h/kernel

=" Too many kernels

= Automated analysis desired

() 35 ©2019 FireEye



FLARE-EMU

=|DA Pro @ Unicorn
= Written by Tom Bennett @ FL /ARE
= Scriptable emulation framy :
=" Rapid prototyping

() 36 ©019FireEye



FLARE-EMU

= Analyzed ~10 kernels manually
= Discovered commonalities

—Structure locations
—Function prototypes
—Order of operations
—Data usage paftterns
—Calistacks

() 37 ©019FireEye



Automate This

push
lea
push
push
MOVZX

push

push
push
push
call
test

,) ©2019 FireEye

|'_||'_|+
( y [I—'LII‘_H- |‘| JFinallUnc

M H pdwF1na]Uncnmpressed511E

5 dwCompressedBufferSize
[edi+220h]

5 pCompressedBuffer
5 dwlncompressedBufferSize

ncompressedBuffer] ; pUncompressedBuffer
5 wCompressionFormat

tlDECHmplcssEu++:|EKMEb

—

m —
] r| |'[l

1]

m
il

[}
= T

b p+p

m = M
)]

g A




FLARE-EMU

ST_DATA_MGR

AaAbAcAdAeAFAgAhAIAFAKALAMANA P ]
OApAgArAsAtAuAvAwAxAyAzBaBbBc 3 pdwFinalUncompressedSize
BdBeBfBgBhBiBjBkB1BmBnBoBpBqB Pax i dwCompressedBuffersize
rBsBtBuBvBwBxByBzCaCbCcCdCeCf bx D m RE e
CgChCiCjCkClCanConCqu‘CsCtC i dwlncompressedBufferSize N
UCVCWCXCyCzDaDbDcDdDeDFDDhD [ebp- Compr s ooy dpuTer
DjDkD1DmDnDoDpDgDrDsDtDuDVDWD _RtlDecompressBufferEx@2s
xDyDzEaEbEcEdEeEFEGENEiEFEKE]L eax, eax
EMENEOEPEGErESEtEUEVEWEXEYEZF e
aFbFcFdFeFfFgFhFiFjFKF1FmFnFo

FpFgFrFsFtFuFvFwFxFyFzGaGbGcG

dGeGfFGgGhG1G]jGkG1GmGNGoGpGaGr

GsGtGuGvGWGXGYyGzHaHbHcHdHeHfH

gHhHiHjHkH1HMHNHOHpHgHrHSHtHU

HvHWHXHyHzIaIbIcIdIeIfIgIhIiI

JIKI1ImInIoIpIqIrIsItIuIvIwIx

IyIzJalbJlcldlelfIgihJiljikJl]

mInJoJplqirIisJItiulvIwIxlyJlzKa

KbKcKdKeKfKgKhKiKjKkK1KmKnKoK

pKgKrKsKtKuKvKwKxKyKzLalbLcLd

LeLfLgLhLiLjLkL1LmLnLoLpLgLrL

sLtLuLvLwLxLyLzMaMbMcMdMeMfMG

() 39 ©2019 FireEye



FLARE-EMU

A

0x20101000
Ox1163
Ox31001200

Ox1423
0x20001400

-

() 40 ©2019FireEye

AaAbAcAdAeATAgAhAIAjAKALAMANA
0ApAgArAs At AuAvAwAXAyAzBaBbBc
BdBeBfBgBhBiBjBkB1BmBnBoBpBgB
rBsBtBuBvBwBxByBzCaCbCcCdCeCf
CgChCiCjCkC1lCmCnCoCpCqgCrCsCtC
uCvCwCxCyCzDaDbP~"-“NeDfDgDhD1
DjDkD1DmDnDor ~1DvDwD
xDyDzEaEbEc' iEKE]
EmEnEoEpEQE yEzF
aFbFcFdFeFf+ 1FnFo

FpFgFrFsF’ .aGbGcG
dGeGfGs W wnalGOGPGQGP

GsGtC syGzHaHbHcHdHeHfH
gHhH. +HmHNHOHpHgHrHSHtHU
HvHWHxHyHzIaIbIcIdIeIfIgIhIil
JIKI1ImInIoIpIqIrIsItIuIvIwIx
IyIzJalbJcldJledfIglhJiJjikJl]
mJnJoJplqJlrIisJtdr'vIwIxJyJzKa
KbKcKdKeKfKgkh", KmKnKoK
pKgKrKsKtKuky ELa LbLcLd
LeLfLglLhLilLjLkLiLmLnLoLpLglrL
sLtLuLvLwLxLyLzMaMbMcMdMeMfMG




Field Offset Located (@]

@ >>>pattern.find (“Km”)

Q) 41

©2019 FireEye

push
lea
push
push
MOVZX

push

push
push
push
call

test

0x220

|'_||'_|+

[ y [|-'|'_|[_|+ |‘| JFinalUncompressedsi
X 5 pdwFinalUncompressedSize

5 dwCompressedBufferSize
[edi+220h]

5 pCompressedBuffer
X 5 dwlUncompressedBufferSize
bp+pUncompressedBuffer] ; pUncompressedBuffer
X 5 wCompressionFormat
tlDECumpIESSEH++:IEKMET

—

Mm
r'| r| |'[l

m

m
=1}

m
= T -

m = M
|'I:l

= o

loc 54?E[E




Rinse & Repeat &

INFO:Magic:MAGIC.SmGlobals: ©x55a9c@
INFO:Magic:MAGIC.MmPagingFile: ©x43e5e0

C) 42 ©2019 FireEye
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“With Windows 10 you're nof
getfting data you'd expect
because It's compressed In

memory..."
- Andrew Case

() 44  ©2019FireEye



Volatility & Rekall
"FL AR E research integrated into plugins

—Blaine Stanclll
—Sebastian Vogl

Rekall

Forensics

C) 45 ©2019 FireEye



Plugin’s Baby Steps

Compressed Address

E—
Decompressed Data
.

C) 46 ©2019 FireEye




volshell

1 cc(pid= )
Current context: ram_eater.exe @ © 946, pid=3676, ppid=3548 DTB=0x3fffb780

2 . db( )
Memory unreadable at 807cO08@

1 cc(pid= )
Current context: ram_eater.exe @ Ox9ccOd048, pid=3676, ppid=3548 DTB=0x3fffb780

2 . dbf )
Exee /clbbl 43 43 20 57 41 53 20 « .45 21 20 20 43 43 CC.WAS.HERE!. .CC
Exe8 /cBbll 20 57 41 53 20 48 45 52 . 21 20 20 43 43 20 51 WAS.HERE!..CC.W
Ox00TcoO20 41 53 20 48 45 52 45 21 20 20 47 41t 54 27 45 4g AS.HERE! . .GOT'EM
ExEE/cbb3l B0 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 s AAARAARAKKRXEAAA

C) 47 ©2019 FireEye




Transparent Translation

‘

cmdline
cmdscan
consoles
crashinfo
deskscan
devicetree
dl Ldump

dillist
driverirp
drivermodule
driverscan
dumpcerts
dumpfiles

C) 48  ©2019FireEye




modules

File
\SystemRoot\system32\ntoskrnl.exe
\SystemRoot\system32\hal.dll
\SystemRoot\system32\kdcom.dll

\SystemRoot\System32\drivers\msrpc.sys
\SystemRoot\System32\drivers\ksecdd.sys
\SystemRoot\System32\drivers\werkernel.sys

\SystemRoot\System32\drivers\tm.sys
\SystemRoot\system32\PSHED.dll
\SystemRoot\system32\BOOTVID.dLL

\SystemRoot\System32\drivers\clipsp.sys
\SystemRoot\System32\drivers\cmimcext.sys
\SystemRoot\System32\drivers\ntosext.sys

\SystemRoot\System32\drivers\cng.sys

C) 49 ©2019 FireEye

File
\SystemRoot\system32\ntoskrnl.exe
\SystemRoot\system32\hal.dll
\SystemRoot\system32\ kdcom.dll

\SystemRoot\system32\mcupdate_Genuinelntel.dll

\SystemRoot\System32\drivers\msrpc.sys
\SystemRoot\System32\drivers\ksecdd.sys
\SystemRoot\System32\drivers\werkernel.sys
\SystemRoot\System32\drivers\CLFS5.5YS
\SystemRoot\System32\drivers\tm.sys
\SystemRoot\system32\PSHED.dll
\SystemRoot\system32\BOOTVID.dLLl
\SystemRoot\System32\drivers\FLTMGR.5YS
\SystemRoot\System32\drivers\clipsp.sys
\SystemRoot\System32\drivers\cmimcext.sys
\SystemRoot\System32\drivers\ntosext.sys
\SystemRoot\system32\CI.dll
\SystemRoot\System32\drivers\cng.sys




dillist -p 2444

e v v e v v e v v v e e e vl e vl e vl e e v e vl e vl e vl e vl e e v e ol e ol e vl e e o e ol e ol e vl e e e i e e vl e v e vl e ol e ol o e e e vl e ke e ok
SearchIndexer. pid: 2444

LoadCount LoadTime

() 50 ©@019FireEye



driverscan

Service Key Driver Name

Service Key Driver Name

acpiex acpiex \Driver\acpiex acpiex acpiex
CNG \Driver\CNG CNG CHG
Wdfa18e8 \Driver\Wdfe168e Wdfoleee Wdfol10600
cdrom cdrom \Driver\cdrom cdrom cdrom
WudfPf WudfPf \Driver\WudfPf WudfPF WudfPf
\Driver\PnpManager PnpManager \Driver\PnpManager
\Driver\DeviceApi DeviceApi \Driver\DeviceApi
\Driver\S...reDevice Softw...vice \Driver\SoftwareDevice
WMIxWDM \Driver \WMIxWDM
ACPI_HAL \Driver\ACPI_HAL

\Driver\acpiex
\Driver\CNG
\Driver\Wdfeleee
\Driver\cdrom
\Driver\WudfPf
\Driver\PnpManager PnpManager \Driver\PnpManager
\Driver\DeviceApi DeviceApi \Driver\DeviceApi
\Driver\S...reDevice Softw...vice \Driver\SoftwareDevice
\Driver\WMIxWDM WMIxWDM \Driver\WMIxWDM
\Driver\ACPI_HAL ACPI_HAL \Driver\ACPI_HAL

vm3dmp
DXGKrnl
F1leCrypt
Null
vmrawdsk
Beep
BasicDisplay
BasicRender
AFD
ws2ifsl
Npfs

Msfs

tdx

NetBT

Q) 51
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vm3dmp

F1leCrypt
Null

Beep
BasicDisplay
ws2ifsl

Msfs
tdx

\Driver\vm3dmp
\Driver\DXGKrnl
\F1leSystem\F1leCrypt
A\DriveryNull
\Driver\vmrawdsk
\Driver\Beep
\Driver\BasicDisplay
\Driver\BasicRender
\Driver\AFD
\Driver\ws2ifsl
\F1leSystem\Npfs
\FileSystem\Msfs
\Driver\tdx
\Driver\NetBT

vm3dmp
DXGKrnl
F1leCrypt
Null
vmrawdsk
Beep
BasicDisplay
BasicRender
AFD
ws2ifsl
Npfs

Msfs

tdx

MetBIT

vm3dmp
DXGKrnl
F1leCrypt
Null
vmrawdsk
Beep
BasicDisplay
BasicRender
AFD
ws2ifsl
Npfs

Msfs

tdx

NetBT

\Driver\vm3dmp
\Driver\DXGKrnl
\F1leSystem\F1leCrypt
A\Driver\Null
\Driver\vmrawdsk
\Driver\Beep
\Driver\BasicDisplay
\Driver\BasicRender
\Driver\AFD
\Driver\ws2ifsl
\FileSystem\Npfs
\FileSystem\Msfs
\Driver\tdx
\Driver\NetBT




ldrmodules
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Process

winlogon.exe
winlogon.exe
svchost.exe
dwm . exe
dwm.exe
dwm.exe
dwm . exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
MsMpEng.exe
MsMpEng.exe
MsMpEng.exe
MsMpEng.exe
sihost.exe
svchost.exe
svchost.exe

©2019 FireEye

MappedPath

\Windows\System32\user32.dll
\Windows\System32\gdi32full.dll
\Windows\System32\user32.dll
\Windows\System32\ntdll.dll
\Windows\System32\userenv.dll
\Windows\System32\sspicli.dll
\Windows\System32\bcryptprimitives.dll
\Program Files\Windows Defender\MsMpEng.exe
\Windows\System32\bcryptprimitives.dll

\Windows\System32\rpcrtd4.dll
\Windows\System32\ twinui.appcore.dll

MappedPath

\Windows\System32\user32.dll
\Windows\System32\sechost.dll
\Windows\System32\svchost.exe
\Windows\System32\gd132full.dll
\Windows\System32\user32.dll
\Windows\System32\gdi132.dll
\Windows\System32\ntdll.dll
\Windows\System32\userenv.dlLl
\Windows\System32\sspicli.dll
\Windows\System32\KernelBase.dll
\Windows\System32\bcryptprimitives.dll
\Windows\System32\svchost.exe

\Program Files\Windows Detender\MsMpEng.exe

\ProgramData\Microsott\Windows Defender\Defin

\Windows\System32\bcryptprimitives.dll
\Windows\System32\rpcrtd4.dll
\Windows\System32\ twinui.appcore.dll
\Windows\System32\KernelBase.dll
\Windows\System32\ kernel.appcore.dll




hashdump

Volatility Foundation Volatility Framework 2.6.1

Volatility Foundation Volatility Framework 2.6.1
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Unlocked Data
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Malware Overview
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Get the Basics (imageinfo)

: volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) : WinlOx64_17134, WinlOx64_14393, WinlOx64_160586, Winl@x64_16299,
AS Layerl : SkipDuplicatesAMDG64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/Do_Not_Scan/rampack/mw_fmtoptions/Winl0_176¢
PAE type : No PAE
DTB : Oxlaa®deL
KDBG : Oxf803f894c4doL
Number of Processors : 2
Image Type (Service Pack) : ©
KPCR for CPU © : exfffffee3f7919006L
KPCR for CPU 1 : Oxffffa20021fa0@eeL
KUSER_SHARED_DATA : oxfffff78000000000L
Image date and time : 2019-07-11 ©3:37:36 UTC+0000
Image local date and time : 2019-87-10 20:37:36 -0700
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Hnds Time

OxfFffo99867074d5ch :csrss.exe 8 2019-87-09
Oxffffoo8670babo8O :wininit.exe 8 2019-87-09
. Dxffffoo8670ba25ch:services.exe 0 2019-87-09
. Dxffffoo86708965chH :NisSrv.exe ® 2019-87-09
.« Bxffff99866eab35ch:svchost.exe ® 2019-87-09

Oxffffo986721905cH: fmtoptions.exe @ 2019-87-11

() 5 7 ©2019 FireEye



e 3 J v e Je v v v vk e vk v v v v v v vk v v vk vl v v vl v vl v vk vl v v v Jie vl J v e dhe vl s v vl s vk vk e e ke ke e ke ke e v ke v vk v v vk vk vk vk ok ok e ke e ke ok

fmtoptions.exe pid:

Command line : Command line :

Ox0000000000400000
Ox00007 ffe7aa50000
Ox000000005e2d00OO
Ox000000005e250000
Ox000000005e240000
Ox0000000000400000
Ox0000000077120000
Ox0000000074cbOOOO
Ox0000000074f90000
Ox0000000073bbo0OOO
Ox0000000076f30000
Ox0000000076c30000
Ox000000006fd20000
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c:\users\cc\netautocon\fmtoptions.exe 10002

Oxed00O
Ox1e0000
Ox51000
Ox76000
Oxafoe
Oxedbo
Ox18d00e
Oxdooee
Ox1d7000
Oxafoo
Ox57000
Ox43000
Ox5000

LoadCount

Oxffff
Oxffff
Oxffff
Ox6
Ox6
Oxffff
Oxffff
Oxffff
Oxffff
Ox6
Oxffff
Ox6
Ox6

LoadTime

2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11
2019-07-11

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000

OOOOOOOOOO O D

:\users\cc\netautocon\ fmtoptions.exe
: \Windows\SYSTEM32\ntdll.dll

: \Windows\System32\wow64.d 11

: \Windows\System32\wow64win.dll

: \Windows\System32\wow64cpu.dll
:\users\cc\netautocon\ fmtoptions.exe
:\Windows\SYSTEM32\ntdll.dll

: \Windows\System32\KERNEL32.DLL

: \Windows\System32\KERNELBASE .d 11

: \Windows\System32\CRYPTBASE.d1l .
: \Windows\System32\bcryptPrimitives.d
Cs
:2 ct\users\cc\netautocon\FmtOptions.dll Dptions.dll

\Windows\System32\sechost.dll




handles -p 5684 -t mutant

Offset (V)

Oxffff998671c19fcod
Oxffffo98670e6b0GD
Oxffff998670c3c3dO
Oxffffo98671c2a2ed
Oxffffo9867183be30
Oxffffo98672048c20
Oxffff998671abbo6e
Oxffff998671d223600
OxTfff998671e0b440
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Handle

Access

Ox1fo081
Ox1fo081
Ox1fo0e1
Ox1fo0e1
Bx1feeel
ex1feeel
ex1feeel
ex1foeel
ex1foeel

Mutant
Mutant
Mutant
Mutant
Mutant
Mutant
Mutant
Mutant
Mutant

Details

SMO:5684:168:Wi LStaging_62




Fails

*malfind
"handles (file)

-procdump} D
=diidump
svaddump ?
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handles

Offset (V)

Oxffff998671c19fcod
Oxffffoo8670e6b060
Oxffffo998670c3c3do
Oxffff998671c2a2ed
Oxffffo99867183be30
Oxffffo998672048c20
Oxffff998671abbb6e
Oxffffoo8671d22300
Oxffff998671e9b440
Oxffff9986713a6160

Offset (V)

Oxffff998670b8deld
Oxffff998671ac3100
Oxffff998671d94a20
Oxffff9986714baSb0
Oxffffo98671a9f080
Oxffff9986718cc700
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Handle

Bx100020
Bx100020
Bx100081
Bx120889
Bx120089
Bx100880

File

Ox1feeel
ex1feeel
Ox1feeel
Ox1feeel
Ox1feeel
Ox1feeel
Ox1feeel
Ox1fo0e1
Ox1feeel
Ox1feeel

Mutant
Mutant
Mutant
Mutant
Mutant
Mutant
Mutant
Mutant
Mutant

SMB:5684:168:W1 LStaging_02

CheckAndProtectProcessThread
Child-1634

\Device\HarddiskVolume2\W1indows

F1l \Device\HarddiskVolume2\Users\cc\Desktop\FmtOptions ns

File
File
File
File

\Device\CNG
\Device\DeviceApi\CMAp1
\Device\HarddiskVo lume2\Windows\ SysWOWE4\en-US\ntdlLl.dlL.r
\Device\Nsa




malfind

Process: fmtoptions.exe Pid: 5684 Address: 0x2740000
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE
Flags: PrivateMemory: 1, Protection: 6

Bx02740000
Bx02740810
Bx02740020
Bx02740030

Bx02740000
Bx02740002
Bx02740007
Bx02T74008d
Ox0274000f
Bx02740011
Bx02748813
Bx02740016
Bx02740018
Ox0274001f

Q) 43

6a 00 e8 c9 4f 58 72 8d 90 1b 10 00 00 8b c5 8b
c8 8b 00 39 51 04 75 f7 c7 41 04 dO 10 d2 6f c3
B0 00 00 B0 00 00 00 B0 00 PO 00 B0 00 0O 00 B0
B0 00 00 B0 00 00 00 B0 00 PO 00 B0 00 0O 00 B0

6208 PUSH &x@

e8c94f5872 CALL OxT4ccd4fde
8d961bl00608 LEA EDX, [EAX+8x101b]

8bcs MOV EAX, EBP

8bc8 MOV ECX, EAX

8boe MOV EAX, [EAX]

395184 CMP [ECX+8x4], EDX

T5f7 INZ Ox274000f
c74104d010d26f MOV DWORD [ECX+0x4], Ox6fd:
c3 RET

Process: fmtoptions.exe Pid: 5684 Address: 0x4090000
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE
Flags: PrivateMemory: 1, Protection: 6

Bx04090008
Bx84090018
Bx04090020
Bx04090030

Bx04090008
Bx040900685
Bx04059000a
Bx0409000b
Bx0409008c
Bx0409000e
- 9000f
190014
90815
J9001b

Shellcode

©2019 FireEye

e8 eb 89 7 00 eB8 ©8 84 07 00 c3 55 8b ec 51 e8
00 00 00 00 S5a 81 ea 0O 00 OO 0O 89 55 fc 8b 45
fc 59 5d c3 e8 04 00 00 00 00 6a Ob 00 58 c3 e8
B4 00 00 90 46 83 7 00 58 8b 90 c3 e8 46 83 07

e8eb89607T00
e808840700
c3

1

8bec

51
el00000000
oa

81ea®doboooeg

8955fc

CALL Ox41089f0
CALL ©x4108412

RET

PUSH EBP

MOV EBP, ESP

PUSH ECX

CALL ©x4890014

POP EDX

SUB EDX, Ox©

MOV [EBP-Ox4], EDX




malfind

Process: fmtoptions.exe Pid: 5684 Address: 0x4200000
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE
Flags: PrivateMemory: 1, Protection: 6

Ox04200000
Bx04200010
Bx04200020
Bx04200030

4d 5a 90 00
b8 80 00 08
00 80 00 08

e

80 00 00 ©

Ox04200000 4d
Bx04200001 5a
Ox04200002 90

() 64 ©2019 FireEye

a
AL =0 00 ff ff 00 00

00 80 00 00 0.
80 80 00 08 0O
e 00 d8 08 00 88

DEC cBP
POP EDX

NOP Process: fmtoptions.exe Pid: 5684 Address: 0x10000000
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE

Flags: PrivateMemory: 1, Protection:

Ox10000000 4d 5a 90 00 03 00 ~~ F°
Ox1000001@ b8 00 00 00 90 0O
Ox10000020 00 00 00 00 00 B0 .
0x10000030 00 00 00 00 80 B0 Ot

Bx10000000 4d
Bx10000001 5a
Ox10000002 90

DEC EBP
POP EDX
NOP

6

W o ff £f 00 00

) 98 00 90 B8
J 00 90 00 00
80 ed 00 00 00

|-



Server DLL Strings

-POST f HTTP/1.1
Accept: text/plain, */* RSDS
Accept-Languoge: zh-en e:\WorkSpace\A4\A4-3.0\A4
Host: 192.168.29.65:80 \ s P A T
Content-Type:multipart/form-data;boundary=—-- \SvchostServer\bin\server. E}db
UContent-Length: 3693 server.dll
Connection: Keep-Alive

7db372eb000e2 http_recv

HTTP/1.1 280 OK http send
Server: JSP3/2.08.14 - riF =

Datet Thu, 28 Jul 2016 02:57:44 GMT " 92.168.1.55

Content-Type: 1mage/jpeg 2000
Content-Length: 36669 - -
Connection: keep-alive 192.168.1.119%

ETag: 8954017092536739756 9002

Last-Modified: Thu, 28 Jul 2016 ©1:18:81 GMT

Expires: Fri, 28 Jul 2017 01:46:45 GMT 127.9.08.1
Age: 4 9000

bad allocation 192 .168.68.54
Connect error
1886

Recv error

Authentic error plugin_key.binx
127.8.0.1
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Payload Strings

Winl@ FiFaBoy
Win8

WinNT WWW.CeleWare.NET1-0+

Wi n2000 fifalnternationale@hotmail.coml

WinXP
Win2083
2003 R2

MY_START_SELF_MODE
SANDBOX

VIRUS

MALWARE

\SAMPLE

\VIRUS
%ssample.exe

%smalware.exe

IsNativeVhdBoot

kernel32

sbiedll.dlLl

WowE4D1 sab LeWowS4FsRed rection
WowG4RevertWowt4FsRedirection
IsWow64Process

advpack

Vista

Win2088 CMD_KeepAlive 02
Win7 mythread
1008 R? MY_MODULE_FILE
. \net32. l1b
Win2012 Global\CheckAndProtectProcessThread

Wing.1 ~CheckAndProtectProcessThread ERROR_ALREADY
2012 R2 Global\Child-
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Enhanced Analysis

Lmgtty  www.celeware.NET1 Q
anhanced by

Google
Q. web E] Images [J Video [E News ¢ Shopping

Web Results

signature-base/apt_apt30_backspace.yar at master - Neo23x0 ...
github.com

Apr 13, 2015 ... $s8 = "WWW.CeleWare.NET1" ascii. condition: filesize < 100KB and uint16(0)
== 0x5A4D and 6 of them. } rule APT30_Sample_34 {. meta:.
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Call It a Day

rule APT3@_Sample_33 {

meta:
description = "FireEye APT3@ Report Sample - file 5eaf3deaaflZefacB2c’/3adaBlabhlate"
license = "https://creativecommons.org/licenses/by-nc/4.8/"
author = "Florian Roth"
reference = "https://wwi2. fireeye. con/rs/fireye/inages/rpt-apt30.pdf"
date = "2015/84/13"
hash = "72c568ee2dd75406858c@294ccfcTBbad@e39bed”
strings:
$5@ = "Version 4.7.3001" fullword wide
551 = "msmsgr.exe" fullword wide
$s2 = "MYUSER32.d11" fullword ascii
$s3 = "MYADVAPI32.d11" fullword ascii
$54 = "CeleWare.NET1" fullword ascii
$56 = "MYMSVCRT.d11" fullword ascii
$57 = "Microsoft(R) is a registered trademark of Microsoft Corporation in the" wide
$58 = "WWW.CeleWare.NET1" ascii
condition:
filesize < 1@@KB and uintl6(@) == @x5A4D and 6 of them
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