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Outlook exploits?

 Uncommon, not seen in the wild for a while
* | Love You / Love Letter, early 2000

* Badwinmail reported by Haifei Li in late 2015:
* Showed how to load Flash in Outlook

* Leveraged a known Flash vulnerability to prove RCE news.softpedia.com
* Ryan Hanson’s amazing research submitted in late 2016:
 |ssues with the RTF format e Ryan Hanson
* COMs and Monikers s
* Some cool Outlook features CVE-2017-0106 (BadWinmail v2)
. CVE-2017-0199 (Word RTF RCE)
* Abusing Word features CVE-2017-0204 (Protected View Bypass)

« Embedding an EPS font (CVE-2015-2545)? Acknowledgements:



Quick summary of the attack surface

SMTP

: : Spoofing
Email parsing POP3/IMAP
_ Certs issues
MIME parsing Exchange Active Sync
— - Name spoofing
xchange Web Services
HTML / RTF oo s/MIME
. : utodiscover
Pictures (GDI or Office stacks) DRMs

Fonts

OLE Objects

Attachments Macros

TNEF, MAPI properties SensePost’s Ruler (rules, scripts,
homepage)



Email parsing
MIMEparsing

HTME / RTF

B; (GDFor Offi ks)
Fonts

OLE Objects
CalendarsCals,vCards,contacts

Attachments
TNEF, MAPI properties

What this talk covers

Email protocols

SMHR
POP3/IMAPR

Spoofing




An Interesting Outlook Bug - Haifei's random thoughts
justhaifei1. blogspot.com/2017/03/an-interesting-outiook-bug.html v

W h t h " t | k ? Mar 27, 2017 - Due to the complexity of Office code and Microsoft keeps refusing to release Office
y I S a . symbols (I've said about t-s really hard ...

MSRC

» Exploits for Outlook exist but we only occasionally receive reports of eLFageﬂs ;X
outstanding issues

Why aren’t researchers reporting to us?
* Lack of public research, blog posts describing issues?

* Lack of interest in the area? @ Haifeili e N
. . S @Haifeili \ ¥
e Symbols unavailable for Office?

This is the pain of no-Office-symbols.
#bluehatv17

How can we help our finders?
Let’s talk about our own research!
Note:

* The vulnerabilities discussed in the following slides have all been resolved




Where to start? RichText emails?

Untitled - Message

How email message formats affect Internet I N (3 W
email messages in Outlook

AaPlainText B 7 U abe
Applies to: Outlock 2019, Microsoft Office Qutlook 2007, Microsoft Office Cutlock 2003, More Paste AaRich Text | 2 q
The use of TNEF is commonly affected by settings in Outlook that are referred to as Microsoft  |cigboard = Format Font Paragraph

Outlook Rich Text Format (RTF). Rich Text Format and TNEF are not exactly the same, but they
are closely related.

A TNEF-encoded message contains a plain text version of the message, and a binary
attachment that "packages" various other parts of the original messaae '~ - ‘ea
binary attachment is named Winmail.dat, and may includes *- L\t\ DD

+ OLE objects (for example, embedded | ‘S\jeﬂ'\a\ _wance

documents).

v 4 attach ts 20.1 KB Save All
(+ Special Dutl@uk fea@;r example, custom forms, voting buttons, and meeting D 4 stiachments B Save All |v
= P 8

winmail.dat body_part_O.tf body_part_l.ics body_part_2.vcf
20.1KB 12.1 KB 1.1KB 75 bytes

ures

ae

+ The formatted text version of the messar-

+ Regular file attachments that were added to the original message.

https://support.microsoft.com/sqg-al/help/290809



noicant - Meeting Response

Filel Received: from NICOLAPTOP ([33.0.0.1]1) by picedomaln.com

2 From Edit As: Hex Run Script Run Template

1. 1 i s T I . R B LY I LD

3 To: d 3 o C | - b H ] -
[j]4 i;ﬁiooooh: 78 9F 3E 22 1B 0C 01 06 90 08 00 04 00 00 00 00 @ =Y>"............

dez vooo 0010h: 00 01 00 01 00 01 07 90 06 00 08 00 00 00 E4 04  ......vvnnnnn. a.
-+ mrmz0020h: 00 00 00 00 00 00 E8 00 01 08 80 07 00 18 00 00 ...... &...€.....
oeler @ Cont 0030h: 00 49 50 4D 2E 4D 69 63 72 6F 73 6F 66 74 20 4D .IPM.Microsoft M
9 0040h: 61 69 6C 2E 4E 6F 74 65 00 31 08 01 03 90 06 00 ail.Note.l......
Fri22,0 X-Ma(QQ50h: A8 13 00 00 24 00 00 00 OB 00 02 00 01 00 00 00 @ " ueeSeseeennnenaes
mcoﬂ- Thre gogQh: 03 00 26 00 00 00 00 00 OB 00 29 00 00 00 00 00 & .&ewuwuew.n ) e
< X M53070h: 1E 00 70 00 01 00 00 00 07 00 00 00 74 65 73 63  ..Peveveenn. tesc
noica® SNt nanh: 61 6C 00 00 02 01 71 00 01 00 00 00 16 00 00 00  alee.eQeeennnn..

To f '0090h: 01 D3 E2 DD 51 D9 80 F3 C7 67 45 AD 44 A2 9E E1 .0aYQUEAGCgE-D&za

What’s this? | ... - 00ACh: 38 A3 0B F9 AC B3 00 00 OB 00 01 OE 00 00 00 00 8£.U-3..........
7 This 00BOh: 02 01 OA OE 01 00 00 00 18 00 00 00 00 00 00 00 .ueuvuniwnwnnennn.

8 00COh: B7 70 C3 A0 BE 37 CF 45 AC A7 DD 69 4A 04 71 8A -pA %7iE-§YiJ.qS

Ows  --—-00Doh: C2 80 00 00 03 00 14 OE 01 00 00 00 1E 00 28 OE A€............ (.
nico Cont goEQh: 01 00 00 00 33 00 00 00 30 30 30 30 30 30 32 61 ....3...0000002a
00FOh: 01 6E 69 63 6F 32 40 6E 69 63 6F 64 6F 6D 61 69 .nico2@nicodomai

Locatic

=

2 “°"0100h: 6E 2E 63 6F 6D 01 6E 69 63 6F 32 40 6E 69 63 6F n.com.nico2@nico
¥ 0110h: 64 6F 6D 61 69 6E 2E 63 6F 6D 00 00 1E 00 29 OE domain.com....).
' 0120h: 01 00 00 00 33 00 00 00 30 30 30 30 30 30 32 61 ....3...0000002a
6 --——0130h: 01 6E 69 63 6F 32 40 6E 69 63 6F 64 6F 6D 61 69 .nico2@nicodomai
17 cont(0140h: 6E 2E 63 6F 6D 01 6E 69 63 6F 32 40 6E 69 63 6F n.com.nico2@nico
'8 0150h: 64 6F 6D 61 69 6E 2E 63 6F 6D 00 00 02 01 09 10 domain.com......
fdst® Contoigon: 01 00 00 00 18 OE 00 00 14 OE 00 00 7D 31 00 00  sevvveeennn. }1..
) ©°"0170n: 4C 5A 46 75 07 3E E5 4F 07 00 06 01 01 OB 60 6E LZFu.>30...... ‘n
= 0180h: 67 31 30 32 66 35 00 64 00 72 63 70 0D DO OE 00 gl02f5.d.rcp.P..
5 o8+ 0190h: 32 05 0C 60 63 0D 44 66 33 31 35 30 42 37 00 F5 2.. c.Df3150B7.5

ot B . 0 o b T3 7 A 7 Fat o BN AT S e e T I | P | S0 MMTT O TYyYSY O OS9gYS 1T,y v oA Al et PR T TR TR TR S



TNEF specifications

O-2-d@e20 $REDE OB o | AamuT =B Reuk
Startup yesattend.b64 (&
Edit As: Hex Run Script Run Template: templateTMER bt [=
0000h: T8 SF 3E 22 21 oLl
¢ MS'DD_'I.CIh: 00 01 00 01 00
0020h: 00 00 00 OO0 00 00 EE 00 OX @8 SO 0T 00 DU @ . ..... &.
0030h: . 45 50 4D 2E 4D &% &3 T2 6F 73 6F &6 T4 20 53 IIPH.HiEIDSth S
o Seqlﬂﬂﬂﬂh: 63 68 65 64 75 6C €5 2E 4D 74 €7 52 65 73 70 41 chedule.MtgResph
0050n: 00 48 0B @1 20 17 00 00
e [ooeon: 0B 00 02 00 03 00 26 00
0070h: 1E Q0 70 00
0080h: 02 01 71 00
0050h:
® |\ nspector - templateTNER bt
Name Value Start Size Color Comment
» struct FILE file Ch Eh Fa: By:
> struct ATTRIBUTE attr[0] Bh Fh Fa: Bg: ATTTMNEFWERSION
> struct ATTRIBUTE attr[1] 15h 13h Fo: Bg: ATTOEMCODEPAGE
> struct ATTRIBUTE attr[2] 28h 2Bh Fa: Bg: ATTMESSAGECLASS
w struct AT TRIBUTE attr[3] 33h 172Bh Fo: Bg: ATTMAPIPROPS
char level 1 53h 1h Fap Bg:i
ushort name 36867 54h Zh Fap: Bg:n ATTMAPIPROPS
ushort type ¥ 56h Zh Fa Bg:i
int length 1720k 58h dh Fap: Bg: N
int nProps 70 5Ch 4h Fa Bg: N
> struct TNEFProperty prop[0] &0h 2h Fa: Bg: B0 PidTagAlternateRecipientAllowed BOOL
> struct TNEFProperty prop(1] 68h gh Fg: B PidTagPriority INT
> struct TNEFProperty propl2] T0h 8h Fag: Bg: PidTagReadReceiptRequested BOOL
> struct TNEFProperty prop(3] T8h 10k Fag: Bg: PidTagConversationTopic Stringd
> struct TMEFProperty prop(4] 88h 24h Fap: B PidTagConversationindex BINARY
» struct TMEFProperty prop(3] ACh gh Fae By PidTagDeleteAfterSubmit BOOL


https://docs.microsoft.com/en-us/openspecs/exchange_server_protocols/ms-oxtnef/1f0544d7-30b7-4194-b58f-adc82f3763bb

TNEF or RTF - Rich Text Format?

(no subject)
° One cnorial nrannart\/ o b-

= L-IE-J'.I"IE 55-51:,3"- : nico@nicodomain.com O Reply | € Reply Al 7 Forward
° Va ri ( ) To nicod Wed 20/09/2017 1807
using System.I0;
_ . . . winmail.dat
e |z |using Microsoft.Office. o s v

static woid Main(string, , -. 5-,

1

var objOutlook = new Applicaticn();
var accounts = objOutlook.Session.Accounts;

* Bit fl
MailItem mic = (MailItem)(objOutlook.Createltem(0lItemType.olMailltem));
mic.BodyFormat = ClBodyFormat.olFormatRichText;

[ ]
Use mic.RTFBody = System.I0.File.ReadAllBytes(@"file.rtf");

prog



Examples of issues affecting Outlook

* CVE-2017-01067 Introduced by the \template keyword:
 Remotely (and locally) loads files (http, smb)
* Also loads embedded objects, like Flash
* Dramatically extends the attack surface by allowing all the Word
supported formats (docx, doc...)
 CVE-2018-0794
* Cyclic reference in the template names leading to Use After Free
e a.rtf => b.rtf => \not found\a.rtf
* Resolution?
* \template no longer supported in Outlook



Examples of issues affecting Outlook

0170n: 02 01 09 10 EEEEEEREE

0180h: 4D 45 4C 41
e CVE- 0180h:
. R 01A0h:
01BOh:
e A 01COh:
e D 01D0h:
01EOh:
g| O1FOh:
0200h:
* CVE- 4210m:
e C 0220h:
0230h:
0240h:
° Reso 0250h:

* \template no longer supported in Outlook




Outlook Interop, how to build an email

* Provides an API to build your own emails
* Example, create a Mailltem, change the MessageClass to
IPM.Contact and send it
e See the contact form appear in the preview pane

» Each class has its own properties/features

Item Default folder Default message class
Contact Contacts IPM.Contact

Task Tasks IPM.Task

Appointment Calendar IPM. Appointment

Note Notes IPM.S5tickyNote
Journal Entry Journal IPM.Activity

Mail ITnbox IPM.Note



p Current Mailbox ~

categ
By Date v -~ Full Name...
= Company
"3 ob tit!
10/05/2019 O
15.> File as
* Provides R
@ Email...
* Exam; 10./092019 & emai a
Display as
IPM.C Web page address
° See th g R= IM address
static void Main(string[] args)
{
* Eac

var objOutlook =
var accounts =
MailItem mic =

mic.MessageClass = "IPM.Contact™;
la sk ] Business... v
o1n
NPE This 15 the
oLe mailing address
Journa 10/05/2019

Mail

gf 34562

title testing middiname lastname suffix

company ak
jobtitie
lastname, testing middiname v

n ni omain m

nicodisplay

hitp://bing.com

®nico

new Application();
objOutlook.Session.Accounts;

(MailItem)(objOutlook.CreateItem(OlItemType.olMailItem));

street add
123 business address

Map It



Other class names and bugs related

* Some examples listed here https://docs.microsoft.com/en-
us/office/vba/outlook/concepts/forms/item-types-and-message-classes

* Create a mail item and change its class to IPM.Remote

e Used to trigger a null pointer in the preview pane
* Reported by Etienne Stalmans and fixed as vNext

 IPM.Document.*, aka “freedocs”
 CVE-2017-0204, Office documents open without Protected Mode, Ryan Hanson
 CVE-2017-8571, Office documents open without user interaction

static void Main(string[] args)

{

Mailltem mic = (MailItem)(objOutlook.Createltem(OlTltemType.olMailltem));
mic.RTFBody = System.IO.File.ReadAllBytes(@"E:\temp\empty.rtf");

mic.Subject = "Important Email”;
mic.Importance = OlImportance.olImportanceHigh;

mic.Attachments.Add(@"E: \temp\hello.docx", OlAttachmentType.olOLE);
mic.MessageClass = "IPM.Document.Outlook.File.msg.15";
mic.Send();


https://docs.microsoft.com/en-us/office/vba/outlook/concepts/forms/item-types-and-message-classes
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sical Usage: 82.24%
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TNEF / .MSG format

e Use Interop to create Outlook .msg files

static void Main(string[] args)

{
var objOutlook = new Application();

var accounts = objOutlook.Session.Accounts;
MailItem mic = (MailItem)(objOutlook.CreateItem(OlItemType.olMailItem));
mic.MessageClass = "IPM.Contact™;

mic.SaveAs("email.msg");



TNEF / .MSG format

*— email.msg

By cmaimsg  EST

e Use Inte &~ __attach_version1.0_#00000000 _
S _ _ Mame Size [B]
__nameid_version1.0 o _
._ _redp_version1.0_#00000000 ___atl:an:h_uersmn 1.0_#00000000
. . __nameid_version1.0
>i__m| __properties_version 1.0 — _ n1.0 £00000000
[ _substg1.0_001A001F —=ep_VErsen S =
i_j substal.0 00310102 EI __properties_wversion1.0 1534
L . - [ __substg1.0_D01A001F 46
[ _substg1.0_0037001F [ _ substal.0 00310102 100
ij __substgl.0_003B0102 [ _substg1.0_0037001F o
% __substg1.0_003D001F [ __substg1.0_00380102 24
| ] _substgl.0_003F0102 [ __substg1.0_003D001F 0
E] __substg1.0_0040001F Ifl __substgl.0_003F0102 114
i_:“] __substg1.0_00410102 v || [ _substa1.0_oo40001F 38
- General [ __substg1.0_00410102 114
Type Storage [ __substgl.0_0042001F 38
Name email.msg [ __substg1.0_00430102 114
File size 55,365 B B __substgl.0_0044001F 38
Count 55 [ _substgl.0_004F0102 128
Created 25/06/2019 22:43: 18 [ __substg1.0_0050001F 33




MAPI properties, TNEF and .MSG?

 TNEF is “a hierarchy of rich message properties”, a succession of
particular attributes, called MAPI properties, forming a stream.

°_Example below with a Task message:

Mame Other Names Tag Type Value
EH PR_ICON_INDEX PidTaglconindex, ptaglconindex O 10800003 PT_LONG 1282
EE PR_IMPORTAMCE PidTaglmportance, ptaglmportance  0x00170003  PT_LONG 1

PR_INTERMNET_CPID PidTaglnternetCodepage, ptaglnt... (x3FDEQOD3  PT_LONG 28591

PH_LAST_MUDIFICATIUN_TIME PidTagLastMeodificationTime, pta.. (x30020040 PT_SYSTIME  10:53&:08.221 AM 26/03/2019
INI PE_LAST MODIFIER_MNAME W PidTagLastMedifierMame, PR_LAS... Ox3FFADDTF  PT_UNICODE  MicolasJely@microsoft.com

a PR_MAPPING_SIGNATURE PidTagMapping5ignature, ptagh... [x0FF20102 PT_BINARY ch: 16 lpb: 973A0FEFEA54ACAABIE...
43 PR_MDB_PROVIDER PidTag5toreProvider (34140102 PT_BIMNARY ch: 16 lph: 3484ATC0O297F101BASE...
{%ﬁ PE_MESSAGE ATTACHMENTS PidTagMessageAttachments, pta... PT QORIECT Ohbject

INI PR_MESSAGE_CLASS W PidTagMessageClass, PR_MESSAG... (Ux001ADDTF S PT_UNICODE 1@
PR_MESSAGE_DELIVERY_TIME PidTagMessageDelivery Time CneD) 0  PT_SYSTIME  03:34:03.120 PM 22/08/2017
PE_MESSAGE_FLAGS PidTagMessageFlags, ptagMessag... OxDEOVD00s  PT_LOMNG 17

* A MAPI property is defined by a PID, a and a value

Value (alternate view)

One502

One

OwBFAF

Low: (xBEFS24D0 Hig
cb: 52 |pb: 4E0069006
LidT-D¥ilc\..

TR ¥+ "%,

cb: 16 lpb: 490050004
Low: Cx047EDCOD Hig
O



MAPI| properties, TNEF and .MSG?

* A .MSG is an OLE Storage document, with streams matching MAPI
properties, and sub-storages matching MAPI objects

* Properties are defined in the __properties_versionl1.0 stream:

TSR ERETs]
gaBaBa1a
sapaaa2a
gaBaBa3a
BaBa8a4E
gep8e85 09
BaBaBa6 A
BaBaBaza
fafaBaen
faBaBaaoa
sagaBana
daBaBaeEA

Small properties
(integers, bools...) are
defined in that stream

A8 68 08 aa
61 68 08 a8
48 68 87 38
L0 0000 30
83 68 F7 aF
i E T 1
A3 68 6D 34
1F 88 04 BE
1F 88 83 8E
1F 88 82 8E
BB 68 62 Aa

80 68 68 68
81 68 68 68
82 08 68 68
82 88 68 68
B2 80 80 aa
82 80 00 08
82 688 68 68
82 BA 68 69
82 BA 68 69
82 08 68 68
85 88 68 68

A5 B8 68 68
ﬂﬂﬂﬂﬂﬂﬂi: 1F 68 1a A8 A8 08 68
gep8eaD o 6 08 80 a9

Arrays, strings or other objects are defined in their own
streams. For example the message class property is
defined in __substg1.0 001AO001F:

81 68 68 68
8@ 68 68 68
38 31 6B E2
38 31 6B E2
A8 08 68 68
82 80 60 00
79 OE 84 68
A2 08 68 68
A2 08 68 68
2h OO 00 a8
81 68 68 68
81 68 68 68
12 A8 80 a8
08 80 60 0O

81 68 68 68
A8 68 68 08
BF E3 D4 M1
BF E3 D4 M1
A8 68 68 68
A8 90 690 80
A8 68 68 68
A3 68 68 68
A3 68 68 68
A3 68 68 08
A8 68 68 68
A8 68 68 68
A3 68 68 68
A8 90 690 80

@ 8 81 3,30
@ 8 01 430
i
ooy
*
#

ﬂﬂﬂﬂﬂﬂﬂﬂl 49 A0 50 88 4D B0 2E 88 54 68 61 A8 73 80 6B ﬂﬂ| I PH.

Task



OLE objects in an email, really?

* From Haifei’s research, we know that we can embed objects
* How are these processed exactly? Can we load scripts?

* The OLE storages are easy to manipulate
 What else is hiding in there?

* Test case, insert an object in an email, put some breakpoints on the
usual COM interoperability functions in ole32.dll
* ReadClassStg, OpenStorageEx, etc.
* Pictures and links are processed differently
* With an object link (CLSID StdOleLink) we can hit OleLoad()




# email.msg

|*- intiled.m=sg

From Haif
How are t

The OLE s
 What el

Test case,
usual CON

 ReadCla

O =% Untitled.msg

D
O
O
O

:I'-_

G@@@@@@G

__attach_version 1, 0_#00000000

_ substg1.0_37010000D

% Document Summary Information
#'jj summary Information

OCompOihj
ODocumentsummaryInformation
OMailStream
OObjInfo

O0le

OlePres0on
OSummaryInformation
Warkbook

__properties_wversion 1.0
__substgl.0_0FF30102
__substgl.0_3001001F
__substgl.0_37020102
__substgl.0_370A0102
__nameid_version1.0

* Pictures
e With an

=l General
Type Storage
Mame __substgl.0_37010000
Size 13,173 B
Count g
Created 25/06/2019 22:50:11

Folder
Mame Size [B]
[ COCompOb;j 107
@Dumment Summary Information
ODocumentsummaryInformation 294
[ OMailstream 12 2CtS
[ CobjInfo 5
[ oole 58
[ OlePresnnn 2014
ﬂ'jjﬂummary Information
OsummaryInformation 224
[ ] workbook 15508

ints on the




Invoking COM Monikers from a .MSG

* Create an RTF email and insert a link (you may want to use an older

version of Outlook)

__| magic.msg
-] _nameid_version1.0

* Save it to a .MSG storage 2.0 _recip,version1.0_#00000000

. o 13- ip_versionl.0 00000001
* Locate the OLE storage specifically created 5 oo oo

#-_] _recip_version1.0_#00000003
* Create a new \x010le stream underneath | = o o o

-] _substgl.0_3701000D

* Hit OleLoad() \W010le
. . | \x030bjInf
* Instantiate monikers  Conterts
. « =| \o020lePres000
i PI‘OfIt' :\xUEMaiIStream
| _substgl.0_0FF30102

| _substgl.0_3001001F
| _substgl.0_37020102




Unmarshalling COM Monikers
N °

1615 // read size LONG followed by persistent moniker
1616  STDAPI ReadMonikerStm ( LPSTREAM pstm, LPMONIKER* ppmk)
1617 ={

This function can be used to load an object that supports the IPersistStream interface.

1o LD

1627 if ((error = StRead (pstm, &cb, sizeof(DWORD))) != NOERROR)
1628 return error;

1629

1630 if (cb == NULL)

1631 return NOERROR;

1632

1633 retu(ﬁ:ézéLoadFromStr%EE:Z)stm, IID IMoniker, (LPLPVOID) ppmk);

1634 |}



Will Dormann
@wdormann

Combine with an SMB vulnerability, and
you've got some real fun.
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View Help U Tell me what you want to do

. ._; = x f— :_' Reply = Move o & -‘. . -
S . (52 Reply AN £3 1o Mimages . ! Address Book
New  New & Delite Archine M. = g Move Tags 7 Stane
Frail Nemse w57 Lyformard = Team Email v N Filter Feval -
New Dewty Repona Qusick Step 0 Fina Add-r -
< - o
rn Mt o srent Maitbe E3Reply 3Reoly A1 £3 Forward
Inread Date vest & i “ERT Coordir . 5 7Y

« oisisevil@oitlookcom  All  Unread Sy Dute ™ foewest 5 &

Inbox 1 e ‘A°¢"4 ) == Exploit for VU#3867968

Drafts CERT Coordination C_

R Explod for VUFSET968 256w

Sent Rems Here's an expioft for A

____________________________________ Hera's an exploit for VU#B67968.

Dedeted items

s 4 Last Week Please enjoy

£ v 22 -

CERT Coordination C..

Canversstion Histary RTF test message Fn3a

Juni EV‘IIV‘ Here 1 3 remote mage

Outbas CERT Coord

RSS Feeds T 1 Fn 3

Search Foidess

B m a

2ens Urvesd: 1 Al 1olgers are ap to aste Lonnected o Microsaft Dachanpe [[; ! ) - ] * 1005

10:31 am - 10 Apr 2018

\ Follow gLV

v

Example: FileMoniker, CVE-2018-0950

Will Dormann / \
L Follow ]
@wdormann e
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-- More with the FileMoniker
Nl

e Ever looked at CFileMoniker::RestoreShellLink in
Ole32?

NT_VERIFY(5_OK == m_p5ShellLink->QueryInterface(IID_IPersistStream,
(void**)}&pps));

memset(&1li@, @, sizeof(li@));

NT _VERIFY(S OK == pstm->Seek(1i®, STREAM SEEK SET, &uli));
MT_ASSERT{uli.LowPart == & &% uli.HighPart == @);

if (5 0K != (hr=pps-»Load(pstm)})

* FileMonikers support .LNK shortcuts:
 CVE-2018-0825, integer overflow in StructuredQuery
e Load dlls with CVE-2017-84647

{e24.e34): Access violation - code c0000005 (first/second chance
eax="56eb9000 ebx=56ebbfed ecx=0000013a edx=0000013a esi-=
eip=T77531ce esp=0055cb40 ebp=0055cb68 iopl=0 nv up ei pl
c5=0023 ss=002b ds=002b es=002b fs=0053 gs=002b fl=00010
ucrtbase!memcpy+0xde:

77753 1ce 334 rep movs byte ptr es:[edi],byte ptr [esi]

0:000= kc

#

00 ucrtbase!memcpy

01 combase!CMem5tm:Read

02 SHCore!lStream_Read

03 StructuredQuery!StructuredQuery1::ReadPWSTR

04 StructuredQuery!StructuredQuery1::ReadPROPVARIANT

05 StructuredQuery!StructuredQuery1::LeafCondition::Load

06 StructuredQuery!50Q_IUnknown_Load KnownlmplFrom5Stream
07 StructuredQuery!LoadConditionFromStream

24 windows_storage!CShelllink::Load

25 ole32!CFileMoniker::RestoreShelllink

26 ole32!CFileMoniker::EnableTracking

27 ole32!CTrackingFileMoniker::EnableTracking

28 ole32!CTrackingCompositeMoniker::EnableTracking
29 ole32!CDeflink::EnableTracking

2a ole32!CDefLink::Load

2b ole32!'wCreateObject

2c ole32!0leLoadWithoutBinding

2d ole32!0leload



-- Another example: OBJREF
_l

* The objref moniker allows unmarshalling arbitrary objects on
the IlUnknown interface:

STDMETHODIMP CObjrefMoniker::Load(IStream *pStream)
Sh
HRESULT hr;
LULONG cbRead;

mnkDebuglut({(DEE_ITRACE, "CObjrefMoniker::Load(*p,%p)'n”, this, pS5tream));

if (!pS5tream)
return E_INVALIDARG;

// Unmarshal the object we're wrapping
return ColUnmarshalInterface(pStream, IID IUnknown, (LPVOID *) &m pUnk);




 Still far from calc:

OBJREF
Co

|IPersistStreamlnit::Load

Unmarshallnterfag,e/—\A

MSVIDCTL —
BDATuner.Component

Types

|IPersistStreamlnit::Load

XML Feed
Moniker

\_/
Initialize with HTML data

OBJREF — Building the exploit chain

Load a VB /Ca‘lc with a...

Script



i Multiple bugs fixed in this attack

e Restrict the objects loaded by msvidctl.dll
* CVE-2016-0142, CVE-2016-7248, CVE-2018-0881

* Prevent the objref and XML Feed Moniker objects from loading in
Office via the COM Activation filter

* Do not load OLE objects in the pane
* CVE-2018-0950

* Fix another VBScript bug
* And block VBScript as well in the Activation Filter (recent Office branches only)

* Restrict objects loaded by DiaghosticsHub.StandardCollector service

 CVE-2018-0824
* How is this related at all? (oéo) ? ?
JC )=



* This issue does not only apply to Office,
COM marshalling is extensively used by
the system

* The attack surface is quite large:
* VARIANTSs
* SAFEARRAYs

* We just need to find a system COM with
a method that accepts such argument




. - S a feA r ra yS a re ge n e ri C jc[j.-'pedef enum tagVARENUM

VT_EMPTY = OGx8688,
VT_NULL = eéxeaal,
VT_TI2 = @xeas?z,
VT_I4 = @xe883,
VT_R4 = axeaed,

* They can contain bytes, integers, strings, all sorts of objects: viss - exeees,

VT_CY = axeaes,

* Including VT_UNKNOWN objects T beTr — oxascs,
VT _DISPATCH = 8xeg8eg,

* Look at the logic in LPSAFEARRAY_Unmarshal o e

VT_VARIANT = @x@eéac,

* We can quickly reach another CoUnmarshallnterface VT_UNKNOWN = @xeeeD,

VT_DECIMAL = @x@aésEt,

* And replay the attack VI_I1 - exeete,

VT _UT1 = 6x6811,

9:010> kc VT_UI2 = exeel2,
07 mayddetliCComponsntivessiiload VT_UI4 = exeels,
238 msyddetiillanshalByyaluelopl<CComeonsnts>: :Unmarshalinterfacs VT_IS8 = ox@e14,

99 combase!CustomUnmarshallnterface

0a gombasel Colnmarshallnterfass

ob gombaseiCounmarshallnterface

oc ! i

@d combase!WdtpInterfacePointer UserUnmarshal
e OLEAUT32!LPSAFEARRAY Unmarshal

of RPCRT4!NdrpUserMarshalUnmarshall

10 RPCRT4INdrUserMarshalUnmarshall AN
11 RPCRT4!NdrTypeUnmarshall -l nfr"’:
12 RPCRT4!NdrpServerUnMarshal o
13 RPCRT4INdrStubCall?2

14 RPCRT4INdrStubCall3

VT_UIS = 6x6815,

VT _INT = BxB81ls6,
WT_UINT = éxeal7,
VT_VCOID = exéals,

VT _HRESULT = @x881%,
VT_PTR = Gx@81A,
WT_SAFEARRAY = Bx881E,

WT_CARRAY = @x@elc,




Ex: Diagnostics Hub Standard Collector Service
[ :

namespace Microsoft

{ —
namespace DiagnosticsHub \,_«,‘,Searchhdexer.exe
{ s-|svchost.exe
namespace StandardCollector —
f "a:|svchost exe
/// <summary> ") svchost.exe

/// ETW-specific implementation of <see crei B|Diac ostics Hub . StandardCollector Service exe

[// </summary> _—
class EtwCollectionSession : L~'riSVChOSt'exe

public ICollectionSession, a:|lsass.exe
publ%c ICDllectlonSessu_mEx, _ TCSTSSCXG
public IDebuggerCollectionSession, p— . |
public ISupportErrorIntfo, |-} winiogon.exe
public CModuleRefCount f?jLogonUl.exe

HRESULT STDMETHODCALLTYPE GetGraphDataUpdates(
/* [in] */ RPC__in REFGUID agentId,
/* [in] */ _ RPC__in SAFEARRAY * counterIdAsBstrs,
/* [retval][out] */ RPC_ out struct GraphDataUpdates *result);

* Just calling GetGraphDataUpdates is enough to trigger the chain



Recycle Bin

" g

Procmon.exe

&3

procexp.exe

Inbox - nico@nicodomain.com - Outlook

Folder View Q Tell me what you want to do...
" (S N 7 S ot P Move ~ 8
=g | = X | S S @ |5 et € Unread/ Read | =
: A "~ i S i T : £3 To Manager v | | i3 Rules~ [EE: Address Book e
ew ew elete eply Reply Forwar E‘@ - . > . end/Receive
A = = Follow Up 2 e
22 e | All Team Email 103 OneNote Y Filter Email All Folders
New Delete Respond Quick Steps = Move Tags Find Send/Receive -
. <
' Favorites Search Current Mailbox (Ctri=E) AL | Current Mailbox ~ 2 Reply (&2 Reply All 3 Forward
Inb 1 siies =
o All Unread By Date ~ Newest 4 nico <t : 251~ 033
Sent ltems 4 Today hello
v
Deleted Items 1 :
nico
JUNK C=Iridit hello 03:37

Outbox
RSS Feeds

Search Folders

' nico@nicodomain.com
Inbox

&

File Options View Process Find DLL Users Help
=08 =xaé[ . |
Process CPU  Private Bytes Norking Pl
[®z]audiodg.exe 6572 K 8184 K 35
[®=]svchost.exe 6740 K 4244 K 3
[®=]svchost.exe 1.856 K 236K 6
[85] VSSVC exe 1328 K 4K 11
sy spoOlsSV.exe 6.252 K 1204 K 13
[=]svchost exe 6.152K 2008K 7
[#=]svchost.exe <0.01 5380 K 6,836 K 3
[85] MsMpEng.exe 0.15 99,148 K 11356 K 12
[#=] NisSrv.exe 4568 K 28K 23
(=) g Searchindexer.exe 24232 K 8420K 32
¢ SearchProtocolHost e... 11,108 K 7168K 24
[®=]svchost.exe 6,104 K 12K 40
I} OfficeClick ToRun.exe 0.02 35,044 K 2588K 28
[®=]svchost.exe 1.252 K 144 K 54
[&=]Isass.exe 4360K 2260K 5
=] [ |winlogon.exe 1.712K 8K 4
[#z] LogonUl.exe 12852 K 1,008 K 7
[&z]dwm.exe 12612 K 52K 7
[®=]csrss.exe 0.02 1.348K 300K 18
= [m 7 winlogon.exe 1.848K 4K 20
[#=]dwm.exe 0.35 35,780 K 37.004K 24
[®=]fontdrvhost.exe 660 K 4K 41
= Explorerexe 0.05 37.652K 33252 K} 28
#& OneDrive exe 0.06 4804 K 4644 K 14
= ¥ procexp .exe 2540 K 4K 38
¥ procexp64 exe 794 14,196 K 9.048K 12
BZOUTLOOK.EXE 153,632 K 107,780 K 51
Name Description Company Name
{AFBFSF1A-8EES4...

~FontCache-FontFa...
~FontCache-5-1-5-...
~FontCache-Syste...
~nico@nicodomain....
~Outlook pst tmp
~WRF{7C306450-6...

actpnay dil
advapi32.di

amsi.dli
AppvlsvStream64 dll

ActiveX Interface Marshaling Library
Advanced Windows 32 Base API
Anti-Malware. Scan Intefzce
AppVisvStreamb4

Microsoft Corporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation

CPU Usage: 9.73%

Commit Charge: 67.13% Processes: 53 Physical Usage: &

~ ) 3 B
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Attacking Exchange with emails

* Where to start?
* ShadowBrokers’ EnglishmansDentist targeting Exchange 2003
* Voicemail Transcription RCE via .NET deserialization (CVE-2018-8302, not an
email scenario)
* Various attack scenarios:
* Are we already authenticated?
* Are we playing with memory corruptions? Replaying tokens? Web issues?

* |s everything handled by managed code?

* Looking at Exchange Onprem gives a good idea of what’s running
 exRPC32.dll, what’s that?

e Some tools:
* MFCMapi



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8302

3| MFCMapi, your best friend

Inbox: FW: smime .
Actions  Folder  Search Property  Table  Tools

Instance Key Att? From To Subject Conversation D =
B cb: 4 Ipb: 00202544 True nico nicod@nicedomain.com  Test shortcut xp 2 ch: 16 Ipb: 3AA5399CD5...
B cb: 4 Ipb: D02025E4 True nico@nicodomain.com nicod FW: dfs ch: 16 Ipb: 1BB535536303...
B4 cb: 4 Ipb: 00202604 False nico@nicodomain.com 'nicod' fds ch: 16 Ipb: 79061C93664...
B4 cb: 4 Ipb: 00202624 False nico@nicodomain.com nicod FW: ch: 16 Ipb: BE74441FBE0...
B cb: 4 Ipb: 00202644 True nico@nicodomain.com nicod FW: smirme ch: 16 Ipb: EASSBEBIGTC...
B4 cb: 4 Ipb: 00202664 False nice@nicedomain.com nicod IPM Meeting tentative ch: 16 Ipb: DAZ0SDATIE...
B4 cb: 4 Ipb: 002026A4 Falze nice@nicedomain.com nicod fs ch: 16 |pk: 52A66B85082..,
L4 >
Marne v Other Marnes Tag Type Value Yalue (alternate view) e
3 (x0F030102 0x0FD30102  PT_BINARY ch: 16 |pb: BAFBTDOA94E41B43869.., a}.a.C.2 AE

UNT CeB00S001F Property Editor - A X 0xB002001F  PT_UNICODE  rpmsg.imessage ch: 26 Ipb: 72007000600!
UNT (2000001F Tag: OxB03F0003 eB00D00TF - PT_UMICODE  nico@nicodemain.com che 38 Ipb: BEODES00E30C
UNT (200EQ0TF Type: PT_LONG (neBO0EDDTF - PT_UMICODE  DO000D200nico@nicodomain.com  che 36 |phe 300030003000
EH 0%20120002 30790003 PT_LONG 0 Ol

[[H 0x20250003 Unsigned Decimal 0x80250003  PT_LONG 16384 (%4000

i (nB03B0102 | 303B0102  PT_BINARY chb 100 lpb: 50004F0050003A002F0... P.OP.//3.3..00.00.0.2.
0xB303F0003 (xB03F0003  PT_LONG 1 Ol

UNT (reB040001F Hlex OB040001F  PT_UNICODE  multipart/mixed; boundary="----... ¢l 178 Ipk: 60D0073006C
W] 0x80510008 [0x00000001 | | 0x80510008 PT_BOOLEAN True

HoE | s TN LI e :
£ >

ltems: 49 Properties: 94

Properties retrieved frc




exRPC and MAPI properties

* Loaded by MSExchangeDelivery.exe
* Several functions parse properties found in TNEF emails:

* A property has a pid and a type: switeh (pid)
* PT_STRINGS default:
if (piprv)
¢ PT;JN1- piprv[iprvEpc] = iprv;
e PT BINARY... pprvRI:-:uc[iprvac++] = pprv[iprv];
- break;
¢ IS there any bug IEft? case PROP ID(ptagSubject):
if {PROP_TYPE{ptag] == PT_STRINGB]
case PROP ID(ptagPostReplyFolderEntries): {
ec = EcMakeFidlFromFEL (pmsgobi, else if (PROP_TYPE(ptag) == PT_ UNICODE)
&pprviiprv], {
&pprvRpc[iprvRpcel, (PV)pprvRpc) ; else
if (ec) {
{ ecProblem = ecPropType;
ecProblem = ecComputed; goto Problem;
goto Problem; }

} break;



S| EcParseEntryld

case PROP_ID(ptagConflictEntryld):
BOOL fLongTerm = fFalse;
BOOL fMessage = fFalse;
BOOL fWacky = fFalse;

* Called for pid ptagConflictEntryld, only T e i

*pltidMessage =
GID gidFolder = { @ };

accepts a byte array 0 idneseeme - 1o b
[ ) NO CheCkS On the property type // Do a gquick parse to verify entryId is what we expect

ec = LOGOMOED: :EcParseEntryId(
pprv[iprv].value.bin.cb,

e Supported variants are stored on 0x18 (ENTRVID *)pprv[iprv].Value.bin. lpb,

. &fLongTerm,
- loc_13@897D28: ; lpEntryID
bytes On 64 blt mowv rdx, [rsi+leh] i g &-FHEESEEE’
mav ecx, [rsi+z] ; chEntryID ,&'F[-]ack_}."
xor edi, edi
* Scalars at offset +8 NULL,
mow [rsp+188h+ppguid], rdi ; ppguid NULL,
. MoV [rsp+l88h+ppbSvrEID], rdi ; pwSeq ML”_L)
[ J P O 10 mowv [rbp+8@h+var BE], rax 3
Olnters at + X mow [rbp+88h+Dst], eax if
MoV [rbpt+&8h+var_AC], ax 1 EEC}
mav [rbp+8@h+var_A@], rax {
mow [rbp+88h+var 98], eax
mav [rbpt+88h+var_94], ax ecProblem = ec;
lea rax, [rsp+l8eh+pfllacky] thﬂ Problem:
lea r9, [rsp+l8@h+pfMessage] ; pfMessage +

* Probably a DoS at worst . e, e

mow rsp+188h+pfLongTerm], edi

MoV rsp+l8eh+pfMessage], edi

MoV rsp+lEBh+peidinfo], rax ; pflacky
MoV rbp+8@h+ppltidFelder], rdi

MoV rbp+8@h+ppltidiessage], rdi

[
|
mow [rsp+l2@h+pfuacky], edi
[
[
[
[

mow rbp+3@h+src], rdi
MoV rbp+8@h+var_A8], rdi
call  ?EcParseEntryIld@fYAIKPEAUENTRYID@EEPEAHL1PEAG2PEAPEAL GUIDAEAZ



EcMakeFidIFromFEL

 Called for pid PostReplyFolderEntries, only :
accepts a byte array i:;-m”ﬂiiii;ﬁg .
mow Bax, h
* A loop where data is read and partlaIIy written in oz __Loc 180097473
the original buffer g
and [rdi+12hH], ax
* No bound check | =2 EZey o
lea rax, [rsp+IBSh+var 20]
lea r9, [rdi+d) . 1pEntryID
mov r83d, ZEh ¢ chEntryID
Moy [rsp+0BSh+peidinfal, rax ; peidinfo
call EcGetEntryIdIDs I_#:l—
mov ebx, eax 1
Sne lee 130097452 _ [f‘_“rEj ,
* \We can alter one bit OOB in the last entry . l‘;i
h B I N N N N

* And [rdi+18h], ax with ax = 7FFFh

* So what do you think | did?
* Nothing, was too hard ®




@ Outcome of that research

* Are these issues exploitable? Very unlikely, but proves the concept

e Other issues found, essentially type confusions
* These are likely exploitable after authentication, DoS otherwise

* Found also some issues affecting the .NET binaries
* Null pointers leading to temporary DoS

* Uninitialized memory while parsing rules
« PR_EXTENDED RULE_ACTIONS
* Likely exploitable but would need an infoleak first

e Other interesting components to look at, think OWA too

What else can YOU find? %
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