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ÅñSample Customerò Cloud On-boarding Process

ÅAttacker Recon 

ÅAttacking the Cloud

ÅDefending the Cloud

ÅGo Doôs!

Agenda



ÅCompany founded in 1808.

ÅGlobal company headquartered in Las Vegas, Nevada.

ÅLargest manufacturer & distributer of anvils in the world.

Å500k users in 140 countries (anvils are big business).

ÅStarted thinking about moving all on-prem infrastructure to the 
cloud (except manufacturing systems).

ÅJust hired a new visionary CIOé

Acme Corporation

About Acme



CIO
Acme Corporation

Priority #1: 
Weõre going to the cloud!

Wile E. Coyote



ÅIdentity Architect
ÅWants to fix all previous IAM mistakes. ñThis time letôs do it right!ò 

ÅCollaboration Architect
ÅOn board but concerned what does this mean for future employment. 

ÅIdentity Engineering
ÅAll scenarios must have 100% coverage to actually start the deployment

ÅCollaboration Engineering
ÅLooking for any reason to not have to change anything

ÅSecurity Engineering
ÅThe answer is No. What was the question again?

ÅDesktop Engineering
ÅNot present

Acme Project Team Members



Acme Starts Moving to the Microsoft Cloud

ÅAcme signs up for Office 365, first workload is email

ÅAdditional security features such as MFA prioritized

ÅInitial plan is to setup a pilot and then move the rest of the company

ÅAzure AD Connect is setup to sync all users and groups & enabled 
password hash sync.

ÅA few pilot users in IT have their email moved over

ÅMore meetings and discussions planned to flush out 100% use case 
coverage. 
ÅñWhat if they just got a new phone, are on a flight but the wifi is down. How 
will they access their email?ò

ÅMeanwhileé



Attacking The Cloud



Cloud Discovery
What can we find?

Cloud Recon



ÅProofpoint (pphosted)

ÅMicrosoft Office 365: DOMAIN-COM.mail.protection.outlook.com

ÅCisco Email Security (iphmx)

ÅMessage Labs

ÅMimecast

ÅGoogle Apps (G Suite): 
*.google OR *.googlemail.com

ÅFireEye (fireeyecloud.com)

ÅForcePoint (mailcontrol.com)

Cloud Recon: DNS MX Records



MS = Microsoft Office 365

Google-Site-Verification = G Suite

Docusign = Docusign digital signatures

Adobe IDP

Amazonses = Amazon Simple Email

Facebook

Atlassian-* = Atlassian services

GlobalSign

AzureWebsites = Microsoft Azure

Dropbox

Cloud Recon: DNS TXT Records



ÅOffice 365 (MS=7274734)

ÅAtlassian

ÅCisco

ÅCitrix

ÅDocusign

ÅDropbox

ÅFacebook

ÅGoogle Site

ÅTeam Viewer

ÅWebEx
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Cloud Recon: Acme DNS TXT Records



Cloud Recon: Acme DNS TXT Records

https://medium.com/@logicbomb_1/one-misconfig-jira-to-leak-them-all-including-nasa-and-hundreds-of-fortune-500-
companies-a70957ef03c7

https://medium.com/@logicbomb_1/one-misconfig-jira-to-leak-them-all-including-nasa-and-hundreds-of-fortune-500-companies-a70957ef03c7


No standard naming for FS.

Some are hosted in the cloud.

DNS query for:
Åadfs
Åauth
Åfs
Åokta
Åping
Åsso
Åsts

Cloud Recon: Federation



DEF CON 25 (July 2017)

Attacking Federation



https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-attack-
technique-forges-authentication-cloud-apps/

Attacking Federation: Forging SAML Tokens

https://github.com/fireeye/adfspoof

https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-authentication-cloud-apps/
https://github.com/fireeye/adfspoof


Attacking Federation: ADFS Persistence

I Am ADFS and So Can You
https://www.troopers.de/troopers19/agenda/fpxwmn/
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I Am ADFS and So Can You
https://www.troopers.de/troopers19/agenda/fpxwmn/
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ÅProtect federation servers (ADFS) like Domain 
Controllers (Tier 0).

ÅProtect federation certificates.

ÅConsolidate and correlate federation server, AD, and 
Azure AD logs to provide insight into user authentication 
to Office 365 services.

ÅCorrelate Federation token request with AD 
authentication to ensure a user performed the complete 
auth flow.

Federation Server Attack Detection & Defense



On-Prem: AD to Cloud Sync

ÅAD provides Single Sign On (SSO) to cloud services.

ÅMost organizations arenôt aware of all cloud services 
active in their environment.

ÅSome directory sync tools synchronizes all users & 
attributes to cloud services.

ÅMost sync engines only require AD user rights to send 
user and group information to cloud service.

ÅIf you have Office 365, you almost certainly have Azure 
AD Connect synchronizing on-prem AD user to Azure AD.



On-Prem: AD to Cloud Sync
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On-Prem: AD to Cloud Sync Examples

ÅAdobe User Sync tool 

ÅAtlassian Active Directory Attributes Sync

ÅDropbox Active Directory Connector

ÅDuo Directory Sync 

ÅEnvoy Active Directory integration (PowerShell)

ÅGoogle Cloud Directory Sync

ÅFacebook Workplace Active Directory Sync

ÅForcepoint (Websense) Directory Synchronization Client

ÅMimecast Directory Sync Tool

ÅProofpoint Essentials AD Sync Tool

ÅRackspace Directory Sync (syncs passwords too!)

ÅZoom AD Sync to Zoom



Attacking On-Prem Cloud Integration

DEF CON 25 (July 2017)



On-tǊŜƳΥ !ŎƳŜΩǎ !ȊǳǊŜ !5 /ƻƴƴŜŎǘ


