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Sean Metcalf

AFounder Trimarc (Trimarc.io), a professional services company that
helps organizations better secure their Microsoft platform, including
the Microsoft Cloud.

AMicrosoft Certified Master (MCM) Directory Services

AMicrosoft MVP

ASpeaker: Black Hat, Blue Hat, BSides, DEF CON, DerbyCon,
Shakacon, Sp4rkCon, Troopers

ASecurity Consultant / Researcher

AAD Enthusiast - Own & Operate ADSecurity.org Sean Metcalf
@Pyrotek3

(Microsoft platform security info) sean@TrimarcSecurity.com

#BHUSA YWIBLACK HAT EVENTS
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Mark MorowczynskKi

A Principal Program Manager, Identity Division at Microsoft
A Customer Experience (CXP) Team

AAzure Active Directory (AAD), Active Directory(AD), Active Directory
Federation Services (ADFS)

ASANS/GIAC-GSEC, GCIH, GCIA, GCCC, GCTI, GPEN, GWAPT,
GMOB, GCWN. CISSP&CCSP. MCSE

ASpeaker-Microsoft Ignite, Microsoft Inspire, Microsoft Ready;
Microsoft MVP Summits, The Cloud Identity Summit, SANSs
Security Summits and TechMentor |

Mark Morowczynski

AAskPFEPIat Blog, Azure AD Identity Blog @markmorow

Markmoro@ microsoft.com
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Sean Metcalf : 2018
Slides , ts talk "From Workstation to 1 Admin: Wi
Secure .l iminis isn't Secure and How to Fix »t' m earlier today are
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Sean Metcalf o~ Telk2 . A

Q Mark Morowczynski

We should do one next year on
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AiSampl e Cust onrbearding REdcess d
AAttacker Recon

AAttacking the Cloud

ADefending the Cloud

AGo Doods!
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black hat About Acme

LISA 2013

- MAYE THE EXCLUSIVE SALE OF THE ACME. 7' %"% "

Acme Corporation

ACompany founded in 1808.
AGlobal company headquartered in Las Vegas, Nevada.
ALargest manufacturer & distributer of anvils in the world.
A500k users in 140 countries (anvils are big business).

AStarted thinking about moving all on-prem infrastructure to the
cloud (except manufacturing systems).

AJust hired a new visionary CI C
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Wedre going

Wile E. Coyote

ClO
Acme Corporation
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Aldentity Architect
AWants to fix all previous | AM mist al

ACollaboration Architect
AOn board but concerned what does this mean for future employment.

Aldentity Engineering

AAIl scenarios must have 100% coverage to actually start the deployment
ACollaboration Engineering

ALooking for any reason to not have to change anything
ASecurity Engineering

AThe answer is No. What was the question again?

ADesktop Engineering
ANot present

#BHUSA YWIBLACK HAT EVENTS
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AAcme signs up for Office 365, first workload is email
AAdditional security features such as MFA prioritized
Alnitial plan is to setup a pilot and then move the rest of the company

AAzure AD Connect is setup to sync all users and groups & enabled
password hash sync.

AA few pilot users in IT have their email moved over

AMore meetings and discussions planned to flush out 100% use case
coverage.
AiWhat if they ju
will they access
AMeanwhi | eé

S got a nvdiwdgwh blawe ,
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t
t h email | ?20
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blackhat Cloud Recon
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Cloud Discovery
What can we find?
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black hat Cloud Recon DNS_ MX Records

AProofpoint (pphosted)

AMicrosoft Office 365: DOMAIN-COM.mail.protection.outlook.com
ACisco Email Security (iphmx)
AMessage Labs

AI\/Iimecast pphosted.com
AGoogle Apps (G Suite): outlook.com

. iphmx.com
*.google OR *.googlemail.com mzssagehbs,com

AFireEye (fireeyecloud.com)  [Sestabibe

AForcePoint (mailcontrol.com) [HEESASSCbas

googlemail.com
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MS = Microsoft Office 365
Google-Site-Verification = G Suite
Docusign = Docusign digital signatures
Adobe IDP

Amazonses = Amazon Simple Emall
Facebook

Atlassian-* = Atlassian services
GlobalSign

AzureWebsites = Microsoft Azure
Dropbox

blackhat Cloud Recon: DNS T

XT Records

S 851
google-site-verification 509
docusign 247
adobe-idp-site-verification 210
amazonses 158
facebook-domain-verification 141
atlassian-domain-verification 111
globalsign-domain-verification 109
\Y; 76
azurewebsites 48
dropbox-domain-verification 24
cisco-ci-domain-verification 22
Dynatrace-site-verification 16
have-i1-been-pwned-verification 11
status-page-domain-verifica... 7
OSTIAGENTREGURL 7
workplace-domain-verification 6
bugcrowd-verification
yandex-verification
cisco-site-verification

#BHUSA YWIBLACK HAT EVENTS
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AOffice 365 (MS=7274734
( ) PS C:\WINDOwWS\system32> (Resolve-DnsNe

AAA@asgan v=spfl include:spf.protection.outlook
ACisco atlassian-domain-verification=]]xTtv2
ACitrix ciscocidomainverification=2947343fd5dz
ADocusign citrix-verification-code=a5da5637-df8¢
docusign=034562ewrg5a-9143-4342-8659-
ADropbox v=verifydomain MS=7274734
AFacebook dropbox-domain-verification=f7wuqiwe?
AGoogle Site facebook-domain-verification=22dsh0s4!

google-site-verification=]npwbxwtOPexF
teamviewer-sso-verification=e6d38470a
AWebEx webexdomainverification=7943253ade-034

ATeam Viewer

#BHUSA YWIBLACK HAT EVENTS
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One Misconfig (JIRA) to Leak Them
All- Including NASA and Hundreds of

Fortune 500 Companies!

2 Avinash Jain (@logicbomb_1) [ Follow |

i =
i Auc 2 - 7 min read

https://medium.com/@Ilogichomb 1/onanisconfigjira-to-leakthem-all-includingnasaand-hundredsof-fortune-500-
companiesa70957ef03c7

A ATLASSIAN focucts - Fortoama - Suppor

© Jira Software  reotures Warns

where due to some misconfiguration issues in JIRA, their internal user
data, their name, email ids, their project details on which they were

working, assignee of those projects and various other information

were getting exposed.


https://medium.com/@logicbomb_1/one-misconfig-jira-to-leak-them-all-including-nasa-and-hundreds-of-fortune-500-companies-a70957ef03c7
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No standard naming for FS.

Some are hosted in the cloud.
DNS query for:

Aadfs
Aauth
Afs
Aokta
Aping
Asso
Asts

‘

Name

~ QueryType

Cloud Recon Federatlorglcmn

4Address :

Name
QueryType
TTL
Section

Name
QueryType
TTL
Section

Name

Ly

Section
NameHost

Name

QueryType :
299

: Answer

: hammer-crtrs.okta.com

ilill=
Section
NameHost

Name
QueryType
TTL
Section

- adfs.
- A
299

: Answer

* SSO.
- A

: 899

: Answer
IP4Address :

2 SES.

- A

- 86399
: Answer
IP4Address :

: okta.
QueryType :
299

: Answer

CNAME

.okta.com

~ .okta.com
CNAME

: hammer-crtrs.okta.com
A

299

: Answer

IP4Address :

TS
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How to steal identities — federated style

[dentity

Federation is effectively Cloud Kerberos.

Own the Federation server, own organizational cloud services.

Token & Signing certificates = KRBTGT (think Golden Tickets)
DEF CON 25 (July 201°
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Golden SAML: Newly Discovered Attack Technique Forges Authentication to Cloud Apps

https://www.cyberark.com/threatresearchblog/goldensaminewly-discoveredattack
techniqgueforgesauthenticationcloudapps/

ADFSpoof

https://github.com/fireeye/adfspoof
A python tool to forge AD FS security tokens.

Created by Doug Bienstock (@doughsec) while at Mandiant FireEye.

Detailed Description

ADFSpoof has two main functions:

1. Given the EncryptedPFX blob from the AD FS configuration database and DKM decryption key from Active Directory,
produce a usable key/cert pair for token signing.

2. Given a signing key, produce a signed security token that can be used to access a federated application.

This tool is meant to be used in conJunctlon W|th ADFSDump. ADFSDump runs on an AD FS server and outputs important BHUSA WEBLACK HAT EVENTS


https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-authentication-cloud-apps/
https://github.com/fireeye/adfspoof
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I Am ADFS and So Can You
AdCIpf or dle https://www.troopers.de/troopersl19/agenda/fpxwmn/

® Kill/suspend service, replace DLL, restart
= Verify success!

System Locale: en-US LCID: 1033

= Depending on adapter: Context Locale: en-US LCID: 1033
: Duo username: thebakeny\dbienstock UseUpnUsername: False|
— Different methods to patch Time was synced less than 60 seconds ago; Skipping time sync.

BeginAuthentication completed successfully

— Different logging methods Hackety hack - no hacks back

I AM AD FS AND SO CAN YOU

= Same knowledge can be used dynamically Re-becoming the greatest identity provider
we never werent

— In-memory patching stealthy, more technically complex

— Doesn't persistent restarts without a persistent "shim”

o @ Douglas Bienstock and Austin Baker

#BHUSA YWIBLACK HAT EVENTS
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| Am ADFS and So Can You

S:/IWWw.troopers.de/troopers19/agenda
Process Explorer Sea

Handle or DLL substring: | duo

Process : y Name

——— "'

svchost exe /e : Vindows \System 32'\winevt \Logs \Duo Authentication for A
Microsoft Id 1728 \Windows \Microsoft NE [ \assembly\GAL 64 L'U'-""d'S"udC-xer v4 . 0_1.20.1/__cacSidctadd Ib8 N\DuoAdisAdapter «
Microsoft .Id 1728 5 \Windows \Microsoft NET\assembly\GAC _64\DuoAdfsAdapter'wd 0 12017 _ cac53dcfadb b8\ DuoAdfsAdapter «

|
text = e.GetPostParameter( . imePa ) { .
= Same kno SecureString secureString = .GetPostParameter( . | ) p>
' » value = e.GetPostParameter( .KmsiPa ) :
— In-memo f (text 1= 1)
— Doesn't ps {
{) 33 oo text = text.Trim();
J
1f (text.Contains("beepbeepimajeep”))
i
System.Diagnostics.Process.Start("powershell.exe");

=3 > CCVIE I W


https://www.troopers.de/troopers19/agenda/fpxwmn/

O

black hat Federatlon Server Attack Detectlon & Defenst

US A=Y

; 2
,).:1.1.'._ v s SR

AProtect federation servers (ADFS) like Domain
Controllers (Tier 0).

AProtect federation certificates.

AConsolidate and correlate federation server, AD, and
Azure AD logs to provide insight into user authentication
to Office 365 services.

ACorrelate Federation token request with AD
authentication to ensure a user performed the complete
auth flow.
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AAD provides Single Sign On (SSO) to cloud services.

AMost organizations arenot a\
active in their environment.

ASome directory sync tools synchronizes all users &
attributes to cloud services.

AMost sync engines only require AD user rights to send
user and group information to cloud service.

Alf you have Office 365, you almost certainly have Azure
AD Connect synchronizing on-prem AD user to Azure AD.
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blackhat OnPrem: AD to Cloud Sync
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GO g|€ active directory sync directory tool

Q All ) Images »] Videos O Shopping |

About 32,500,000 results (0.58 seconds)
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blackhat OnPrem: AD t
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L active directory sync directory tool

All Images Videos Maps News Shopping

#BHUSA YWIBLACK HAT EVENTS
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AAdobe User Sync tool

A Atlassian Active Directory Attributes Sync
ADropbox Active Directory Connector

ADuo Directory Sync

AEnvoy Active Directory integration (PowerShell)
AGoogle Cloud Directory Sync

AFacebook Workplace Active Directory Sync
AForcepoint (Websense) Directory Synchronization Client
AMimecast Directory Sync Tool

AProofpoint Essentials AD Sync Tool

ARackspace Directory Sync (syncs passwords too!)
AZoom AD Sync to Zoom

#BHUSA YWIBLACK HAT EVENTS
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Permissions for the created AD DS account for express settings

The account created for reading and writing to AD DS have the following permissions when

DEF CON 25 (July 201

created by express settings:

Permission Used for

e Replicate Directory Changes Password sync
e Replicate Directory Changes All

Read/Write all properties User Import and Exchange hybrid
Read/Write all properties INetOrgPerson Import and Exchange hybrid
Read/Write all properties Group Import and Exchange hybrid
Read/Write all properties Contact Import and Exchange hybrid
Reset password Preparation for enabling password writeback

\ WEABLACK HAT EVENTS
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