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Sensor and Process Fingerprinting
in Industrial Control Systems

Martin Ochoa Mujeeb Chuadhry

Cyxtera Technologies Singapore University of
Technology and Design
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Head of Research, Cyxtera TFP
Previously Assistant Professor in
Bogota and SUTD, Singapore.

Ph.D. in CS, background in Math and
Systems Engineering.

Interested in software and systems
security applications to ICS, loT.

Mujeeb:

* Ph.D. student at SUTD in Singapore.
 Thesis on sensor fingerprinting in ICS.
 Background in Electronic Engineering.

S0 LTrust

SINGAPORE UNIVERSITY OF in Cyber Security
TECHNOLOGY AND DESIGN
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Software

Hacker jailed for revenge sewage
attacks

Job rejection caused a bit of a stink

By Tony Smith 31 Oct 2001 at 15:55 SHARE v

An Australian man was today sent to prison for two years after he was
found guilty of hacking into the Maroochy Shire, Queensland
computerised waste management system and caused millions of litres of
raw sewage to spill out into local parks, rivers and even the grounds of a
Hyatt Regency hotel.

"Marine life died, the creek water turned black and the stench was
unbearable for residents,” said Janelle Bryant of the Australian

Environmental Protection Agency.
S
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https://www.pepperl-fuchs:com/global/image =E 10 OBAL/EC_JB_20180118_01_Interface_W-asserz.uiauf-Klaenl 717x399_100.jpg
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https://giphy.com/gifs/static-minimal-white-noise-vxcuu6bLZDdmO
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https.://fhewatchman.com. au/201 8/05/20/deadpoo/-2—can-‘yo&i)'-love—a—dumpster—fire/
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Measured values

0 30J54{1212341

1 30}48[1231303

2 30J5211231290

3 3034305190

4 30J56P392148

5 30J53[1091240

6 30 ﬁlﬁl756191
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1. An ICS testbed (SWaT)

2. Cyber/Physical attacks on SWaT i

3. How to detect attacks?

4. How to detect attacks using
sensor and process noise?

5. Discussion
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* Water treatment testbed for security
research since 2015.

e 6 stages of processing (including UV,
chemical treatment)

https://itrust.sutd.edu.sg/itrust-labs-home/itrust-labs swat/
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https://looneytunes.fandom.com/wiki/That%27s_all_Folks

Thanks! Questions?
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LILY HAY NEWMAN SECURITY 07.05.18 07:00 AM

* Multiple advanced attack vectors tha’
traditional IT security views. EEIESEéGOGFE%‘g%EFﬁ%CUR'“

The Google Maps for Yo

inerabilities and code weal with e

ANALYTICS ~ APPSEC  CISO  CLOUD DEVOPS GRC IDENTITY INCIDENT RESPONSE 10T /ICS  THREATS/ BR)

Home » Security Bloggers Network » Its not just you they're after—it's your supply chain too

Why have supply chain partners proven
to be theweakest links in cyberattacks

3 min read . Updated: 10 Jul 2019, 09:23 PM IS

* |nsider threats

* Insecure Updates
* Supply chain attacks

@ It’s not just you they’re after—it’s your supply chain too

Supply chain attacks ar

w. But as the supply chain grows longer and more complex, the attacks are evolving to keep

up. Is your supply chain secure?

* Concerns about r 1ipply chain complexity and attacks are driving

a number of new laws globally, but India is yet to catch up

ES] ARIANA DREHSLER/AFP/GETTY IMAGES

The original version of this post was published in

For most people, “island hopping” conjures up vacation fantasies. A cruise through the Caribbean. The South Pacific. The
Aleutians.

SIX MONTHS OF 2019 are on the books already, and there

* Lack of authentication in L1 and LO!
(field network/protocols) T

hallmark of 2019, perhaps, is feeling like the worst is yet t mutipie atack methods and often muti
come. Ransomware is an ever-growing threat, corporate g9/ "/ a lack of expertse. bu
US government security is still a mess, and geopolitical
tensions are rising worldwide.

READ MORE

Many EMEA businesses unsure of their security tech 013/09/web-hmi-and-mobi|e-Scada-rOCkS.htm|

T Staff buy-in critical for effective corporate cyber
security
SA's place in cyber security's ‘superpower struggle’

R e T 3 |T 4 Internet

tims suffered a data
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1o control a water tank?

w i ‘

Valve Pump
(inflow) (outflow)
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Attacks?
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R AR AR ]

DAC with s/r up to 100kHz

HART transmitter reference design ;-) e )

1000 2000 3000 4000 5000

A and C feed

6000

7000

(ha rdware)
 Can manipulate

Hours 40

analog/smart signal
[Bolshev et al. BH Asia 16]

21/60 Sensor and Process Fingerprinting in ICS
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1000 2000 3000 4000 5000 6000 7000

[Urbina et al. CCS 16]
[Krotofil et al. HITB 15]
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Attack

Pump

(outflow)

Valve
(inflow) Real state
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WHAT'S THE SENSOR VALUE?
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Defenses?
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m

* Use cryptographic primitives to authenticate data?

e Cumbersome in legacy systems.
 Computational resources are limited.
* Not supported by industrial protocols.

 Doesn't entirely solve the problem.
* Analog data could already be malicious.
* Cryptographic keys can be stolen.
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* Sensor data could already be
malicious before authenticating.
* Keys can be stolen.
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* |dea: a mathematical model of the process gives a "prediction" of future plant
states.
* If observation does not match the prediction, raise an alarm.

> ]

At C AL https://i.makeagif.com/media/11-19-2015/P8A1IT.gif BELGalC) LA «slay

28 /60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS



bIQ:k hat

LISA 2013

Attack

Prediction based on
Pump last observed value

(outflow)

(inflow) Real state
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IR

Sty

LIT101 against Time

w LIT101 Estimate

00 “: - LIT101 Actual
e Small deviations have a 510 1
cumulative effect. "
* Can bypass model-based E i
countermeasures.

! L L L L L L L L L L B

Time Step
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* |dea: detect violations of laws of physics, i.e. pressure as a function of a
water tank level. [Adepu et al. IFIP SEC 16]

* Shortcomings: hard to produce exhaustive invariant list for a system.

[RON MAN'S SUIT DEFIES
PIYSICS — MOSTLY

A e\ y rl z W ¢ ergy Ie
32/60 power plant can prod ES] COURTESY PARAMOUNT #fBHUSA ’@BLAC'( HAT EVENTS
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e Can we use sensor noise to fingerprint sensor values and address
shortcomings of previous defenses?

e Can we distinguish sensors of same type and brand?

34 /60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS



s sbnbe

sensors-

PR S——

blbekhat  Our

LISA 2013

35/60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS



black hat

LISA 2013

2. Nﬂse in dlfferent sensors
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50 First Run Second Run
TR gl S 5.2 . . .
= ' “l ” \' | H}I‘I"u (] ku'l\l li"’ '\' | lo 'u | "»I “t” '“ —Sensor1 — N\ I | NTRVRY L WIANNM YT ' l' "— r
éE), 5 nl lu IR \ \H mfn | 1Y | AR TAL RALAL M — Sensor? g . ||l'||l\;| | I"n ,‘ I\H‘t"l'\“l‘ll'l!’ (11 l“|l\|||"l"',' W 722:85
0 T
48 y i; 4.8 i
T 46 I' il | ’u ({1 "‘l | | ;"l - = A i ‘ vy ey ..,",w"u-"- .~ |
; REUARE BEAR I HESSRESEAMR | | | (V1] [ I | | §46 ,,,I,‘|~|l|,.|‘ NARRIRAR R RRRARARRARRAR AR RARRARRRRY
44 ' 4.4 | | | |
0 50 100 150 200 250 300 35 0 50 100 150 200 250 300 350
Time(s) Time(s)
 Water level not changing.
e Stable behavior in two runs.
e Cannot really distinguish Sensor 1 from Sensor 2 visually but...
37/60
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blackhat A bit of magic..

Feature Description
Mean X = % Zfil Xi
Std-Dev o :\/ﬁ Zf.\il(xi — J?i)z
Mean Avg. Dev Dz = % Zf\:rl |x; — x|
Skewness y = % Zfil(x’;x)?’
Kurtosis p = ﬁ Zfil XXyt 3

2N (D) sym(i)

Spec. Std-Dev O :\/ lz?illym(?) i

_ Y1 (yr (i) 5y m (i)
N Ym(i)

DC Component ym(0)

Spec. Centroid Cs

[Ahmed et al. ArxiV 17]
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Mean-Variance-MAD plot

gensoré
O  LIT301 et
Sensor3
O  LIT101 o Sensord
Sensors
Sensoré
o gem;orf?3
o Sensor
1007 - o Sensord
Sensor10
1006
S 0.08
O — - ~
1005 .- =
3 007
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= 1003 . ? 0064 4
o g
1002 - < 005 . !
% |
1001 . L 004 d 0.015
1000 | Ofi ~
25 A ' ~._Sensorl0
2 " 46 T~
1 5\\ — 0.8 ~ Sensor4
) F\ 0.6 48 T~ 0.005
~_ ‘
05 . F\ Variance
Variance > Mean
0 o 52 0

Mean Average Deviation

e Supervised Machine Learning can help distinguishing between the noise of different sensors!
[Ahmed et al. Arxiv 17, AsiaCCS 18]
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Sensor 2

41/60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS



O

black hat

LISA 2013

* Want to build a binary classifier (authentic/not authentic) to
act as an authenticity verifier.
* Fingerprint check!

Sensor 1 Auth. + Authentic
Checker

Trained with lots of data belonging to Sensor 1 and all other sensors in the plant!

42/ 60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS
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 Chunks of observations from other sensors, even for similar
values, brand, type etc. should not pass!

Sensor 1 Auth. Not authentic!

Checker "

43 /60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS
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Sensor 1 Auth. Not authentic!

Checker "

44 /60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS
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Training set

Sensor 1

Sensor 1

Sensor 1

Sensor 1

Auth.
Checker

Sensor 1

Sensor 1

Sensor 1 Check: Count how many samples in
' the Testing set are correctly classified
after training with the Training set.

45/ 60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS
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S

Traini * Chunk size of about 2 minutes works best (120
raining set

samples).
e Tested on up to 60 sensors of the same class
(cheap sensors).
. Q0o . L
99% accuracy in authentication test.

[Ahmed et al. Arxiv 17, AsiaCCS 18]

* Fingerprints are still valid after 4 years at least.

Tested in room temperature (20 to 35 °C)

Sensor 1

Sensor 1

Sensor 1

: Note that this works when physical quantity is
. Testingset |
T e constant!
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e "Shameless" attacks:

* Abrupt jumps can be detected by Model-Based
countermeasures.

* "Flat" noise injections can be detected by noise patterns
(even stealthy).

* Malicious sensors (hardware) can be detected.
e Like [Bolshev et al. BH Asia 16]

 What about stealthy attacks that also try to inject coherent
noise against a dynamic system?
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* In practice we have a combination of sensor plus process noise, |.e.
water moving generates a certain characteristic "noise".

* |.e. even if sensor is perfect (no noise) measurement is "noisy".

-

MakeAGIF.com
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LISA 2013

LIT101 against Time LIT101 Error against Time

i — LIT101 Estimate 31  «== LIT101 Error

1 = LIT101 Actual 1
632 T
630 4 A

LIT101

LIT101 Enror

LI B B B B B S N S BN B S S B S B B B B B B S R B R B S | T T | T T T T T T T T LI T T T T T T T T T LI T T
aann 000 7900 7400 Ja0n0n Tann 000 7900 FA00 Ja0nn 7200 2n0n
ooOuUVU fUUV {2ZUU fOUVU {OUVU fUUVU {2UU uu foUVU ouy ouUuUy

Time Step Time Step

50/60 Sensor and Process Fingerprinting in ICS #*BHUSA YWEBLACK HAT EVENTS



Itjy? =

O

blackhat Noise vs. Stealt

USA 2019 B g z

LIT101 against Time LIT101 Error against Time

L ]
i — LIT101 Estimate 7 == LIT101 Error
(00 4« LIT101 Actual 7
1.5 4
14
L' —
: £
S uj ]
o= T — n AR
'\ ':) o -+
~ T b~
500 - ~
] 05 4
400 4 >
14
T rirTrrrTrr T+ | r . 7 | T ! rrrr 7T | L L L L L
14600 14800 15000 15200 15400 15600 15800 14600 14800 15000 15200 15400 15600 15800

Time Step Time Step

[Ahmed et al. ACSAC 18]
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Training set

Sensor 1

Sensor 1

Sensor 1

Sensor 1

Auth.
Checker

Sensor 1

Sensor 1

Sensor 1

, | Check: Same as before, note that
. Testingset 5 we are now training and testing
against the residual!
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* Chunk size of about 2 minutes (120
samples) works best (again).

Training set

Sensor 1

sty 1 * Tested on up to 18 sensors and respective
Sensor 1 process on SWar.

_____________________________________________________

Sensor 1

* 96% accuracy in authentication test.

Sensor 1 [Ahmed et al. ACSAC 18]

* Considered several "stealthy" strategies.
 But CPS are different! [Krotofil et al. HITB 15]
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* We have shown empirical evidence of existence of sensor
fingerprint in real-world ICS.

* Over 10 sensor types, up to 60 sensors for each type.

 We have shown how this fingerprint, together with a process
fingerprint, can help in authenticating sensor readings.

* High detection/authentication accuracy (96%-99%).
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* On the other hand, this is just the beginning!

 What if threat actor has an entire research institute at their disposal?

VIDEOS 5G WINDOWS10 CLOUD Al INNOVATION SECURITY MORE

| MusT READ: HOW to perform a clean install of Windows 10: Here's a step-by-step checklis

FireEye links Russian research lab to Triton
ICS malware attacks

FireEye: Clues link Russia's Central Scientific Research Institute of Chemistry and Mechanics research lab to
Triton-related activity
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* Alack of model makes things

challenging, under advanced
attacks.

L Case Of Su per powe rfUI attacker "0 1000 2000 3000 4000 5000 6000 7000 0 1000 2000 3000 4000 5000 6000 7000
(lronman + PhD)

A and C feed A and C feed

kscmh

e We have ideas on how to deal

with this using a challenge-

response protocol
[Ahmed et al, ArxiV 17] [Krotofil et al. HITB 15]

40 60 72

Hours
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* |n most real-world ICS sensor data is not authenticated at LO
and/or L1 levels.

e Sensor noise can be useful to authenticate sensors without
using cryptography.

* Process + Sensor noise results in a more robust fingerprint.

Thanks!

martin.ochoa@cyxtera.com chuadhry@mymail.sutd.edu.sg

E I Iu | ﬁ“_'l E in Cyber Security

SINGAPORE UNIVERSITY OF
TECHNOLOGY AND DESIGN
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Water Treatment System. IFIP SEC 2016.
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