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Cyber Insurance 101

_ KEY TAKEAWAYS

Common Ground

."Value Proposmon
What s Included & What s Not

'Calculatlng CIalms Costs -‘ P .

= Market Intel
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 0: Cyber Insurance or InfoSec?

It s scary and confusmg...but
at Ieast |t s bormg... i

f .C_F O‘-'H:ealt“hco_lfe‘Séf\/‘i'c;"'e'sPr'o"vjid‘e‘ffz79__..‘___-_f' B -
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-,}.-'CEO' "Last tlme I saw you l N |
- gaveyou money for more
'_'”"Secunty | _

| c,so uwe Ve been hacked,.,- :
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Jeffrey, slow down
'_.‘-_.I d |d ) t un d ers t a n d a
~ word you said”

. Robert "@RSnake" Hansen 2017
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* Cybe rInsu ura nce Value Proposition |

OUTSIDE PERSPECTIVE

. Free second look under the hood can valrdate oM

exrstlng securlty efforts

IMMEDIATE SUPPORT

| Access to vetted Iegal forenS|cs notrfrcatron
~and other related experts who know how to
| resolve problems | E -
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___F|NANCIAL RECOVERY

-{Reputatlon management Iost |ncome fmes&
e '_T_penaltres and credlt monitoring

hf-:--uGET BACK T0 BUSINESS

. '-_‘_Contlnued IegaI and frnancral support as well as.
- -»;securlty tools tools to augment your exrstlng S
"‘;;_:efforts S . |



CYber Insurance What |s t?;

-_INSURANCE CONTRACT s
- Stand-alone policy or endorsed to. other busmess |nsurance poIJCIeS
| “such as property, medlcal maIpractlce and crlme e |

'-_,DISTRIBUTION

| Prlmarlly via property & casualty msurance agents and brokers i

“WARRANTIES & CHANNEL

Also used to back securlty vendor warrantles and MSSP offerlngs |

'CYBER INSURANCE 101: FOR SECURITY PROFESSIONALS ©



Cyber Insurance Product Offermg _
'FIRST PAR'TY chERAGE | IE@IE% [COVERN

_THIRD PARTY COVERAGE

| B L|ab|I|ty clalms brought by a thlrd party

' ”SERVICES

I Vetted vendors & evolvmg securlty serwces’

STIIPID IR
D|SGHL“N"|"|.ED3
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Cyber Insurance' Flrst Party Remedles

Your Dlrect Expenses

BREACH
RESPONSE

Incident Response
Legal Expenses
Notification
Forensics

Public Relations
Credit Monitoring
Post Breach
Remediation

CYBER CRIME

Extortion

Funds Transfer Fraud
Phishing

Telecom Fraud
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BUSINESS

INTERRUPTION

System Interruption
Dependent System
Interruption
Reputational Damage

Net Income &
Expenses
Data Recovery

OTHER STUFF

Hardware

Court Attendance
Reward Expenses
Cryptojacking

Claims Preparation




Cyber Insurance' Th|rd Party Coverage

Legal Defense and Indemnlty

SECURITY &
PRIVACY

Defense & Damages
Assumed Under
Contract

Malware Transmission

Unauthorized Release B

of PHI/PII

REGULATORY
DEFENSE

Regulatory Defense

Compensatory Awards

Fines & Penalties

Federal, State, Local

or Foreign
Insurable by Law
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PCI-DSS
LIABILITY

Defense & Damages
Assessments

Fines

Penalities

MULTIMEDIA
LIABILITY

Electronic & Written
Libel, Slander &
Disparagement
Infringement:

Copyright, Domain
Name, Trademark
Plaigarism




Cyber Insurance' Insurer Serwces

Vetted Response & Recovery

e Legal _
e lIncident Response/Forensms
e« Notification & Credit Momtormg
K Forensm Accountmg |
o PUb|IC Relatlons
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Claim & Services Timeline

Breach Report Managmg Short Term Managmg Long Term | 3 : Mit-igation Tools &
.&_E-valuatigon_.j'.' CI‘ISIS Consequences P Consultation -

e Breach coachy « @ & Jiie. Notlfloation Lo Loss of |noome, - e Training
o [ Forensics . r - Credlt monltormg | - Brand Management.'_i e Phishing simulations
. Clalm Ieg|t|macy S Publlo reIatlons J LegaI Defense S e Domain protection -
e Legal and regulatory v Data reoovery s Class Aot|ons ; e _Network monitoring
* Engage other e s - Regulatory flnes & | e Patch management
~resources- SR . e e penalt|es e e Password management
St e e = - e Legal/PR & security
~ consulting
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-Coverage limitations mclude
policy exclus:ons but are
also buried in cond:t:ons and
defm:t:ons....
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- Limitations: Typical Exclusions

INSURED
ELSEWHERE

AGAINST

UNINSURABLE  pygLic PoLICY
Intentional Acts of |
Senior Executives
Sanctions
Criminal Acts

Nuclear
War*/Terrorism*

Core Internet |
Infrastructure Failure Jue

Anti-Trust

Bodily Injury &
Property Damage*™
IP/Patent

Fines & Penalties Not
Insurable By Law

Infringement
Management Liability §

Utility Power Failure*
Domain Revocation
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OTHER

OQutside Policy Period
Contractual™®
Betterment™
Technology E&O*
Government Orders




leltatlons Condltlons & Deflnltlons

~ To name a few

e Representatmns & .arrantles S
S REportlng Prowsuns
¢ InTheEventof aCIalm

o Retentlons and Wa|t Perlods
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B FINAL ESTIMATE & FAQ

A data breach could cost Cyber Risk Underwriters:

H O w M u c h DO e T | Customer and Employee $ 5 . 4 M

How many individuals™ data? 1,500,000

$3.59 per record

3. Type of records? Personally Identifiable (P1I)

. ) . B | | e 9 ‘ .I 1. Type of breach? Hack
. W e ' N e e d ® ‘_ ; _ . 5. Based out of California? No

; E ‘ ; | b | . | : . e i 6. Store customer mailing addresses?
‘ [. Publicly disclosed breach in last 2 years? Mo
: o o st SR R S . 8. Network complexity? Medium
_ . . oy - . _ . L ot 9. Size of news story? Medium (regional news) Crizis M anagement
B} ' Scenarl o 1 s : : . 0. Security comntrols? Average

Motification
Call Centel
Credit Monitoring

Fines anc

L e ol g g View Frequently Asked Questions and Disclaime

g = Courtesy of At-Bay Insurance
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FINAL ESTIMATE & FAQ

A data breach could cost Cyber Risk Underwriters:

Howtuchpo [ $36.4M

1,500,000
$24.28 per record

. 3. Type of records? Health and Credit Card (PHI & PCI)
9 . -. 1. Type of breach? Hack
We N e ed N ' k. Bazed out of California? Yoz

Mo

Medium

Medium (regional news) Crizis Mana gement

Scen ario 2 : 0. Security controls? Average orifieation

Credit Monitoring

Does this estimate an average cost? Why do you not ask PCl Fines and £
. . PCI Fines A
for Industry and Revenue? Why are PC| costs so high'

alory Fines & Defense

View Freguently Asked Questions and Disclaimer

5 Action Settlem

Courtesy Of At—Bay Insurance
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o e o,

s The cyber msurance market contlnues to grow and underwrltlng |
'_~performance In th|s sector remalns strong ‘As weII as thlngs are gomg,
: thereare challenges W|th uncertalnty around pr|C|ng belngjust one.
N Underwrrtlng business. |nterrupt|on remalns d|ff|cult Also, the threat
- that insurers are most worried about remains a systemlc event that
‘-could cause extenswe Iosses and Jeopardlze a cyber |nsurers |
solvency e e e | . .
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- Cyber Insurance Market

Evolvmg and competltlve

e 1%of bus:ness msurance premlums TR
e Some 200 lnsurers prov:dmg coverage but onIy about -
20 serlous players w s _' R |
. Two dlstlnct markets Enterprlse & SME
e Take up rates d:fﬂcult to measure but under 50% |
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