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ÅBe aware of 3 human side-channels and how they work

ÅPractical takeaways for each side-channel, including tools

ÅExamine implications for security and privacy

ÅKnow about possible countermeasures

ÅExplore future research ideas

Aims
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The John Christie case
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https://www.radiotimes.com/news/2017 -06-22/a -timeline -of-john-christies-crimes-and-their -discovery-and-the-bits-rillington -place-missed-out/
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Background
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ÅVarious things we can look at in real-world crimes

ïFingerprints, DNA, gait, irises, voice, etc

ÅWhat about digital offences?

ï IP and MAC addresses, domains, subscriber info, emails, usernames etc

ïNew problem: easily obfuscated, spoofed, anonymised

ïOther methods take us further away from the individual

ÅActivity correlated to timezones (Rid & Buchanan 2014)

ÅTTPs (Symantec 2011)

How can we use identifiers to find an offender?
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ÅComputers have ñside-channelsò

ïUnintentional leakage in primitive outputs, as a result of operations

ÅIs there a real-world equivalent?

ïHumans as bio-computers (Lilly, 1968) with outputs (writing, speech, etc)

ïUnintentional leakage (behavioural theory)

ïDistinctive and consistent ( Shodaet al, 1994; Zayas et al, 2002)

ÅBased on education, experience, training, environment, goals, etc

ÅñHuman side-channelsò

A possible solution
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Forensic linguistics
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Me: Professor, Iôd like to do my essay on the 
etymology of the word ñf***ò. I just wanted to check 
youôd be OK with that, or would it be inappropriate?

Professor: I donôt give a s***. 
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ÅCovers other aspects, but weôre looking at one in particular:

ÅAuthorship attribution via stylometry

ïSpelling and orthography

ïGrammar

ïLexicon

ï Idiom

ï Identical expressions

Theory of forensic linguistics
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ÅLaw enforcement investigations ïransom notes, texts, etc

ÅPlagiarism investigations

ÅLiterature:

ïShakespeare, The Federalist Papers, Primary Colors, JK Rowling

ÅUncovering miscarriages of justice

ïe.g. police officers collaborating on statements

Real-world use cases
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ÅDetection of deception (cp. Van Der Zee et al, 2018; Wixey, 2018)

ÅDetection of intention

ÅCreating/comparing ótextual fingerprintsô

ÅHandwriting analysis

ÅAssessing context or content

What forensic linguistics isnôt

12

August 2019I'm unique, just like y ou: Human side-channels and their implications f or security  and priv acy

Forensic linguistics



PwC

Complex

ÅCreate corpus, extract features of interest

ïParts of speech; word length; sentence length; pronouns; function 
words; hapax legomenon; dis legomenon; etc

ÅStatistical comparison of features

ïSupport Vector Machines; Principal Component Analysis; Delta; etc

Basic

ÅObserving and noting unusual spellings/punctuation use

ÅCorpus/Google searching for these

Stylometry techniques
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Case studies (Olsson, 2009)
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http://news.bbc.co.uk/1/hi/england/south_yorkshire/4407944.stm

https://www.thetimes.co.uk/article/ice-cream-wars-feud-ended-before-death-of-thomas-campbell-cd2gwpwgk

Forensic linguistics
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ÅAcademic research

ïTweets (Sultana et al, 2017; Silva et al, 2011)

ïSockpuppet detection (Solorio et al, 2013)

ïForum posts (Abbasi & Chen, 2005)

ïEmails (Iqbal et al, 2010)

ïSource code (Caliskan-Islam et al, 2015; Frantzeskou et al, 2007)

ïDetecting authorship deception (Pearl & Steyvers, 2012)

Cyber-specific case studies
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ÅOperation Tripoli (Check Point, 2019)

ïLarge Facebook social engineering campaign

ïSearching for repeated spelling and grammatical errors

ïRevealed multiple profiles (over 30), appear to be by same actor

ÅQualitative study of IRS phone scammers (Tabron, 2016)

ïPolar tag questions, narrative violation

ïñStrengthening the human linkò

ÅGuccifer 2.0 (Argamon, 2016)

Cyber-specific case studies
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ÅSpearphishingïdifferent pretexts, same author

ÅMissives and manifestos posted online

ÅRansomware instructions/notes

ÅPosts/Tweets claiming responsibility, coordinating attacks, etc

ÅSatoshi Nakamoto!

Other use cases
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JGAAP (github.com/evllabs/JGAAP)
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Delta spreadsheets (wp.nyu.edu/exceltextanalysis/deltaspreadsheets/)
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stylometry (github.com/jpotts18/stylometry)
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stylo (R library) - github.com/computationalstylistics/stylo
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Shylo (stylo wrapper) - github.com/severinsimmler/shylo
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ÅShylo (stylo wrapper)
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Summary of tools
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Tool Free? Ease of use Method(s) Outputs Scalability

JGAAP Yes Hard Multiple Numeric Possible

Delta sheets Yes Moderate Delta Numeric Difficult

Stylometry Yes Easy PCA Graphs Possible

Stylo (R) Yes Easy Multiple Graphs Possible

Shylo Yes Easy Multiple Multiple Possible

Forensic linguistics
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ÅRegister makes a big difference 

ÅNeed a baseline of text ïsizeable samples 

ÅGround truth may also be required (depending on objective)

ÅStrategy will be decided by circumstances

ÅTime lapse may affect results

ÅNot fingerprints, no 100% accuracy ïnot a silver bullet

Caveats
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Register
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ÅAttribution of texts written under a separate identity 

ÅDiminish anonymity

Privacy implications
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ÅLinguistic style is often unconscious

ÅAwareness of it can facilitate disguising it

ÅImitating anotherôs style, either during or after writing

ïWriting in another óvoiceô (cp. 1984)

ÅGoogle Translate

ÅCombining with other authors

ÅRunning forensic linguistic tools ïAnonymouth (Brennan et 
al, 2012; McDonald et al, 2012)

Countermeasures
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ÅTest tools out

ïText from previous attacks & open source data

ïStart building corpus

ïHave a play, let me know what you think!

ÅExplore how useful/applicable it would be for your use cases

ÅThink about other scenario/contexts it could be used in

What can I do now?
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Behavioural signatures
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ñI got an AUC of 0.99 but thatôs basically 1ò ïJay-Z (a ROC fella)
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ÅActive area of research in attribution: who hacks, and why

ïMotivation, skills, attack behaviours (Landreth, 1985; Salles-Loustau
et al, 2011)

ïAttitudes and culture (Chiesa et al, 2008; Watters et al, 2012)

ïPsychological elements (Shaw et al, 1998)

ïSpecific actions undertaken (Ramsbrock et al, 2007) 

Background
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ÅWhat hasnôt been done: comparing profiles of attackers

ÅCase Linkage Analysis (CLA)

ïLinking separate crimes to common offenders

ïStatistical comparison of crime scene behaviours (Woodhams & Grant, 2006)

ïSome success in academic literature, with real-world crimes

ïGrubin et al, 1997; Mokros & Alison, 2002; Tonkin et al, 2008

ïBased on same principles of distinctiveness and consistency

Background
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ÅLog keystrokes on a honeypot

ÅTake granular crime behaviours from pairs of offences

ïClassification step

ÅDetermine degree of similarity

ïSimilarity coefficient

ïLogistic regression

ïReceiver Operating Characteristic (ROC) curves

Methodology
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ÅDefine behavioural domain e.g. ónavigationô, óenumerationô, etc

ÅClassify keystrokes as commands (óbehavioursô)

ïTurn into óyes/noô questions

ïñDid attacker try to wgetmalware from a remote site after compromise?ò

ïAssign 1 if yes, 0 if no

ïEnd up with binary string for each offence in each domain

Classification
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ÅJaccardôs Coefficient (Tonkin et al, 2008)

ÅCalculate 1 per domain per attack pair

ÅX = count of behaviours present in both attacks

ÅY = count of behaviours present in Attack A, but not Attack B

ÅZ = present in Attack B, but not Attack A

Å1 = perfect similarity, 0 = perfect dissimilarity

Similarity coefficient
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ÅPut coefficients into direct logistic regression model

ïSPSS, R, etc ïloads of tutorials online

ïñPairedò is the dichotomous dependent variable (true/false)

ïWe want to find out if we can predict the variable

ïAnd which behavioural domain contributes more

Logistic regression
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ÅRun this for each behavioural domain to get:

ïPositive or negative correlation 

ïA p-value (statistical significance)

ïAmount of variance that a variable explains

ÅRepeat with forward stepwise logistic regression

ïWill automatically start with one domain, and add one at each step

ï If it contributes to predictive power, keep it, else discard from the model

ïDetermines optimal combination of domains

Logistic regression
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ÅPut regression results into ROC curves

ïPlots x (prob of false positive) against y (prob of true positive)

ïMore reliable measure of predictive accuracy (Tonkin et al, 2008; Swets, 1988)

ïYouôll get óarea under the curveô (AUC) values

ROC Curves
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ROC Curves
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Å Diagonal: no better than chance

Å The higher the AUC value, the greater 
the predictive accuracy

Å 0.5 ï0.7 = low

Å 0.7 ï0.9 = good

Å 0.9 ï1.0 = high 

Å Swets, 1988

https://www.statisticshowto.datasciencecentral.com/receiver-operating-characteristic-roc-curve/

Behaviour
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ÅModified open source Python SSH keylogger (strace)

ïhttps://github.com/NetSPI/skl

ÅTwo VMs, exposed on internet over SSH

ÅOne account per user per box

ÅDeliberate privesc vulnerabilities, plus fake data to exfiltrate

Å10x pentesters/students asked to SSH in (2 attacks each)

ïAnd get root, steal data, cover tracks, poke around

Experiment
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ÅKeystrokes collated per user, split into behavioural domains

ïNavigation, enumeration, exploitation

ï40 individual behaviours per domain

Experiment
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ÅAutomated calculation of Jaccard values

Experiment
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ÅImported results into SPSS

ÅPerformed logistic regression (direct and forward stepwise)

ÅAlso used SPSS for ROC curves

Experiment
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ÅHoneypots

ÅBuild up a corpus of attackers

ÅCould also identify attackers whoôve trained together

Applicability and approaches
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ÅSome offenders show more distinctiveness than others

ïBouhana et al, 2016

ÅSome behaviours less consistent

ïBennell & Canter, 2002; Bennell & Jones, 2005

ÅMO is a learned behaviour, and offenders develop

ïPervin, 2002; Douglas & Munn, 1992

ÅOffenders will change behaviours in response to events

ïDonald & Canter, 2002

Caveats
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ÅThis experiment:

ïSmall sample, only commands

ïOnly one OS/scenario

ïNot órealô attackers ïknew they wouldnôt suffer consequences

ïNot all attackers will have the same motivations, could affect results

ïNot 100% accurate

Caveats
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ÅPeople can be linked to separate hosts/identities

ÅBased on approaches, syntax, and commands

ÅRegardless of anonymising measures

ÅRegardless of good OPSEC elsewhere

ÅCould be linked to historical or future activity

Privacy implications
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ÅSimilar to defeating authorship identification

ÅMake a conscious decision to disguise your style

ïCLA different ïe.g. alias command would not work

ïHard to automate ïcanôt predict commands in advance

ïCould semi-automate, using scripts

ïRandomising ordering of command switches

ïSwitching up tools e.g. wget instead of curl; vi instead of nano, etc

Countermeasures
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ÅGive it a go!

ïKeylogger on CTF machines (make sure participants are aware, take 
appropriate ethical measures)

ïClassification and calculate Jaccard score ïpretty simple

ïCalculate logistic regression scores ïagain, pretty simple

ïROC curve analysis (same tools) 

ïHave a go at automating! R/Python probably best place to start

ïOther behavioural domains, e.g. evasion techniques

ïWhitepaper available (contact me!) or see DEF CON 2018 talk

What can I do now?
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Cultural CAPTCHAs
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ñOf course I remember Crinkley Bottomò
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ÅñIs this account a human or a bot?ò

ïLots of academic and practical research (Filippoupolitis et al, 2014)

ïBotometer, Twitteraudit , Botcheck, Botsentinel

ÅCertain behaviours/features can be ñtellsò

ÅHarder question: ñIs this account owner really X nationality?ò

ÅContext: hostile accounts influencing conversations or consensus

ïWe think theyôre probably human

ïBut how do we prove theyôre authentic ?

Background
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ÅEnter ñcultural CAPTCHAsò

ÅCultural artefacts which havenôt spread beyond origin

ÅIn many cases this can be popular culture, but also:

ïLanguage

ïCultural norms and expectations

ïFood

ïMusic

ïTraditions, etc

Background
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ÅLetôs try an example - who are these two men?

ÅRAISE YOUR HAND if you know

Experiment
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