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* CTO/Co-Founder, neoEYED Inc. with 15+ years of experience
g Stanford
v

 Startup Advisors, Mentor for Stanford cyber security course University

e Cyber Security, Machine Learning, Python, java, .net, ruby
etc. in domains like Finance, Insurance, Casino Gaming,
eComm etc.

* Frequent speaker/trainer in international conferences like
NULLCON, COCON, OWASP, ISACA, ISC2 etc.

Member of NULL, DSCI and other communities.
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Background/Inspiration

Demo — Text, Audio/Video

Architecture: What’s happening behind the scene

Code release — Notebook, Repository etc.

What’s next — other approaches, future enhancements

Our vision, invitation to contribute, support, learn

References and Credits



Be Right Back

From Wikipedia, the free encyclopedia

"Be Right Back" is the first episode of the second series of British science
fiction anthology series Black Mirror. It was written by series creator and
showrunner Charlie Brooker, directed by Owen Harris, and first aired on
Channel 4 on 11 February 2013.

The episode tells the story of Martha (Hayley Atwell), a young woman whose
boyfriend Ash Starmer (Domhnall Gleeson) is killed in a car accident. As she

mourns him, she discovers that technology now allows her to communicate

with an artificial intelligence imitating Ash, and reluctantly decides to try it.
"Be Right Back" had two sources of inspiration: the question of whether to
delete a dead friend's phone number from one's contacts, and the idea that
Twitter posts could be made by software mimicking dead people.

Inspiration
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Today
M 18:29 v/
Start up what? 5.9
Bot? 1530
Botisaguy. 530
Nice to meet you Bot 1550~
Nice to meet you too 1559
What can | do for you? 5.30.,
Be a better bot 5.4
I'mnot a bot 550
My name is Robert Paulson. .39
Really? 1530
Yes! I'm Rob Paulson! 5.5,

Great meeting you Rob, I'm Alessio
18:31v

Hey Alessio g5

You seems and intelligent guy 5. vV

You seems and intelligent guy

Haha I'm glad you noticed 5.
Where are you?
I'm at my cabin, you? g5

Outside

Hey there! .5

Not so nearby... 153

Heh, that is ok. 155

What can you tell me about you,

What can you tell me about you, 535,

| am pretty knowledgeable in the field
of... um...

Are you into cyber security? 5.2,
Not particularly.
Quantum physic? 1542

Yes, I'm a quantum physicist. 1.3,

Really?! Great, can you explain the
particle entanglement?

| have no idea what that means. 545

So you are not a quantum physicist...
18:33 v/

Ah, | see. I'm sorry.
Are you a bot then? 555,

I've been told s0. 1533




~

Conversation—2, 3



In the virtual sense that | can, sure. Let's
talk about something else, shall we?

How was the day for you so far? . :
YEery Not much. What's new with you?

don’t want to talk about it ] . ;
Is that a philosophical question?

How old are you?

no, it"s an interesting question . do they do

anything other than provide protection against
Age is just a number. You're only as old malware ?
as you feel. Thoughts? :P

Who are “they"?

yah, but, how old are you?

Yo!. Who's this?
What do you think? ;) How old | am?

It all them, isn't it?
18?2

Sounds like an opportunity to crack a

Basu Level Joke :P :Did you hear about

: : | believe it's all a big sham.
the two silk worms in a race?.

Very funny. Do you say like this in general or for
now?

| think you are making fun of me :/

Yah man, part of life... What else? Tell me something

It ended in a tie. interesting.




Social Proof

14:06 v/4

And also has free flow text chat

ability, tried to make it as human as

possible 14:07 W/

But can be use for specific business

use case 14:07 W/

Why do | get a feeling Basu is
personally replying to all the

messages? (&)

| thought the same 1,9

You

And also has free flow text chat ability,
tried to make it as human as possible

Tried successfully it seems. 14

22 | will take this a complement. j

N

22

Y

14:57 7/
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Architecture — What's
behind the scene
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2. Text Chatbot Engine (TCE)

K\My Conversatiory

Trained model

Seq2Seq Al
model

NMT Al Model

Rule + Intent
based model

Predicted
Answer

Inference Engine
Get the best answer
predicted by the models

https://google.github.io/seqg2seq/

https://en.wikipedia.org/wiki/Neural machine translation

https://chatbotsmagazine.com/bot-talks-intent-based-vs-flow-base-conversations-798788dc9cf6



https://google.github.io/seq2seq/
https://en.wikipedia.org/wiki/Neural_machine_translation
https://chatbotsmagazine.com/bot-talks-intent-based-vs-flow-base-conversations-798788dc9cf6

Categories of conversations

Chit-chat (CAT - 1)

Historical (CAT — Il)
e “Can | come to your house today”
e “Shall we meet tomorrow”
e “Are you coming for the X meetup tomorrow”

Topical, factual, asking for specific information (CAT - 1ll)
* How is the weather today?
* What is SQLi

Pure generative, philosophical, anything else aka free flow chat (CAT - IV)
* What is love
* What is the purpose of life etc.




(CAT - 1)

## intent:greet

HA

Hey

Hi bot

Hey bot
Hello

Good morning
hi again

hi folks

## 1ntent:bye

goodbye
goodnight
good bye
good night
see ya
toodle-oo
bye bye
gotta go
farewell

## dintent:thank

Thanks

Thank you

Thank you so much
Thanks bot

Thanks for that
cheers

intents:
- greet
- bye
- thank

responses:
utter_noworries:

— text: No worries!

utter_greet:

- text: Hi
utter_bye:
- text: Bye!

## greet
* greet
- utter_greet

## thank
* thank
- utter_noworries

## goodbye
* bye
- utter_bye




Message MyResponse

i am good how about you yes | am aware do you also have such feature?.
basu bhai, reached bangalore? i am reaching tomorrow night. hope to get my parcel from you yah. i am in bangalore. call me once you are here.
on thu.

hey basu. can you please review 4 pitch decks for coming pitching session? max 60 min work yah.
tomorrow. wanted alumni to review but signups for volunteers is low.

gentle reminder: interviews tomorrow at 8.30am @ corp office, see you there. gentle acknowledged.
bhal i am not really hr abey you can talk :p.

iam closing group 6 today. will make you pl of group currently assigned to ravi as he's not well ok. sure.
and not in india. i hope that's ok

thanks boss thanks kya bhai. sorry for not getting involved much. thank you all for supporting me. should |
ask the group 5 on this?.

no need. sent you email just now to review 2 pitch decks. if needed, you'll have to review ok. by when do you need this to be done?.

couple of more.

today anytime night will do.

can we meel late in evening if you are free? sure. aja.

hsr is fine. 7.30? ok. pappu chaiwale.

ChatterBot

Machine learning, conversational dialog engine. (CAT II)
-




&t ChatterRot HEHED

e

Machine learning, conversational dialog engine.

chatbot.py

chatbot = ChatBot('Training Example')

train.py

from chatbot import chatbot
from chatterbot.trainers import ListTrainer

trainer = ListTrainer(chatbot)

trainer.train(I[
""Hi there!",
""Hello",

1)

trainer.train(I[
"Greetings!",
“"Hello",

1)

train.py

trainer.train([
""How are you?",
"I am good.",
"That is good to hear.",
“"Thank you",
"You are welcome.",

1)



EEE‘El Custom Actions (car-m

DefinitionTellerAction(Action

run (
dispatcher: CollectingDispatcher
tracker: Tracker
domain: Dict[Text, Any]) -> List:
= tracker.latest_message|
word =

message = find_in_wiki(word)

(

dispatcher.utter_message(message)

[]

.format(message))




$ ParlAl

If you could have dinner with one person, dead or alive, who would Why did the mushroom go to the party?

that be? /
That's a tough one. | think I'd have to go with Steve Jobs. I'd love to I'm not sure, but I'm glad it did. | love museums. What do you do for
pick his brain. a living?

Ah, interesting choice. What do you know about Steve Jobs? No, it was supposed to be a joke.
He was one of the most influential people in the history of S - ’ ’ . o

What questions would you ask him? The answer is, "because he's a fun guy." Do you get it?

I'd want to know how he came up with the idea for the iPod. It was

No, I don't. Can you explain it to me like I'm a five year old?

so revolutionary at the time.

Totally...the iPod changed the way everyone listens to music. Yes. Mushrooms are fungi, and "fungi" is pronounced like "fun guy"

It really did. It's crazy to think that it was released in 2001. That was

Oh, okay. | get it now. Thank you for the explanation. | really
a long time ago.

appreciate it.

Sttt i S e Gl Are you sure you understand? Can you explain it to me?

I know, right? Time flies by so fast. | wish | could go back to those

simpler times.

Sure. It's a play on the word fungus, which is also pronounced fun

guy.

Me too, friend, me too. Speaking of music, what's your favorite

album to listen to lately? Close enough.

I've been listening to a lot of Led Zeppelin lately. They're my favorite ’
band. I'm glad we could come to an agreement. Have a great day, fun guy!




DialoGPT

@ huggingface.co/microsoft

Role

User

Bot

User

Bot

User

Bot

Response

Does money buy happiness?

Depends how much money you spend on it ..

What is the best way to buy happiness ?

You just have to be a millionaire by your early 20s, then you can be happy .

This is so difficult !

You have no idea how hard it is to be a millionaire and happy . There is a reason the rich have a lot of
money
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APl Gateway

Twilio

WhatsApp-to-Text ——>»

Flask
Twilio API

« User
Identification

« Logging

« Service
Initialisation

\_

Text Chat Engine (TCE)
CAT-l, CAT-llI

« NLU Engine

« Replies to
common
Utterances

DialoGPT

nicreseft




response

What do you think of
this... flying vehicle,
M..

Yeah, Rick... l-it's
great. s this the
surprise?

Morty. | had to... | had
todoit. | had— I ha...

What?! A bomb?!

We're gonna drop it
down there just get a
whol...

Ma
Tra

context

We gotta go, gotta
get outta here, come
on. Go...

What do you think of
this... flying vehicle,
M...

Yeah, Rick... l-it's
great. Is this the
surprise?

Morty. | had to... |
had to do it. | had— |
ha. .

What?! A bomb?!

context/0

Owl! Owl You're
tugging me too hard!

We gotta go, gotta get
outta here, come on.
Go..

What do you think of
this._. flying vehicle,
M...

Yeah, Rick... I-it's
great. Is this the
surprise?

Morty. | had to... | had
todoit. | had— | ha...

context/1

Comeon, lgota
surprise for you. Come
on, h...

Ow! Owl! You're
tugging me too hard!

We gotta go, gotta get
outta here, come on.
Go...

What do you think of
this... flying vehicle,
M. ..

Yeah, Rick... |-it's
great. Is this the
surprise?

context/2

It's the middle of the
night. What are you
tal...

Come on, | got a
surprise for you. Come
on, h..

Ow! Owl! You're
tugging me too hard!

We gotta go, gotta get
outta here, come on.
Go...

What do you think of

this... flying vehicle,
M...

context/3

| got a surprise for you,
Morty.

It's the middle of the
night. What are you
fal...

Comeon, | gota
surprise for you. Come
on, h...

Owl! Owl! You're
tugging me too hard!

We gotta go. gotta get
outta here, come on.
Go...

context/4

What, Rick? What's
going on?

| got a surprise for
you, Morty.

It's the middle of the
night. What are you
tal. .

Come on, | gota
surprise for you. Come
on, h...

Owl! Owl You're
tugging me too hard!

context/5

Morty! You gotta come
on. Jus'... you gotta
Co...

What, Rick? What's
going on?

| got a surprise for
you, Morty.

It's the middle of the
night. What are you
tal .

Come on, | got a
surprise for you. Come
on, h..

ke your own Rick Sanchez (bot) with
nstformers and DialoGPT fine-tuning

https://towardsdatascience.com/make-your-own-rick-sanchez-bot-with-transformers-and-dialogpt-fine-tuning-f85e6d1f4e30



https://towardsdatascience.com/make-your-own-rick-sanchez-bot-with-transformers-and-dialogpt-fine-tuning-f85e6d1f4e30

The Voice



2. Audio Synthesis Engine (ASE)

Vs

My voice -
around 500
samples of

seconds each

(NEED MORE
DATA)

~

duration 5 - 15

J

&

Trained model

Text

Input to
be

spoken

Tacotron 2
Al Model

CYCLEGAN
VOICE
CONVERSION

Real Time Voice
Cloning (US
Accent)

Voice Output

Inference Engine
Get the best voice

response with less error
predicted by the models

https://github.com/TaiChunYen/Pytorch-CycleGAN-VC2
https://ai.googleblog.com/2017/12/tacotron-2-generating-human-like-speech.html

https://github.com/CorentinJ/Real-Time-Voice-Cloning



https://ai.googleblog.com/2017/12/tacotron-2-generating-human-like-speech.html
https://github.com/CorentinJ/Real-Time-Voice-Cloning
https://github.com/TaiChunYen/Pytorch-CycleGAN-VC2

Voice Demo - CycleGAN

Original Generated

CycleGAN
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3. Video Synthesis Engine (VSE)

’ A

Silent video

8

Talking video

My Video

%

&

g

Trained model

Audio-driven-
TalkingFace-
HeadPose

Victim’s
Video

Inference Engine
Get the best video
predicted by the models

https://github.com/Rudrabha/LipGAN
https://github.com/yiranran/Audio-driven-TalkingFace-HeadPose



https://github.com/Rudrabha/LipGAN
https://github.com/yiranran/Audio-driven-TalkingFace-HeadPose

LipGAN

Generate realistic talking faces for any human speech and face identity.

[ State of the Art Talking Face Generation on LRW

[Paper] | [Project Page] | [Demonstration Video]

Features

Can handle in-the-wild face poses and expressions.
Can handle speech in any language and is robust to background noise.

Paste faces back into the original video with minimal/no artefacts --- can potentially correct lip sync errors in
dubbed movies!

Complete multi-gpu training code, pre-trained models available.

Fast inference code to generate results from the pre-trained models

Audio-driven Talking Face Video Generation with
Learning-based Personalized Head Pose

We provide PyTorch implementations for our arxiv paper "Audio-driven Talking Face Video Generation with
Learning-based Personalized Head Pose" (http://arxiv.org/abs/2002.10137).

Note that this code is protected under patent. It is for research purposes only at your university (research
institution) only. If you are interested in business purposes/for-profit use, please contact Prof.Liu (the
corresponding author, email: liuyongjin@tsinghua.edu.cn).

We provide a demo video here (please search for "Talking Face" in this page and click the "demo video" button).
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Video Demo — talking face



Video Demo — LipGAN
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5. Entire Pipeline (In Action)
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& titanlambda / identity-clonning

<> Code (1) Issues 1 Pull requests (*) Actions [71] Projects 71 wiki () Security [~ Insights 51 Settings

¥ master ~ ¥ 1branch © 0tags Go to file Add file ~ l

3 titanlambda Created folder structure ab54560 4 hoursago ! D O yo u W a n t

[0 1_data_processor Created folder structure

"W 2_rasa_chitchat Created folder structure tO t ry

0 3_ParlAl Created folder structure

[0 4_chatterbot Created folder structure yo u rS e | f .

[0 5_pipeline Created folder structure

[ README.md Initial commit

README.md

identity-clonning

This project has all the components which you can use to clone yourself over digital channel




Road Ahead

e Add expressions to voice and video using
sentiment analysis of the questions asked
and the answers generated by the Al

* Use VolP phone number to make fake
calls to victim’s friend and do social
engineering

* Bypass voice recognition and voice-based
OTP using the Voice Engine

* Bypass facial recognition and live
detection techniques like visual OTP, lip
reading etc. using Video Engine




Looking for angels to support us
to build futuristic technologies

Vision: create

futuristic * Behavioral Analysis
techno|0gies : * Conversational Al

* Bot detections and other kind of
preventive frameworks
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