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ADaniel Moghimi
A @danielmgmi
Ahttps://moghimi.org

ASecurity Researcher

APhD Candidate @ WPI
AMicroarchitectural Attacks
ASide Channels
ABreaking Crypto Implementations
ATrusted Execution Environment (Intel SGX)
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ABerk Sunar @ WPI
ANadia Heninger @ UCSD
AThomas Eisenbarth @UzL
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Cryptanalysis

ACryptosystem with an input m, output c, and secret k

AAttacker tries to learn k by looking at (m, c)
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GAMING & CULTURE —

PS3 hacked through poor cryptography
implementation

A group of hackers named failOverflow revealed in a presentation how they ...

CASEY JOHNSTON - 12/30/2010, 12:25 PM

A group of hackers called failOverflow claim they've figured out a way to get better control over a
PlayStation 3 than ever before. After they worked through a number of Sony's security measures,
they found the keystone to gaining access to the system's innards was the PS3's poor use of public

key cryptography.
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PS3 hacked through poor cryptography
implementation

A group of hackers named failOverflow revealed in a presentation how they ...
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A group of hackers called failOverflow claim they've figured out a way to get better control over a
PlayStation 3 than ever before. After they worked through a number of Sony's security measures,
they found the keystone to gaining access to the system's innards was the PS3's poor use of public
key cryptography.
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AAttacker tries to learn k by looking at (m, c)
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PS3 hacked through poor cryptography
implementation

A group of hackers named failOverflow revealed in a presentation how they ...

CASEY JOHNSTON - 12/30/2010, 12:25 PM

A group of hackers called failOverflow claim they've figured out a way to get better control over a
PlayStation 3 than ever before. After they worked through a number of Sony's security measures,
they found the keystone to gaining access to the system's innards was the PS3's poor use of public
key cryptography.



Side-Channel Cryptanalysﬂis :

ACryptosystem with an input m, output c, and secret k
AAttacker tries to learn k by looking at (m, ¢) and signal s
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AChannels
APower Analysis
AEM Analysis
Aé
ATiming Analysis
ACPU Side Channels
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AThreat Models:
APhysical Access
ALocal Access (Celocation)
ARemote

/ .}
t@ #BHUSA @BLACKHATEVENTS @DANIELMGMI 9
‘ .



Secure Elements

Untrusted
/Bad Org.?

Software Is
Insecure.
Heartbleed?

Rootkits?

~7Computers Ransomware?

are just
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Secure Elements

Untrusted
/Bad Org.?

Software Is
Insecure.
Heartbleed?

Rootkits?

~7Computers Ransomware?

are just

Hardware -based
Root of Trust?!
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ASecurity Chip for Computers?
ATamper Resistant
ASide-Channel Resistant
ACrypto Co-processor
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ASecurity Chip for Computers?
ATamper Resistant
ASide-Channel Resistant
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ACryptographic Co-processor, specmed by Trusted Computing Group
ASecure Storage

AlIntegrity Measurement
ATRNG

”l Endorsement Key (EK)
. random number
] y ,
AHash Functions , generator

Storage Root

AEncryption Key (SRK)
ADigital Signatures |
\
g : Platform Configuration

Registers (PCR)
SHA-1 hash generator
Attestation Identity

Keys (AIK)

encr_'yptlon—decry_ptlon— storage keys
signature engine
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AApplications Open

ATrusted Execution of Signing Operations Cryptography and SSL/TLS Tooki

ARemote Attestation
. (2

ATPM 2.0 supports Elliptic-Curve Digital Signature
AECDSA
AECSchnorr
AECDAA (Anonymous Remote Attestation)
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A https://trustedcomputinggroup
.org/membership/certification/

A https://trustedcomputinggroup
.org/membership/certification/
tpm -certified -products/
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