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Side-Channel Cryptanalysis
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Side-Channel Attacks
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ÅChannels
ÅPower Analysis

ÅEM Analysis

Åé

ÅTiming Analysis

ÅCPU Side Channels

ÅThreat Models:
ÅPhysical Access

ÅLocal Access (Co-location)

ÅRemote
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Trusted Platform Module (TPM) 

ÅSecurity Chip for Computers? 

ÅTamper Resistant

ÅSide-Channel Resistant

ÅCrypto Co-processor
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Trusted Platform Module (TPM) 

ÅCryptographic Co-processor, specified by Trusted Computing Group
ÅSecure Storage

ÅIntegrity Measurement

ÅTRNG

ÅHash Functions

ÅEncryption

ÅDigital Signatures
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TPM ðDigital Signatures

ÅApplications
ÅTrusted Execution of Signing Operations

ÅRemote Attestation

ÅTPM 2.0 supports Elliptic-Curve Digital Signature
ÅECDSA

ÅECSchnorr

ÅECDAA (Anonymous Remote Attestation)
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Trusted Computing Group

Åhttps://trustedcomputinggroup
.org/membership/certification/

Åhttps://trustedcomputinggroup
.org/membership/certification/
tpm-certified -products/
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