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A Hanging Bulb as Blicrophone?
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A Hanging Bulb as Blicrophone?
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Question Cana hanging bulllbe usedas amicrophone?
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> A Hanging Bulb as Blicrophone? 'Fm%
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Question Cana hanging bulb be useds amicrophonée

Answer By using scientific tools to analyze the vibrations of a
hanging bulb, attackers can recover high quality speech and non
speech audio.
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Warning: Turning a hanging light bulb into a microphon
challenging
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A Hanging Bulb as Blicrophone? Pﬂm%
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Warning: Turning a hanging light bulb into a microphone is
challenging

N N
Primary reason: Light bulbs were not designed

to be used as microphones.
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Sound Wave fx‘?“”"%

. A sound wave is air traveling througpace.

2. Thesource issomeobject that causes aibration, for example, a

person'svocal chords.

. Acoustiowvaves that havérequenciedrom around20Hzto 20kHzcan

be heard by humans.



Eavesdropping

The act of secretlgecoveringsound from a target/victim without
his/her consent (Wikipedia).




2. By analyzing thebject@response to sound (the vibrations)

Eavesdropping ]

The act of secretly recovering sound from a target/victim without
his/her consent (Wikipedia).

Eavesdropping can be performed digitally and physically.

Physical eavesdropping relies on objects that are located in physical
proximity to the sound source:

1. When a sound wave hits the surface of an object, it
causes the object to vibrate.

with a properdevice/sensorsound can be recovered.



How do MicrophoneswWork?

Microphones are used to convert sound waves to
electrical signals using three primary components
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(e.g., plastic, aluminum) that vibrates when it is
struck by sound waves.
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converted to current.



How do MicrophoneswWork?

Microphones are used to convert sound waves to
electrical signals using three primary components:

1. Diaphragm: a diaphragm is a thin piece of material
(e.g., plastic, aluminum) that vibrates when it is
struck by sound waves.

2. Transducerthe diaphragn@® vibrations are
converted to current.

3. ADC (analotp-digital converter): the analog electric
signal is sampled at standard audio sample rates
(e.qg.,44.1kHz).
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In recent years, the scientific community has suggested various ways

to recover sound.

There are two categories afiethods

Internal Methods

Victim’s Room
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Eavesdropper’s Room

1) Diaphragm 2) Transducer 3) ADC 4) Data Exfiltration 5) Sound Recovery

External Methods

Victim’s Room
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1) Diaphragm
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Eavesdropper’s Room
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2) Transducer 3) ADC 4) Sound Recovery
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Methods that rely on data obtained by a
device located In proximity to a victim

Internal Methods
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Methods that rely on data obtained by a i
device located in proximity to a victim (3 L | @

Motion Sensors Output Devices — Misc.
Gyroscope ]| Speaker$d] E E HardDrive [7]
Vibration Motor[6] A%

Accelerometer2-4j
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Methods that rely on data obtained by a
device located In proximity to a victim

Motion Sensors
Gyroscope 1]

OQutput Devices
Speakersy]
Accelerometer 2-4] Vibration Motor|[6]

®

Eavesdropper’s Room
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1) Diaphragm 2) Transducer 3) ADC 4) Data Exfiltration 5) Sound Recovery
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From the eavesdropp&@perspectivethese methods
w Arepermissiorrless- applications that implement these methods do not require

any permissions to obtain data from the devices
w Require the attacker tplace a malwarecompromised device near a victim

order to obtain and exfiltrate data .




° External Methods

Methods that rely on data obtained by a
device that is not located near a victim
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LaserMicrophone [8]

Methods that rely on data obtained by a
device that Is not located near a victim

External Methods

Victim’s Room

(B

1) Diaphragm

&

2) Transducer

Eavesdropper’s Room

IR {

3) ADC 4) Sound Recover Y

From the eavesdropp&perspectivethis method

Usesa laser transceiver

to recover sound by (e N compromised device near the victim
directing a laser bearat -, |, w Can be applied ireal time
an object ancanalyzing -

the objec@ responséo

sound.

w Isexternal- does not require placing a malware

w Isactive- the laser beam can be detected by
victims/organizations by using an optical sensor
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Victim’s Room Eavesdropper’s Room

SEEU ROREY TR

1) Diaphragm 2) Transducer 3) ADC 4) Sound Recover Y

Methods that rely on data obtained by a
device that Is not located neanactim

VisualMicrophone 9] From the eavesdropp&perspectivethis method
Usesa high frequency w Isexternal- does not require placing a malware
video camera (2000FPS compromised device near the victim

to recoversound by w Ispassive- making its detection very difficult for

analyzinghe objec@ victims/organizations
(e.g., a bag of chips w Cannot be applied ireal time - requiresheavy
responseto sound. computational resources (it takes a few hours to

reconstruct a few seconds of sound)
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Motion Sensors Output Devices Misc. Laser Microphone Visual Microphone
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From the eavesdropp&perspectivegach method is limited by one of tHellowing:

ARelies on a remotely controlled deviceeavesdroppersnust compromise a device with
malware

A Active - which makes it easier for thactimto detectthe use of the method
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A Cannotbe applied in real time becausst requiresheavy computational resources
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ThreatModel
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Victim

We assume that a hanging light bulb exists in a target room.
A sound (1) snd(t) in the room (which can be the result of a conversation) creates fluctuations on the surface of the
hanging bulb (the diaphragm) (2). 2!



i e Lamphoneé® Threat Model Pﬂm%

The eavesdropper directs an electro-optical sensor (the transducer) at the hanging bulb via a telescope (3). The
optical signal opt(t) is sampled from the electro-optical sensor via an ADC (4) and processed using a dedicated
sound recovery algorithm into an acoustic signal snd &) (5).



