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A A standardized interconnect for attaching hardware

devices in a computer system “—1
A Designed as CP4afchitecture agnostic, internal I/C *
iInterconnect for lowlatency, highbandwidth Pl 13 e
A Intended to overcome limitations of PCI, most e B Root Complex  tggg Eneuint
notably:

A Scalability: pedevice configurable bandwidth, flexibli s
link width

A Networking: moves fronbusto packet switching
aIIO\thlfor more flexible topology, QoS / congestion
contro

A Network topology; root complex, switch, endpoin - | ! _
PCle to Ieg%cy%r/idge (e.g. ISA/PCHRCI P

A Direct Memory Acces®MA) primary CPU
peripheral mode of transport
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AHighperformance, proprietary 1/0 protocol developed by Intel and Apple
APClebased, Direct Memory Access (DMeRabled 1/0

AUse cases

A External graphics, docking stations, 5K monitors, Sjgged external storage, pes-peer
networking

AThunderbolt 1 (2011) and 2 (2013) mostly exclusive to Macs
A Mini-DisplayPort form factoc multiplexes TB, native DP

AThunderbolt 3 (2015) first version to be widely adopted
A USBC form factorg multiplexes TB, native DP and/or USB

'4—"' —__I
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AThunderbolt I no protection against
physical attacks B

APlug in malicious device ) et tormong
M | YNBauUNANOUGUSR (DMA) YSY2NE FOS

AAccess data from encrypted drives

APersistent access possible, by e.g. Swi ch A
installing rootkit

Memorv

DDR SDRAM

Switch B

evice
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A Owned by an iPodpornseif 2003
A First research to demonstrate practical DMA attack

A (I;/Ie%lictious ]EW device presents Serial Bus Protocol 2Zpemlpoint, which triggers host controller to allocate DMA channéiafstrbulk
ata transfers

A Several authors release exploitation todBo[leau 200p[Plegdor2007]

A Improved upon for memory forensicg/jtherden201q

AGLYLINROSR dzLll2y€é Ay f | ¢ FiBRfenard@aBmadoli aLkR ¢ NB adzOK | &
A Subverting Windows 7 x64 kernel with DMA attack&sUmaitre 2009

A First PGbased attack through custom PCI device with DMA engine

A Inception Maartmann-Moe 2014

A Improves uport A (0 K S NidRSnylcOQdn by presenting virtual SBPinterface througtExpressCard=W device + F®-FW adapter
A PClILeeckFrisk 201

A Native PCle attack

A DMA attack using FPGA with PCle PHY (fulEsipeessCaraniniPCle M.2-NVMe), optionally tunneled through Thunderbolt enclosure
A Improved later with various functionality: e.g. dumping FDE keys, dumping UEFI memory regions, patching Windows locksgen p

A Thunderclap Markettos et al. 2019
A Replaces PCle endpoint in TB device with malicious one, then performs DMA attack
A Does not break Security Levels access control, but relies on tricking user into authorizing malicious device



https://pacsec.jp/psj04/psj04-dornseif-e.ppt
https://security-assessment.com/files/presentations/ab_firewire_rux2k6-final.pdf
http://eh2008.koeln.ccc.de/fahrplan/attachments/1067_SEAT1394-svn-r432-paper.pdf
https://freddie.witherden.org/pages/ieee-1394-forensics.pdf
https://wikileaks.org/spyfiles/files/0/293_GAMMA-201110-FinFireWire.pdf
https://conference.hitb.org/hitbsecconf2010ams/materials/D2T2%20-%20Devine%20&%20Aumaitre%20-%20Subverting%20Windows%207%20x64%20Kernel%20with%20DMA%20Attacks.pdf
https://github.com/carmaa/inception
https://github.com/ufrisk/pcileech
https://thunderclap.io/
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ALNAST LIKeaAOoOlf | 0O0Saa 02 OAOUAY
AExample reaworld scenarios:

ALaptop locked or set to sleep; left unattended in hotel room, while victim is
out for dinner

ADesktop systems locked or set to sleep; left unattended outside office hours
ACleaning crew has unfettered access




4

blackhat

LISA 2020

Industry measures against opportunistic physical access
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Industry measures against opportunistic physical access

1. BIOS access control

A Prevents unauthorized modification of system
settings

AE.g. require password on entering BIOS

_____________________________

UEFI —'—) OS Bootloader > Kernel > Device drivers —» User Programs / Data

Physical Access
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Industry measures against opportunistic physical access
1. BIOS access control

2. Secure Boot

A Protects against malicious, unsigned code early
In boot process

A Cryptographically verify boot chain:
OS bootloader, kernel, drivers

_______________________________________________________________________________________________________________

UEFI —'—" OS Bootloader > Kernel > Device drivers —) User Programs / Data
Access Control Secure Boot
Physical Access Rootkit
10
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Industry measures against opportunistic physical access
1. BIOS access control
2. Secure Boot

3. Boot Guard
A Protects against malicious firmware implants

A Cryptographically verifies BIOS integrity

s L}

UEFI —— OS Bootloader > Kernel > Device drivers —) User Programs / Data
Access Control + Boot Guard ' Secure Boot

Physical Access + Bootkit Rootkit
11
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Industry measures against opportunistic physical access
1. BIOS access control
2. Secure Boot

3. Boot Guard
4

Full Disk Encryption
A Protects against physical data extraction
A Encrypts user data + OS root (depending on FDE config)

________________________________________________________________________________________________________________

UEFI —'—‘> OS Bootloader * Kernel > Device drivers —) User Programs / Data
Access Control + Boot Guard S Boot Full Disk Encryption

. . . Data Access Through
Physical Access + Bootkit Rootkit Extracting HDD/SSD 1
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Industry measures against opportunistic physical access
1. BIOS access control

2. Secure Boot

3. Boot Guard

4. Full Disk Encryption . 4
5. Thunderbolt Security Levels oA g

Thunderbolt Security Levels

________________________________________________________________________________________________________________

UEFI —'—'> OS Bootloader * Kernel > Device drivers —‘—> User Programs / Data
Access Control + Boot Guard S Boot Full Disk Encryption

X '
(A | N > 4
Physical Access + Bootkit Rootkit %thaﬁﬁﬁgsﬁg B;g‘é% 13
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ASecurity Levelg access control system enabling users to authorize
trusted device only

Alntroduced in Thunderbolt 2
ANo authorization = No PCle tunneling

¢J Approve Thunderbolt™ Devices - % < Devices Thunderbolt X

The following Thunderbolt™ device chain has been plugged into Port 2 and one or more
devices require your permission to connect to this system.

Direct Access
Select the devices you wish to connect:

W

Displays

B Keyboard Allow direct access to devices such as
docks and external GPUs.
HP Inc., HP Thunderbolt 3 Dock Do Not Connect v
: @ Mouse & Touchpad
h Devices
Connect Only Once = b
Note: Selecting "Do Not Connect” will prevent that device & & Printers o .
the chain from being used on the system. Always Connect Apple, Inc. Thunderbolt to Gigabit Ether.. Authorized
Install the driver included with the device before approving the device. B Removable Media

Lenovo ThinkPad Thunderbolt 3 Dock Authorized

OK € Thunderbolt

14
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Thunderbolt devices authenticate to the host using the following metadata:
A Device ID16-bit device identifier

A Device nameASCII string

A Vendor ID:16-bit vendor identifier

AVendor name:ASCII string

A Universally Unique Identifier (UUIDB4-bit number uniquely identifying device, fused in
silicon

15
Source Thunderbolt3 and Securityon Microsoft Windows10 OperatingSystenx Intel Corporation



https://thunderbolttechnology.net/security/Thunderbolt%203%20and%20Security.pdf
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Nosecurity (legacy mode)

L ]
SLO
None
SL1
User
SL2
Secure
SL3

No PCle
tunneling

A

A Device authorization ACL based on UUID

A UUID fused in silicon

A Defaultsetting on all PCs

A Device authorization based on UUID (ShiLis

A Cryptographic device authentication (challeagsponse)
A
A

Disable all Thunderbolt connectivity
USB and/or DisplayPdrinnelingonly

SL4 Terminate PClaunnelingat first TB device
DI [SIGETEYA (some Titan Ridge controllers only)

chaining

Pre-boot PCle tunneling enabled only if Thunderbolt device previously

ofel=wile]) B authorized by user

Source Thunderbolt3 and Securityon Microsoft Windows10 OperatingSystenx, Intel Corporation

Security Levels prevent malicious TB

devices from accessing PCle domain

thereby protecting against:

A Deviceto-host DMA attacks

A Deviceto-device (P2P) DMA attacks

A PCI ID spoofing to target vulnerable device
drivers

A TLP source ID spoofing

16


https://thunderbolttechnology.net/security/Thunderbolt%203%20and%20Security.pdf
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APrevious research:

A Before Security Levels: attacks primarily focus on-R@& DMA attacks to compromise
Thunderbolt security

A After Security Levels: attacks require cooperation of user, i.e. inadvertently connecting
malicious peripherals

AThunderspys a new class of vulnerabilities that breaks Thunderbolt protocol
security

AFirst attack on Thunderbolt Security Levels
A7 vulnerabilities and 9 practical exploitation scenarios

) THUNDERSPY

17
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AThunderbolt is a proprietary standard
AProtocol specifications not publicly documented
AHardware architecture not publicly documented

ADissected various Thunderbolt devices and Thundewxqlipped
systems

18
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E CPU 5
E . Memory ||
E iGPU controller € DDR SDRAM E
E T E
: DisplayPort DMI !
; PCH 5
E > E
dGPU DisplayPort-» gMUX
A oot .| PCle Root USB XHCI i
: x16 ”|  Complex Host Controller
: = :
. PCle x4 i ;
E v DisplayPort
Thunderbolt Host Controller '
E x i
: TB (upto 2 po‘r"tsM channels) USB 3.1 Gen2 '
USB-PD Controller '

|->| USB-PD Controller F—TB—@

™

@—TB—»| USB-PD Controller |<-‘

™

|_>| Thunderbolt Device Controller | | Thunderbolt Device Controller
- (Native mode) " ‘( Mixed USB/DP-alt mode
B PCle up to x4 PCle up to x4 USB 3.1 (aen2 w/DP

A A 4
| USB-PD Controller| | PCle Endpoint | | PCle Endpoint | I USB-PD Controllerl
LY

B

X
USB 3.1 Gen2 w/DP

B
Device !

Additional TB Device(s)

-------------------------------------------------------------------------------------------- | 19
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AThunderbolt is a proprietary standard
AProtocol specifications not publicly documented
AHardware architecture not publicly documented

ADissected variouShunderbolt devicesind Thunderbokequipped
systems

20
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Intel JHL6540

TB 3 host/device controller =i gri | 13- iitsnee ’iw
4-channel, dual port - ;71 w[“[‘]y"" ““ﬁ% £rs ?31‘,.:;“,: >
TR e 1
__ D Avﬂsrok BEE: "
2* TPS65983 p o~ 2 — NP942A-TB Rev.B2 * & :

USB Typ&€ PD Controlle
Power Switch
High-speed Multiplexer

MX25R8035F
8 Mbit SPI Flash

12C JTAG ?

R33 R3S
i T e
| | C41 R34 R36
T
2“ =

NAB611T317120082

22
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Intel JHL6540

TB 3 host/device controller &' srﬁ | ’im - -

4-channel, dual port N »j. s@, ::""" =1 P
.o " NETSTOR T :

2* TPS65983 p o - 2 /] NP942A-TB Rev.B2

USB Typ&€ PD Controlle
Power Switch
High-speed Multiplexer

MX25R8035F
8 Mbit SPI Flash

12C

.':\n-
> S
| T Y Y s
i 1 I | C hsi=
| i ! C41 R34 R38
nea
o L3

NAB611T317120082

23
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A 4 channel, duaport Thunderbolt 3 controller
A Up to 20 Gbit per channel
A Supports Host and Endpoint mode
Aal! f LAYS wWAR3ISE 3IASYSNI GAZ2YVY
A DisplayPort 1.2
A Integrated HDMI 2.2SPcon
A USB 3.1 passthrough
A USBPD + 100W charging

|

'
.@
r~
o o

A BGA package
A No public datasheets
A Not much we can do without more invasive techniques

JP8 ARJTAG

24
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i3 Texas
INSTRUMENTS TPS65983
SLVSD93A -0OCTOBER 2015—-REVISED APRIL 2016

TPS65983 USB Type-C and USB PD Controller, Power Switch, and High Speed Multiplexer

1 Features — Gate Control and Current Sense for External
«  USB Power Delivery (PD) Controller 5-V to 20-V, 5-A Bidirectional Switch (Back-to-
— Mode Configuration for Source (Host), Sink Back NFETs)
(Device), or Source-Sink — Power Supply from 3.3-V or VBUS Source
— Bi-Phase Marked Encoding/Decoding (BMC) = 38.3-VLDO Output for Dead Battery Support
— Physical Layer (PHY) Protocol + BGA MlcroSFar Junior Package
- Policy Engine — 0.5-mm Pitch . . ‘
— Configurable at Boot and Host-Controlled — Through-Hole Via Compatible for All Pins

+ USB Type-C Specification Compliant
— Detect USB Cable Plug Attach
— Cable Orientation and Role Detection

2 Applications
Thunderbolt 3 Devices

— Assign CC and VCONN Pins 3 Description
— Advertise Default, 1.5 A or 3 A for Type-C The TPS65983 is a stand-alone USB Type-C and
Power Power Delivery (PD) controller providing cable plug
" Port Power Switch Sonmector. Upon cable detecton,  the. TPS45083
© pos o 'R‘BH R87 IZC D b - = 5V, 3-A Switch to VBUS for Type-C Power communicates on the CC wire us‘ing the USB PD
o e “9 - 5-V to 20-V, 3-A Bidirectional Switch to or from protocol. When cable detecton and USB PD
JP9 VBUS for USB PD Power negotiation are complete, the TPS65983 enables the
— 5-V, 600-mA Switches for VCONN appropriate power path and configures alternate
. mode settings for internal and (optional) external
— Overcurrent Limiter, Overvoltage Protector multiplexers.
— Slew Rate Control
— Hard Reset Support Device Information"
- Port Data Multiplexer ‘ NSGSER ‘ PACKAGE BODY SIZE (NOM)
— USB 2.0 HS Data, UART Data, and Low
’ ’ BGA MICROSTAR
Speed Endpoint TPS65983 JUNIOR (36) 6.00 mm x 6.00 mm
— Sideband Use Data for Alternate Modes (1) For all available packages, see the orderable addendum at
(DisplayPort and Thunderbolt™) the end of the data sheet.

+ Power Management

25
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Channel 5
I2C - SDA

Channel &
12C - SCL

C:\Users\xpwlB\pcie-projectirepos\Tbtools\TbtoolsCLIVbin\Release>tbmt i2c-read "d8d8adP@:@Bbdaa3f:ffffffff:fffffff" 1 2F 48
Reading from I2C bus on:
TOGEAR GTC3DEU
d8d8adee: edbdaaldf: FAFfffff . FfAffffff
Result:
54 58 53 36 35 39 38 33 28 48 57 36 36 32 30 20 46 57 30 38 36 33 2E 37 31 2E 30 38 20 5A 41 58 43 31 2D 49 AE 54 AC B

TPS65983 HWEO20 FLEEe3.71.00 ZAPCL-INTL TPS FW identiﬁer

C:\Users\xpwl@\pcie-project\repos\Tbtools\TbtoolsCLI\bin\Release>tbmt i2c-read "d8d8ad@@:@8bdaalf:ffffffff:fFHFFFff" 1 2E 49
Reading from I2C bus on:

TOGEAR GTC3DEU

dB8dB8ad0d: BBbdaalf: FFFFffff . FFFFFfff

Result:
31 35 31 35 37 30 66 64 37 62 38 38 65 64 35 33 62 39 34 38 37 3@ 32 35 32 38 38 38 32 38 65 62 39 38 66 31 30 38 62 30 5F 31 30 3
1 38 32 38 31 36

151570fd7b882d53b9487025288828:b98108b0_10182016 FW haSh and bU|Id date

C:\Users\xpwl@\pcie-project\repos\Tbtools\TbtoolsCLI\bin\Release>tbmt i2c-read "d8dB8ad@®:@8bdaa3f:ffffffff:ffffffff" 1 3 4
Reading from I2C bus on:

TOGEAR GTC3DEU

d8d8ad@@:@@bdaa3f: fFffffff:fHffffff

Current operational state
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M=EIG

MACRONIX
INTERNATIONAL Co., LTD. MX25R8035F
Ultra Low Power 8M-BIT [x 1/x 2/x 4] CMOS MXSMIO® (SERIAL MULTI I/O)
FLASH MEMORY
1. FEATURES
GENERAL

« Supports Serial Peripheral Interface -- Mode 0 and Mode 3

* 8,388,608 x 1 bit structure or 4,194,304 x 2 bits (two 1/0O mode) structure or 2,097,152 x 4 bits (four 1/0 mode)
structure

+ Equal Sectors with 4K byte each, or Equal Blocks with 32K/64K byte each
- Any Block can be erased individually

« Single Power Supply Operation
- Operation Voltage: 1.65V-3.6V for Read, Erase and Program Operations

« Latch-up protected to 100mA from -1V to Vcc +1V

PERFORMANCE
« High Performance
- Fast read
- 11/0: 108MHz with 8 dummy cycles
- 2 1/0: 104MHz with 4 dummy cycles, equivalent to 208MHz
- 4 1/0: 104MHz with 2+4 dummy cycles, equivalent to 416MHz
- Fast program and erase time
- 8/16/32/64 byte Wrap-Around Burst Read Mode
« Ultra Low Power Consumption
* Minimum 100,000 erase/program cycles
» 20 years data retention

SOFTWARE FEATURES

27
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0x004196 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF struct th_drom_header {
@x0041AD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §9999yyyyy99yyyyyysysyy /% BYTE @ */

0x0041C4 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyyyyyyyyyyyyyyyyyyyyy u8 uid _crc8; /% checksum for uid */
Ox@041DB FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  yyyyyyyyyyyyvyyyyyyyyyy /% BYTES 1-8 */

0x0041F2 FF FF FF FF FF FF FF FF FF FF FF FF FF FF [44 52 4F 4D 20 20 20 20 FF| y599yyyyyy99ssPROM ¥ 464 uid;

0x004209 [FF FF FF FF FF FF FF 7F 00 0@ 00 00 00 0@ 58 00 D8 7D 45 3F @1 5C 00| [Nyyyyyy....... X.GIE?.\.

0x004220 (58 00 1C 61 @1 @1 08 81 80 02 80 @0 00 00 08 82 90 01 80 00 00 00 08| [X. Gu.eevvernrnnnnnn... /* BYTES 9-12 %/

0x004237 (83 80 04 80 01 0@ 00 08 84 90 03 80 @1 00 00 02 C5 OB 86 20 @1 00 DC| |..ovvunnnee.... 0o u32 data_crc32; / checksum for data_len bytes starting at byte 13 */
0x00424E |00 00 00 @0 Q0 03 87 80 05 88 50 Q0 0@ 02 CO 02 CA 05 8B 50 00 00 OA| |.......... P...E.E..P.. /* BYTE 13 x/

@x004265 |01 4E 65 74 53 74 6F 72 00 @B 02 4E 41 36 31 31 54 42 33 00 00 00 00| |.NetStor. .NAG11TB3.... u8 device_rom_revision; /* should be <= 1 %/

0x00427C |00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @0 00| |.........ooveeevennnn.. ulé data_len:10;

0x004293 (00 00 00 00 00 QO[FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF |...... byy59559559559555 u8 __unknownl:6;

@x0042AA FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §9999y5999995yy9y9995yy /% BYTES 16-21 %/

@x0042C1 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §y999999999999yyyyyyyyy
@x0042D8 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §99999999959595555yyyyy
@x0042EF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §y9599999959599955y5yyy
@x004306 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §999999999995955959yyyy

ulé vendor_id;

ulé model_id;

u8 model_rev;

u8 eeprom_rev;
} _ packed;

A Device ROM stores Thunderbolt device identity

A Device name A Vendor name A UUID? Yes, but only
A Device ID A Vendor ID 2 out of 8 bytes

28
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0x@375F3 FF FF FF FF FF FF FF FF FF FF FF FF FF[52 53 41 2B 45 58 50|20 FF FF  §599995y95yySROA+EXH 55 B N N E ENRENEENRENRENER  F9syiyvssssyiysvsssyyy
0x@3760A FF FF FF FF FF FF 41 00 00 00 45 7F B9 8B 84 DF 8E ES DE 3C 44 A9 @B  yyyyyyA...E.1..R.aP<DO Ox@36FEZ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP FF PP FF PP R FF PP PR SYSSSYSYISVISSVISIsVIseyy

0x037621 62 C4 8F 54 1D A8 94 24 F4 B4 8D 57 00 2B B9 1B FE 9C 4A 14 72 81 A8 DbA.T ".$6" .W.+1.p.J.r." BN FFFE FF FF FF[53 45 43 20 44 47 53 54 |FF FF EF FF FF FF FF FE 46 09 60 09 . STFFIIise. .
@x837814 13 F@ 28 69 CA AF B5 5F 9F @@ 4D C3 &5 &E 81 15 D4 4A 3B A6 (@ 48 B4 BA C2 .a(iE H_..MAen. 0J; [AB. JA

0x037638 2A C2 59 49 8E A@ 86 86 BE 55 12 29 79 06 91 34 DD 2F 52 69 42 BE CE *AYI. ..%U.)y..4Y/RiBx%i =
o ) @x@37@2D 5@ 68 78 BC 26 3@ 59 D6 C9 94 BS &7 @@ 51 3D B3 B9 DE 81 95 83 22 9B 2@ AC Phu®eYOE.u. 0=21p...".
0x03764F A3 BC 4E B4 BF F2 A1 F3 (9 7C EE B7 B3 51 71 62 E1 C6 12 48 56 F8 20 f%N’;0i6E|i- 3Qqbdk.HVe ) L
27666 BC 39 30 38 00 52 36 C2 DF 9A 39 C8 22 9A SA @0 79 F2 11 SF 1F 35 90 X9o: RGAB.9E" 7.v0. 5 @xB37@46 F7 A9 16 @6 D2 1E DF 68 94 81 61 FD BE 57 21 54 27 CF 5E 45 57 EA C3 E2 1D +0..0 Bh..ay¥WIT' TAEWeAa
D2 T I L Y0. 3. @x@37@5F 25 31 3F 61 @7 D4 18 87 52 88 89 A4 6D C7 @D 71 F9 CE B9 19 E6 @9 71 82 68 %170.0..R..mm( qui.e g.h

0x03767D GF 65 1A ED OF 6D 74 SF 29 4D 02 2C FA 7B 69 97 50 63 (B 05 B1 D8 €O oe.i.mtOM.,afi.Pck.+0A @x@37078 7@ 28 DE BE 71 FC 56 2E FD 96 23 B5 DI BB 57 57 AF AE D2 26 7C 94 2C 71 2F p(P.quV.y.#ullWy ©081.,0/
opsiae] 2F D9 82 F1 @3 4F B9 62 5E (3 A7 7F 53 97 9C 95 F8 (2 83 69 (Z 46 Al /U.A 0°i7E6.5... oA 1AF| @x837891 B2 21 6C BA 4B C@ 66 DB CC A5 77 4F 17 4F CF 66 13 A7 81 37 BB @F 8B 79 @@ .!l KAFDT¥w0.0TF.5.7»..y.

0x0376AB (8 68 AF EB 12 B@ A2 F4 11 5B 68 10 B4 08 24 D2 B7 3A C1 28 89 7C 85 Eh"&.°¢6.[h.”.$0-:AC.1. @x@370AA GE F@ B8 AD 9B C9 9B B9 7C 86 39 C9 EE 9F 91 DZ D3 FA 41 BB 57 E@ BL AZ CL .&,..E.11.9E1..000A»Wasth
0x@376C2 04 D4 24 14 9C 34 Al 68 D1 7E 41 35 F8 7A 67 FD 8A D8 C2 F4 C9 F7 DF .0$..4 hN~ASozgy.GAGE-R @x@376C3 15 @D E3 2@ 6F C@ SE CC BD 63 (6 85 34 A4 2D DF CB F7 83 37 6E 6D 5F 2F 13 . & oAriMcA.4n-REs. 7nm_/.
0x@376D9 A@ 28 E8 69 9B 34 AE B4 AQ FB 17 OC FC 50 B4 02 OA 8D FF 5C 9C 9E 78  (&i.48" 0. UP". .y\..x @x@378DC 27 AS C1 E6 B2 F6 46 @6 @D A4 4F &F D7 6E 18 73 1@ B3 EA E1 BE 91 AB 55 73 '¥Aw?dF. "Ooxn.s. 4. .«lls
0x@376F@ BB EB 1C D6 @F A5 F7 A9 7D 2B FA B5 20 4B ED CD 63 4C 97 13 EA 88 73 »& 0.¥:@}+au KifcL..é.s @x®37@FS C2 54 DZ F4 97 CE A6 15 ®A 75 8@ F9 76 (9 42 FA FA 26 C& C@ 31 F3 CC Al 68 AT06.I:. u_ OvEBOGREALSI;h
0x037707 FO FB 31 8B 27 46 3B 6F 54 B6 09 69 A9 01 @0 01 00 FF FF FF FF FF FF 30l.'F;0TY i0....y9yyyy @x@3710E @8 4A @@ 3@ 25 21 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 1. . XIS99995995vyvyvyvvyy

A Embedded in firmware
A Public key (fingerprint likely stored in silicon)
A Signed digest

A Device ROM stores Thunderbolt device identity

A Device name A Vendor name A UUID (partial)
A Device ID A Vendor ID

A What is covered by the signature?
29
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A What is covered by the signature?
Ab20 0KS 5whaxX

A Vulnerability 1: Inadequate firmware verification schemes
A Firmware authenticated when updating from host, but
not adequately upon connecting device, during boot,
or resuming from sleep
A Signature verification does not cover Thunderbolt
device identity

A Vulnerability 2: Weak device authentication scheme
A None of the identifiers linked to Thunderbolt PHY or
each other, cryptographically or otherwise
A9dod3ad Oly aLl22F | NDAGN)I NE
vendor name

Thunderbelt Device Tree

¥ Thunderbolt Bus 0
¥ Thunderbolt Station 2

Thunderbolt to Gigabit Ethernet Adapter

¥ Thunderbolt Bus 1
ClubberMut

ClubberMut:

Vendor Mame: TotallyLegit

Device Mame: ClubberMut
Vendor ID: Ox6F
Device |D: OxE

Device Revision:  Ox1

LD Ox006FE45621311600

Firmware 'I."er-"sinn: 281
Port (Upstream):

GSYRENI L5 (K
S d

peed:
Current Link Width:
Link Centreller Firmware Version:

Device copnectedy

2 |-

Up to 40Gb/s x1
Ox2

0.36.0

R2SayQ
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Statement inaccurate,

but interesting
emphasis on TB3

—

Thunderbolt™ 3 Security Features details and definitions

Authenticating newly attached device

Firmware and software supported feature that requires user approval before allowing a PCle capable
Thunderbolt™ connection for the first time, supported on Thunderbolt™ starting in 2013

Cryptographic Authentication

Cryptographic authentication of connection to help prevent a peripheral device to be spoofed to
masquerade as an “approved” device to the user (authentication of the connection), supported from
Thunderbolt™ 2 products onward, starting in 2014

Separating Thunderbolt™ data stream

Separating Thunderbolt™ data stream from display tunneling to help prevent walk-up access of PCle
unless it is specifically allowed.

Unigue ID number

Every Thunderbolt‘ontroller has a unique ID fused in silicon during production, this allows to
identify a specific deVice

Source Thunderbolt3 and Securityon Microsoft Windows10 OperatingSystenx, Intel Corporation
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@).9...,0§8. 0..08).y.
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.yyyj;.@ct.yyyy. ) PP
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E..P...E.I..CalDigit,
Inc....Thunderbolt S
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AUUID stored in plaintext, not covered by any
signatures

Thunderbolt Device Tree

Thunderbolt Bus 0
¥V Thunderbolt Bus 1

Thunderbolt Station 2

Thunderbolt Station 2:

Vendor Name:
Device Name:
Vendor ID:
Device ID:

CalDigit, Inc.
Thunderbolt Station 2
0x3D

OxA

0x0058A0FA94B96500

Firmware Version: 25,1
Port (Upstream):
Status:
Link Status:
Speed:
Current Link Width:
Cable Firmware Version:
Cable Serial Number:

Link Controller Firmware Version:

Port:
Status:
Link Status:
Speed:
Current Link Width:

Link Controller Firmware Version:

Device connected

0x2

Up to 20Gb/s x1

0x2

1.0.16
CAM251502HGF797AP
0.14.0

No device connected
0x7

Up to 20Gb/s x1

0ox1

0.14.0
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AUUID stored in plaintext, not covered [+ o=
by any signatures T——
ATB2 device can spoof TB3 devices

ADevice identified as previously
authorized = profit!
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AVulnerability 3: Use of unauthenticated device metadata
ADROM not cryptographically verified

AWhen combined with vulnerability 1 + 2, enables arbitrary identities and
cloning usetauthorized devices

AVulnerability 4: Downgrade attack

ABackwards compatibility with subjects Thunderbolt 3 systems to vulnerability
iIntroduced by Thunderbolt 2 hardware

AExploitation scenarios

A3.1.1¢ 3.1.3: Cloning victim devices with and without physical device access
ADemonstrates spoofing victim device identity on arbitrary attacker device
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Jump address ==
A Host mode:
0x00~
A EP mode:
0x4000

Secure key

dictionary
A Maps 8byte s
host UUID to e
32byte key DROM (0x4000)
A Device
| identity

PHY config

A PtoSPtoQWake
A EE_CIO

*Offset varies by controller model, FW revision, and presence of secure key dictionary

Too J>o T To Po Joo T To

PHY config (continued) TPS USBD FW
EE_PCIE (continued)
EE_DMA
EE_USB_PA/PB
EE_PCIE_PHI
EE_DP
PATCHES
DP_IN_UCODE
X

Temporary

FW update

buffer for
aw{! b9 -tc¢ hostinitiated
public key updates

Signed digest
TPS USBD FW
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AThunderbolt is a proprietary standard
AProtocol specifications not publicly documented
AHardware architecture not publicly documented

ADissected various Thunderbolt devices ditdinderboltequipped
systems
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A Five vendors, seven generations of systems:
Intel, Lenovo, HP, Dell, Apple (2013020)
A Five generations of Thunderbolt controllers:
Falcon Ridge (TB2), Alpine Ri@§4.5, Alpine Ridg2016, Titan Ridge, Ice Lake (TB3)

37



4

blackhat

LISA 2020

RAM
WiFi

Winbond
wW25Q128V
(BIOS)

Battery

FARE MA IKKE APNES ELLER UTSETTES
FOR VARME OVER 100°C
VAARA ALK AYAA AKKLIA ALAKA KUUMENA
SITA YU 100 ASTEEN LAMPOTLAMN
PERIGO NAD ABRA OU EXPONtA
AQUEDMENTO ACMAD

EWPERA v
Y w N 00T 0 NIUB X AN

[ LT

Ti5 2217-2548
Lenovo (Thailand) Limited

REEFE b (K

BHE RLEGR. WS BERRAAS, NEESHMN R TRREN,
LELS2 BT DTS STt

ER&RVYC2IL A min. 5080mAh

Intel JHL7540
TB3 host controller

4-channel, dual port
(other side)

TPS65982 USED

(other side)

Winbond W25Q80.V
TB3 host controller
FW

NVMe
storage
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AUEFI enables user switching Thunderbolt Security Levels
ADXE programs TB controller upon setting SL, so UEFI stores SL state?

ASL1+2 require storing device UUIDs
ADevice ACL?
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