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l'\\_:-) Resource Monitor
File Monitor Help
Overview CPU  Memory Disk  Network

Processes "1 82% Used Physical Memory (A
] image PID Hard Faults/s..  Commit (KB Working Set... Shareable (KB) Private (K§)
[] fontdrvhost.exe 1592 0 2,956 4,688 2,684 2,004
[] ¢tfmon.exe 2000 0 3,436 8,972 7,048 1,924
|:| services.exe 592 0 3,412 5,036 3,216 1,820
D svchost.exe (ClipboardSveGr... 6568 1 4092 13,652 11,840 1,812
|:| SecurityHealthService.exe 5796 0 3,992 14,980 13,192 1,788
[ taskhostw.exe 4144 0 6,440 11,820 10,096 1,724
] WmiPrvSE.exe 1016 0 11,004 5,052 3,356 1,696
[ musNotifylcon.exe 6734 0 3,000 12,280 10,608 1,672
I:l svchost.exe (LocalServiceNet... 1720 0 3,060 8,808 7,144 1,664 b
'_l . A0 0 X L AD L ACA A T4 4 _ACD
Physical Memory I 1683 MBIn Use M 360 MB Available (A
[ ] Hardware Reserved [l In Use B Modified B standby | | Free
0 MB 1683 MB 4 MB 290 MB 70 MB
Available 360 MB
Cached 294 MB
Total 2047 MB
Installed 2047 MB

Resource Monitor view

e SysMain = preloaded memory + preloaded processes + scenarios
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SysMain Properties (Local Computer) X

General LogOn Recovery Dependencies

. . . . Servi : SysMai
= The main goal is to increase speed of user experience through: Secne:  Spn
Display name: SysMain

- Opt|m| Zing boot of the os. Deacription: {yléiméins and improves system performance over
ime.
- Anlayzing software use & prelaunching programs the Path o executable:
. . C:\Windows\system32\svchost .exe k LocalSystemNetwork Restricted p
user might need next time.
Startup type: Automatic e
= Misuse of language: « Superfetch » is only a part of SysMain, Service status:  Running
which is the name of the whole service. It is often called Start Stop
Superfetch because on older Windows versions, the service was You can specy the tat parameters that apply when you sat the senvie
om nhere.

called Superfetch.

[T-l Cancel Apply
SysMain properties
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> ThisPC » Local Disk(C:) > Windows > Prefetch »

Name Date modified Type Size
ReadyBoot File folder

#] Layout.ini Configuration sett... 1,111 KB

%] AgAppLaunch.db Data Base File 327 KB

| | AM_DELTA.EXE-B7261F63.pf PF File 3KB

| | APPLICATIONFRAMEHOST.EXE-CCEEF759.pf PF File 15 KB

| | AUDIODG.EXE-BDFD3029.pf PF File 3 KB
PF File 18 KB

|| BACKGROUNDTASKHOST.EXE-5C FOS46E. pf

C:A\Windows\Prefetch directory

= SysMain stores its files on C:\Windows\Prefetch.

= This directory includes:

- « ReadyBoot » directory related to the Readyboost driver functionalities.
- Files related to the service (with .db and .pf extension): traces of Superfetch’s activity.

- A file named « Layout.ini » which is the key file to speed up the boot. BHUSA GBLACKHATEVENTS
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| Layout.ini - Notepad — O X

File Edit Format View Help
[OptimallLayoutFile] A
Version=1

C: \WINDOWS\SYSTEM32\NTOSKRNL . EXE

: \WINDOWS\SYSTEM32\PSHED.DLL

: \WINDOWS\SYSTEM32\BOOTVID.DLL

: \WINDOWS\SYSTEM32\KDCOM.DLL

: \WINDOWS\SYSTEM32\CI.DLL

: \WINDOWS\SYSTEM32\DRIVERS\MSRPC. SYS

: \WINDOWS\SYSTEM32\DRIVERS\CNG.SYS

: \WINDOWS\SYSTEM32\HAL.DLL

: \WINDOWS\SYSTEM32\CONFIG\SYSTEM

: \WINDOWS\SYSTEM32\C_1252.NLS

: \WINDOWS\SYSTEM32\C_8508.NLS

: \WINDOWS\SYSTEM32\DRIVERS\ACPI.SYS

: \WINDOWS\SYSTEM32\DRIVERS\WMILIB.SYS
: \WINDOWS\SYSTEM32\DRIVERS\WPPRECORDER. SYS
: \WINDOWS\SYSTEM32\DRIVERS\ACPIEX.SYS
: \WINDOWS\SYSTEM32\DRIVERS\WDFLDR.SYS
: \WINDOWS\SYSTEM32\DRIVERS\BINDFLT.SYS
: \WINDOWS\SYSTEM32\DRIVERS\FLTMGR.SYS
: \WINDOWS\SYSTEM32\DRIVERS\BOWSER.SYS
: \WINDOWS\SYSTEM32\DRIVERS\CLDFLT.SYS
: \WINDOWS\SYSTEM32\DRIVERS\CLFS.SYS

: \WINDOWS\SYSTEM32\DRIVERS\DFSC.SYS

* The goal: find the quickest way for the OS to boot.

* The list represents the best order to load the given files in
memory.

* Begins with the kernel!

Y ACTDAT LAY OV LMD O P )

C:\Windows\Prefetch\Layout.ini
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RAM (Physical memory) -H'D'D

Virtual memory

Process -
73
LLES - ]
Y 7N P l e -
7
e e Iwustruction offset ¥lo P 3

Page number / -P 2 —+1
_ -

| 1

Page Table
...'q Page n° Frame v°
el =94 | e > [F 10 =
—
'.PZ <l \‘ / Tustruction offset
63 i(\\] Frame number
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RAM (Physical memory) -H'D'D

Virtual memory

Process

+ Y
OQ‘l

| 13 = ol
? e \9\ | P l 39
7

e e TIwustruction offset ¥lo P 3

Page number / -P 2 —+1
_ -

cpo | €>[E2T0

| 1

Page Table
...'q Page n° Frame v°
o : N l
/ llllllllll .
PZ_‘S Tr l \‘ Page fault
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RAM (Physical memory) -H'D'D

Virtual mewmory

Process 2
3
. —_
el/ \QE [0 l +q - =
- -
e z TIwustruction offset el P 3
Page number / -P 2 —+ 1 M
’ . po
Jdcpo F <= [ET10 ==
Page Table
\l Page n° Frame n° 3
T, AL
£ ] >/« \ . >
P - l \‘ Page fault
o> N\
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RAWM (Physical memory) HDD
IEEES S Virtual memory
F9
L 93 FlC |
? SN e [ P l
/ SEcit  @essississaass
e e Twustruction offset -+ < ; §

Page vumber .p AR e —
| _ / 3 L5 lé

cpoF € [ET0 =

L1

Page Table
.."q Page v° Frame n° o
— = >/ > @
P Z F l \‘ Page fault .
63 1A\
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RAWM (Physical memory) HDD
IEEES S Virtual memory
F9
L 93 FlC |
? SN e [ P l
/ SEcit  @essississaass
e e Twustruction offset -+ < ; §

Page vumber .p AR e —
| _ / 3 L5 lé

cpo F <> [ET0 -

L1

Page Table v
.."q Page v° Frame n° o
— = >/ > @
PZ F l \‘ Page fault .
o> 1N\
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= Superfetch aims at reducing the occurrence of page faults, which require time & operations from memory.

= To this end Superfetch:
- Remembers page accesses.
- Logs pages faults.

- Maps to physical memory pages referenced whenever the relative program is launched.
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Software

PFN Database

Page Faults

<

Page Access

[N
A CX !
LA—@— -9 - - l_\
LA_@_&_ J
> L?D‘__@Td_ J FA— Al —\‘
> L _.@- -4
-{2 A
IR
pf db
Scenarios Agents files

WMemory Manager

Priver FileIufo
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= Deals session information based on SID & Token User. ol

, W
(—)
= Watches for context change: /i

- hibernation (long pause).
- standby (short pause). rﬁ

- fast user switching (change of user session).

= Takes a snapshot of the situation when this is about to
change. Includes two types of disconnection:

- Classic Disconnect (quitting & logging).

- « Lazy Disconnect » (without quitting).
#BHUSA @BLACKHATEVENTS
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= Based on interactions with the Page Frame Number
database (PFN).

= |ogs page faults encountered by each program.
= (lassifies responses (among others):

- Is it a « private page »? (committed/non shared page)

- Is the page from a background app?

PFN Database

Page Faults
S
N

Page Access

#BHUSA
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Page read from disk or kervel allocations

/ / Private pages at process exit \\’
W\Odlﬁed List = h’"’"k‘ @
Y]
1
Pla,,

ety \\) \

,J

Working Sets

-~ Pemand zero
page faults ~=

S~ "Soft" page faults / ( N
"global valid" fanlts

= Page Frame Number (PFN) is an array representing each physical page state of memory on the system (Active /
Standby / Freed ...).
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= Based on interactions with the Page Frame Number
database (PFN).

= |ogs page faults encountered by each program.
= (lassifies responses:

- Is it a « private page »? (committed page)

- Is the page from a background app?

PFN Database

Page Faults
S
N

Page Access

#BHUSA
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= AgAl

|
: . VAgAL
- Post processes data received from Filelnfo to take future SO t— Driver FileTufo
decisions.
- Creates Markov chains to represent probabilities of D{@{RP—}
pattern use. -
* AgRp »f b
- Assures relevance of the databases:
. . Scenarios Agents files
- Checks how many times/since when the data has been L -/

used.

C:\Windows\Prefetch

- Calculates a « pertinence threshold » depending on
other scenario use.

#BHUSA @BLACKHATEVENTS
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= AgGl
- Organizes « histories » (individual history, fault history,
global history). VI
: . LA__@f\(,J '
- Detines phases per days (morning/ weekdays,
weekends..). - A
UB‘-—@-@(—; —_— WMewnory WManager

= AgAl

- Make predictions depending on the Markov chains
established before.
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Software F- -
vAQCX |
) [ : L -=-- r - - "
LA-@-&(— X WMemory Manager
PFN Database
Page Faults
< > r - N
AGPd - A
\’ - -
) - \AQN _;
) g - Priver FileInfo
Fage Access
= -
AGRP |
b - - -
pf b
Scenarios Agents files
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= Prefetch routines
- « Non stop » job.

- Processing traces (building & updating scenarios), predicting and pre launching, daily checks..

= Periodic saves
- Each 3 days on average, but depends on the value to save.

- Saving databases, updating registry keys...

= |dle tasks
- Under special circumstances (cpu, disk & memory utilization + power supply).

- Updating optimal layout ; launching « defrag.exe - s -b »

#BHUSA @BLACKHATEVENTS
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= |nfluence of power supply:

- During an « idle state », if there is no power supply detected Superfetch will not process what it first planned to

do.

- Depending on power supply, the decision of prefetching some applications will not be the same.

= More than 22 registry keys are frequently consulted, deleted and created, as a way of communication with the rest
of the kernel or as internal markers. For instance, the date of the last optimal layout calculation is stored and

checked by Superfetch in the registry.

= Superfetch has 5 different types of databases.. But at their initialization, we found out each is based on the others!
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—_ - - T T M
r(‘,apﬂow 1
) —

CrPbPDataseIwit BtUPPataselvit
CrPb BHUPDL
| ) Twuitialization function |

BtDbParamsSetDefanlt

CrPbParametersFix

BtPbPataseLvit LtPbPataseInit Awy source
BDb LDl PFPb
l | /

L+DPbParametersFix

BtPbParamsSetPefaunlt BtDbParametersTix

PfPbPatamsSetPefaunlt

PP PataseIvit
Pk #BHUSA @BLACKHATEVENTS
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" AH the prefetCh ﬂ|eS, except AgAppLaunChd b, Ag RObUSt.db, NT RTL_ COMPRESS API NTSTATUS RthGmPFESSBu-F-Fer‘(
dynrespri.db & cadrespri.db are compressed. USHORT CompressionFormatAndengine,
PUCHAR UncompressedBuffer,
ULONG UncompressedBuffersize,
PUCHAR CompressedBuffer,

= The files are compressed within the function RtliCompressBuffer() o Eﬁ’;‘g;i:iggﬂi;i;;

from NtosKrnl.lib. PULONG FinalCompressedSize,
PVOID WorkSpace

)s

= The compression format is the XPRESS_HUFFMAN format. RtlCompressBuffer() prototype, msdn.com
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= Traces of agent’s activity: way to build internal database. %} AgAppLaunch.db
(] AgCx_S1_5-1-5-21-610458921-3066731276-3404730451-1001.5np.db

%] AgCx_S1_5-1-5-21-610458921-3066731276-3404730451-1002.snp.db
%] AgCx_S2_5-1-5-21-610458921-3066731276-3404730451-1002.snp.db
%] AgGlIFaultHistory.db

Lj AgGIFgAppHistory.db

%] AgGIGlobalHistory.db

n They are not always oresent on the prefetch directory. L_J AgGIUAD_P_S-1-5-21-610458921-3066731276-3404730451-1001.db
%] AgGIUAD_P_S-1-5-21-610458921-3066731276-3404730451-1002.db
%] AgGIUAD_S-1-5-21-610458921-3066731276-3404730451-1001.db

2] AgGIUAD_S-1-5-21-610458921-3066731276-3404730451-1002.db

B AgRobust.db

= One agenthas 1 or more «.db ».

=  Until now, their format was undocumented.

CA\Windows\Prefetch directory

#BHUSA @BLACKHATEVENTS
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= AgApplauch.db

= AgCx_%SIDofUser.db

= AgGlobalFaultHistory.db

= AgForegroundAppHistory.db

» AgGlobalHistory.db

=  AgGlUserActiveDays_%sid (assumption)

= Dynamicreservedpriority.db

] AgAppLaunch.db

%] AgCx_S1_5-1-5-21-610458921-3066731276-3404730451-1001.snp.db
%] AgCx_S1_5-1-5-21-610458921-3066731276-3404730451-1002.5np.db
2] AgCx_52_5-1-5-21-610458921-3066731276-3404730451-1002.snp.db
%] AgGIFaultHistory.db

& AgGIFgAppHistory.db

%] AgGlGlobalHistory.db

%] AgGIUAD_P_S-1-5-21-610458921-3066731276-3404730451-1001.db
%] AgGIUAD_P_S-1-5-21-610458921-3066731276-3404730451-1002.db
%] AgGIUAD_S-1-5-21-610458921-3066731276-3404730451-1001.db
%] AgGIUAD_S-1-5-21-610458921-3066731276-3404730451-1002.db
] AgRobust.db

CA\Windows\Prefetch directory
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hoGlIFghppHistory.d

AaGlGlobalistory.de AgGlIFanttHistory.de

AGAIUAD Contexthctivate

AglxKnownContextStart
AgGiHistoryLoad

AQGIUAD_“Tos.db AYGIUAD_P_Tos.db /

AGCx_SC0s.db
AgRobust.db Long Termiist.db

BtHiFiléRead

AQCx_“los.snp.db

AgGRpIMageRead

BtUudFileRead

Ay CxSnapshotRestore

PfScFileRead

BHPbFilEReadEX

L+PvPatabaseload

PFDbFileReadEx

PSpFileRead

Patabase File Name

Iwitializes the database

\-) Fills the database with the buffer information
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Decompressed Size

Magic Number Checksum
e Ang_S1_S-1-5-21-610-'15%92130667312?6-3 04730451-1001.snp.db }

l
Offset(h) 00 01 02403 04 05 06y07 08 09 OA OB OC ODyOE OF Texte Décodé

00000000 [ED 41 4p z4][Be 4B 00]|39 10 1F E2 96 oA MaM,,  IK.9..&-!3°
00000010 AS A5 AR BA AR A7 OA AC AA AC AA BA AR A7 AR AR © s0ag3ps scagas
00000020 AS A7 AR AS 99 A6 AA AA A9 A7 AA AA A9 96 99 ©§20™ ) 2 20§ 20-™0
00000030 A9 A6 YA AA A9 96 AA SA AA 56 AA AA 99 A6 AR AA ©!F*@-*3agasm;aa
00000040 AS A7 AA AR AA A7 AA AA A9 57 BB AA B9 A7 BA O 236440 Haigos
00000050 AA A7 AA BA AA A7 AB BB BB B7 BB BA AR B6 AR AR *6%°2G«m» -»°2gas
ARfIAANEN RR = an AA AA AR AR =3~ =¥ wT L A3'3303)0 i@

AgCx.db : original file (compressed)
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Decompressed Size Database

Magic Number Parameters Type
Offset(nh) 00 01 32Lo3 04 05 06,07 08 09,0A OB OC OD OE|OF Texte Décodé
oooooo0o [p3 00 oo ool[B8 CF 4B col[se oo 00 ool[oc G0 0o oo ... IR.X.......
00000010 [60 OO 00 0O 38 00 00 50 00 0O 00 OC 00 00 00] “eve8.u:Puvivens
00000020 |08 00 00 00 08 00 00 08 00 00 00 00 00 00 00| . vvvvovovooss Database Parameters
00000030 00 00 00 00 02 00 00 16 OF OO0 OU]8B 5E 05 00 .covvvocenes <™. .
00000040 51 00 00 00 DC 05 08 0O 00 00 00 00 00 00 00 00 Q...0........... Number of entries
00000050 02 00 00 00 A7 00 50 42 DF 00 00 00 00 00 ....§...PBB.....
00000060 DO CD 08 01 00 00 10 OF 00 00 60 GO 02 00 Bf.....cceivwasns
00000070 70 40 D7 00 00 00 00 3E 8B 1A 1C 90 €5 D5 01 p@x..... ¢ o@D
00000080 3E 81 1C 2C 00 00 €8 00 00 80 00 00 I " Length of volume path
00000090 [I7_00] b1 00 00 FO 2F F5 82 00 B0 B0 osivivns 3/5,
000000OA0 00 84 D1 82 00 00 El1 CF 02 00 00 00 N S
000000BO EO DO 08 01 00 00 SC 00 44 00 45 56 < . \.D.E.V
000000C0 49 43 00 45 5C 48 41 00 52 44 I.C.E.\.H.A.R.D.
000000D0 44 49 53 48 56 00 4F 00 4C 55 D.I.S.K.V.0.L.U.
000000E0 4D 00 45 00 32 00 30 4A FS 82 00 00 NE.2, . 0085, ..
000000F0 1B 00 32 1A 3E C1 C7 AF 70 00 00 00 00 00 -0 Ve - —
00000100 50 4D DF 00 00 00 00 C9 OA 00 00 00 00 PME. . ... o
00000110 00 00 00 00 00 00 00 00 00 00 00 T R . €.
00000120 5C 00 57 00 49 00 4E 44 4F 00 57 53 00 \.W.I.N.D.O.W.S.
00000130 5C 00 53 00 59 00 53 00 57 4F 00 57 36 00 \.S5.Y.5.W.O.W.6.
00000140 34 00 SC 00 4D 00 53 00 48 54 00 4D 4C 00 4.\.M.S.H.T.M.L.
00000150 2E 00 44 00 4C 00 4C 00 00 00 00 00 00 E 3 0G R——
00000160 00 10 00 00 04 00 00 00 30 00 00 10 00 00 .eeeevnens L

AgCx.db (decompressed)
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datz:00000001200FOEES 00 00 OO 00 GO OO 0D 0O align 18h
.data:00000001800FOGTO 48 PfDbDatabaseParamsForFileType db 48h
.data:00000001800FOETO

.data: 00000001 800FOETO

.data:00000001800FO67T1 00 db o
.data:00000001800FE6T2 08 db 0
: f : .data:00000001800FA6T3 0O db B
= Parameters are defined for a specific FileType. o anelsaoract & e o
.data:00000001800FO675 00 db 0
.data:00000081800FB6TE 0O db B
.data:00000001800FO6TT 00 db 0
.data:00000001800FO678 58 db 58h : ¥
.data:0PAO0OA1800FA6TI 0O db B
. . .data:00000001300FO6TA 0O db B
u 1 6 dlfferent types O]c F||eTy|oe. .data:00008001800FOGTB 80 db 0
.data:00000081800FO6TC 10 db  18h
.data:00000001300FOGTD 00 db B
.data:00000001800FOGTE 00 db o
.data:00000001800FO6TF 00 db 0
.data:0PAO00A1300FA6S0 10 db 18h
. .data:00000001800FO681 00 db o
u 2 mailn uses: .data:00000001800FO682 00 db 0
.data:0PAO00R1300FB683 0O db B
.data:00000001800FO68Y4 10 db 16h
: : .data:00000001800FO685 00 db 0
.data:00000001800FO68T 00 db 0
. .data:00000001800FO688 10 db  16h
- data bage s|ze parameterg_ .data:00000001800F0689 06 db 6
.data:00000001300FOG8A 0O db 0
.data:00000001800FOG8E 00 db o
.data:00000001800FOG8C 0O db 0
.data:0PAO00R1300FA6ED 0O db B
.data:00000001800FOG8E 00 db o
.data:00000001800FOG8F 00 db 0
.data:0PAO00R1300FA6I0 O db B
Aok - AAAAAAAI BAAFASAGY AA ol A

DatabaseParams in SysMain.sys
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Parameters are defined for a specific FileType.
16 different types of FileType.
2 main uses:

- offset calculation on the file.

- database size parameters.

FileType Params .db file associated seen

5 < 40h; 58h; 10h; 10h; 10h ; 10h; Oh; Oh>

6 < 48h; 58h; 60h; 18h; 20h ; 10h; 10h; Oh>

4 < 48h; 48h ;60h ;18h ;10h ;10h ;10h; Oh>

8 < 60h; 38h; 50h; 8; 8; 14h ; 8 ; Oh>

9 <0>

A < 60h; 38h; 50h; 8; 8; C; 8h ; Oh>

B < 60h; 38h; 50h; 10h; 10h; 10h ; 10h ; Oh> AgGIUAD_ P%s.db

C < 60h; 38h; 50h; C; 08h; 08h; 08h; Oh ;0h> AgCx_%s.db ; AgCx_Sc%u%s.db

D <0>

E <48h; 70h; 90h; 10h; 10h; 10h; 10h; Oh > AgRobust.db

F <68h; 40h; 50h; 8h; 8h; 14h; 8h; Oh>

10 <60h; 40h; 88h; 10h; 18h; 8h; 8h; Oh>

1fu | <0>

12 < 50h; 50h; 58h; 18h; 10h; 10h; 10h; Oh>

13 <60h; 38h; 50h; 8h; 8h; 8h; 8h> Dynrespri.9db; cadrespri.7db

<60h; 40h; 58h; 10h; 8h; 8h; 8h

15 <60h; 50h; 58h; 10h; 18h; 8h; 8h;0h; > AgGlFaultHistory.db
AgGlFgAppHistory.db
AgGlGlobalHistory.db
AgGIUAD S %s.db

16 <60h; 40h; 50h; 8h; 8h; 8h; 8h;0h> Dynrespri.9db; cadrespri.7db

DatabaseParams in SysMain.sys
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Param 1 Param 2

Offset (h) 00|01 02 03 04|05 06 07 08 09 OA 0B OC OD OE OF Texte Décodé

00000000 p3v00 00 BSYCF 4B 00 58 00 ocC 8000" (Bl B, v unniain

00000010 |60 00 li38 00 00|50 00 ocC 00100 ToenBa B ierens

00000020 08 00 08 00 00 08 00 00 e

00000030 00 00 02 00 00 16 OE 00 R T — S

00000040 51 DC 05 08 00 00 00 00 00 00 Q...U.eevennnn..

00000050 02 00 A7 00 00 50%42 DF G0 00 00 ....S...PBB..... End of header

00000060 DO CD 08 00 00 00 10 OE 0O 08 GO 0200 BE...consnsaasis

00000070 70 40 D7 00 00 00 3E 8B 1A 1C 90 €5 DS 0l p@x.rere>xii €0, Length of volume path

00000080 3E 81 1C 2C 00 00 0085680700 50 00 00 00 00 >..,....h..€E....

00000090 01 00 00 00 00 00 FO 2F F5 82 00 0000 anvea 8/8; s Offset of volume path :

000000A0 00 84 D1 82 00 00 00 00 E1 CF 02 00 00 00 00 O N :

RGeS D S0 000 T Tl T L2 CE N0 98 90 0 aelessnillacanes End of header + Param 1

000000BO EO DO 08 GL 00 00 00 00 SC 00 44 00 45 00 56 G0 &D...... {D.E.V. |

000000CO 49 00 43 00 45 00 5C 00 48 00 41 00 52 00 44 00 I.C.E.\.H.A.R.D.

000000D0 44 00 49 00 53 4B 00 56 00 4F 00 4C 00 55 00 D.I.S.K.V.O.L.U. End of volume path :
SRR s =h = = = = - =X e N T —

000000E0 4D 00 45 00 32 00 00 30 4A FS 82 00 00 00 00 M.E.2...035,.... | Beginnine + 2*( leneth + 1

000000F0 1B 00 32 1A 3E Cl C7 AF [70_00] 00 00 00 00 00 ..2.5AC Puccvsas g g ens )

00000100 50 4D DF 00 00 00 00 C9 OA 00 00 00 00 00 PMB.....  A— -

00000110 00 00 00 0O 00 00 00 00 00 00 00 00 00 80 00 ..ucevevossnns €. Offset of string 2 :

00000120 SC 00 57 00 49 00 4E 44 00 4F 00 57 00 53 00 \W.I.N.D.G.W.5. | End of vol. path + Param 2

00000130 5C 00 53 00 59 00 53 00 57 00 4F 00 57 00 36 00 \.S.Y.5.W.O.W.6.

00000140 34 00 SC 00 4D 00 53 00 48 00 54 00 4D 00 4C 00 4.\.M.S.H.T.M.L.

00000150 2E 00 44 00 4C 00 4C 00 00 00 00 00 00 00 00 00 ..D.L.L..%wie.: | End of string 2 :

00000160 00 3 00 00 O 30 00 00 00 0OC O 00 00 ¢ 0 00 Y . .

e AR R T YE RN N e e el Beginning + 2*(x << 2 +1)

AgCx.db (decompressed)
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|| SPOTIFY.EXE-SFAE3ASB.pf 6/21/2020 10:37 PM PF File 17KB
|| SPOTIFY.EXE-SFAE3AS3.pf 6/21/2020 10:37 PM PF File 44 KB
|| SPPSVC.EXE-BOF8131B.pf 6/21/2020 9:03 PM PF File 10 KB
|| STARTMENUEXPERIENCEHOST.EXE-4612BSFC.pf 6/21/2020 9:02 PM PF File 33KB
|| SVCHOST.EXE-4BAOE729.pf 6/21/2020 10:27 PM PF File 17 KB

CA\Windows\Prefetch directory

= Each scenario file name is: « NameoftheApp - 8DIGITS.pf ».

= File ending with .pf : trace of an application. One application could have one or more scenario files, depending
on the context of its execution.

» Information defined on the registry : SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Prefetcher
- MaxPrefetchFiles : by default 256.
- MaxPrefetchFileSize : by default 10485760 bytes.
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(et what the scenario

name would ke

Twitialize "scenario ivfo":
header of the buffer

— —

[ — =

l

Priver FileInfo

Pecompress & get old buffer

A

Opewn Scenario

—

Verify buffer format “‘“)

if "corrupted” ,._') Pelete file

if the file does vot exist yet -—>

Add existing scenario

Y

write scevario

#BHUSA @BLACKHATEVENTS



O

black hat

LSsSA 2020

= The name results from the full application path hashed with the N /
following algorithm : N p
StringHashed = 314159;
for (i = 0; i < Length(StringToHash); i++)
{ -~
Char = StringToHash[i]; —
UpChar = RtlUpcaseUnicodeChar(c);
StringHashed = (StringHashed * 37 + UpChar) * 37; / ( N
}
= Note that this algorithm depends on your Windows version. The Giet what the scenario

name would be

following elements might change :

- Initialization value of StringHashed.
- Adding a modulo operation.

- Adding a multiplier coefficient.

#BHUSA @BLACKHATEVENTS



O

black hat

LSsSA 2020

— =

—— = —
l Priver FileInfo

Add existing scenario

Pecompress & get old buffer “'--> Verify buffer format ‘-")

@aet what the scenario
nwame weuld be

a | S

if "corrupted” ,_') Pelete file

o L write scevnario
> TIwitialize "scenario info":

- — Open Scevario
header of the buffer > if the file does wet exist yet —-——>

PR
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2e Q0 2e 00 00 00 OO Q0-0@ 00 00 00 0O B @0 BB ......virinnnanan
5C @0 44 @@ 45 @@ 56 ©9-49 @0 43 @0 45 @@ 5c @@ \.D.E.V.I.C.E
43 00 41 90 52 @@ 44 PP-44 90 49 @@ 53 09 4b 8@ H.A.R.D.D.I.S.
56 @@ 4T @@ 4c @@ 55 ee-4d ee 45 09 32 0@ ee e V.0.L.U.M.E.2...
490 @3 90 90 97 10 17 23-92 00 90 @0 00 0 00 V0 [@...... Heviinn
= The way to access information from ring 0 via a minifilter e e e e s T e T
(jrﬂ\/eer 59 @@ 53 9@ 54 @0 45 @e-4d 99 20 @0 56 @0 Af e@ Y.S.T
: 4c @@ 55 ee 4d 00 45 00-20 00 49 00 4e 90 46 00 L.U.M,

AT 00 52 @0 4d 90 41 00-54 @0 49 90 Af 0@ 4e @@ O0O.R.M T
0@ Q00 90 P@ V0 00 0@ Pe-49 03 Q0 @0 97 1@ 17 23 ........ @...... #
P3 00 9@ 00 9O PO @P °P@-90@ 47 10 30 @8 c6 ff ff ......... €
30 e@ 15 72 86 dc ff ff-01 00 00 20 20 9@ 0P BP B..N....veveren.

= |ts main job is to provide name and information (read/write 61 60 1C 00 5C 60 24 00-45 00 58 00 54 00 45 60 ...
de @@ 44 90 5C 90 24 90-52 00 A4d @0 4d o0 45 @@ N,

D

Operationg) about ﬂ|eg. 54 90 41 00 44 00 41 ©0-54 90 41 90 5C 00 24 99 T.A.
54 @0 S8 00 46 00 4c 00-4Af 00 47 00 00 00 00 09 T.X

CO 01 00 @0 97 10 17 23-04 00 00 00 00 00 00 00 ....... Hovrnnnn.

10 40 16 72 86 dc ff ff-30 e0 15 72 86 dc ff ff .@.r....0..r....

01 00 00 00 00 00 00 00-01 00 05 00 5C 00 24 00 ....evvvnsn. \.$.

. . 4Ad 90 46 90 54 00 00 90-00 02 00 090 97 10 17 23 M.F.T.veveen... #

= Follows each operation of every file for all processes, thanks 65 00 00 00 00 60 60 00-20 &b 16 72 86 dc Ff Ff ........ .
. . 30 e 15 72 86 dc ff ff-01 00 00 00 00 00 00 80 ©..l...eeeennn..

to mlmfllter drlver stream context. 91 90 09 90 S5C @0 24 @0-ACc 00 Af 00 47 00 46 00 ....\.$.L.0.G.F.
49 00 AC 00 AS 00 00 00-80 03 00 00 97 10 17 23 I.L.E..evvrnn.. #

06 00 90 00 00 00 90 VO-be Ac 06 80 08 c6 ff Ff ......... Levenns

30 e@ 15 72 86 dc ff ff-01 00 00 00 00 00 00 00 ©..l..eeeennn..

91 00 1f @0 5C 00 24 @0-53 00 45 @0 43 00 55 00 ....\.

52 @0 45 00 3a 00 24 00-53 90 49 00 49 00 3a 09

= Splits a buffer formated in a format « NL », which is going to o e o e o oo A
be translated .to the flﬂal path Ac 90 Ac 00 AT 00 43 00-41 00 54 20 49 00 Af 00

41e B0 00 00 00 PO 00 ©e-49 62 00 @0 97 18 17 23 MN....... @ ..., #

- 2 =

Buffer sent by Filelnfo to SysMain
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Decompressed Size

00000000 (4D 41 4D 04 |3A 86 03 00|85 AS A7 A% A9 AS AA A% MAM.:t... S€O©" 3@
00000010 A9 AS A9 AA A9 AS A9 AS A9 92 A9 AA B8 B8 AA AR ©7©*© €80°©*,, 22
00000020 A8 AS BA AS B9 AS BA A% A9 AS AA AA A9 AS BA BA ~7°©*"°@0® 3@ °°
00000030 B9 AS AA AS A9 AS AA AA B9 AS B9 AA A8 AS A9 BA 7@ 2a:"iar@e
00000040 A9 BS BA AA B9 A3 BA AA B9 AS BB AA B9 BS BA A9 ©,°33170ai",a1 op
00000050 A9 BS BA AB A9 C3 BB AA B9 AS BA AA B9 AS AR AR ©,°«BE»a:-cai-aa

Scenario file : VLC.EXE-73B04BFB.pf (compressed)
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Prefetch signature

Exe Name

Offset (h) 00/01 02 03 04 05y06 07 08 09 OA|0OB OC OD OE(OF Texte Décodé
00000000 [1E 00 00 0of53 43 43 41 11 00 00Joo|3A 86 03 00l ....SCCA....:t..
00000010 [5€ 00 4C 43 2E 00 45 00 58 00 45 00 00 00| V.L.C...E.X.E...
00000020 |00 00 00 00 00 00 00 00 00 00 00 00 00 00| wevvensennnnanns
00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .c.veeescscncasss Hash
00000040 00 00 00 00 00 00 00 00 00 00 00 [FB 4B Bo 73| ........0K"s
Number of paths _ 00000050 00 00 00 g0 28 01 00 00 EC 01 00 00 A8 3E 00 00 _....(...i...">.. Offsetwhere
registered 00000060 BA 33 00 00|78 Dc 01 od|s2 éD 01 0o 88 4a 03 0o] °3..xU.. m.."J.. paths list begins
00000070 _Q1 00 0Q B2 3B 00 00 3C 00 00 D2 00 00 00 :iiiafpea€avaiais
Last execution 0000008Q |2E DO CE AS CE 3A D6 01 D9 67 43 12 CD 3A D6 01| .pi¥i:0.0gC.1:0.
dates 00000090 |22 EF 1D 36 CB 3A D6 01 C6 D5 DE C7 CA 3A D6 01| "i.6E:0.EQBCE:0.
000000A0 |3C 8D 3F 4C 03 48 Dé 01 E2 D8 FA B7 02 48 D6 01| <.?L.HO.&agu-.HO.
000000BO |A3 C23 FC B7 02 43 D6 01 7C D7 87 2A D6 47 Dé 01| £E&-.HO.|*x3*0G0. (ountof
000000CO 00 00 00 00 00 00 00 01[00 00 01|80 U0 00 03 ....covvensencas execution
000000D0 00 00 00 OA 4A 03 00 78 00 00 00 00 00 O P RO
000000EO 00 00 00 0O 00 00 00 00 00 00 00 00 00 ......s S .
000000F0 00 00 00 00 00 00 00 00 00 00 00:00/00 aveiisaEs

Scenario file : VLC.EXE-73B04BFB.pf (decompressed)
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_ . . 0003BDA0 4C 00 RE 00 44 00 4C 00 4C 00 00 00 5C 00 56 00 L...D.L.L...\.V.

= Contains the full paths of file needed to avoid page faults. 0003BDBO 4F 00 4C 00 55 00 4D 00 45 00 7B 00 30 00 31 00 O.L.U.M.E.{.0.1l.
0003BDCO 64 00 34 00 33 00 62 00 65 00 36 00 62 00 62 00 d.4.3.b.e.6.b.b.

0003BDDO 37 00 35 00 66 00 64 00 36 00 35 00 2D 00 30 00 7.5.f.d.6.5.-.0.

0003BDEO 61 00 62 00 62 00 61 00 33 00 36 00 31 00 7D 00 a.b.b.a.3.6.1.}

0003BDFO 5C 00 57 00 49 00 4E 00 44 00 4F 00 57 00 53 00 \.W.I.N.D.O.W.S

0003BEOO SC 00 53 00 59 00 53 00 54 00 45 00 4D 00 33 00 \.S.Y.S.T.E.M.3

- : o P 0003BE10 32 00 SC 00 45 00 58 00 50 00 4C 00 4F 00 52 00 2.\.E.X.P.L.O.R
In other words three kinds of file : 0003BE20 45 00 52 00 46 00 52 00 41 00 4D 00 45 00 2E 00 E.R.F.R.A.M.E...
0003BE30 44 00 4C 00 4C 00 00 00 5C 00 56 00 4F 00 4C 00 D.L.L.. J.V.0.L.

: : . 0003BE40 00 4D 00 45 00 7B 00 00 00 50 34 00 U.M.E.{.0.1.d.4.

- Every time consulted files, such as dll, dependencies. ihiEess (5% n6es a0 s a9 na 05 aovet a0 nis et sk
0003BE60 33 00 61 00 61 00 61 00 2D 00 65 00 38 00 38 00| 3.a.a.a.-.e.8.8.

= fil h | il 0003BE70 61 00 62 00 35 00 38 00 66 00 7D 00 5C 00 4D 00f a.b.5.8.£.}.\.M.
ecentTiles such as personal ties. 0003BESO 59 00 20 00 4D 00 4F 00 56 00 49 00 45 00 53 00f Y. .M.0.V.I.E.S.
0003BESO 5C 00 4D 00 41 00 52 00 56 00 45 00 4C 00 20 00f \.M.A.R.V.E.L. .

. O003BEAO 2D 00 20 00 47 00 55 00 41 00 52 00 44 00 49 00f -. .G.U.A.R.D.I.

- Cache 'FlleS, because they dare non—stop COﬂSU|ted. 0003BEBO 41 00 4E 00 20 00 4F 00 46 00 20 00 54 00 48 00f A.N. .O.F. .T.H.
0003BECO 45 00 20 00 47 00 41 00 4C 00 41 00 58 00 59 00 E. .G.A.L.A.X.Y.|
0003BEDO 2E 00 4D 00 4B 00 56 00 00 00 5C 00 56 00 4F 00 . M.K.v. J.Vv.0.

O003BEEO 4C 00 55 00 4D 00 45 00 7B 00 30 00 31 00 64 00 L.U.M.E.{.0.1.d.

AAAANTITYTTA < a 2la) 2 27l osn alal o 278 an 2%a) an 2l el | 2% L b | 2t a he T - n o - 1

Scenario file : VLC.EXE-5A3EF7FA.pf (decompressed)
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: . . 0006C780 5C 00 56 00 4F 00 4C 00 55 00 4D 00 45 00 7B 00 J\.V.O.L.U.M.E.{.
= Contains the fU” paths Of f||e needed to aVOld Page faUltS- 0006C790 30 00 31 00 64 00 35 00 33 00 38 00 32 00 61 00 f§0.1.d.5.3.8.2.a.
0006C7A0 37 00 62 00 33 00 35 00 35 00 32 00 65 00 65 00 f§7.b.3.5.5.2.e.e.
0006C7B0 2D 00 61 00 36 00 37 00 62 00 34 00 61 00 66 00 §-.a.6.7.b.4.a.f.
0006C7CO 63 00 7D 00 5C 00 50 00 52 00 4F 00 47 00 52 00 fc.}.\.P.R.O.G.R.
0006C7DO 41 00 4D 00 44 00 41 00 54 00 41 00 5C 00 4D 00 JA.M.D.A.T.A.\.M.
. . 0006CTE0 49 00 43 00 52 00 4F 00 53 00 4F 00 46 00 54 00 JI.C.R.0.S.0.F.T.

] . U
In other words three kinds Of ﬂle . 0006C7F0 5C 00 57 00 49 00 4E 00 44 00 4F 00 57 00 53 00 J\.W.I.N.D.O.W.S.
0006C800 5C 00 43 00 41 00 43 00 48 00 45 00 53 00 5C 00 J\.C.A.C.H.E.S.\.
) : : : 0006C810 7B 00 36 00 41 00 46 00 30 00 36 00 39 00 38 00 §{.6.A.F.0.6.9.8.
Every time consulted fl|eS, such as d”, dependenaes. 0006C820 45 00 2D 00 44 00 35 00 35 00 38 00 2D 00 34 00 JE.-.D.5.5.8.-.4.
0006C830 46 00 36 00 45 00 2D 00 39 00 42 00 33 00 43 00 §F.6.E.-.9.B.3.C.
_ 1 1 0006C840 2D 00 33 00 37 00 31 00 36 00 36 00 38 00 39 00 jJ-.3.7.1.6.6.8.9.
Recent files such as personal files. 0006C850 41 00 46 00 34 00 39 00 33 00 7D 00 2E 00 32 00 JA.F.4.9.3.}...2.
0006C860 2E 00 56 00 45 00 52 00 30 00 58 00 30 00 30 00 J..V.E.R.0.X.0.0.
- Cache files, because they are non-stop consulted. 0006C870 30 00.30 00 30 00 30 0030 00.30 00 30 00 30 00 §0.0.0.0.0.0.0.0,
0006C880 30 00 30 00 30 00 30 00 30 00 31 00 2E 00 44 00 §0.0.0.0.0.1...D.
0006C890 42 00 00 00 5C 00 56 00 4F 00 4C 00 55 00 4D 00 §B.. KV.O.L.U. M.

Scenario file : VLC.EXE-5A3EF/FA.pf (decompressed)
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> ThisPC » Local Disk (C:) » Users » superuser > AppData » Local » Microsoft » Windows » Caches

Name B Date modified Type Size

@] {1E1FFAFC-B905-4D30-88C9-B63C603DA...  10/1/2019 2:08 PM Data Base File 452 KB
%] {3DA71D5A-20CC-432F-A115-DFE92379E...  3/25/2020 5:45 PM Data Base File 73 KB
@] {34CA2C0C-B905-4D30-88C9-B63CH03D...  3/21/2020 7:35 PM Data Base File 414 KB
%] {AFBFOF1A-BEES-4CT7-AF34-C647E37CA...  3/5/2020 4:22 PM Data Base File 1,800 KB
%] {AFBFOF1A-8EEB-4C77-AF34-C647E37CA...  3/9/2020 3:30 PM Data Base File 92 KB
/%] cversions.1.db 9/8/2019 1:21 PM Data Base File 16 KB
4] cversions.3.db 9/7/2019 4:57 PM Data Base File 16 KB

Windows Cache directory

= Superfetch references cache files.

= Cache is a memory management which temporarily stores data to reduce access time to these data
later, in the cache files.
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00008DE0 78 74 00 00 43 34 5C 00 50 00 X.t...us I N -
00008D70 72 &F €7 2 00 61 00 6D 00 20 00 46 00 r.o.g.r.a.m. .F. ~
00008D80 &9 6C €5 73 00 5C 00 57 00 69 00 6E i.l.e.8.\.W.1.n.} EMmamNewbd-BmCﬂomSE - O X
‘f‘j“j"j'?Dg}j' e ¥ ?2 5 s 4 =i on 22 9 45 (s Rl W'h'a't' Fichier Edition Format Affichage Aide
00008DA0 73 00 4E 65 77 00 2E 00 74 00 78 00 74 0OC is.N.e.w.. t. 2.t S sopgem— e ——————————————————
00 00 00 00 7B 36 $4 00 S8 oo TTEs— e WINRAR - Quelles sont les nouveautes de la derniere version ?| A
30 39 33 00 37 37 2D 00 36 00 41 00 0.9.3.7.7.-.6.A. _ 3
46 30 2D 00 34 00 34 34 00 42 00 2D F.0.-.4.4.4.B.-. Version 5.71
8 39 35 37 2D 41 00 33 00 37 8.9.5.7.- K.8.:7.
37 33 00 46 30 00 32 32 00 30 00 30 7.3.F, 2.0.0. 1. Commande "Convertir des archives” :
45 7D 00 5C 00 57 69 6E 00 52 00 41 _E.}.\| -R.A.
52 SC 57 00 68 61 74 00 73 00 4E |R-\.W. . a) performances améliorées lors du traitement d'un grand nombre
6 7 2E 00 74 78 74 00 00 00 BB e CadhnBicacsiiie de petites archives dans Windows 10 ;
57 69 6E 00 52 41 52 00 00 00 00 W.i.n. R
7 ¢ = ) £ o e N0 7 g e =
f; iy :L f% et o % fu R s b) fuite de mémoire résolue. Elle pouvait entrainer une utilisation
6F 6E C P! 20 6C €5 : 3 s.0.n. l.e.s. % = 3 3
20 00 EE 6F 00 75 76 s 61 00 75 WS NS excessive de la mémoire durant la conversion au format ZIP.
74 00 E9 00 73 00 20 64 €5 20 00 6C b iy sl
61 ) 20 64 00 65 72 6E 69 00 ES a d.e.r.n.i.e. 2. Traitement des archives 7TP corromnues : Y
72 65 00 20 76 €5 72 73 00 €9 r.e. .v.e.r.s.i.]|€ %
EF 6E 00 00 07 AC AC 08 S8F 00 o N0 - Ln 1, Col 1 100%  Windows (CRLF) ANSI

Extract of a cache file

= Superfetch references cache files ...

= .. and cache files can contain data in cleartext files.
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= Track user activities.

» Find personal file location.

= View personal content.

= Prove software installs.

= Butyou can also protect yourself from this...
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[PF] WinPrefetchView
File Edit View Options Help

EEEEY L

Filename Created Time Modified Time File Size Process EXE Run Counter LastRunTime < Missing Pr...
[PF] WINPREFETCHVIEW.EXE-EAEE38AT.pf  6/21/2020 10:36:...  6/21/2020 10:57:... 27,453 WINPREFETCHVIE... 6 6/21/2020 10:57:01 PM, 6/21/2020 10:52:17 ... No

* | NOTEPAD.EXE-D8414F97.pf 6/21/2020 9:04:2...  6/21/2020 10:56:... NOTEPAD.EXE 6/21/2020 10:56:55 PM, 6/21/2020 10:55:32 ...

¢ SEARCHFILTERHOST.EXE-77482212.pf  6/1/2020 2:51:21... 6/21/2020 10:56:... 4,036 SEARCHFILTERHO... 14 6/21/2020 10:56:39 PM, 6/21/2020 10:51:30... No

¢ SEARCHPROTOCOLHOST.EXE-OCBS...  6/1/2020 2:51:21 ... 6/21/2020 10:56:... 4,603 SEARCHPROTOCO... 14 6/21/2020 10:56:39 PM, 6/21/2020 10:51:30... No
[5] RUNTIMEBROKER.EXE-B540D505.pf 6/21/2020 9:42:4...  6/21/2020 10:55:... 18,164 RUNTIMEBROKER.... 3 6/21/2020 10:55:35 PM, 6/21/2020 10:25:45... No
(5] BACKGROUNDTASKHOST.EXE-A4F5A... 3/22/2020 12:01:...  6/21/2020 10:55:... 21,881 BACKGROUNDTAS... 15 6/21/2020 10:55:35 PM, 6/21/2020 10:46:19... No
€) SKYPE.EXE-A1D77304.pf 6/21/2020 10:51:...  6/21/2020 10:53:... 17,136 SKYPE.EXE 2 6/21/2020 10:53:11 PM, 6/21/2020 10:51:11... No
Filename Full Path Device Path Index
%] SHELL32.DLL C:\Windows\System32\shell32.dll \VOLUME{01d565901c1a8b3e-2c1c81... 42
[ SHLWAPLDLL C:\Windows\System32\shlwapi.dll \VOLUME{01d565901c1a8b3e-2c1c81... 36
=] SHOPPINGLIST.TXT C:\Users\SUPERUSER\Desktop\SHOPPINGLIST.TXT \VOLUME{01d565901c1a8b3e-2c1c81... 55

| '] SORTDEFAULT.NLS CAWindows\GLOBALIZATION\Sorting\SORTDEFAULT.NLS \VOLUME{01d565901c1a8b3e-2c1c81... 45

| ] STATICCACHE.DAT C:\Windows\Fonts\STATICCACHE.DAT \VOLUME{01d565901c1a8b3e-2c1c81... 31
184 Files, 1 Selected NirSoft Freeware. http://www.nirsoft.net

WinPrefetchView

= |n 2010, Nirsoft built a tool to view the content of the scenario files.
= Still. .. - The tool is close source.
- Information provided is only about .pf files.

- Data cannot be edited...
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View Information.
Decompress a pf/db file.
Compress pf/db file.
Modify a file.

Hash a string.

Press any key to quit.

. Open SOU rcel lhat would you like to do ?

1 ; Let's do that!

Precise a file or enter n:

= Possibility for .db and .pf to:

- CompreSS, 181776 bytes
IDAQ64 . EXE
58960680D

- Decompress;

101
28-11-2019

View information;

17-11-2819

17-11-20819

. . . 20-11-2019

Edit information... 20-11-2019
21-11-26 i

26-11-2016¢

27-11-28619

200

2ee-ab7bdatc} \WINDOWS\SYSWOW64\HHCTRL .0CX

\VOLUM 2ee-a67bAafc)}\PROGRAM FILES (X86)\IDA 6.8\PLUGINS\STRINGS.P64

\VOLUM 2ee-a67bdafc}\PROGRAM FILES (X86)\IDA 6.8\PLUGINS\UNPACK.P64

L . . . \VOLUM 2ee-a67bAafc}\PROGRAM FILES (X86)\IDA 6.8\PLUGINS\MAKEIDT.P64

u POSSl bl | |ty (@) haSh Wlth Wl nd OWS 1 O S u perfetCh a | g @) rlth m. \VOLUM 2ee-a67bdafc}\PROGRAM FILES (X86)\IDA 6.8\PLUGINS\CALLEE.P64

2ee-ab7bdafc}\PROGRAM FILES (X86)\IDA 6.8\PLUGINS\UISWITCH.P64
2ee-ab7bdafc}\PROGRAM FILES (X86)\IDA 6.8\PLUGINS\NEXTFIX.P64
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= Choose a program'’s scenario.

= Decompress it.

= Edit the data.

= Save & Compress it.

= Replace the original scenario with the falsitied one and let the magic happen!
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Note You can enable or disable prefetching of the boot or application startups by editing
the DWORD registry value EnablePrefetcher in the HKLM\SYSTEM\CurrentControlSet\

Control\Session Manager\Memory Management\PrefetchParameters key. Set it to 0 to dis-
able prefetching altogether, 1 to enable prefetching of only applications, 2 for prefetching
of boot only, and 3 for both boot and applications.

Windows Internals 7, Part 1.Chapter 5, p 414.

= Still, nowadays, whatever the value of EnablePrefetcher the scenario files keep on being updated.

#BHUSA @BLACKHATEVENTS



O

black hat

LSsSA 2020

LSTATUS PFSuSuperfetchCheckAndEnablel )

LSTATUS ErrCode_; // eax@l
__inteY4 PfSveG; // rax@2

HKEY hKey: f/ rcex@3

int Data; // [sp+48h] [bp*+8h]@3

ErrCode_ = PFSuQueryPrefetchParameters(=({_OWORD =)&PfSucGlobals + 480i6Y4);
if ( 'ErrCode_ )
(

PFSuch = %(_QWORD =)&PfSucGlobals:

if ( =(_DWORD =)(=(_OWORD =)&PfSucGlobals + 480i64) =: O0x80000000 )

[
w( _DWORD =)(»(_OWORD =)&PfSucGlobals + 480i6Y4) = 3;
hKey = »({HKEY =)(PfSucG + 1432); // HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\PrefetchParameters
Data = 3; // deals boot & softwares
ErrCode_ = RegﬁetUalueExM[“{PH, L"EnableSuperfetch™, ©, REG_DWORD, (const BYTE =)&Data, REG_DWORD);
if ( ErrCode_ )

return ErrCode_;

PFfSucG = =(_OWORD =)&PFfSucGlobals;

}

ErrCode_ = (%(_BYTE =)(PfSucG + 480) & 3) == 0 ? (unsigned __int&8)ERROR_IOPL_NOT_ENABLED : ©;

}

return ErrCode

PfSvSuperfetchCheckAndEnable() function from SysMain.dll
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SysMain Properties (Local Computer) x

General LogOn Recovery Dependencies

Service name: SysMain

Display name: SysMain

Description: Maintaing and improves system performance over
time.

= One way to disable SysMain is to manually set the startup type of the Path to executable:
. . . o1 1 S . ;
SySM ain service in the TaSk Ma nag er to d isa bled . C ' Windows'system 32 svchost . exe 4 Local SystemMetwork Restricted p

Startup type: Automatic w
Automatic (Delayed Start)
Automatic
Manual

) Disabled
Service status: MLl a
Start Stop Fause Resume

You can specify the start parameters that apply when you star the service
from here.

Cancel Apply
SysMain properties
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= Extended documentation on SysMain mechanisms & databases.
=  Multifunction tool, available on github at: MathildeVenault.
= Future research:

- More interaction with drivers:

- See further on Windows Cache;

- Improving the tool.
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