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Securing the Connected Car & Defending a Fleet
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Who We Are

Skyo-Go Team is a security research team established in 2014

Focus on Connected Cars, Industry Security

75% market share on Cybersecurity of Connected Cars in China
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360 VEHICLE CYBER SECURITY

Notable Researches

« 2014 Tesla & BYD Connectivity Functionality

2016 Tesla Autopilot System

2017 CAN-Pick (CAN-Bus evaluation platform, published in Black Hat USA 2017)

2018 VADS (Venhicle Active Defense System for CAN-bus)

2019 Mercedes-Benz: From Hardware to Control

#BHUSA @BLACKHATEVENTS
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Timeline

- July 16, 2018: Start Reverse Engineering on Mercedes—Benz Cars (360)

« Aug 21, 2019: The findings reported to Daimler (360)

« Aug 23, 2019: The services shutdown: preventing further effect on MB cars (Mercedes—Benz)
« Aug 26, 2019: Initial fix (Mercedes—Benz)

« Sep 12, 2019: All access vulnerabilities fixed (Mercedes—Benz)

« QOct 23, 2019: Joint workshop (360 & Mercedes—Benz)

« Aug 06, 2020: Black Hat USA Publication (360 & Mercedes—Benz)

#BHUSA @BLACKHATEVENTS
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Result of Our Research

* Impact all Mercedes-Benz connected cars in China over 2 millions.
« Get access to invoke remote service to control the car, like control the doors, lights,

windows, engines without physical access.

#BHUSA @BLACKHATEVENTS
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Agenda

» Build Testbench

« HERMES Jailbreak

« Way to Car Control

« Summary from Sky-Go
* |ncident Response

« Summary from Mercedes-Benz

#BHUSA @BLACKHATEVENTS
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Build Testbench

#BHUSA @BLACKHATEVENTS
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Key components

. HERMES (a.k.a. TCU)

* Head-Unit (a.k.a. IVI)

#BHUSA @BLACKHATEVENTS
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CAN-HMI

Bluetooth
Wi-Fi

WCC protocol

Testbench on Table

[

ATP(Client certification)

uSB

CAN-D

#BHUSA @BLACKHATEVENTS
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Against with the anti-theft

» Varieties of anti-theft warning.

* Our goal is to start the Head-Unit.

Copy-protection Warning

EL3E 3 Ny
B 2AHc) L2 Ab| 2 HEIF

Anti-theft protection, please restart Anti-theft protection #BHUSA GBLACKHATEVENTS



O

black hat

LISA 2020

Against with the anti-theft

* Ask your dealer to remove the anti-theft lock.
* You need

 Service fee each time $100

* Reservation

e Time

Xentry + SD Connect

#BHUSA @BLACKHATEVENTS
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Against with the anti-theft

« Backup the SD-card.
« Using CAN-bus toolkit to find out the anti-theft

HU
(WIinCE 7 Automotive
ARM)

. CAN Pick CAN Pick
trigger message. Filter Filter

CAN-A 250Kk

CAN-HMI 500k

ntrol
Instrument Cluster e

(QNX)

Panel
(Touch Pad)

CAN-bus MITM Diagram

gaoonna|

Heart beats #BHUSA QGBLACKHATEVENTS
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Attack Vector Analysis

Standard CE BSP Drivers
Kcoredll.dll
OR
| oALdl |- )

Ethernet (KITL) Ethernet [I{ITl:l

Debug Serial Dabug Serial
Boot Luader USB Host
- Hardware Bluetooth 2.1 Bluetooth 2.1
: Standard
e Wavedev/2
w Standard CE Boot Loader i
f Apple Auth
Replaced by ATAPI
4 Radio
: I / HW/opt-sed
~~__ Windows Embedded i/f i
- £

“ Automotive Image update /
Windows Embedded

d d . i
Automotive BSP Drivers

Windows CE Automotive System Architecture

CAN-HMI

Bluetooth
Wi-Fi

WCC protocol

ATP(Client certification)

USB

CAN-D

#BHUSA @BLACKHATEVENTS
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Attack Vector Analysis

 Head-Unit

 Windows CE Automotive 7 is so hard

ATP(Client certification)

Bluetooth
Wi-Fi

WCC protocol

USB

CAN-HMI - -

#BHUSA @BLACKHATEVENTS

Executable files in Head Unit
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Attack Vector Analysis

* Head-Unit
* Windows CE Automotive 7 is so hard
» \Without source code
* Without debug environment

ATP(Client certification)

Bluetooth
Wi-Fi

WCC protocol

USB

CAN-HMI - -

#BHUSA @BLACKHATEVENTS

Kernel file
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Attack Vector Analysis

* Head-Unit
* Windows CE Automotive 7 is so hard
» \Without source code
* Without debug environment

» OBD (EZS, CAN-D)
* Physical access
 The FBS4 can’t be attack yet.(Maybe with key-fob relay)
» Upgrade package has signature protection.

ATP(Client certification)

Bluetooth
Wi-Fi

WCC protocol

USB

CAN-HMI - -

#BHUSA @BLACKHATEVENTS
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Attack Vector Analysis

* Head-Unit
* Windows CE Automotive 7 is so hard
» \Without source code
* Without debug environment

» OBD (EZS, CAN-D)
* Physical access
 The FBS4 can’t be attack yet.(Maybe with key-fob relay)
» Upgrade package has signature protection.

i HERM ES CAN-HMI CAN-D
« Embedded Linux -

 Telematics

Bluetooth
Wi-Fi

WCC protocol

#BHUSA @BLACKHATEVENTS
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Attack Vector Analysis

* Head-Unit
* Windows CE Automotive 7 is so hard
» \Without source code
* Without debug environment

» OBD (EZS, CAN-D)
* Physical access
 The FBS4 can’t be attack yet.(Maybe with key-fob relay)
» Upgrade package has signature protection.

« HERMES
 Embedded Linux
« Telematics
« 4G attacking is useless for it

Bluetooth
Wi-Fi

WCC protocol

CAN-HMI

CAN-D

#BHUSA

@BLACKHATEVENTS
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HERMES Jailbreak

#BHUSA @BLACKHATEVENTS
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 HERMES 1
« USB Cable
« MEQO9Tu LTE
« MU809TuUu UTMS

« HERMES 1.5
* ME919Dbs

« HERMES 2.1
* ME919Dbs

#BHUSA @BLACKHATEVENTS
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« UART

« USB NAD

Cellular Module

* JTAG (reversed)

HERMES Components Block Diagram

#BHUSA @BLACKHATEVENTS
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Way to Car Control

#BHUSA @BLACKHATEVENTS
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Finding Peripheral Interfaces

* The packaging is LGA, it's hard to teardown.

 To check out the debug interfaces pinout.

* Multimeter
 Flashlight
« X-Ray

#BHUSA @BLACKHATEVENTS
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UART Debug Port

* APN Configurations (Only activated TCU)

. . ] ! :] Loaded APN1 settings: URL: " .CLFU.NJM2MAPN" ,
« TSP Back-end configurations. 1 ] APN with index 2 is not configured
] . ' :] Loaded APN2 settings: URL: " .CLFU.NJM2MAPN" ,
APN with index 3 1s not configured
Loaded APN3 settings: URL: "DefaultValuel", user:
APN with index 4 1s not configured
Loaded APN4 settings: URL: "DefaultValue2", user:

Q72

APN initialization log

222> = 1 =

395 OMADM[ 1052]: info:] TOUReadCh value [https:/s
4. 395 OMADM[ 1052 ] : info:] TOUReadCh read valuwe [https:/
B.395 OMADM[ ]: info:] TOUReadCh read value [https:f
196 DRADMI 1052 ] into TCUReadCh read value [hitps:d

g.309 OMADMI1052]: i TCUReadCh read value [hitps:)

}6:48.399 OMADM[1052) : info:] TCOUReadCh read wvalue [https

648,399 OMADMI 1052 : i [CUReadCh read valuwe [https

Back-end requests log

#BHUSA @BLACKHATEVENTS
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141.272232] usb 1-4.4: new full-speed USB device number 20 using xhci_hcd

| |
142.206792] usb 1-4.4: not running at top ed; connect to a high sp hub
USB MOde SWItCh I n 142.232 D] usb 1-4.4: New USB device found, idVendor=12d1, idProduct=1573, b
142.2 22] usb 1-4.4: New USB device strings: Mfr=1, Prcduct=2, SerialNumber=3
142.2 28] usb 1-4.4: Product:
142.23 5] usb 1-4.4: Manufacturer:
. 142.231154 usb 1-4.4: SerialNumber:
Y ATAS ETM O D E IS defau It ECM 142 .4 leandit. tuna=113a0 _audits1843A817807 307 30ar. cid=1 uid=0 auid=429496729
omm="systemd" ="/usr/lib/systemd/systemd" hostnam addr=? terminal=? res=succes
.419124] audit: type=1131 audit(1542617697.397:109): pid=1 uid=0 auid=429496729
systemd"” exe="/usr/lib/systemd/systemd" hostname=? addr=? terminal=? res
2.424267] usbcore: registered new interface driver option
2.424551] usbserial: USB Serial support registered for GSM modem (1-port)
42.464430] cdc_ether 1-4.4:1.0 usb0: register 'cdc_ether' at usb-0000:00:14.0-4.4, CDC Ethe
 ATASETMODE=3 for RNDIS ADB L
option 1-4 1.2: GSM modem (1-port) converter detected
: i usbh 1-4.4: modem (1-port) converter now attached to
. . 42.46 option 1-4.4:1.3: GSM modem (1-port) converter detected
o tt USBO A Ilcatlon 42 .46 usb 1-4.4: GSM modem (1-port) converter now attached to
y pp 42.46588 option 1-4.4:1.4: GSM modem (1-port) converter detected
42 .4¢€ ) usb 1-4.4: GSM modem (1-port) converter now attached to
2.477550] cdc_ether 1-4.4:1.0 enp0s20fOu4u4: renamed from usbO
. USB log
* ttyUSB2 serialB
L ] =
» ttyUSB3 seria - S
“obile Conne interface
“iobile Connect nterface
lobile Connect - Netwark Card
obile Connect terface
L R
Wi KOM1

. 12T Darte OO 21 0TY

6 Interfaces in Windows Device MGMT

#BHUSA @BLACKHATEVENTS
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USB Debug Mode

* To obtain APN configurations.

 ATA"GODLOAD for upgrading flash the filesystem
 Disable the watchdog first

(0] ¢
« Repackage the firmware AT+CGDCONT?

+CGDCONT: 1,"IPV4Ve", 'NINCLFU.NJM2MAPN" ,"0.0.0.0",0,0

+CGDCONT: 15,"IP", N CLFU.NJM2MAPN","0.0.0.0",0,0
+CGDCOAT+CIND?
+CIND: 0,2,1,1,0,0,1,0

PDP Context Configuration

#BHUSA @BLACKHATEVENTS
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On-Chip Debugging

* We can’t enter the Qualcomm EDL mode to read firmware. So we try the OCD.

« Use the OpenOCD with FT2232 to operate the debug interface

 Disable the watchdog
* Reverse analyze the NAND Controller Driver (Or use QDLoader)

OpenOCD break point

Connect JTAG pin to FT2232

#BHUSA @BLACKHATEVENTS
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Dumping NAND flash

 The Cellular Module has an eMCP NAND

------

T T 1 —

Old Cellular Module New Cellular Module

#BHUSA @BLACKHATEVENTS
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Dumping NAND flash

» Tear down the flash chip with BGA rework station

400 °C Hotair with Infrared Heating Qualcomm eMCP Hisilicon eMCP

#BHUSA @BLACKHATEVENTS
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Raw NAND Pinout

 The eMCP flash on old cellular module is the BGA 137 footprint.
« 6-ways Control pins & 8-bit Data 1/O pins

006000000

: " = = - =y e = - % | LT T
00000000 e N
“_‘ .‘ L .‘ A X .‘ : o]

0 Levon @ P

BGA 137 Pin-Assignment Wiring up with magnet wire

#BHUSA @BLACKHATEVENTS
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Dumping Firmware with BGA Socket

* We made some sockets and adaptors for these NAND Flash.
* The socket and adapter are separate designs.

000000000O0O0

LY L LT LN
ARNAAAAS @

Full pinout adaptor BGA Socket

#BHUSA @BLACKHATEVENTS
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Reading NAND Flash Data

» 2048-Bytes Data + 64-bytes Spare Area

x|
 The NAND chip size is 512MB wriessan o o0 3]
: BT e R F T |<2> 64 | = | BEERA | Englishl
&9 7 & (2> 64 V| ERAE T #REFAEFHBE
& & 3> 2 v ey —
Figure 7: Array Organization - MT29F4GO08 (x8) ﬁ;}; % BE 5T
5 694k & |<3> 2048 'I %k 64F
)4}1\4\ n
+—2112 bytes —»+— 2112 bytes —» FE r’l}h | 5 A e B AD96A Bk
- T — _ | 10964
cache Register | [~ 2048 '64] 2048 64| <=f— 0o E"ﬁk&g’ BHEX:
—L 5 A K HEDXD B B Ox T FFFFFFFok B8t 48
Pt pegiter | __2048 'G4| 2048 64) AT 4E Ho 3k (163 %)) |0XD FEREE.
- = 19002 (2K + 64 bytes) VERAER [ 5 A 2 A AR
Tblock = (2K + 64) bytes x 64 pages v Eia %K;‘f I ﬁ?‘j'i #ﬁﬁ'ﬁliﬁ'
2048 blocks = (128K + 4K) bytes
per plane | 1 block 1 block FHaE A | E # M
4096 bIO(ks‘ 1plane = (128K + 4K) bytes x 2048 blocks -
per device ) =2 11ebo %*4}#{ — g iﬁ‘ﬁ.
y 1device = 2112Mb x 2 planes
L ‘ = 4224Mb ST
- - - ey - 1% & B 54 I'ocuments\20181 126_8.bi j&&l
even-numbered blocks odd-numbered blocks
(0,2, 4,6,.., 4092, 4094) (1, 3,5, 7, .., 4093, 4095) A 4B K3 (16 M),rr HREE
% & W3 (1 6,‘_&*,])'0)(1 FrEFFeF L RARE | || Ll_l
. . 9 A Bk A | ST | i
NAND Array Organization

PROMAN NAND reader

#BHUSA @BLACKHATEVENTS



O

black hat

LISA 2020

Finding Spare Area

* The NAND user manual has suggestions for spare area mapping.

* In general, the spare area mapping always defined by NAND drivers.

Max Byte | Min Byte
Address | Address |ECC Protected | Area |Description

1FFh 000h Yes Main 0 |User data
3FFh 200h Yes Main 1 |User data
5FFh 400h Yes Main 2 |User data
7FFh 600h Yes Main 3 |User data
801h | 800h No Reserved L
803h 802h No User metadata Il
807h 804h Yes Spare 0 |User metadata |
80Fh 808h Yes Spare 0 |ECC for main/spare 0
811h 810h No Reserved
813h 812h No User metadata Il
817h 814h Yes Spare 1 |User metadata | Bad Block ECC User Data
81Fh 818h Yes Spare 1 |ECC for main/spare 1 > Information | Parity | (Metadata)
821h 820h No Reserved 2 bytes 8 bytes 6 bytes
823h 822h No User metadata Il
827h 824h Yes Spare 2 |User metadata |
82Fh 828h Yes Spare 2 |ECC for main/spare 2
831h 830h No User data
833h 832h No User metadata Il
837h 834h Yes Spare 3 |User metadata | .
83Fh 838h Yes Spare 3 |ECC for main/spare 3 y, Spare darea mappl ng (X8) #BHUSA @BLACKHATEVENTS
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Finding Spare Area

« Two ways to find spare area
« Checking the source code: /drivers/mtd/nand/qcom_nandc.c

Als -
1"1 -— .' \‘ Ll‘ ";" L' -

ECC

= Spare

]

X = Unus

| page: n = 4, spare = 16 by
* 4K page: n = 8, spare = 32 byte
8K page:r n = 16 spare = 64 bvtes
N PdU yge. n = 10, —'.L' are = 04 DyLesS

#BHUSA @BLACKHATEVENTS
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Finding Spare Area

* Two ways to find spare area

« Checking the source code: /drivers/mtd/nand/qcom_nandc.c
« Comparing NAND pages

65 20 & 76 6
6F 63| 6F 72 7 3 74 2?8 GF

74 41 66 74 BF 4D CC 7D 64 DA 18 72 35 Bl FF

21 01 01 01 01 01 01 01 61 01 01 61 01 01 01

)1 01 01 01 61 01 01 01 01 61 601 61 61 01 01 01
01 01 61 A A1 A1 A1 A1 A1 A1 A1 A1 A1 A1
)1 01 01 01 B3 BANZENEGNESNOANION /BN SCHSENER

id: incorrect n
otAftEMEFAUSESTY

The Nst page

The Nst+1 page

#BHUSA @BLACKHATEVENTS
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Removing Spare Area

* The spare area are 64-bytes in one page.

* One page has 4 sub-pages. Each sub-page has one ECC area.
* In general, spare area doesn't include the data zone.

with open(proman file path, 'rb') as proman file:
promanbin = proman_file.read()
proman_file.close()
with open(raw _file path, 'wb') as raw file:
for x in range(®, len(promanbin), ©x840):
pbuffer = promanbin[x:x+8x840]
page a = pbuffer[0x0:0x1D8] + pbuffer[0x1D1:0x1D1+0x34]
page b = pbuffer[ox1D1+0x34+0xB:0x3EQ] + \
pbuffer[0x3E1:6x3E1+0x%34]

page ¢ = pbuffer[0x3E1+0x34+0xB:0x5F0] + \
pbuffer[@x5F1:0x5F1+0x34]
page d = pbuffer[0x5F1+8x34+0xB:0x800] + \
pbuffer[0x801:0x801+0x24]
pbuffer = page a + page b + page c + page d
raw file.write(pbuffer)
raw_file.close()

except Exception as e:

print(e)

#BHUSA @BLACKHATEVENTS
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Finding Partition Tables

* For the Qualcomm modems, the partition tables start with special magic:
Oxaa73eed5 or 0x9%a1b7daa.

MagiC v 03 00 00 00 3: BSalUS"a. . . .
" g 2850 [ 3 4D 49 42 49 42 00 00 00 00 00 : 0:MIBIB
Partition nam e TR o s L
00 00 00 00 MINFO
30 3A 53 42

@ (A To T TToc e Partition Size

3A 53 42 4C 32 42 41 V. .
00 0C 00 00 00 gy . .
4LE 54 52 4F 4C 00 00 00 0 (Block)
00 Oc FF 00 00 yy
54 59 00 20 00 00 00
FF FF OC 30 3A 52 50
00 00 00 00 00
30 3A 4D 42 41 43
96 00 00 9C 00 00 00
53 32 0€ ) 00 00 00
) 58 00 00 FF FF 00
00 00 ) 00 00 00
FF FF 30 3A 45 46
00 00 2 01 00 00
30 3A 3 42 41 43
8A 01 38 00 00 00
50 50 53 42 4C 00 00 00 00
ec 00 FF 00 00

#BHUSA @BLACKHATEVENTS
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Partition Table Analysis

* The partition table called ‘MIBIB’
* The bootloader file type is ‘Android bootimg’

* The system partition is YAFFS
« Redundancy partition for upgrading
« Multilevel bootloader for secure boot

Partition Version: 3

Partition Number: 50

Partition
MIBLB
DEMINFO
SBL2
SBL2BACKUP
CONTROL
SECURITY
REM
RPMBACKUP
EFs2
EFS2_A
EFSBACKUP1
EFSBACKUPZ
APPSBL
APPSBL_A
APPS

APPS_A
MTCHUB
USERDATA

Start
QOOODO00

0000005a
00000066
00000072

0000007e

00000096
000000a2

00000152

0000018a

ooo001da

oooo021a

S5ize

Q000000a

0000000C
0000000c
QQO0000C

0000000cC
000000538
00000058
00000038
00000038
0000000c

00000040
00000040

00000030

Start(int)
Ox0
0x140000
0xb40000
Oxcc0000
Oxed40000
0xfc0000
0x1140000
0x12c0000
0x1440000
0x1140000
0x2a40000
0x3140000
0x3840000
0x39c0000
0x3b40000

#BHUSA @BLACKHATEVENTS

5ize(int)
0x140000
0xa00000
0x180000
Ox180000
0x180000
0x180000
0x180000
0Ox 180000
0xb00000
0xb00000
0x700000
0x 00000
0x180000
0x180000
0x800000
Ox800000
0x300000
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Removing Spare Area

* The same as Hisilicon cellular module NAND flash.

* The bootloader prints the partition layout when power on.
* The HISI development kit (DVK) partitions are the same as the HERMES.

0000008ms JNO. |offset |loadsize |capacity |loadaddr |entry |property |count |id |name |

0000009ms ]

000POOAMS ]00EEOAA1: 0PPEEAO ,00000000 ,00040000 ,00000000 ,00000000 ,00004000 ,00000000 ,00000101 ,m3boot
0000PORAMS ]00EOOR2: 0PO40000 ,00000000 ,001cOOO0 ,4fe0O00O ,4TedPOEOO ,00004000 ,00000000 ,00000102 ,fastboot
000POEBMS ]POEEOAE3: 00200000 ,00000000 ,00200000 ,00000000 ,00000000 ,00004800 ,00000000 ,00000103 ,nvbacklte
000EOOCMS ]000PE004L: 00400000 ,00000000 ,00400000 ,00000000 ,00000000 ,00004000 ,00000000 ,00000104 ,nvimg
000POACMS ]POEEOOO5: 08000 ,00000000 ,00400000 ,00000000 ,00000000 ,00004000 ,00000000 ,00000105 ,nvdload

00P0OEDMs ]00000R06: 0OCOOOOO ,00000000 ,00200000 ,00000000 ,00000000 ,00004000 ,00000000 ,00000106 ,nvdefault
00POOOEMS ]00000R07: 00ePOOOO ,00000000 ,00400000 ,00000000 ,00000000 ,00004000 ,00000000 ,0000010d ,oeminfo
0OPOOOEMS ]00000RO8: 01200000 ,00000000 ,0beOOOOO ,00000000 ,00000000 ,00004001 ,00000000 ,00000116 ,online
00POEOFMs ]0000OR09: ©dOEOOEO ,00000000 ,00800000 ,4ffcOEOO ,4ffcOO0O ,00004000 ,00000000 ,00000107 ,kernel
0000010ms ]00000R0a: ©0d80OOEO ,00000000 ,00800000 ,4ffcOEOO ,4ffcOOOO ,00004000 ,00000000 ,00000108 ,kernelbk
0000010ms ]00000E0b: PeOROOOO ,00000000 ,00200000 ,00000000 ,00000000 ,00004000 ,00000000 ,00000109 ,m3image
0000011ms ]0000OROC: 0e200000 ,00000000 ,00600000 ,00000000 ,00000000 ,00004000 ,00000000 ,0000010b ,dsp

DVK boot log

#BHUSA @BLACKHATEVENTS
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Removing Spare Area

* The partition table start with ‘pTableHead’ in the NAND dump.
* The structure is defined in /drivers/mtd/nand/ptable/ptable def.h

- 16 byte (partition head flag string)
20 byte (partition head flag string)

48 byte (partition table version name)

pTableHead Structure

#BHUSA @BLACKHATEVENTS
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Partition Table Analysis

+ We can parse the partition table with python. © (SRS I
« Balong V/R22 Telematic Smn e AL pnaan smaha o
* |t's similar with V7R22 4G Router (4PDA.ru) if'.; i iﬂiiil
* Redundant Partitions e R
* The key partition is YAFFS, too. L oo

(o1¢]

(o1¢] 0 Be IMAGE TEEOS
{o1¢] B BE IMAGE_TEEO
e B B IMAGE_DTS
00 98
00 3
modem_fw )% 0354000€ )x01e00000 Bx0BOORE AGE MODEM_FW YAFFS,MTD
boot ) %053 BE Ix01000000 ‘ ; IMAGE_KERMNER MTD
boothk <063 BE 10 90 ffe IMAGE_KERNELBK MTD
IMAGE _ 1t MTD
MTD
MTD
MTD
modem_twhblk 0 o] > 30 @x00POEA0E MAC YAFFS,MTD
system e @ 81t 0 BE IMAGE _SYSTEM YAFFS ,MTD
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Remapping YAFFS Logical Block

* The file system of user zone and system zone is YAFFS.

» Because of the Wear-Leveling, the block is not sequential. The block mapping
info is in the OOB area. So we can’t mount the file-system directly. We made a
tool to operate the file system.

if obj type == YAFFS OBJECT TYPE DIRECTORY:
file path = root path + get path(obj id 1list, parent _id, file name)
if not os.path.exists(file path):

yaffs_obj Try:

\ os.makedirs(file path)
except:

Level 2 i .L,;i;
elif obj_type = YAFFS_OBJECT_TYPE_FILE:
file_path = root path + get path(obj id list, parent_id, file_name)
iovel print(file_path, largest_index)
5][]:]:] if not os.path.exists(file path)
try:

Level 0 obj.writeVersion(largest index, file_path)

except:

NAND Extract files from YAFFS partition

Note, only 4 entries per Tnode are shown to simplify the diagram.

#BHUSA @BLACKHATEVENTS
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Filesystem Extraction

* We extracted files from NAND flash.
 The OEM apps located at /cust/app/bin

CanTP

DUNChat enableBT.sh enablelnter

Interne i iswdl.sh ocation logmain 0 ate ogrotate.sl OnOffApp

time-manager C trafficControl.sh tr n : 85 C vdmc

#BHUSA @BLACKHATEVENTS
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Bit-Flipping Error

* The bit-flipping is a NAND Flash features. If the key jump instructions are
affected by bit-flipping, our research may have headed in a wrong direction.

After — Aftar
0b1100101 - 0b1100001

8 69 It is localted 1 49 74 20 69 73 20 6C 6F 63 61 6C 74 6% 64 20 BY t is localted 3
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Error Bit Correction

* To fixed the bit flipping, we need to correct the bits by ECC.

* Different NAND has different ECC algorithm

#ifdef NANDC SUPPORT 24BIT_ECC

{NANDC SIZE BK, 368, nandcé ecc 24pilkbit, &nandct oob

{NANDC SIZE 4K, 200, nandcé ecc 24plkbit, fnandcé oob3

ftendif

{NANDC_SIZE &K, 144, _8bit &nandc6_oob3

{NANDC _SIZE 4K, 88, nandcé_ecc_4smb, fnandcé oob
#tifdef NANDC SUPPORT 24BIT ECC

{NANDC SIZE 2K, 116, nandcé _ecc 24plkbit, fnandcté oob3

tendif

{NANDC SIZE 2K, 88, _8bit &gnandcé oob

{NANDC SIZE 2K, 60, &nandc6_oob3

ECC definition in driver code

32 layout

2 layout

2 layout

32_layout

2 layout

32 layout

2 layout

#BHUSA
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Generating ECC

* The NAND controller using the hardware ECC, so the Linux driver source
code dosen’t include ECC implementation.

* The SoC SDK including the ECC algorithm.
« 2k + 64-bytes: ecc_4bit

int ecc parity gen(bytel]

¢itch{ecc level) {

this.lfsr init( lem 112,

ECC Polynomial codewords

#BHUSA @BLACKHATEVENTS
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Final Works

* The NAND file we generated is the same as we dumped.

* No secure boot. We can
 put a backdoor in it.
« modify the system service to open a debug shell.

Reballing

0x400-bytes 14-bytes Ox3E2-bytes 2-bytes 14-bytes Ox32—bytes 14-bytes

| | | |
Bad
Data Part 1 ECC Data Part 2 Block Data el
Flag

For YAFFS OOB

#BHUSA @BLACKHATEVENTS
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0S StartUp

Future Works sustata Loded from SEQHE |

* Access the HERMES remotely.
« For debugging purpose

* EngineerMode application.

« Send CAN message with internal service
* The data handled by SH-2A MCU e

Press 'H' to show commands

« Patch the MCU Firmware. (Difficulty: Nightmare)

Press to show commands
. . Press 'X' for serial download, using the 'xmodem' utility
* Firmware analyzation. Press 'B" to boot bios
. . g . Press 'A' to boot appli
» Functional Verification. Press 'R to boot appl2

Press 'C' to continue autoboot

* |t's hard to buy a Renesas DVK press 'E" to exit / reset

FLASH=00060000

) The Chipset iS the SH_2A exit IPL; jmp @3C0579D0 (image_os: 00000005)
MCU log

#BHUSA @BLACKHATEVENTS
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Access Back-end via eSIM

* We configured the APN, wiring up the eSIM to SIM Extender.
 DON'T insert it to your 4G device right away.

D) EEmE

LCLFU.NIMZMAPN
.CLFU . NIMZMAPHN
LCLFU.NJMZMAPN usernameABCXYZ3
.CLFU.NJMZMAPN usernameABCXYZ4

DeTaultValuel usernameABCXYZ1

17
APN name Wiring up to eSIM

DefaultValue2 usernameABCXYZ2

#BHUSA @BLACKHATEVENTS
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Access Back-end via eSIM

* The trigger when detecting an IMEI change event, it will freeze the account.

IMEI Change Security IMEI Change

IMEI Changed Security IMEI Change

« SO0 we must change the IMEI as the same as the TCU, you need
* 4G module DVK, it's unlocked.
» Modified 4G routers (E5885L).
« An MTK mobile device.

Hisilicon DVK

#BHUSA

@BLACKHATEVENTS
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Access Back-end via eSIM

* We change the IMEI and used new eSIM from another HERMES

#BHUSA @BLACKHATEVENTS



O

black hat

LISA 2020

Access Back-end via eSIM

* We got an intranet IPv4 address.
* The intranet is isolated.

#BHUSA @BLACKHATEVENTS
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Access Back-end via eSIM

* The eSIM account is run out of credit, but it still can access to provider’s
mobile shop.

|t doesn’t forbid us to access the TSP.

#BHUSA @BLACKHATEVENTS
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Finding domains

* The domain is corpinter, so we scan the domains from these files
* |t's helpful for the penetration test.

vcRef all.xml

Path: /workspace/HERMES_1.5/ME919_NAND/online/vcRef_all.xml
Size: 42287 / 41 KB

MIME:text/xml / Charset: us-asc

Keyword: corpinter

<CON_CepURL_CHN=>https:/-emmm = = == mbiis_ce/index.ntm</CON_CepURL_CHN>

<NTP_SERVER_URL>0.time.dvb.corpinter.net</NTP_SERVER_URL>

<NTP_SERVER_URL BACKUP=>1.time.dvb.corpinter.net</NTP_SERVER_URL BACKUP>

T-'-';;lﬁ'l'!._i 1alHa

MDS5: 647f3aa98c3d3ebcb3a@7cbldd3df463
SHA1: 57af2e9d75233ffc739d71f22d5d55F54e7f3204

SHA256: clcc5f32b52efa@fe792a6921415399acc2aad@7bBce3909022dcd5e18586F2F2

Associations between keyword and files #BHUSA @BLACKHATEVENTS
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PFX Password Decryption

* The PFX file loaded by certificate management service
 InfrastructureProcess connects to the backend

imtenetConnechijiby

#

Analyzing file references in graph

[corpinter]
¥

#BHUSA @BLACKHATEVENTS
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Certificates

* The scanner reported that some public/private keys and certificates.

* But the scanner cannot decrypt the PFX file, we found these files manually
including pkcs12 client certificates, encrypted passwords and CA certificates
for the car backend server.

Certificates, passwords and keypairs

#BHUSA @BLACKHATEVENTS
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PFX Password Decryption

« HERMES client inits with PFX file and passwd file.

* There are three regions certificates.
* INIT-006xxx1
* INIT-00xxxx1
* INIT-00xxxx8

std::string::string{&MBCA, "MB-CA™, &u3);
aeabi_atexit(&MBCA, &std::str '

std::string::string(&init68881pfx, "/
_aeabi_atexit(&init60881pfx, &std::sty
std::string::string(&init60808081passud,
_aeabi_atexit(&inité60001passwd, &std::
std::string::string(&init@eeeipfx, “/cust,
_aeabi_atexit(&initeee01pfx, &std::strin
std::string::string(&initeee8681passud,
_aeabi_atexit(&initeee81passwd, &std::stri
std::string::string{&coneectivity dir, '
_aeabi_atexit{&coneectivity dir, &std::
std::string::string(&reqular_pfx, “/cu
_aeabi atexit(&regqular pfx, &std::strin
std::string::string(&reqular_tmp pfx,

_aeabi_atexit(&regular_tmp_pfx, &std::string::

std::string::string(&reqular_passud,
_aeabi_atexit(&regular_passwd, &std::s
std::string::string(&SK SHMS_ 8, "/cu
_aeabi_atexit(&SK_SHMS_0, &std:::
std::string::string(&SK_SHS_1,

_aeabi atexit(&SK SMS 1, &std::strin
std::string::string(&IVU_SERIAL, /i
return _aeabi_atexit(&IU_SERIAL, &si

x0ff_25080);

&0

B tring, &off_25000);
std::string::string(&MBIISCA, CA'", &u3);
aeabi_atexit(&MBIISCA, &std::string::™string,

ng, &off_25000);

fdata/connectivit
£f_25000) ;
tivity/INIT
ff_250080);
onnectivity/INI1
, koff_25008);
1", &u3d);
&off_2508080);
i/reqular .pfr”, &u3);
25000
sistency/reqular tmp.pfx"
&off_25000) ;
sistency/reqular .passwud”
ing, &off_25000);
ter SK-SHS-0", &u3);
£f_25000) ;
ency/SK-SHS-1", &v3);

~25880) ;
s /1U-SERIAL", &v3);
‘string, &off_25000);

Persistency files
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PFX Password Decryption

o [****[***[lib/libimp_broadband common.so provides crypto implement.
« AES256 Key is hardcoded.

CEncryptionInterface::readEncrypted( (int)&plain_text passwd, (int)&zx);
std::string::operator=({int)xxflag, (int)&plain_text passwd);
std::string::“string((std::string =*)&plain_text passwd);
std::string::™“string{{std::string »*)&xx);
if ( std::string::compare{xxflag, (const char *)&unk 1F837) )
{
v7 = (std::string *){v2 + 28);
if ( checkFile{regqular_passwd, 8, 1) )
{
std::string::string{{std::string *)&xx, {(const std::string =)&reqular_passwd);
CEncryptionInterface::readEncrypted{ (int)&plain_text passwd, (int)&zx);
std::string::operator=({int)v?, {(int)&plain text passud);
std::string::“string((std::string =*)&plain_text passwd);
std::string::™“string{{std::string »*)&xx);

str _cpy(&iv, (int)" ENINE) )
AES set decrypt key((int)" 'y 256, (int)é&key);
AES cbc _encrypt({*in, (int)out, in[1] - #*in, {(int)&key, iv, 8);

IV and AES key

#BHUSA @BLACKHATEVENTS
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PFX Password Decryption

* We can load these certificates into browser, they didn’t expire.
* The certificate name 0060001 is used for the China market.

You have certificat

v DAIMLER
0060001
2000008
v Dalmler AG

0000001

es from these organizations that identify you

Software Security Device B

Software Security Device

Software Security Device

Available client certificates

November 18, 2039

February 5, 2036

August 4, 2040

#BHUSA
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Social Plugin SSRF

* You can bind your social media account with VIN in Head-Unit.

 The avatar URL is return to user from social media backend.
* We can modify the URL and submit it to TSP backend.

< Details
’lease use d :
FIease I \ B
location func d POI to this \ o
s

View Official Account

Linked from: 2019/05/08 02:18 PM

Delete Device

HeadUnit plugin page The car is bind with my account

#BHUSA @BLACKHATEVENTS
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Social Plugin SSRF

The plugin service will load any URL we want to access.

HU

Browser

Access Local
Files in

TSP

o IS A Mot secure  hBips

ropt:x:0:0:root: froot: fbin/bash
bim:zx:1:1:bin: fbin: /sbindnologin

daeson:x: &:1:daemon: fshin: /sbin/nologin
adm:x:3:4; ade; fvardade; fsbinfnalogin

lp:x:&:7: Ilp:fvar/spool flpd: Fabin/malogin
synmc:x:5:0:sync:/sbin: fbinfsync
shutdown:x:6:0: shutdosn: /sbin: fsbingshutdown
halt:=:7:0:halt: /shin: /skinfhalt

mail:x:8:12:mail: /varsspoolfmail; /shinfnologin

operator ;x:11:0operator: froot: fshinfnalogin
games:x:12;100: games - fusr/games ; fshinfnologin
Ttp:x:14:50:FTP User:Sfvar/Ttp: fsbhin/nologin

nobody :x: %9:99: Nobody = £ : fsbinfnologin
systemsd-metwork:x:192:192: systemd Network Management:/s:/sbin/nologin
dhws:x:81:81:System message bus:/!/shin/mologin

pelkitd: x:999:997 User for polkitd:/:/shbin/nologin
rpc:x:32:32:Rpcbind Daemon: fvar/flib/rpchind: /sbhin/nologin
sasd:x: 90, 996 User for sssd:f:/fsbinfnalagin

ntp:x:38: 38 ferc/ntps/esbinfnologin

t55:x:59: 59 Account used by the trousers package to sandbox the tesd daemon: Fdev/null: fi.hll'n.l'l'll!l!.l:lglﬂ

System file leaks

#BHUSA
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Telematics Data Stream
ATP: Advanced Telematics Protocol
« Support SMS channel, TCP channel

. Mutual TLS (TCP) S
HTTPS

« Support Encryption N

* Unique key-pairs Wake-Up >

* Dynamic key/IV -

<— Request new shared-key

Unlock door

Update the shared-key———
—>

ATP Command with special HMAC—

< Response

<€ Result

Car control data stream
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0.53K/s @ 30 O =" 4 52% (] 7:28

SMS Communication e

=g

j3UiKdvMvDkEAgAAYBAKOCcA8t
hAKs1QZAIMyEVKExXwA=

 Disconnect the TCU network, change the platform number to BT
my phone number 8!hAKs1QZAIMyEVkEwa=

AAAyAAgUNp5/8dhHO2UkyAbI
j3UiKdvMvDKEAGAAYBAKIcASt

« We can communicate with the TCU by using mobile phone. PAKS 1Q7AYEVKE A

AAAYAAQUNp5/8dhHO2UkyAbI

« BUT it's secure. The algorithms are hmacSHA256 + AES256, s il i
we can’'t modify it or replay it. AARMAABAIAAGAWCTYOT2?

wBiNUGQCDMhFZBDUAEWuUfE

char msg len[3] SRl
char security flag AAAIAAAABAIAAGAWCTXOT2p
o wBINUGQCDMhFZBDUAEWUfE
char digest algorithm eEhlw==
char digest len AABgBggUOuRXT4VGB2M/
. . . . nx6HOQZo/

char digest position[digest len] KDVOKQEAGADABAV1c50PQ
AAATQZAIMYEVKC2XGZFaW

char message typel[2] // 02 AES256CFB HMAC SHA256 sl

1-byte unknown XYZABKIUWWWVTGQCcgh1M4
gQ8+vabhfifa

char application id[2] // 06 door 2b sigpos

19-bytes unknown e a

char vin length
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Control Data Stream

« Car owners login Mercedes-Me from APP. | Back-end I

 The Back-end server didn’t authenticate the pr—
requests from Mercedes-Me. -

HERMES

* Once we get the access to back-end, we \Wake-Up >

. . Proprietary protocol with Mutual
can control any car in China. TLS

<— Request new shared-key

Unlock door —>

Update the shared-key————
—>

ATP Command with special HMAC—

< Response

Result

Car control data stream
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Car Control Command

» Engine

Supported Commands

POST v http:// /vehicleapi/vehicles. ‘engine/v1/start

 Door lock/unlock

Params

Roof open/close

Lighting on/off

Car beeping

Engine start/stop (Limited)

« Based on FBS4
* Limited models
* Value-added Service

tate”: "INITIATION",

e aRT

Engine start success
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Summary

* Follow Responsible Disclosure Policy

Attack chain exploited hardware and software vulnerabilities

Key impact: ability to send “remote services” commands (Didn’t go too far)

We did see many security considerations in Mercedes-Benz Cars

All access vulnerabilities were promptly fixed together

#BHUSA @BLACKHATEVENTS
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Immediate Response Actions

e Step 1: Initiate & Analyze
* Initiate incident response procedures
* Mobilize investigation and response teams
* Prioritize response activities

* Step 2: Contain & Fix
* Selective blocking of services + immediate fixes
* Forensic investigation
* Long-term fixes development

e Step 3: Lessons Learned
* Deploy long-term fix
* Roll-out plan for hardening
* Lessons learned exercise




HRSAC

Strong White Hat Community Is Key .
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