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Agenda

ÅȰ7ÈÙȟȱ ÎÏÔ ÊÕÓÔ ȰÈÏ×ȱ

ÅInformation conflict

ÅTactics in context

Å7ÈÁÔȭÓ ÎÅØÔ



Who Am I?

ÅHead of Strategic Cyber 
Threat Intelligence 
@ Booz Allen Hamilton

ÅPrior experience in elections, 
diplomacy, & law

ÅCTI by way of social 
sciences
ÅB.A. History @ Cornell

ÅM.A. International 
Relations @ Yale



Now Just How, but Why?

ÅWhy conduct an operation?

ÅWhy act at this time? 

ÅWhy use these tactics?

ÅWhat was the objective? 

ÅHow do operations relate to 
each other?



Background Reading

Å2ÕÓÓÉÁȭÓ -ÉÌÉÔÁÒÙ $ÏÃÔÒÉÎÅ 
explains the tactics, targets, and 
timing of GRU cyber operations 

ÅTL;DR: the GRU has often done 
exactly what it said it would do



Soviet-Era 
Election 
Interference 

Image Source: Everett Herald



Familiar Tactics, but Shifting Responsibilities

Image Source: U.S. Senate Intelligence Committee (1985)
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ά{ƻΣ ǘŜƭƭ ƳŜ ƳƻǊŜ ŀōƻǳǘ Ƙƻǿ ōŀŘ ƭƛŦŜ ƛǎ ƘŜǊŜΗ όǘǊŀƴǎƭŀǘƛƻƴύ
Information 
Confrontation

The continuous competition 
over beliefs, opinions, 
perceptions, and feelings to 
enable the furthering of 
ÓÔÁÔÅÓȭ ÁÇÅÎÄÁÓ



άLƴŦƻǊƳŀǘƛƻƴ /ƻƴŦǊƻƴǘŀǘƛƻƴ ςŀ {ǘǊŀǘŜƎƛŎ /ƘŀƭƭŜƴƎŜέ
- National Defense (March 3, 2013)

Russian Military Bought Into 
Information Confrontation

ÅCodified into core military doctrinal 
documents since 2000

ÅAddition of new missions like 
ÐÒÏÔÅÃÔÉÎÇ ȰÈÉÓÔÏÒÉÃÁÌȟ ÓÐÉÒÉÔÕÁÌȟ ÁÎÄ 
ÐÁÔÒÉÏÔÉÃ ÔÒÁÄÉÔÉÏÎÓȱ



Ȱ)ÎÆÏÒÍÁÔÉÏÎÁÌ-0ÓÙÃÈÏÌÏÇÉÃÁÌȱ 
Capabilities Ȱ)ÎÆÏÒÍÁÔÉÏÎÁÌ-4ÅÃÈÎÉÃÁÌȱ
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Fancy Bear // 
APT28  // 

Sofacy Sandworm

Ғ

)ÎÆÏÒÍÁÔÉÏÎ #ÏÎÆÒÏÎÔÁÔÉÏÎȭÓ 4×Ï 3ÉÄÅÓ

Image Source: Universal Pictures
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Greater Utility Than Just Changing Outcomes

Create New 
Opportunities

Undermine 
Opponents

Shape Domestic 
Opinions



Ukraine (2014)

Image Source: Getty Images

Amplify divisive and delegitimizing narratives



Ukraine (2014)

Disrupt election infrastructure

Image Source: CyberBerkut



Ukraine (2014)

Publicize and authenticate narrative of unreliable elections infrastructure

Image Source: ArsenAvakov, RIA Novosti


