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Lessons from the Past

Ruhr-University Bochum, 2005 Black Hat DC, 2009 Black Hat DC, 2010
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i — 3 Domain-Focused
|- Experiments

18 GEO Satellites

9 Coverage Area ~100 million km?
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Whose Data?

il

9 FORTUNE GLOBAL 6 OF 10 LARGEST ~40% MARITIME GOVERNMENTAL YOU?
500 MEMBERS AIRLINES CARGO MARKET AGENCIES
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3-Minute
SATCOM
Crash
Course

Photo: Three Crew Members Capture Intelsat VI, NASA, 1992, Public Domain
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Threat Model



Nation-State Actor Tech

#BHUSA @BLACKHATEVENTS
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Photo: Het grondstation van de NSO, Wutsje, July 2012, Wikimedia Commons, CC BY-SA 3.0



Nation-State Actor Tech

#BHUSA @BLACKHATEVENTS

Photo: Het grondstation van de NSO, Wutsje, July 2012, Wikimedia Commons, CC BY-SA 3.0



$300 of TV Equipment

-

TBS-6983/6903 ~$200-5300 (or
comparable PCIE DVB-S tuner,
ideally with APSK support)

Selfsat H30D ~S90 (or any old
satellite dish + LNB off Craigslist)

#BHUSA @BLACKHATEVENTS
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MPEG-TS +
MPE/ULE

» Legacy (but still popular)
standard

« Sort of a hacked together
combination of protocols built
for other purposes

» Tools exist for parsing
* dvbsnoop, tsduck, TSReader

* Primary focus of related work
from 2000-2010

#BHUSA @BLACKHATEVENTS
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GSE (Generic
Stream
Encapsulation)

 More modern, popular
among enterprise “VSAT”
customers

* In practice, networks
assume equipment in
the $25k-$100k range

Start

¢ !
-
ea er

rame Data iel

rame Data iel
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GSExtract

Packet Recovery Rate Using GSExtract

« Custom tool to forensically
reconstruct bad recordings

* Applies simple rules to find IP
headers / place fragments

* https://doi.ieeecomputersociety.org/10.
1109/SP40000.2020.00056

* Public Release?
 https://github.com/ssloxford

GSE Packets (millions of
PDUSs)

Satellite Stream ID
wFull Partial mUnrecoverable

#BHUSA @BLACKHATEVENTS
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dvbsnoop
Dish +
*.pcap
Tuner Card
GSExtract

#BHUSA @BLACKHATEVENTS
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General Findings

‘((l‘rz

1000000}

NO DEFAULT ISP-ESQUE
ENCRYPTION VANTAGE POINT

100000

Captured Sessions

10000}

BREACH THE
PERIMETER

Protocol
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Terrestrial



TLS == Privacy?
<« - C ..gongle.cn.uk

About Store Connection Is secure

Your information (for example, passwords or credit

card numbers) is private when it is sent to this site.

Learn more

B Certificate (Valid)
@ Cookies (37 in use)

£ Site settings

#BHUSA @BLACKHATEVENTS
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TLS != Privacy

Top SSL Certificate Names (MPEG-TS Case Study)

* google.com | |

DVE-DATA MultiProtocol Encapsulation %, gvt1.com | |
Internet Protocol Version 4, Src: dns.google (8.8.4.4), Dst: GG +.googleapis.com |
User Datagram Protocol, Src Port: 53, Dst Port: 43667 * g.doubleclick.net [ |
Domain Name System (response) *.adnxs.com [ |

Transaction ID: @xl13c2 *.icloud.com [ ]

Flags: @x818@ Standard query response, No error *.mail.me.com [0

B query P y [PRIVATE - ENERGY PROVIDER] [}
Questions: 1 * google-analytics.com | |
Answer RRs: 2 * . dropbox.com [

*_ c.docs.google.com |
* criteo.com [ |
* crashlytics.com [

Authority RRs: @
Additional RRs: @

¥ Queries *.1.oca.nflxvideo.net [ |
. Anﬁiziz.drﬂphﬂx.cum: type A, class IN *.googieusercontent.com ]
.smoot.apple.com | |

bolt.dropbox.com: type CNAME, class IN, cname bolt.v.dropbox.com * .pipe.aria.microsoft.com [ |
bolt.v.dropbox.com: type A, class IN, addr 162.125.18.133 * . twimg.com [
[Unsolicited: True] *.rubiconproject.com [
StufFing *.doubleclick.net [

0 1000 2000 3000 4000 5000 6000

#BHUSA @BLACKHATEVENTS
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ITLS != Privacy

...=3D"cs80DY435B" ><span

class=3D"cs19=..C3E152">E-mail: <a
href=3D"mailt0:_"><span
class=3D"cs2=..50A6940" > INEGEGEGEGEGEGEE </ cpan></a>
</span></p><p class=3D"csGB..%80D9435B"=..><span
class=3D"csl19C3E152">&nbsp: </span></p><p
class=3D"cs95E872D0"><span

c=..1lass=3D"csl9C3E152">&nbsp; </span></p><p

cl.vex>p»i7A. . .~ . BE..®<S. .. A, - " S 73T L %L °
«.G....>.*%a33=3D"c380D9435B" ><span
class=3D"=..cs6T75EBA1">AVIS0O LEGAL</span></p><p

class=3D"cs80D9435B"><span class=3D"csl19=..C3E152">Este
mensaje va dirigido, de manera exclusiva, a su
destG...inatario y c=..ontiene informaci=C3=B3n
confidencial y sujeta al secreto profesional; cuya
d=..ivulgaci=C3=B3n no est=C3=Al permitida por ley.
</span></p><p class=3D"cs80D=..9435B"><spG...an
class=3D"cs19C3E152">En caso de haber recibidoé&nbsp:
este mensa=..je por error, le rogamos gue, de forma
inmediata, nos lo comunique mediante e=..ste medio o a
trav=C3=A9s del tel=CG...3=A%fono (+34) 942} NGB v
proceda a s=..u eliminaci=C3=B3n. Asimismo, le
comunicamos que la distribuci=C3=B3n, copia=.. o

#BHUSA @BLACKHATEVENTS
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IOT & Critical Infrastructure

“admin-electro.....”

GET /lewvel/15%/exec/-/sh/run/CR HTTP/1.1

Host: o4. I
Authorization: Basic YWRtaWdtZWx1lY3Ry

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,*/*;q=0.8
Accept-Encoding: deflate, gzip, identity

Accept-Language: en-U5;g=08.6,en;q9=08.4
Referer: http: 3354.*

User-Agent: Mozilla/5.8 (Windows NT 5.1; rv:9.8.1) Gecko/201808181 Firefox/9.8.1

#BHUSA @BLACKHATEVENTS
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Maritime

#BHUSA @BLACKHATEVENTS
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Case Study: 100 Random Ships

#BHUSA @BLACKHATEVENTS

Art: Rodney’s Fleet Taking in Prizes After the Moonlight Battle, Dominic Serres, Public Domain 36



~10% of Vessels Identifiable

37



~10% of Vessels Identifiable
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~10% of Vessels Identifiable
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~10% of Vessels Identifiable




ECDIS

« Electronic Chart Display and
Information System

« Standard Formats Support
Cryptographic Verification

 But we observed more than
15,000 unsigned charts files in
transit

 Many also use proprietary
formats

Photo: Navigation system used on an oil tanker, Hervé Cozanet, Wikimedia Commons, CC BY-SA 3.0
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Listening Can Be Enough...

Chart Update Via Email

—————— = Part ©4846 1152542406.1556874033574
Content-Type: text/plain:
charset="us-ascii"
Content-Transfer-Encoding: 7Thit

Please save the attached file

(O c--) to the following
= H directory on the ChartCo PC:
Publicly Routable FTP Fileshares e e\ ChartCo\ Tnbos
> Transmission Control Protocol, Src Port: 21, Dst Port: 41573, S _
(Networked users should browse to their

v File Transfer Protocol {FTP} relevant ChartCo Network path e.g.

. oo . 'G:\Ch box'
v 257 "/Inbox/chartdelivery” is current directory.\r\n G \ChartColtnboxt)

Response code: PATHNAME created (257) Once all attachments have been saved,
open PassageManager and click on the
Response arg: "/Inbox/chartdelivery” is current directory. 'Check for New Updates' button at the

foot of the home page in order to import
any new data.

—————— = Part ©4846¢ 1152542406.1556874033574
Content-Type: application/octet-stream;
name=""CHIIIEN. c--"
Content-Transfer-Encoding: baset6d
Content-Disposition: attachment;

£1lename—" 0N -

#BHUSA @BLACKHATEVENTS
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Captain of Billionaire’s Yacht — MSFT Acct. Crew Passport Data Transmitted to Port Authorities
Subject: Microsoft account password reset CID MNumber

Rank: COFF HWH&HESM{}J’}
To: captain@ [ com Passport: Z Issued: @5 Expiry: 64 br>

J{Prlorltv'i‘- Seaman book: - I=ssued: 84_ Expiry:

ne: MessageDispatcherEOP
~~~~~~~~~~~~~~~~~~ Nationality: [ij vate of pirth: | F1ace of birth: -
Message- m% a

K-MSAMetaData: <br>

=? [iéiia‘é“é‘iﬁ]:i“?_f <br>

2usasci2o I 10 torber I Rari; 2077 tene I snosp; copp
—?Uﬁ_ﬁﬁﬁtl‘?ﬂ_ Passport: Hﬁed: 14 =piry: 13 [
MIME-Version: 1.0 Seaman book: Issued: 24 Expiry: 23
Content-Type: multipart/alternative; boundary="|  GcIEIINEG Nationality: [ oate of birth: Place of birth:

Return- Path' account- security—ncreply@accountprctection.microsoﬁ.ccm

br:

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

A- Forefrcrnt -Antispam- Repor‘t:

#BHUSA @BLACKHATEVENTS
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Where Did the Planes Go????

ropean airports
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Chart: Xavier Olive, Impact of COVID-19 on worldwide aviation, https://traffic- 45
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Where Did the Planes Go????

ropean airports
2 DD
N -
= A
£ D
T
©
o
()
% S

Lots of Useless
Nonsense (e.g.
Instagram Traffic)

Almost Entirely People Who Really
Essential Traffic Need to Travel

#BHUSA @BLACKHATEVENTS
Chart: Xavier Olive, Impact of COVID-19 on worldwide aviation, https://traffic-

viz.github.io/scenarios/covid19.html



Crossing the “Red Line”

"A primary concern is the sharing of these SATCOM devices
between different data domains, which could allow an attacker [...]
to pivot from a compromised IFE to certain avionics”

#BHUSA @BLACKHATEVENTS
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T [ > 10.:4c. M c0cc2 [AFP] #127
HTTP/1.0 30

2 Moved Temporarily..Content-Type: text/html..Location:
httwmz.—m&mm b

efb. /efb/api/vl/taskSheet /getUnsavedTsCaptains.do?soflseairs=[
—M&ﬁchDEDﬂtﬁ—

-depCda—- PVG&arvCcds=PVG !-

THIN: -0 > 10.45. @ 51044 [AFP] #913
HTTP/1.0 302 Moved Temporarily..Content-Type: text/himl..Location:

http://172. :58072 userurl=http:
//efh . I/ =tb/api/v1/flightPlan/getWayPoint . do? f1tNr= |GG
B - -l

B ;-1 ncd=sdepcd=]sarvcd=PEKarescheduledrl tDt={EGTchNcNGEGEGEGNG: - - 1
SeqgNr=

T > B :--0/0 [2FP] #820
HTTP/1.0 302 Moved Temporarily..Content-Type: text/himl..Location:
http://172 N : ; o I ) courl=hitp:/
/eth I <£h/ api/vl/weather/sweatherguery.do?latitude=56 . I 1ongi
tude= G

#BHUSA @BLACKHATEVENTS
Photo: Gulfstream Aerospace G150, Robert Frola, 2011, Flickr, GFDL. 48



GSM @ 30,000ft

UTRAN Iuh interface RUA signalling
Radic Access Network Application Part
G5M A-I/F DTAP - CP-DATA
G5M A-I/F RP - RP-DATA (Network to MS)
GsM SMS TPDU (GSM @3.48) SMS-DELIVER
@... .... = TP-RP: TP Reply Path parameter is not set in this SMS SUBMIT/DELIVER
.1.. +u.. = TP-UDHI: The beginning of the TP UD field contains a Header in addition to the short message
..B. .... = TP-5RI: A status report shall not be returned to the SME
wews B... = TP-LP: The message has not been forwarded and is not a spawned message
wess «B.. = TP-MMS: More messages are waiting for the MS in this SC
wees «.88 = TP-MTI: SMS-DELIVER (@)
TP-Originating-Address - ||| N
TP-PID: @
TP-DCS: 8
TP-Service-Centre-Time-Stamp
TP-User-Data-Length: (14@) depends on Data-Coding-Scheme
¥ TP-User-Data
» User-Data Header

sMs text: Name: || R r7est Result: Negative - \nResult Date: ]

£ W oW e W

W W W Y

#BHUSA @BLACKHATEVENTS
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Active
Attacks?

©




TCP Session Hijacking

« Snoop TCP sequence numbers

* Impersonate satellite-terminal
conversation endpoint

* Possibly bi-directional, but more
complex
* Network Requirements

* |Ps must be routable to attacker

 No TCP sequence number
altering proxies

#BHUSA @BLACKHATEVENTS
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Ethics and Disclosure

Adhered to legal

. C . ue Followed responsible Vast majority of
obligations in jurisdiction ) : :
: disclosure process companies were receptive
of data collection
e Data stored securely and e Contacted satellite e Shared findings directly
only while needed operators in 2019 to CISOs of several large
e Data was never shared e Reached out to some of orgs
with 3" parties the largest impacted e Unclear if any changes
e Encryption untouched customers have been made...
e Won’t “name and e Only one organization
shame” threatened legal action if
we published!

#BHUSA @BLACKHATEVENTS
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Thanks FBI!

#BHUSA @BLACKHATEVENTS
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Thanks FBI!

#BHUSA @BLACKHATEVENTS
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Thanks FBI!

® The materials used in the researchers experiment included a TBS-6203 DVB-52X PCl card, Selfsat H30D satellite dish, and 3
meter coaxial cable.

#BHUSA @BLACKHATEVENTS



Mitigations
and Defenses




Why Does This

Happen?

Not 100% Incompetence /

Ignorance

Latency -> Miserable TCP

Experience
Ss fix wit

1

‘e rforman e

n an ing rox ies” S

« Basically a benevolent Man-In-

The-Middle attack

an 't se tra itional en -to-end

VPN and PEP
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Short-Term Fixes

M, P

Accept VPN performance Use TLS / DNSSEC / etc. ISP: Alter sequence
hit numbers in PEP

#BHUSA @BLACKHATEVENTS
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Longer-Term - “QPEP”

stomer

Workstation

o — ﬂl“—"u

Satellite

il

A EI AV,
—~ & &

Sessions
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Terminal ro n station Ser er Ser er
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#BHUSA @BLACKHATEVENTS



QPEP Design Principles

OPEN SOURCE ACCESSIBLE & SIMPLE TARGET INDIVIDUALS (NOT

ISPS
Contribute Here: https://github.com/ssloxford/gpep )

#BHUSA @BLACKHATEVENTS
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Traditional VPN Encryption (OpenVPN) Encrypted PEP (QPEP)

~25 seconds ~14 seconds

#BHUSA @BLACKHATEVENTS
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Key
Takeaways

&]2

o

68

Satellite Broadband Traffic is Vulnerable
to Long-Range Eavesdropping Attacks

Satellite Customers Across Domains Leak
Sensitive Data Over Satellite Links

Performance and Privacy Don’t Need to
Trade Off in SATCOMs Design

#BHUSA @BLACKHATEVENTS



I e“Next o” | nnow n. Encr t evertin.

Questions/ldeas: james.pavur@cs.ox.ac.uk #BHUSA GBLACKHATEVENTS
Special thanks to a.i. solutions for offering academic access to FreeFlyer, used in our animations!



