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E Deep neural network

hidden layer 1 hidden layer 2 hidden layer 3

input layer

Hacker Artificial intelligence Thanos with Infinity Gauntlet
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N W\ (% o Google algorithm busts CAPTCHA with 99.8

percent accuracy
CAPTCHA

CYBERSECURITY, MACHINE LEARNING, TECHNOLOGY

Breaking CAPTCHA Using Machine
Learning in 0.05 Seconds

26 Oct 2017 18:00 GMT

Artificial Intelligence Beats
CAPTCHA

Computer bot
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Adversarial examples are inputs to machine learning models that an attacker has
intentionally designed to cause the model to make a mistake (Goodfellow et al 2017)
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+ Adversarial Example T

Defender Avenger with Infinity Gauntlet
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Al Bot Resistant CAPTCHA
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CAPTCHA

Adversarial perturbation

#BHUSA @BLACKHATEVENTS



0

blackhat

| 1SA ~20120)

e Persistent adversarial perturbation

e Zero knowledge about the attacker’s tool

e Efficiency to generate adversarial perturbation
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Resistant Adversarial Perturbation (RAP)

e Resistant to image filters
e Effective to unknown Al-based CAPTCHA solvers

CAPTCHA Adversarial Patch (CAP) and Trojaned CAPTCHA Solver

e Detect computer bots
e Efficiently generate CAPTCHAS
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9 filter(CAPTCHA+A)
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Open questions:
- What is RAP’s transferability performance?
- How to generate RAP with high transferability?

Our Observation:

A
Transferability

\ origin

>

number of wrong characters
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Table 1: RAP mislead solvers success rate

Solver Model | Solver Accuracy | RAP Success Rate
=) | LeNet-5 99.6% 100%

AlexNet 99.2% 100%

vggl6 99.6% 100%

vggl9 99.4% 100%

xception 99.1% 100%

Table 2: Misclassify rate based on number of wrong characters

a e e Ve A
Solver Model | 1 char | 2 chars | 3 chars | 4 chars
AlexNet 51% 80% 88% 95%
vggl6 64% 90% 95% 98%
vggl9 48% 71% 80% 91%
xception 69% 90% 91% 96%
\_ \_ \_
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Resistant Adversarial Perturbation (RAP)

e Resistant to image filters
e Effective to unknown Al-based CAPTCHA solvers

CAPTCHA Adversarial Patch (CAP) and trojaned solvers

e Detect computer bots
e Efficiently generate CAPTCHAS
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Original CAPTCHA Image

Filter-Robust Universal
CAPTCHA Patch (CAP)

Patched CAPTCHA

After Filter + Grayscale

Solver’s Result
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CAP = argmax Ey.x [logP(y|x +A)]
A,“A”oo <€
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Reverse Engineered CAPTCHA
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How CAP evolve

No filter resistant
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Table 4: CAP Accuracy

Target Chars|| 4/4 ||3/4 | 2/4 | 1/4 | 0/4
ABCD 1031 [|114 7 0 0
DBCA 1004 (137 | 10 1 0
AAAA 996 ||112 | 32 11 1
BBBB 1054 || 83 10 0 0
EFGH 1080 || 68 4 0 0
GGGG 9938 91 35 23 5

7777 1016 ||111 | 22 3 0
RRRR 9738 25 46 30 3
VVVYV 1009 [|116 | 17 10 0
YYYY 946 ||153 | 46 7 0
RVXY 966 |[143 | 28 15 0
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e |everage adversarial example to defend against hackers’ Al-powered toolkit
e Resistant Adversarial Perturbation (RAP)

o Resistant to image filters

o Effective to unknown Al-based CAPTCHA solvers
e CAPTCHA Adversarial Patch (CAP) and Trojaned CAPTCHA solvers

o Efficiently generate CAPTCHAs

o Detect computer bots
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