blgc’zk hat

LSRR =

RollBack

A New Time-Agnostic Replay Attack Against the Automotive
Remote Keyless Entry Systems

Levente Csikor Hoon Wei Lim
NCS Group NCS Group

Institute for Infocomm Research, A*STAR

A
f AAAAAAAAA
% science, Technology ‘
aaaaaaaaaaa

SSSSSSSSS

Joint work with Jun Wen Wong (NCS Group / DSBJ), Soundarya Ra

S), Rohini Poolat Parameswarath (NUS), Mun Choon Chan (NUS)

#BHUSA @BlackHatEvents



£

blackhat Keyless car thefts have been on the rise
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‘ News » Northernlireland » Co Tyrone

Police warning after sixth keyless car theft in Mid Ulster \

f¥@inG A @aklﬁug Npmﬁ o h ' this year

NEWS CULTURE & LIFESTYLE BUSINESS COMMUNITY REVIEWS OPINION HEALTH SPORTS Detectives are investigating the theft of a blue Hyundai Tucson in Donaghmore

—y By Conor Coyle Fermanagh and Tyrone reporter
SHARE 0 O @ o COMMENTS 10:34, 28 APR 2022

» Enter your postcode for local news and info Enter your postcode

— -_—

~

__4a'liixury cars stolen over follr weeks

According to HRPS, a total of 124 vehicles were stolen in our town since January 2021, of which 66 thefts relied on relay or reprogramming technology. Police urge
residents to be vigilant.
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blackhat Keyless car thefts have been on the rise
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MaitlOnline

1 Keyless entry car technology now accounts for nearly 50% of all
vehicle thefts UK Daily Mail, Jul 2021

2021 Annual
Report & Threat
Assessment

AUTO-ISAC

d The risk of technology-enabled vehicle theft will continue to
increase Auto-ISAC Threat Assessment Report 2021

1 Keyless entry/key fob is one of top two most common attack

GLOBAL

vectors Upstream Global Automotive Cybersecurity Report 2022 R oY 3.
CYBERSECURITY
REPORT

LANDSCAPE IN LIGHT OF
NEW REGULATIONS
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blackhat Threats against remote keyless entry systems
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[d Manipulation of key fob signals
1 Signal jamming
d Relay (amplification) attacks
[ Replay attacks

[ Attack on key management and
cryptographic algorithms

d  Key enrolment

d  Key replacement

4 Key extraction

4/42
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VIRUS REMOVAL GUIDES ~

Home > News > Security > Honda bug lets a hacker unlock and start your car via replay attack

Cloud Security Identity & Access Data Protection Network Security  Application Security
Honda bug lets a hacker unlock and start your car via replay attack

By Ax Sharma Honda Admits Hackers Could Unlock Car Doors,

Start Engines

By Ionut Arghire on July 13, 2022

(6 Recommena 0 JJ RS

“Rolling-PWN attack” targets Remote Keyless System on Honda vehicles

Honda has confirmed that researchers were indeed able to hack the remote keyless entry
system of certain Honda vehicles to unlock the doors and start the engine.

Over the weekend, security researchers Kevin2600 and Wesley Li from Star-V Lab published
information on a security bug they identified in the rolling codes mechanism of the remote

keyless system of Honda vehicles, which allowed them to open car doors without the key fob
‘resent.
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black hat Our new fmdmgs in a nutshell
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[ New replay attack - RollBack

d Revealed highly unusual behavior — more effective than
previously known key fob replay attacks

d Initial discovery in Aug 2021: unlocked a car by
replaying two consecutive signals within 5 seconds

d Derived new generic attack metrics in Mar 2022 that
work across different car makes & models: no. of
signals, sequence, interval, instructions in the signal

1 Appear consistent with security assessments by
Thatcham Research — Consumer Security Ratings 2021

D ResponSible diSCIOsure Source: Thatcham Research, 2021

d Notified key fob chip manufacturers in Apr 2022
A Shared findings with Auto-ISAC in May 2022

6/42
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Brief overview of the operation
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black hat Rolling codes in a nutshell
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1 Every key fob signal transmission is unique Owner icle [

| @
Q| n+1
"Unlock code n"——— a .§§ 2
e
A Every time a button is pressed and a signal is received by the =

vehicle, both increase a counter for the next use -
[ If counters are in sync upon reception — vehicle acts as 3 1
i n+2
|nStrUCted/eXpeCted "Unlock code n+1"—— Q .E‘ 2:2
s
[T n+k
. . . , e .. [ &
(1 Buttons accidentally pressed but far outside of the vehicle's vicinity P
- T +
—"Unlock code n+2"—» 8 ne
r \ E‘ n+4
' —"Unlock code n+3"— | ;
Vs o T
5 -
8|
g
"Unlock code n+4"—~ Q =
I
%‘5},{??} PE sy | = n+k
used codes ' VV B _‘
s
Double (mersnm" AN s wu;
N e - i
A Upon successful reception, counters become re-synchronized again N

Information Classification: General [1] Microchip, “KeeLog™ Code Hopping Encoder,” Microchip HCS200, https://bit.ly/3GgCl5¢, 2011 [Accessed: Jul 2022]. 8/42
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blackhat Rolling codes - Straightforward “exploit”
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1 If an attacker can capture the signals of the accidental Owner Vehicle
button presses outside of the vicinity of the vehicle o S a

\ Vaﬁd code?

=

3|

[ BUT: Obtaining valid “future code” in reality is extremely
difficult

o "Unlock code n+1"—— a
: ' ‘ n+1

—"Unlock code n+2"—» B
Attacker captures signal
@ - om

Attacker replays signal

o "Unlock code n+4"——> a :
i |

Information Classification: General 9/42
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[ RollJam attack

Valid codes | Valid codes
13-
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Valid codes

[ RollJam is/was not a “new hack”
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LISA 2

RollJam

Infamous attack against all rolling
code-based systems
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blackhat RollJam in a nutshell
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O Good-guy hacker, Samy Kamkar, proposed it in 2015
0 Special-purpose small device (< 30 USD)

Owner RollJam Device Vehicle Attacker

(@ W)) | a ‘

[  Capture
J  Jam
A Replay signals

RollJam in the news: https://www.wired.com/2015/08/hackers-tiny-device-unlocks-cars-opens-garages/
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black hat RollJam in a nutshell

O Good-guy hacker, Samy Kamkar, proposed it in 2015
0 Special-purpose small device (< 30 USD)

Owner RollJam Device

(((“))) ;
"Unlock 1" - (if) Jamming
[  Capture () Capture
. : "Unlock 1"

A Replay signals

d First “unlock” signal sent

RollJam in the news: https://www.wired.com/2015/08/hackers-tiny-device-unlocks-cars-opens-garages/

Information Classification: General
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blackhat RollJam in a nutshell

U SZANSNI= =

O Good-guy hacker, Samy Kamkar, proposed it in 2015 Owner Rolllam Device Vehicle Attacker
0 Special-purpose small device (< 30 USD) (“ﬂ”) |
"Unlock 1" i (i) Jamming
d Capture :’(1) Capture
3 Jam 7 : : "Unlock 1"
Q  Replay signals . (ii) "Unlock 2" i (i) Jamming
«__(i) Capture
"Unlock 2"
. N y . ; (iv) Replay "Unlock>1 "o |
[ First “unlock” signal sent Unlocked

0 Second “unlock” signal sent (as a retry)

[ Vehicle acts as intended

RollJam in the news: https://www.wired.com/2015/08/hackers-tiny-device-unlocks-cars-opens-garages/
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blackhat RollJam in a nutshell

L SANSE = =

O Good-guy hacker, Samy Kamkar, proposed it in 2015 Owner ~olllam Device Vehicle Attacker
0 Special-purpose small device (< 30 USD) «‘W) <
"Unlock 1" i (i) Jamming
3 Capture «__|(i) Capture
O Jam 7 ' : "Unlock 1"
3 Replay signals i (i) "Unlock 2"} (ii) Jamming
«__(i) Capture
"Unlock 2"
) Y Yy (iv) Replay "Unlock#1 " |
[ First “unlock” signal sent g Unlocked
Drive/ Use .
o oick" 1Unlo'cked4
0 Second “unlock” signal sent (as a retry) T Nourter s g
i "Unlocks" can -
take place = L giiiiiiiiiiiinnnn. '.UF?F?!F%‘/I".'QQ?F ..................
[ Vehicle acts as intended va) Replay "Unlock 2" | [
. “ " s 5 Unlocked «/298SS...
[ Attacker has the next valid yet unused “unlock” signal ; : z

RollJam in the news: https://www.wired.com/2015/08/hackers-tiny-device-unlocks-cars-opens-garages/
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blackhat RollBack - two captured signals
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Owner RollBack device Vehicle Attacker

d Setup is similar to RollJam |
o " = .
1 HOWEVER: RollBack is different

*RollBack does not necessitate jamming but it can ease/fasten the signal capturing process

Information Classification: General 16/42
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blackhat RollBack - two captured signals
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O Setup is similar to RollJam Owner RollBack device
(<«N»>) |
[0 HOWEVER: RollBack is different Urtock 1 i) Jammi
" " | 1) Jammin
O First “unlock” signal sent ot (i}éé;;'tlj}égw

5 "Unlock 1"

*RollBack does not necessitate jamming but it can ease/fasten the signal capturing process
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blackhat RollBack - two captured signals
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|:| Setup is similar to RoIIJam Owner RollBack device Vehicle Attacker
v =
d HOWEVER: RollBack is different . ammi |
. “ P "Unlock 1" U ¢ i) Jamming . =
Q First “unlock” signal sent ) Capture | lLocked
: 5 "Unlock 1"
O Second “unlock” signal sent (as a retry) (i) "Unlock 2" ;  "Unlock 2" >Unlo§c -
3 Captured only and let the vehicle receive it : :'('Gglzgtku;e e
[ Vehicle acts as intended

*RollBack does not necessitate jamming but it can ease/fasten the signal capturing process
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blackhat RollBack - two captured signals

L SANSE = =

0 Setup is similar to RollJam Owner RollBack device Vehicle Attacker
W ) .
[0 HOWEVER: RollBack is different i
. “ " s “Unlock 1" ,: . [ i) Jamming
Q First “unlock” signal sent (i) Capture Locked
: . "Unlock 1" '
O Second “unlock” signal sent (as a retry) (i) "Unlock 2" i "Unlock 2" —
. ) ) Capt
1 Captured only and let the vehicle receive it ; I:,%migk”gf —
[d Vehicle acts as intended e, DrJyQ,/..L.J.s.e ..................... |
[ Owner uses the vehicle/key fob as usual : "Logk”
3 as many times s/he wants 5 "Unlack n" .
...................... Dnve/Use, Repeat n
"Loick” 5 times |
i n > 400

*RollBack does not necessitate jamming but it can ease/fasten the signal capturing process
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blackhat RollBack - two captured signals

L SANSE = =

0 Setup is similar to RollJam Owner RollBack device Vehicle Attacker
W = .
Q0 HOWEVER: RollBack is different
O Fi “unlock” si | “Unlock 1", . .. (i) Jamming
irst “unlock” signal sent (i Capture
: . "Unlock 1"
O Second “unlock” signal sent (as a retry) (i) "Unlock 2" i "Unlock 2" —
: . ) Capt |
1 Captured only and let the vehicle receive it ; I:,%migk”gf —
[ Vehicle acts as intended s D.r.lye,/..L.J.s.e ..................... |
L Owner uses the vehicle/key fob as usual : "Lotk’
3 as many times s/he wants 5 "Unlock n" .
ca i " Drive/ Use ;
[ Attacker can replay the two consecutive “unlock ‘ """"""""""""" A R, > Repeat
Lock times
signals . s n > 400
d note: some system has more restrictions on the replayed signals e '.UFS?F??V.TI'QQ?T ................... :
(see later) different or Replay "Unlock 1 |
no restrictions apply Replay "Unlock 2" exztui=f ot

*RollBack does not necessitate jamming but it can ease/fasten the signal capturing process

Information Classification: General 20/42
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blackhat Why RollBack? Advantages?
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O Rolling back to a previous code/state

Owner Vehicle

- n

8| n+

"Unlock code "= — Q O n+2

(g = n+3
. . U

A To the old counters in the last replayed signal ‘ > e
Attacker captures signal "

.

d i.e., unlocks

Valid codes
-
+
w

"Unlock code n+1"——> Q
(«Fs)

Attacker captures signal .
]
3 a2
: "Unlock code n+2" > § ﬁ:a
"Unlock code n+3" > o| n+k
: ® | ntk+1
. " " » > ..
1. last unlock signal Unlock code n+k g otk
received |
b
4 n+1
((‘ ’)) " " -g n+2
“ Unlock code #i"——> O n+3
‘ "Unlock code a+#"—> % n+4
S
n+k
Attacker replays old signals T \J

Rolling back to
previous state of n+1
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blackhat Why RollBack? Advantages?
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O Rolling back to a previous code/state o |
Ll Vehicle P

"Unlock code n"—«‘ '»—> B

Attacker captures signal

4 Valid codes
-
+
N

A To the old counters in the last replayed signals

d i.e., unlocks

Valid codes A
-
+
w

"Unlock code n+1"——> B
@

n+k
Attacker captures signal -
a+t
| g e
l‘ "Unlock code n+2" > 3 -
L\ "Unlock code n+3" > a o n+k
7 ">—T, n+k+1
1. last unlock signal Unlock code n+k > oy
received |
(all signals are invalid) N 8
(@) . . Q| 2
“ Unlock code #"——> 8| n+3
‘ "Unlock code #+#"—> % n+4
s .
n+k
Attacker replays old signals s 5

Rolling back to
previous state of n+1
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blackhat Why RollBack? Advantages?
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O Rolling back to a previous code/state

OWner Vehicle [ o

2 n

8| n+

"Unlock code n"—o.— B O n+2

(e 2| n+3
. . ]

A To the old counters in the last replayed signals ‘ 2| o
Attacker captures signal '

:

d i.e., unlocks

Valid codes A
-
+
w

"Unlock code n+1"—wv.—>
((, D) nt+4
@
Attacker captures signal o
a+t
J“_ "Unlock code n+2" > 3 -
I L\ "Unlock code n+3" > a 5| n+k
7 ">—T, n+k+1
2. replay first two 1. last unlock signal Unlock code n+k > i
unlock signals received |
(all signals are invalid) 8 °
(4]
T +2
(('W)) "Unlock code #"———> S s
‘ "Unlock code #i+#"——> % n+4
s
n+k
Attacker replays old signals : %

Rolling back to
previous state of n+1
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blackhat Why RollBack? Advantages?
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O Rolling back to a previous code/state o |
Ll Vehicle P

"Unlock code n"—«‘ '»—> B

Attacker captures signal

4 Valid codes
-
+
N

A To the old counters in the last replayed signals

d i.e., unlocks

Valid codes A
-
+
w

"Unlock code n+1"—wv.—>
((. .)) n+4
3. Vehicle unlocks, ‘ e
cou nterS I'O”ed baCk Attacker captures signal -
. a+t
to this state g e
‘ "Unlock code n+2" > 3 -
"Unlock code n+3" > a o| n+k
/ : ">—T, n+k+1
2. replay first two Unlock code n+k g ekt
unlock signals |
ft
0 n+1
qm) . . 3| 2
“ Unlock code #i"——> O n+3
‘ "Unlock code #+1"—> % n+4
s .
n+k
Attacker replays old signals s 5

Rolling back to
previous state of n+1
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blackhat Why RollBack? Advantages?
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O Rolling back to a previous code/state o |
Ll Vehicle P

"Unlock code n"—«‘ '»—> B

Attacker captures signal

4 Valid codes
-
+
N

A To the old counters in the last replayed signals

d i.e., unlocks

Valid codes A
-
+
w

3. Vehicle unlocks, "
counters rolled back &

to this state x
(first two signals
become invalid)

"Unlock code n+1"——> B
@

Attacker captures signal

"Unlock code n+2"
"Unlock code n+3"

v Y

Valid codes

"Unlock <::ode n+kK" >

"Unlock code #"——>
"Unlock code a+t"——>

@

Attacker replays old signals

I Valid codes A
-
+
w

KX -S}, .
Rolling back to
previous state of n+1
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O Rolling back to a previous code/state o |
wner Vehicle

"Unlock code "= — B
(«F'))

Attacker captures signal

n+1
n+2
n+3

A To the old counters in the last replayed signals

~ Valid codes \

n+k |

n+1
nt+2
n+3
n+4

d i.e., unlocks

Valid codes 4 |

"Unlock code n+1"—(0 o)—» a
3. Vehicle unlocks, 4. These signals |

e Sign @ o |
Counters rO”ed baCk % / are Valld agaln Attacker captures signal I
. a+t
to this state 2
(first two signals ‘ "Unlock code n+2" -
become invalid) "Unlock code n+3" a o nek
. ntk+1

———"Unlock <::ode n+kK" >

Yy Y

Valid codes

[ Time-agnostic — attacker can rollback the 1

((‘“’)) " "
Unlock code #i"———>
SYStem "Unlock code a+t"——>

| Valid codes A
-
+
w

More effective®
th a n ROI IJ a m Attacker replays old signals *’?

Rolling back to
previous state of n+1

*More effective ‘iff” vulnerable: RollJam “breaks” all rolling code-based systems, while RollIBack only ~70% of them (see later)
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black hat RollBack - Variants
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[ Different vulnerable RKE systems impose different

requirements < Ay, TA
[ Properties:
d how many signals do we need to capture? | g : '
[ capture signal in order only OR strictly sequentially?

d How fast do we need to replay the captured signals?

Variant #SIGNALS | SEQUENCE | TIMEFRAME
ROllBaCk%éose (2) 2 Loose ® } Yes, so far no variant in between, i.e.,
Roll BackSF < (2) 2 Strict N sec " "?’5,‘"2}52{‘,"% yet ke
Roll Backig™°*(3) 3 Bbrict X * (2 Loose,ysec)
Roll Backgy™*(5) 5 StEict X

Information Classification: General 27/42



blgc’zk hat

L SN = =

' RollBack “in the wild”

Disclaimer

1 No REAL attempts made in the wild

1 All recorded signals were permanently deleted after the tests
d except for two vehicles for testing the time-agnostic feature of RollIBack
d afterward, those signals were permanently deleted
O RollBack attack (or any replay attack) does not make any harm to the vehicle

d  key fob might be temporarily blocked
A the physical key has to be used once to access the vehicle

#BHUSA @BlackHatEvents
28/42
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black hat RollBack “in the wild”
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1 Evaluation on a limited set of
vehicles so far

3 “Blurry” conclusion Ly
APPX IR LM
[ Age DOES NOT matter ‘
d Petrol vs. hYbrld DOES NOT matter | Car Make | Model | Mfg. date | RKE manufacturer | RollBack (variant) |
2 Most of the popular Asian cars tested Model 1 (hybrid) 2016 Mfr. 1 - chip 1 RollBackSs™*(5)
Herills Model 1 2018 Mfr. 1 - chip 2 RollBa(‘kSt““( )
ARE affected Model 2 2017 Mfr. 1 - chip 1 RollBa(‘ASt“Ct(5)
Mazda, Honda, Kia ARE Model 3 2017 Mif. 1- chip 1 RollBa(AS:“Ct(5)
Model 1 2015 Mfr. 2 - chip 1 RollBackS°%¢(2)
TOYOta cars ARE Hyundai Model 1 2012 Mfr. 1 - chip 3 N O®
O  All Mfr. 2 and Mfr. 3 ARE affected* Model 2 2020 NO
. . Model 1 2017 Mfr. 2 - chip 2 RollBa(‘kL°°se(2)
2 signals only e Nodel 1 2015 Mfr. 2 - chip 2 RozzBackLme(z)
0 Most Mfr. 1 RKE ARE affected* Model 1 2018 Mfr. 1 - chip 4 RollBackS"““(S)
Model 2 2018 Mfr. 1 - chip 5 RollB(IpAStrlct(s)
Mazda Model 3 2020 MTfr. 1 - chip 4 RollBa(AStmt( 3)
Model 4 2019 Mfr. 1 - chip 4 ROHB(L(,AStnct(s)
0 Vehicles using Mfr. 4's RKE ARE NOT Model 5 2018 Mfr. 1 - chip 5 RozzBacAStmt(s)
Model 1 2014 Mfr. 1 - chip 6 N O
affeCted* Nissan Model 2 2009 Mfr. 3 - chip 1 RollBack:™<%(2)
Model 3 Mfr. 1 - chip 7 RollBackg™°%(2)
*Although not the key fobs have the flaw but probably the receiving unit (typically Toyota iiggg ; MTfr. 4 - chip 1 Eg
manufactured by other OEMs), we observe a correlation (so far) : ‘ . ;
Model 3 Mfr. 4 - chip 2 NO

Information Classification: General 29/42
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RollBack in action




RollBack in General

black

B

https://youtu.be/auPtxnbly4s
https://youtu.be/ItY 11yo95R8
https://youtu.be/sdsfDKSfGhU

https://youtu.be/nyVgsaSCKks
and maybe more
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https://youtu.be/ItY11yo95R8
https://youtu.be/sdsfDKSfGhU
https://youtu.be/nyVqsaSCKks
http://www.youtube.com/watch?v=auPtxnbly4s&t=13
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black hat RollBack - Instruction-agnostic
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[ Instruction encoded in the signal DOES NOT matter

[ we only need 3 consecutive signals

d any two sequential but NOT STRICTLY CONSECUTIVE signals work

(1 Attackers have even fewer things to do

d NOTE:

A Car-sharing / Car-renting use cases are the simplest
A In car-sharing, the original key is usually inside — vehicle is at risk Car-sharing scenario

Information Classification: General 33/42
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instruction—agnostic

https://youtu.be/auPtxnbly4s
https://youtu.be/ItY 11yo95R8
https://youtu.be/sdsfDKSfGhU

https://youtu.be/nyVgsaSCKks
and maybe more
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http://www.youtube.com/watch?v=nyVqsaSCKks
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Root Cause & Mitigation

The missing pieces of the puzzle
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black hat Root Cause & Mitigation
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https://i.ytimg.com/vi/8ARxmFVPJ3o/maxresdefault.jpg

Enter Learn
Mode

@ Root cause: still unknown
1 Possible candidate: key fob learning process

Wait for Reception
of a Valid Code

Generate Key
from Serial Number

Use Generated Key
to Decrypt

Compare Discrimination
Value with Fixed Value

Equal No
?

es

Wait for Reception )
of Second Valid Code
. _

Use Generated Key
to Decrypt

Compare Discrimination
Value with Fixed Value

Equal No -
?

Yes

Y

A N Learn
Learq successful. \\Unsuccessful
Store:

Serial number
fslrypth key
nchronization counter
NG a
\ /

4
( Exit )
Information Classification: General [1] Microchip, “KeeLog™ Code Hopping Encoder,” Microchip HCS200, https://bit.ly/3GgCl5¢, 2011 [Accessed: Jul 2022]. 36/42
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black hat Root Cause & Mitigation
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https://i.ytimg.com/vi/8ARxmFVPJ3o/maxresdefault.jpg
= Enter Learn N
Mode
— 4

Wait for Reception
of a Valid Code

@ Root cause: still unknown
1 Possible candidate: key fob learning process

Generate Key
from Serial Number

'

Use Generated Key

1 HOWEVER: there are several unusual steps -

Compare Discrimination

d entering/exiting from the learning mode? Forever learning mode? VEkse Wit FIxed Vakie
d time frame between signals > <: o™ e
d  vehicle reaction g
3 old key fob re-added? ([ T a%ze)
Use GoeB%rgrtyeg Key
;

Compare Discrimination
Value with Fixed Value

Counters o
Sequentlal
\J

Learn successful. \\Unslﬁggggsful
Store:
Serial number
fsirypth key
nchronization counter
NG a
\ /
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Information Classification: General [1] Microchip, “KeeLog™ Code Hopping Encoder,” Microchip HCS200, https://bit.ly/3GgCl5¢, 2011 [Accessed: Jul 2022]. @ 37/42
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https://i.ytimg.com/vi/8ARxmFVPJ3o/maxresdefault.jpg
= Enter Learn N
Mode
— 4

Wait for Reception
of a Valid Code

@ Root cause: still unknown
1 Possible candidate: key fob learning process

Generate Key
from Serial Number

'

Use Generated Key

1 HOWEVER: there are several unusual steps o Do

Compare Dlscnmlnatlon

entering/exiting from the learning mode? Forever learning mode? Value with Fixed Value

M| . :
. . J
3 time frame between signals > < el N
d vehicle reaction =
M|
M

old key fob re-added? ([ oo e E':%’&e)
Use Generated Key

itigation oDecryp

Compare Dlscrlmmatlon
Value with Fixed Value

Q0

Equal
d e.g., first signal received but second was not in the case of RollJam <>

Counters o
Sequentlal
\J

Learn successful. \ Unslﬁ?:gggsful
< Store: \

Serial number
fsirypth key
nchronization counter
NG a
\ /

Exit
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https://i.ytimg. com/w/SARxmFVPJ3o/maxresdefauItJpg
~" Enter Learn N
Mode
— -

Wait for Reception
of a Valid Code

@ Root cause: still unknown
1 Possible candidate: key fob learning process

Generate Key
from Serial Number
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1) RollBack - Capturing and replaying a couple of signals re-synchronizes the

rolling codes and unlocks most of today’s modern (Asian) vehicles tested
a) RollBack is instruction-agnostic

2) Unlike RollJam, RollBack
a) does not require signal jamming, only signal capturing once

b) captured signals can be replayed at any time and as many times as desired

3) So far, the root cause is not confirmed and no explicit mitigation exists
a) adding timestamps to the signals (and checking them) might help

#BHUSA @BlackHatEvents

41/42



gc’:k hat

| VS =

bl

Levente Csikor Hoon Wei Lim
NCS Group
Institute for Infocomm Research, A*STAR NCS Group
levente.csikor@gmail.com hoonwei.lim@ncs.com.sq

csikor levente@iZ2r.a-star.edu.sqg

* Agency for B - / y 4
\ Science, Technology ) 4 G » ;
and Research e W A 4

SINGAPORE

Reach out to us for any further enquiry Whitepaper will be released soon on the ["
Black Hat site with more information.
Thanks to our co-authors: Don't forget to get back ;)
Jun Wen Wong (NCS Group / DSBJ),
Soundarya Ramesh (NUS),
Rohini Poolat Parameswarath (NUS),
Mun Choon Chan (NUS)
for their support (e.g., their cars :D) and inputs
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