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Linux kernel heap 101

• General cache
• kmalloc/kzmalloc (malloc)

• data = kmalloc(length, GFP_KERNEL);
• kfree (free)
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Linux kernel heap 101

• General cache
• kmalloc/kzmalloc (malloc)

• data = kmalloc(length, GFP_KERNEL);
• kfree (free)

• Dedicated cache
• kmem_cache_create

• kmem_cache_create("filp", sizeof(struct file), 0, SLAB_HWCACHE_ALIGN | SLAB_PANIC | 
SLAB_ACCOUNT, NULL);

• kmem_cache_alloc($cache, $flags)
• kmem_cache_zalloc(filp_cachep, GFP_KERNEL);

• kmem_cache_free($cache, $ptr);
• kmem_cache_free(filp_cachep, f);
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Linux kernel exploits
• CVE-2022-0847 (fs)
• Not related to slub cache

• CVE-2022-0995 (watch_queue)
• OOB write in the general cache

• CVE-2022-1015 (nebilter)
• OOB write in the general cache

• CVE-2022-25636 (nebilter)
• OOB write in the general cache

• CVE-2022-32250 (nebilter)
• UAF in the general cache

• …
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Android kernel exploits
• CVE-2022-0847 (fs)
• Not related to slub cache

• CVE-2021-1048 (epoll)
• UAF in the dedicated cache

• CVE-2021-1905/CVE-2021-28663/CVE-2021-28664 (adreno/mali)
• Not related to slub cache

• CVE-2020-29661 (9y)
• UAF in the dedicated cache

• CVE-2020-0423/CVE-2020-0041 (binder)
• UAF in the general cache

• …
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CVE-2020-0041

• Binder_node object allocated in kmalloc-128 cache

• Spray the epitem objects to refill the freed 
binder_node
• Leak kernel pointers 

• Use sendmsg spray technique to obtain the write 
primiBve

• Corrupt some fields of leaked pointers to obtain 
AARW primiBves
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CVE-2020-0423



Alibaba Security Pandora Lab

CVE-2020-0423
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CVE-2020-0041/CVE-2020-0423

• Use the ideal vicWm objects(epitem/seq_file) to refill the freed object

Android kernel 4.14



Alibaba Security Pandora Lab

kmem_cache_alias

• Find a alias to avoid to create a new cache
• Reduce memory fragmentaGon
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kmem_cache_alias

• CONFIG_SLAB_MERGE_DEFAULT
• Usually enabled

• Ctor not set
• No special flag
• Config basically same
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kmem_cache_alias reducBon

Android kernel 4.14

Android kernel 4.19
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Heap hardened

Android kernel 4.14 Android kernel 4.19
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Heap isolaBon

Android kernel 5.4 Android kernel 5.10
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Heap isolaBon

• No dedicated cache will be merged into a general cache.
• Different types of objects explicitly allocated from kmalloc-N can share the 

same cache.
• Cross-cache aOack techniques have to be applied to make different types of 

objects share the same memory.

Pixel 6 kernel image
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UAF exploit 101

A

A

A/B

struct type_A {
uint32 cmd;
uint32 subcmd;
void* fops;
char userdata[64];

};
struct type_B {
char userdata[32];
void *handle;
void *fops;

};

• Create obj A and handle A
• Trigger the bug and free obj 

A. Handle A sGll points to the 
freed obj 
• Spray obj Bs and one is 

overlapped with A
• Leak kernel pointers to 

bypass (K)ASLR
• Hijack the control flow

B B
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UAF exploit 101

A

A

A/B

struct type_A {
uint32 cmd;
uint32 subcmd;
void* fops;
char userdata[64];

};
struct type_B {
char userdata[32];
void *handle;
void *fops;

};

• Create obj A and handle A
• Trigger the bug and free obj 

A. Handle A sGll points to the 
freed obj 
• Spray obj Bs and one is 

overlapped with A
• Leak kernel pointers to 

bypass (K)ASLR
• Hijack the control flow

B B

How to refill the freed obj A reliably?🤔
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SLUB allocator internal - AllocaBng
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SLUB allocator internal - AllocaBng

cpu_par@al

node

offset

object_size

size

min_par@al

cpu_slab

par@al

page

@d

free_list

par@al

nr_par@al

kmem_cache kmem_cache_cpu

kmem_cache_node

Page #1100
Page #1338

Full of obj

Page #2200

Full of obj

obj

Page #3300

Full of obj

Page #4400

Full of obj



Alibaba Security Pandora Lab

SLUB allocator internal  - Freeing
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SLUB allocator internal - Freeing
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SLUB allocator internal - Freeing
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General Cache
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Dedicated cache
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Dedicated cache
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Buddy allocator internal
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API: alloc_pages/free_pages
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Buddy allocator internal
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Buddy allocator internal - Allocate_pages
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Buddy allocator internal - Allocate_pages
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Buddy allocator internal - Free_pages
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Buddy allocator internal - Free_pages
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Buddy allocator internal - Free_pages
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Buddy allocator internal - Free_pages
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Zoned Buddy allocator

Include/linux/mmzone.h
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Zoned Buddy allocator

<<Exploi3ng race condi3ons on [ancient] Linux>> by Jann Horn, Google Project Zero
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Basic idea about cross-cache aMack

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A

Slab Page

1. Spray the Obj_A

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A2. Free all the objects

DP3. Free the slab page

DP4. Reallocate the page for B

5. Spray the Obj_B Obj_B Obj_B Obj_B Obj_B Obj_B Obj_B Obj_B
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Basic idea about cross-cache aMack

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A

Slab Page

1. Spray the Obj_A

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A2. Free all the objects

DP3. Free the slab page

DP4. Reallocate the page for B

5. Spray the Obj_B Obj_B Obj_B Obj_B Obj_B Obj_B Obj_B Obj_B

• It’s no doubt that step 1-3 is required

• It’s required to exhaust all the free slab page first
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Known cross-cache aMack technique 

h[ps://repository.root-me.org/Exploita@on%20-%20Syst%C3%A8me/Unix/EN%20-%20From%20collision%20to%20exploita@on%3A%20Unleashing%20Use-
Aaer-Free%20vulnerabili@es%20in%20Linux%20Kernel.pdf

• Published in 2015

• CVE-2015-3636
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Known cross-cache aMack technique 

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A

Slab Page

1. Spray the Obj_A

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A2. Free all the objects

DP3. Free the slab page

DP4. Reallocate the page by 
mmap

• The key point is that all the physical pages which can be allocated for slab 
allocator are linearly mapped
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Known cross-cache aMack technique 

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A

Slab Page

1. Spray the Obj_A

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A2. Free all the objects

DP3. Free the slab page

DP4. Reallocate the page by 
mmap

• The key point is that all the physical pages which can be allocated for slab 
allocator are linearly mapped
• The kernel address of the dangling pointer is always validated
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Known cross-cache aMack technique 
• A TCPv4 object will be wrongly recycled in the TCPv6 slab cache.
• Both TCPv4 objects and TCPv6 objects are allocated in the dedicated cache separately.
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Known cross-cache aMack technique 

• It’s Gme and memory consuming. But why?
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Page allocaBon for slab
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Page allocaBon for user address
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Known cross-cache aMack technique 

• It’s Gme and memory consuming. But why?
• The page order is different (order 3 vs order 0)
• The MIGRATE type is different(MIGRATE_UNMOVABLE vs MIGRATE_MOVABLE)
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Free_pages- 0-order cache
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Free_pages- 0-order cache

• Impossible to reallocate the page by mmap
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Ret2page
• Key point: allocate the same order and MIGRATE type pages which can be read 

and wriOen directly or indirectly instead of object X to refill the freed object 
• Same order: avoid to split the the high order block
• MIGRATE type: just MIGRATE_UNMOVABLE 
• Read or wri[en: leak and modify the content of the target object
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Ret2page
• Key point: allocate the same order and MIGRATE type pages which can be read 

and wriOen directly or indirectly instead of object X to refill the freed object 
• Same order: avoid to split the the high order block
• MIGRATE type: just MIGRATE_UNMOVABLE 
• Read or wri[en: leak and modify the content of the target object

• Less Gme and memory consuming
• No need to migrate

• More determinisGc
• The feature of physical page allocator

• LimitaGon
• Can not directly leak the kernel address
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Ret2page

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A

Slab Page

1. Spray the Obj_A

Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A Obj_A2. Free all the objects

DP3. Free the slab page

DP4. Reallocate the page 
determinis@cally(Page 
Fengshui
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Ret2page
• Page Fengshui

• Pipe page(RW/RW)
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Ret2page
• Page Fengshui

• Binder buffer(RO/RW)
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Ret2page
• Page Fengshui

• ION page(RW/RW)
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Ret2page
• Page Fengshui

• GPU(RW/RW)
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Ret2page
• Page Fengshui

• io_uring(RW/RW)(blocked under the untrusted_app domain)
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Agenda

• IntroducWon

• Ret2page

• Case study

• Conclusion
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Android kernel exploits
• CVE-2022-0847 (fs)
• Not related to slub cache

• CVE-2021-1048 (epoll)
• UAF in the dedicated cache

• CVE-2021-1905/CVE-2021-28663/CVE-2021-28664 (adreno/mali)
• Not related to slub cache

• CVE-2020-29661 (9y)
• UAF in the dedicated cache

• CVE-2020-0423/CVE-2020-0041 (binder)
• UAF in the general cache

• …
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CVE-2021-1048

hcps://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-1048.html

• ep_loop_check_proc

• get_file vs get_file_rcu

• LifeWme states of struct file
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CVE-2021-1048 analysis
• EPOLL_CTL_ADD
• Target file is epoll
• f->f_op == &eventpoll_fops
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CVE-2021-1048 analysis
• Target epoll has epitems

• One related file is not epoll

• get_file just increate the refcount
• get_file_rcu first check the current value
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CVE-2021-1048 analysis

• The regular file will be put at the end of epoll_ctrl syscall
• Protected by epmutex 
• Close the regular file via the related FD
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CVE-2021-1048 PoC
Task A Task B

add binder 
file to ep1

add ep1 
file to ep2

clear_hile_check_list

Close the 
binder FD

Add to the 
check list

Highly simplified, ideal thread interleaving 
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CVE-2021-1048 exploit

• There are many cases about how to exploit the freed struct file.

<<Exploi3ng race condi3ons on [ancient] Linux>> by Jann Horn, Google Project Zero
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CVE-2021-1048 exploit (Ret2page)
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CVE-2021-1048 exploit (Ret2page)
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CVE-2021-1048 exploit (Ret2page)
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object_size

size

min_par@al

cpu_slab

par@al

page

@d

free_list

par@al

nr_par@al

kmem_cache kmem_cache_cpu

kmem_cache_node

file

file

Page #3300

Page #2200

file

file

file

file
So many freed 

objects in parEal list

So many pages in 
parEal list

file
file

file

Page #1100

file

file

Free the 
padding files 

when 
clear_hile_ch

eck_list
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CVE-2021-1048 exploit (Ret2page)

cpu_par@al

node

offset

object_size

size

min_par@al

cpu_slab

par@al

page

@d

free_list

par@al

nr_par@al

kmem_cache kmem_cache_cpu

kmem_cache_node

file

file

Page #3300

Page #2200

file

So many freed 
objects in parEal list

So many pages in 
parEal list

file
file

file

Page #1100

file

file

Close all the 
other FDs 
make the 
SLAB page 

back to 
buddy 

allocator
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CVE-2021-1048 exploit (Ret2page)

cpu_par@al

node

offset

object_size

size

min_par@al

cpu_slab

par@al

page

@d

free_list

par@al

nr_par@al

kmem_cache kmem_cache_cpu

kmem_cache_node

file

file

Page #3300

Page #2200

file

So many freed 
objects in parEal list

So many pages in 
parEal list

file
file

file

Page #1100

file

file

Which handle is related to the freed file?🤔
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CVE-2021-1048 exploit (Ret2page)
Page #2200

file

User space Kernel space

0x13370000

0xFFFFFFF801338000
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CVE-2021-1048 exploit (Ret2page)
Page #2200

file

User space Kernel space

0x13370000

0xFFFFFFF801338000

• Naturally bypass SMAP/PAN

• How about KASLR?🤔
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Find the user handle
• Set the freed file’s f_mode as 

FMOD_READ

• Repeatedly call splice syscall
• candidate files as fd_in
• Regular file as fd_out
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Find the user handle
• Set the freed file’s f_mode as 

FMOD_READ

• Repeatedly call splice syscall
• candidate files as fd_in
• Regular file as fd_out

• If No, return -EBADF
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Find the user handle
• Set the freed file’s f_mode as 

FMOD_READ

• Repeatedly call splice syscall
• candidate files as fd_in
• Regular file as fd_out

• If No, return -EBADF
• If Yes, return -EINVAL



Alibaba Security Pandora Lab

Guess the kslide
• kslide features
• 2M aligned
• Cannot extend across  a 1GB alignment boundary
• 16bits(less than 65536)

• How to guess without crash? 
• The file without a soul
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Guess the kslide
• Repeatedly call splice syscall

• f_op = base + guessed_KASLR
• private_data = 0x1337
• freed file as fd_in
• regular file as fd_out
• off_in = 0x1337

• If No, return –EINVAL
• If Yes, return –ESPIPE

• Soul gained!
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CVE-2021-1048 exploit (Ret2page)
Page #2200

any types

User space Kernel space

0x13370000

0xFFFFFFF801338000

• Can fake any types of file
• With valid kslide
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CVE-2020-29661
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Timeline
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General Cache or Dedicated Cache
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General Cache or Dedicated Cache

Android kernel 4.4 Android kernel 4.19

• __kmem_cache_alias
• find_mergeable
• #define SLAB_MERGE_SAME (SLAB_RECLAIM_ACCOUNT | SLAB_CACHE_DMA | SLAB_CACHE_DMA32 | SLAB_ACCOUNT)

• General Cache: Android kernel 4.4/3.18(kmalloc-128)

• Dedicated Cache: Android kernel 5.4/4.19/4.14/4.9
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Vulnerability Analysis
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Vulnerability Analysis



Alibaba Security Pandora Lab

Vulnerability Analysis

• ioctl(fdm, TIOCSPGRP, &pgrp)
• [y(master)
• real_[y(slave)

• ioctl(fds, TIOCSPGRP, &pgrp)
• [y && real_[y(slave)
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Vulnerability Analysis

• ioctl(fdm, TIOCSPGRP, &pgrp)
• [y(master)
• real_[y(slave)

• ioctl(fds, TIOCSPGRP, &pgrp)
• [y && real_[y(slave)
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Vulnerability Analysis

• SequenGal ioctl
• put_pid(A)/get_pid(B) 
• put_pid(B)/get_pid(C)
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Vulnerability Analysis

• SequenGal ioctl
• put_pid(A)/get_pid(B) 
• put_pid(B)/get_pid(C)

• Concurrent ioctl
• put_pid(A)/get_pid(B) 
• put_pid(A)/get_pid(C)
• A’s refcount decreased twice
• B or C will never be freed
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PID object
struct pid {
atomic_t count;
unsigned int level;
/* lists of tasks that use this pid */
struct hlist_head tasks[PIDTYPE_MAX];
struct rcu_head rcu;
struct upid numbers[1];

};

enum pid_type {
PIDTYPE_PID,
PIDTYPE_PGID,
PIDTYPE_SID,
PIDTYPE_MAX

struct task_struct {
…
struct pid_link

pids[PIDTYPE_MAX];
…
};
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PID object
• A PID object is allocated when creaGng a process or thread
• For a new process, all the pids are aOached
• For a new thread, only the PIDTYPE_PID is aOached

init_task_pid(p, PIDTYPE_PID, pid);
if (thread_group_leader(p)) {

init_task_pid(p, PIDTYPE_PGID, task_pgrp(current));
init_task_pid(p, PIDTYPE_SID, task_session(current));
aTach_pid(p, PIDTYPE_PGID);
aTach_pid(p, PIDTYPE_SID);

}  else {…}
aTach_pid(p, PIDTYPE_PID);
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Vulnerability Analysis

task_struct

pid

Group process

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

tasks[PIDTYPE_PID]

tasks[PIDTYPE_PGID]

tasks[PIDTYPE_SID]

task_struct

pid

New process

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

tasks[PIDTYPE_PID]

tasks[PIDTYPE_PGID]

tasks[PIDTYPE_SID]

task_struct

pid

Session process

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

tasks[PIDTYPE_PID]

tasks[PIDTYPE_PGID]

tasks[PIDTYPE_SID]
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PID object
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PoC
• Process Checker

• TIOCSPGRP(A->B)
• Check the PGID value

• Thread Ping and Pong
• TIOCSPGRP(B->A)
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PoC
• Process Checker

• TIOCSPGRP(A->B)
• Check the PGID value

• Thread Ping and Pong
• TIOCSPGRP(B->A)

• Steps:
• 1. Checker set the PGRP to A, wake up Ping and Pong
• 2. Ping and Pong try to set the PGRP to B, wake up Checker and wait
• 3. Checker check the PGID value, if changed, goto 4, else goto 1
• 4. Checker stop the Ping and Pong
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PoC
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PoC

struct pid {
atomic_t count;
unsigned int level;
/* lists of tasks that use this pid */
struct hlist_head tasks[PIDTYPE_MAX];
struct rcu_head rcu;
struct upid numbers[1];

};
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PoC
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PoC
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PoC
• Thread Checker

• TIOCSPGRP(A->B)
• Check the PGID value

• Thread Ping and Pong
• TIOCSPGRP(B->A)

• Steps:
• 1. The vicnm process set itself as PIDTYPE_PGID and create the Checker 
• 2. Checker set the PGRP to A, wake up Ping and Pong
• 3. Ping and Pong try to set the PGRP to B, wake up Checker and wait
• 4. Checker check the PGID value, if changed, goto 5, else goto 2
• 5. Checker stop the Ping and Pong
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Cache config

• The page order is same order 0
• The page will be cached and never returned to Buddy allocator
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Heap fengshui

cpu_par@al

node

offset

object_size

size

min_par@al

cpu_slab

par@al

page

@d

free_list

par@al

nr_par@al

kmem_cache kmem_cache_cpu

kmem_cache_node

pid

pid

Page #1100

Page #2200

So many pages in 
parEal list

So many pages in 
parEal list

pid
pid
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Heap fengshui

cpu_par@al

node

offset

object_size

size

min_par@al

cpu_slab

par@al

page

@d

free_list

par@al

nr_par@al

kmem_cache kmem_cache_cpu

kmem_cache_node

pid

pid

Page #1100

Page #2200

So many pages in 
parEal list

So many pages in 
parEal list

pid
pid

The page will be 
cached and 

reallocated soon
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Page fengshui
Page #2200

pid

User space Kernel space

0x13370000

0xFFFFFFF801338000

• Naturally bypass SMAP/PAN

• How about KASLR?🤔
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Pid object
struct pid {
atomic_t count;
unsigned int level;
/* lists of tasks that use this pid */
struct hlist_head tasks[PIDTYPE_MAX];
/* wait queue for pidfd noGficaGons */
wait_queue_head_t wait_pidfd;
struct rcu_head rcu;
struct upid numbers[1];

};

struct upid {
int nr;
struct pid_namespace *ns;
struct hlist_node pid_chain;

};
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aMach_pid
dp->count = 0x41414141;

dp->level = 0;

dp->task[PIDTYPE_PID].first = 0;
dp->task[PIDTYPE_PGID].first = 0;

dp->task[PIDTYPE_SID].first = 0;
dp->rcu.next = 0;

dp->rcu.func = 0;

dp->numbers[0].nr = 0;
dp->numbers[0].ns = 0;

dp->numbers[0].pid_chain.next = 0;
dp->numbers[0].pid_chain.pprev = 0;
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aMach_pid

count
head

pids[PIDTYPE_PG
ID].node.next

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

pid chain

dp->count = 0x41414141;

dp->level = 0;

dp->task[PIDTYPE_PID].first = 0;
dp->task[PIDTYPE_PGID].first = task_struct-
>pids[PIDTYPE].node;
dp->task[PIDTYPE_SID].first = 0;

dp->rcu.next = 0;

dp->rcu.func = 0;
dp->numbers[0].nr = 0;

dp->numbers[0].ns = 0;
dp->numbers[0].pid_chain.next = 0;

dp->numbers[0].pid_chain.pprev = 0;
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Guess the kslide
dp->count = 0x41414141;

dp->level = 0;

dp->task[PIDTYPE_PID].first = 0;
dp->task[PIDTYPE_PGID].first = NULL;

dp->task[PIDTYPE_SID].first = 0;
dp->rcu.next = 0;

dp->rcu.func = 0;

dp->numbers[0].nr = 0x41414141;
dp->numbers[0].ns = init_pid_ns + kslide;

dp->numbers[0].pid_chain.next = 0;
dp->numbers[0].pid_chain.pprev = 0;
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aMach_pid

count
head

addr_x

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

dp->count = 0x41414141;

dp->level = 0;

dp->task[PIDTYPE_PID].first = 0;
dp->task[PIDTYPE_PGID].first = addr_X;

dp->task[PIDTYPE_SID].first = 0;
dp->rcu.next = 0;

dp->rcu.func = 0;

dp->numbers[0].nr = 0;
dp->numbers[0].ns = 0;

dp->numbers[0].pid_chain.next = 0;
dp->numbers[0].pid_chain.pprev = 0;

addr_x
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aMach_pid

count
head

addr_x

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

dp->count = 0x41414141;

dp->level = 0;

dp->task[PIDTYPE_PID].first = 0;
dp->task[PIDTYPE_PGID].first = addr_X;

dp->task[PIDTYPE_SID].first = 0;
dp->rcu.next = 0;

dp->rcu.func = 0;

dp->numbers[0].nr = 0;
dp->numbers[0].ns = 0;

dp->numbers[0].pid_chain.next = 0;
dp->numbers[0].pid_chain.pprev = 0;

addr_x
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detach_pid

count
head

addr_x

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

dp->count = 0x41414141;

dp->level = 0;

dp->task[PIDTYPE_PID].first = 0;
dp->task[PIDTYPE_PGID].first = addr_X;

dp->task[PIDTYPE_SID].first = 0;
dp->rcu.next = 0;

dp->rcu.func = 0;

dp->numbers[0].nr = 0;
dp->numbers[0].ns = 0;

dp->numbers[0].pid_chain.next = 0;
dp->numbers[0].pid_chain.pprev = 0;

addr_x

Redirect a pointer to controlled page!
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AAR
struct files_struct {
atomic_t count;
bool resize_in_progress;
wait_queue_head_t resize_wait;
struct fdtable __rcu *fdt;
struct fdtable fdtab;
spinlock_t file_lock
____cacheline_aligned_in_smp;
unsigned int next_fd;
unsigned long close_on_exec_init[1];
unsigned long open_fds_init[1];
unsigned long full_fds_bits_init[1];
struct file __rcu * fd_array[NR_OPEN_DEFAULT];
};

struct fdtable {
unsigned int max_fds;
struct file __rcu **fd;
unsigned long *close_on_exec;
unsigned long *open_fds;
unsigned long *full_fds_bits;
struct rcu_head rcu;
};
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AAR

/proc/self/status
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AAR

count

fdt

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

files
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AAR

count

fdt(anywhere)

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

files

anywhere
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Fake any file

count

fdt

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

files

fd

private_data

f_op
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AARW

count

fdt

task_struct

pids[PIDTYPE_PID].pid

pids[PIDTYPE_PGID].pid

pids[PIDTYPE_SID].pid

pids[PIDTYPE_PID].node

pids[PIDTYPE_PGID].node

pids[PIDTYPE_SID].node

files

fd

private_data

f_opstruct pipe_buffer {
struct page *page;
unsigned int offset, len;
const struct pipe_buf_operaGons *ops;
unsigned int flags;
unsigned long private;
};
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Demo
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Takeaways

• The internal of both SLUB and BUDDY allocators have been analyzed.

• "Ret2page" - a new and generic exploitaWon technique has been 
detailed.

• Both CVE-2020-29661 and CVE-2021-1048 have been discussed, and 
the exploits have been fully detailed.
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