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QT Sensor under Attack
§ What makes QT (charge transfer) sensor recognize a touch?
§ Threshold detection voltage value

QT Sensor Simplified Circuit QT Sensor Output Voltage (Touched vs IEMI caused)
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IEMI Signal
§ Validation (Chromebook)

Preliminary experiment setup using copper plates (simulation and actual hardware)
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When, Where, How
§ Result collection 

§ Induced touch events or not?
§ Excitation signal amplitude, frequency?
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Precise Touch Events
§ Precise injection time or precise injected location?

Precise Injection Location
Precise Injection Time

IEMI Start 
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Precise Touch Events
§ Challenges from different scanning mechanism (measured on 

different target devices) 

Nexus 5X Touchscreen Driving Signal

Pixel 2 Touchscreen Driving Signal
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Precise Touch Events
§ Antenna design

Copper Needle
Copper Plates

Copper Plates Antenna E-Field Simulation
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Now what?
§ Established the theoretical background knowledge and actual setup 

needed for inducing precious touch events. 
§ Missing?

§ Attacking device is under the table
§ Phone is randomly located

§ Phone locator
§ Attack scenarios

§ Multiple touches at multiple locations
§ Even swipe (gesture unlocking)

§ Touch event detector
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Phone Locator
§ Locate the phone and know the orientation by placing multiple antennas 

under the table 
§ The excitation signal from touchscreen leaks info (which row/column pointed at)

Parallel Scanning iPhone 11 Pro Sequential Scanning Pixel 2
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iPad Pro 2020

reduced scan without IEMI

failed IEMI attack

successful IEMI attack

Touch Event Detector
§ Scanning signal behaves different if a successful touch event is 

recognized by touchscreen controller
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Extra active scanning



#BHUSA @BlackHatEventsInformation Classification: General

Attack Scenarios
§ Click based attack

§ Malicious application installation (Android)
§ Malicious Bluetooth peripheral connection (iOS)

§ Gesture based attack 
§ Send messages (bank fraud message)
§ Send money (press-and-hold on PayPal icon)
§ Unlock phone (omnidirectional gesture unlocking)

INVISIBLE FINGER / Practical Attack



#BHUSA @BlackHatEventsInformation Classification: General

Attack Scenarios
§ Click based attack

§ Malicious application installation (Android)
§ Malicious Bluetooth peripheral connection (iOS)

§ Gesture based attack 
§ Send messages (bank fraud message)
§ Send money (press-and-hold on PayPal icon)
§ Unlock phone (omnidirectional gesture unlocking)

INVISIBLE FINGER / Practical Attack



#BHUSA @BlackHatEventsInformation Classification: General

Attack Scenarios
§ Click based attack

§ Malicious application installation (Android)
§ Malicious Bluetooth peripheral connection (iOS)

§ Gesture based attack 
§ Send messages (bank fraud message)
§ Send money (press-and-hold on PayPal icon)
§ Unlock phone (omnidirectional gesture unlocking)

INVISIBLE FINGER / Practical Attack



#BHUSA @BlackHatEventsInformation Classification: General

Attack Scenarios
§ Click based attack

§ Malicious application installation (Android)
§ Malicious Bluetooth peripheral connection (iOS)

§ Gesture based attack 
§ Send messages (bank fraud message)
§ Send money (press-and-hold on PayPal icon)
§ Unlock phone (omnidirectional gesture unlocking)

INVISIBLE FINGER / Practical Attack



#BHUSA @BlackHatEventsInformation Classification: General

Attack Scenarios
§ Click based attack

§ Malicious application installation (Android)
§ Malicious Bluetooth peripheral connection (iOS)

§ Gesture based attack 
§ Send messages (bank fraud message)
§ Send money (press-and-hold on PayPal icon)
§ Unlock phone (omnidirectional gesture unlocking)

INVISIBLE FINGER / Practical Attack



#BHUSA @BlackHatEventsInformation Classification: General

Mitigations
§ Pressure detection (Vendors)
§ Faraday Fabric (Customers)
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Q&A

Questions?
https://invisiblefinger.click
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