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This talk is not about SBOM…
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Known vulnerabilities
Should be the easiest part
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We will know about more 
potential vulnerabilities with 

SBOM
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How to communicate vulnerabilities?

CVE
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How to communicate affected versions and 
remediations for vulnerabilities?

Security Advisories
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BUT: Not all vulnerabilities are actually exploitable

Not all vulnerabilities 

are exploitable
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We need a way to communicate 
that your product is not affected
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https://www.zephyrproject.org/zephyr-security-update-on-amnesia33/
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https://www.zephyrproject.org/zephyr-security-update-on-amnesia33/
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Scaling
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How many device types (Zephyr or other) are on 
your factory floor?

Does that method scale?
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How to communicate that a 
device is (not) “exploitable”?

Vulnerability Exploitability eXchange (VEX)
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“exploitable”
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“affected”

Do I need to do anything?
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“affected”

Actions are recommended to remediate or address this vulnerability.

This could include: learning more about the vulnerability and context, and/or 

making a risk-based decision to patch or apply defense-in-depth measures
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“Not Affected”

You’re good.
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“Not Affected”

No remediation is required regarding this vulnerability.

This could be because the code referenced in the vulnerability is 

not present, not exposed, compensating controls exist, or other factors.
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What do we actually need for VEX

Descriptive 

Data of SW

Vulnerability

Status

Machine readable

Automatable
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Required fields for a VEX

Metadata

(author, id, timestamp)
Product id

Vulnerability ID

Vuln details

Product Status

Action statement / 

Impact statement

Product id
Vulnerability ID

Vuln details

Product Status

Action statement / 

Impact statement
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Security Advisories
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Automation?
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Machine-

readable?
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Machine-

readable?

Human-

readable!
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Vendor 
becomes 

aware of a 
vulnerability

Vendor 
analyzes 

the 
vulnerability

Vendor 
releases 
patch & 
advisory

Asset 
owner does 
something*

* Patch, mitigate risk, or actively accept risk 
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Vendor 
becomes 

aware of a 
vulnerability

Vendor 
analyzes 

the 
vulnerability

Vendor 
releases 
patch & 
advisory

Asset 
owner does 
something*

* Patch, mitigate risk, or actively accept risk 

Timeframe of concern

(under control of the asset owner)
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How to automate Security Advisories?

Common Security Advisory Framework (CSAF)
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Common Security Advisory Framework

• CSAF 2.0

• JSON format

• Machine-readable

• Build with automation in mind

• Standardization through CSAF TC at OASIS Open

• Successor of CSAF CVRF 1.2

https://boyter.org/static/books/Image-uploaded-from-iOS.jpg
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Vendor

• Production of human-readable advisory

• Publication

Find

• Search websites for new / updated advisories

• Download

Prioritize

• Sift criticality of vulnerabilities

Evaluate

• Do you have affected devices?

• Risk assessment

• Decision which actions should be taken

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Severity of advisory
low

medium

high

critical

Process Today
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Vendor
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• Do you have affected devices?
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Vendor 
becomes 

aware of a 
vulnerability

Vendor 
analyzes 

the 
vulnerability

Vendor 
releases 
patch & 
advisory

Asset 
owner does 
something*

* Patch, mitigate risk, or actively accept risk 

Timeframe of concern

(under control of the asset owner)

CSAF content 

management system

CSAF asset 

matching system
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• Reduce human load

• No more manual searching for advisories

• Easier to determine affected devices

• Delegable

• See only relevant advisories

• Scalable across vendors

• Basic risk assessment based on own environment possible

https://boyter.org/static/books/Cg-zWsMWwAEJ-Zn.jpg
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How does that help in the supply chain?

Every supplier is a user.
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Supplier 
becomes 

aware of a 
vulnerability

Supplier 
analyzes 

the 
vulnerability

Supplier 
releases 
patch & 
advisory

Vendor 
does 

something*

* Analyze, patch & release advisory

Timeframe of concern

(under control of the vendor)
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• Reduce human load

• No more manual searching for supplier advisories

• Easier to determine affected devices

• Delegable

• See only relevant advisories

• Automate advisory creation

• Scalable across supplier

• Basic risk assessment based on own products possible (SBOM)
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What does that mean for VEX?
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• VEX becomes a profile in CSAF

• Uses same infrastructure and systems

https://boyter.org/static/books/ChnManpWwAANzGq.jpg
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Good little product security team does the work to 
determine whether or not affected.

They are already do this – so help them by make this information public.

And reward them…
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Straight from the source*

(*source may vary)
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Starting to implement this today

Photo by Matías Ramos on Unsplash

https://unsplash.com/@mattplate?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/medical-devices?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


#BHUSA @BlackHatEvents 

Alright! Problem solved!



#BHUSA @BlackHatEvents 

Alright! Problem solved?

No. We still need your support to make it work.
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1. Request your suppliers to provide advisories in CSAF

2. Provide CSAF documents to your customers to ease their pain

3. Spread the word! #VEX #oCSAF #advisory

(and, yes, #SBOM)
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Number of vulnerabilities discovered is rising  

Better insights in supply chain 

• Advisories are needed for risk-based decisions

• Manual processes don’t scale

• Automation is possible – so automate the boring stuff

• Publish also “known not affected” to reduce questions at support hotline

Come help! (or offer constructive criticism)

CSAF – csaf.io VEX – ntia.gov/SBOM

thomas.schmidt@bsi.bund.de afriedman@ntia.gov

@allanfriedman

} More advisories

mailto:Thomas.schmidt@bsi.bund.de
mailto:afriedman@ntia.gov



