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Pneumatic What???
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Inter-office messaging
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Inter planetary messaging ?
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Pneumatic Tubes - The Future of Waste?
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In Hospitals, PTS is a critical infrastructure
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• PTS system architecture & components

• Swisslog TransLogic Devices

• Vulnerabilities

• Exploitation

• Demo!

• Final Thoughts

Agenda
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▪ 9 vulnerabilities discovered in Swisslog’s Translogic Pneumatic Tube System

▪ Critical vulnerabilities were found in the Nexus Station – A prominent PTS station 
by Swisslog:

▪ Hardcoded Passwords, Privilege Escalation, Heap & Stack overflows (can lead 
to RCE), DoS, and non-secure firmware upgrade mechanism

▪ All vulnerabilities can be triggered via unauthenticated network packets, without 
any user-interaction

▪ Disclosed to Swisslog on May 1, 2021, working together to patch & test

pwnedPiper – Overview
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▪ TransLogic is installed in more than 2,300 hospitals in North America and 
over 3,000 worldwide.

▪ The majority of hospitals in North America use Swisslog TransLogic as 
their PTS solution

▪ TransLogic is one of the most advanced PTS systems in the market, 
supports high-load, advanced features, reliability and even physical-
security features

Swisslog TransLogic - The Leading PTS Sytem
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• PTS systems transfer physical carriers throughout
hospitals using a complex network of:

• Tubes

• Blowers

• Transfer Units (Routers)

• Stations

• The entire system is managed over Ethernet
by a central server

PTS systems are complex analog networks
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16

The Central Server is a Windows 

device, connected to the Internet

Stations Stations Stations

INTERNET

Transfer Unit #1 Transfer Unit #2 Transfer Unit #3

Blowers

Central Server

Pneumatic Tube System – IP-connected
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• Takeover of PTS stations can result in various attacks

• DoS of the PTS network

• Information leak of PII (staff records, RFID credentials, 
etc.)

• Sophisticated Ransomware\Sabotage attacks: 
- Re-routing carriers can derail hospital operations significantly

Potential Affect of cyber attacks on PTS systems
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Design and structure of the PTS system



ARMIS @ #BHUSA @BlackHatEvents 

Stations
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Blowers
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Diverters
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Central Management Server (SCC)
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Design and structure of the PTS system
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Swisslog Translogic PTS –

A “Next-gen” PTS with advanced features

• Secure transfers, with RFID and/or password-protected 
carriers

• Slow-speed transfers, for sensitive cargo

• Internet connected Alert system, for user notifications via 
email/text/etc

• Remote system monitoring, for offloading the 
maintenance of the system to the Swisslog Cloud
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TransLogic Legacy Stations

• CTS 30 Station

• IQ Station

• Supports serial connection (RS-422) 
or Ethernet (in newer models)
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• Has Ethernet connection

• Uses 8086 16-bit MCU
(DSTni-Ex)

• Firmware is non-encrypted 
and unsigned…

IQ Station
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• Firmware upgrade requires a physical switch change:

IQ Station
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Nexus Station

• High-end station with touchscreen 
and RFID

• IP-connected, runs Linux v2.6

• 32Bit ARM CPU

• Two main processes:
• HMI3 – ELF containing the low-level operation of the 

station

• HMI3.jar – Responsible for the GUI and high level 
operations



ARMIS @ #BHUSA @BlackHatEvents 

HMI3

• Not PIC so no ASLR for the main 
elf

• No stack canaries, and no DEP 
for the bss (?)

• Compiled with debug symbols
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Swisslog PTS protocol

• 20 Bytes header

• Marker – “TLPU”
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Physical Attack Surface

An SD card containing the 
non-encrypted, unsigned 
firmware
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Network Attack Surface

From the manual:

Security by obscurity is no security at all!
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Internet Attack Surface

• The central management server connects outbound to the 
Internet.

• This connection allows various features such as alert 
notifications via the Alert System and remote monitoring and 
maintenance.

• Any vulnerability found in its proprietary code can lead an 
attack from the Internet to control the entire PTS system
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Discovered 
Vulnerabilities
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#1 & #2 Hard-coded passwords (yeah, that old trick)

CENSORED

John The 

Ripper
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#3 Privilege escalation

/home/user/hmi/run

• user writeable

• Executed by root (!)
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• Connect to the telnet server using the user “user” with the hardcoded 
password

• Edit “/home/user/hmi/run” to do whatever

• Reboot using the memory corruption vulnerability on the next slide

• …

• Profit!

#3 Privilege escalation
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#4 Underflow in udpRXThread (RCE)
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Bad memcpy (CVE-2020-6096) 
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Bad memcpy (CVE-2020-6096) 
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#4 Underflow in udpRXThread (RCE)
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#5 Overflow in sccProcessMsg (RCE)
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#6 GUI socket DOS in tcpServerThread
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#6 GUI socket DOS in tcpServerThread
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#7 Overflow in hmiProcessMsg (RCE)
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#8 Off-by-three stack overflow in tcpTxThread (RCE)

udpRxThread

pendingQ

sccProcessMsg forwardToHMI

sendHmiMsg

370 bytes 

message

350 bytes 

message

TX_TCP_Q

tcpTxThread
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#8 Off-by-three stack overflow in tcpTxThread (RCE)

udpRxThread

370 bytes 

message
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#8 Off-by-three stack overflow in tcpTxThread (RCE)

udpRxThread
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370 bytes 

message

350 bytes 

message
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#8 Off-by-three stack overflow in tcpTxThread (RCE)
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#8 Off-by-three stack overflow in tcpTxThread (RCE)
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#8 Off-by-three stack overflow in tcpTxThread (RCE)
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#8 Off-by-three stack overflow in tcpTxThread (RCE)
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udpRxThread

pendingQ

sccProcessMsg forwardToHMI

sendHmiMsg

370 bytes 

message

350 bytes 

message

TX_TCP_Q

tcpTxThread

#8 Off-by-three stack overflow in tcpTxThread (RCE)
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#9 No firmware update verification (RCE)

The system is updated using an unauthenticated UDP command.
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Exploitation
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Exploitation – the easy way

1. Upload a new malicious FW

2. Connect using the default user and use the PE
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Heap Overflow Exploitation Plan

Off-By-Three Stack Overflow

• Corrupt buffer_to_send via the 
stack overflow

• Move buffer_to_send to the .got 
section where all the fun(c) 
pointers can be overwritten

• Send another UDP packet that 
will trigger the use of the 
overwritten buffer

• Overwrite the memcpy function 
pointer in the .got section with a 
call to a shellcode in the heap
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Heap examination

• 59 pre-allocated “heap” blocks in the bss section

• “heap” blocks are moved between queues

• Each block is of size 0x180 bytes

Next

Prev

Data
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Next

Prev

Data

FreeQ

WorkerQ

Heap examination

• 59 pre-allocated “heap” blocks in the bss section

• “heap” blocks are moved between queues

• Each block is of size 0x180 bytes
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Exploitation

buffer_to_send
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3 bytes overflow of buf

buffer_to_send is attacker controlled

buffer_to_send

Exploitation
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Memory layout

Heap Blocks
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.GOT BLOCK - Controlling a function pointer

The first two dwords are unused, perfect for the new .got block 
start!

FreeQ

GOT
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From GOT Block to RCE

When the removed block is the one in the GOT, seq_num will 
overwrite the memcpy address with a call to our shellcode (in the 
heap)

memcpy
Overwrite



ARMIS @ #BHUSA @BlackHatEvents 

Memcpy(shellcode) is used right after it is set

memcpy
Overwrite

Memcpy(shellcode)
Usage

From GOT Block to RCE
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Heap Overflow Exploitation - Summary

1. Spray the heap with shellcode buffers

2. Trigger the off-by-three vulnerability to move one heap 
block to the .got section

3. Spray the heap (again) with the shellcode and the 
shellcode address as the sequence number.

4. Once the .got block is used, the memcpy pointer will be 
point to the shellcode, and then the shellcode will be 
triggered

5. Demo time!
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Demo prep
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Demo
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Demo
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Final Thoughts

• Pneumatic Tube Systems require more research

• They are critical infrastructure – like electricity or elevators

• The Swisslog case is a classic case of embedded devices gone 
wrong

• Developing robust security mitigations to safeguard these 
systems is essential

• Adding DOOM to pneumatic systems would make any hospital 
visit much more entertaining ;)
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Questions?

• More info at: https://www.armis.com/pwnedPiper

https://www.armis.com/pwnedPiper

