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Who am |?

Eran Jacob
Security Research Team Leader

@EranlJacob
linkedin.com/in/eranj

RSN

Roman Dvorkin Alon Zini

linkedin.com/in/roman-dvorkin linkedin.com/in/alon-zini-3b9698185
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Automation Protocols

Manufacturing Critical Infrastructure Buildings, Traffic..

i

#BHUSA @BlackHatEvents
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Automation Protocols
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OPC Classic

Open Platform Communications

|
|
® . Data Access |
- Alarms and Events |

|

|

- Historical Data Access

== Microsoft g@) @

Distributed Component

Object Model Firewall unfriendly Security

#BHUSA @BlackHatEvents
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OPC Unified Architecture

#BHUSA @BlackHatEvents
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OPC Unified Architecture

#BHUSA @BlackHatEvents
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Motivation for R

* The “next-thing” in industrial
communication

* Highly adopted
* Significant potential impact
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Discovering the Attack Surface
or at least some of It..
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Mapping the surface

Specifications Communication
=l Stack

Illl-
S |

.NET Standard

.NET legacy

ANSI C legacy

FOUNDATION

JAVA legacy

#BHUSA @BlackHatEvents
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Mapping the surface

Specifications Communication
=l Stack

Illl-
S |

Ol 2 .NET standard

- NET legacy

ANSI C legacy

FOUNDATION

JAVA legacy

#BHUSA

@BlackHatEvents
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Mapping the surface st )

About ~ Membership - Products - Certifi

Specifications Communication Commercial
= Stack SDKs Find Products

The OPC Foundation recommends the use of Certified Products. O
rigerous testing at an OPC Foundation test-lab and demonsiraie col
usability

ifa This product catalog features OPC Servers, Clients, Toolkits and Se
LIl 2 .NET standard LG] Unified .

Automation

NET Ieg acy optimize! Name Member

O
ey
~ FactoryTalk VaniagePoint EMI Rockwell Automation Inc.

ANSI C legacy

PlantPAX Rockwell Automation Inc.
JAVA legacy PROSYS &) OPC
FactoryTalk View ME Rockwell Automation Inc.

InduSoft Web Studio OPC UA Client  Schneider Electric

Wondernware Ol Gateway (OPC DA Schneider Electric

ijpen6254’| JOPC UA Clients)

Wonderware Allen-Bradley ABCIP Schneider Electric
Ol Server

l’_‘l Unified
U Automation

) Wonderware Mitsubishi MELSEC Schneider Electric
High Performance 0Ol Server

Wonderware Siemens SIDIRECT Ol | Schneider Electric
Server

= epWG re Wondenware Schneider Elecfric

35/Bosch/Eaton/SchneiderWAGO -
CODESYS Ol Server

FreeOpcUa/ @ M a T ri ko n® Wonderware Automation Direct Schneider Electric

ADPRO Ol Server
freeopcua

** This mapping is based on our best effort & knowledge; some

. .. . K% Showing 141 to 150 of 229 enfries — ents
vendors or relations may be missing or inaccurate



0

blackhat

USA 2021

Mapping the surface

Unified

i!j] Automation

optimize!

softiing

File description  Softing OPC UA C++ Toolkit Stack DLL File description  OPC UA ANSIC Stack File description  OPC U& ANSIC Stack
Type Application extensgion Type Application extension Type Application extension
File version 554018079 File version 123362 File version 1413276
Product name  Softing OPC UA C++ Toolkit Product name  OPC UA ANSIC Stack Product name ~ OPC UA ANSIC Stack
C / C ++ Product version  5.54.0 Product version  1.02.336.2 Pmd'—'.‘ff version Y 1-4-_1 3-2_?5 )
g Copyright © Softing Industrial Automatio... Copyright Copyright (c) 2004-2010 OPC Foundatio... Copyright Copyright (C) 2016-2020. Unified Autom...
Size 531 KB Size 436 KB Size 1.10MB
Date modfied  31/05/2018 14:35 Date modfied  7/6/2018 1:05 PM E’::Zu"‘;gfie'j o gi’; zgﬁ;;r:l
Language English {Uinited States) La.n.guag.e English (United States) Legal trademarks Unified Automation GmbH
Original flename TESSTACKdI Orginal filename  uastack dll Original flename  uastack d
File description  Softing Opc.Ua.Sdk Core File description  Opec.Ua.Core File description  UnifiedAutomation. | JaBase (NET45)
Type Application extension Type Application extension Type Application extension
File version 12604101 File version 1.4.356.27 File version 3.0.6.477
Product name  Softing OPC UA NET Toolkit Product name ~ OPC UA SDK Product name  Unified Automation OPC UA SDK
Product version  1.26.0.4101 Product version 1.04.356 Product version  3.0.6477
. N ET 2014 Softing Industrial Automation Gm... Copyright Copyright © 2004-2013 OPC Foundation. .. Copyright ® 2011-2020 Unified Automati...
Size 264 MB Size 5.06 MB Size 5.83 MB
Date modified ~ 23/12/2020 13:07 Date modfied  23/07/2013 7:25 Date modfied ~ 18/01/2021 18:38
Language Language Meutral Language Language Neutral Language Language Mevtral

Original filename  Softing Ope.Ua.Sdk Core dll Original filename  Opc.Ua Core.di Original filename  Unified Automation. UaBase di
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Mapping the surface

optimize! Unified

softiig =5 15! Automation

Original filename uastack dll Original filename uastack dl

—

Original filename uastack dll

#BHUSA @BlackHatEvents
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Mapping the surface

optimize! Unified

Qh : @ ﬂ -
SOftﬂE@@ FOUNTPD T 1 0N U Autgmat!gn

Original filename uastack dll Original filename uastack dl

Original filename uastack dll

#BHUSA @BlackHatEvents
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Mapping the surface

uUniriea
Automation

optimize!

softing

C/C++
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Mapping the surface

uUniriea

LG] Automation

optimize!

softiii)

«0 Softing.Opc.Ua.Sdk.Core (1.26.0.4101, msil, Met Frarnework w4.0 =0 Opc.Ua.Core (1.4.363.0, msil, .Met Framework v4.6.2, Release]
4 () Softing.Opc.Ua.Sdk 4 () Opcla

N E I i BinaryDecoder i BinaryDecoder
.

O UnifiedAutomation.UaBase (3.0.5.0, ms

4 {} UnifiedAutomation.UaBase

MedlE i rary Decoder

#BHUSA @BlackHatEvents
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Mapping the surface

Specifications Communication Commercial
=l Stack SDKs
Il'l-

“The vast majority of
OPC UA products are
ANSI C legacy based on these

JAVA legacy PROSYS ) OPC | commercial OPC UA
SDK/Toolkits”

LLL 2 .NET standard Unified

U Automation |

optimize!

softing

'.NETIegacy

FOUNDATION

open62541 _
P OPC Foundation
e _dﬂ' s Lj Automation
"m VA High Performance
pa & kepware
FreeOpcUa/ @ Matrikon®
freeopcua

#BHUSA @BlackHatEvents

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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Mapping the surface

Specifications Communication
=l Stack

P .NET standard

Commercial Products

SDKs

» ICONICS

Sl )

BECKHOFF

- lastomation | ampn | 50 4 wrsus
J ADD | U3 | e
n ........> opt]m]ze| .........>
WAy softing @ fersten
& ANSI C legacy \
FOUNDATION
JAVA legacy PROSYS ) OPC | SIEMENS'

open62541

OPQ (‘osmﬂ
"h) EXPER
j! Aut ti D
nede i U et CAsotuTions
e High Performance
“#0PC UA

BOSCH |

= EC AVA I

Jnivieo

‘ 6
— = kepwore lllllllllllllllllllllll» Honeywell EE-{_GWO\R’K
MONITOR
FreeOpcUa/ @ Matrikon® S{AGGsoftware
freeopcua issssssmssmmsnmnnnnnnnnP

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **

1USA

@BlackHatEvents
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Chain of Dependency

Specifications Communication Commercial Products
=l Stack SDKs

. =N
> icayts BECKHOFF
T NET standard

H Unified
U Automation

e
. ARD WITSUBISH
0 0OAS & ELECTRIC
: Mpmw P || Cronaes o he e
n IIIIIIII> IIIIIIIII>

.NET legac optimize!

gacy ft T 7 £X OPC DataHub ARglch)(:\vgﬂon
ANSI C legacy

FOUNDATION

JAVA legacy PROSYS ) OPC | SIEMENS'
BOSCH|

= EC AVA |

| @ OSlsoft.

LOOD
S0LUTIONS

1iUSA @BlackHatEvents

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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Pervious Work

% Bundesamt
L fiir Sicherheit in der
Informationstechnik

2017

OPC Foundation German Office for
Security Working Information
Group Security (BSI)

kaspersky

2018, 2020

Kaspersky

forll CL/\2OTY

@1
=% Clarity for OT Networks

2021

Claroty

Academic papers

2021

o Practical Pitfalls for Security in

OPC UA
2020

o Assessing the Security of OPC
UA Deployments

(@)

#BHUSA

@BlackHatEvents


https://arxiv.org/pdf/2104.06051.pdf
https://arxiv.org/pdf/2003.12341.pdf
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Exploiting the supply chain
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Chain of Dependency

Specifications
=]

Illl-
S |

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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OPC UA Connection

HEL Hello X
emmm__Pcknowledge .«  Transport
OPN OpenSecureChannelRequest

> Secure Channel: confidentiality, integrity, App

OpenSecureChannelResponse 0PN Authentication

CLO CloseSecureChannelRequest

v

#BHUSA @BlackHatEvents
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Reading the Reference

Q Complex Datatypes

&_)% Variants, Extension Objects, Structures WHAT IF' Tn ln
LLLa L) LU L

10104 : :
0100 Flexible Encoding

0110 v  Binary, XML, JSON

( penSecureChanneI, GetEndpomts , FindServers ) | E I W g;

#BHUSA @BlackHatEvents

https://tyk.io/great-api-documentation-requires-code-examples/
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Chain of Dependencv

Communication
Stack

L = .NET standard

- NET legacy

ANSI C legacy

FOUNDATION

JAVA legacy

1iUSA @BlackHatEvents

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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Breaking the .NET Stack

* NET doesn’t like deep function calls... Inner Object

* The reference alerts of such risk when describing nested data types.

A related issue was already found in the past (cve-2018-12086): Fix for Mantis #4317. Limit recursion level in ExtensionObject.

c Variant ReadVariant{string fieldName)

if (systemType == null) throw new ArgumenthullE nameof (systemType));

odeable = Activator.CreateInstance(systemType) as IEncodeable;
f check th st level o 1 a stack owverflow.
if (m_nestinglevel > m_context.MaxEncodingNestinglevels) if (m_nestinglevel > m_context.MaxEncodingNestinglevels)
*{8}'.", systemType.FullName));
throw ServiceResultException.Create( throw ServiceResultException.Create(
StatusCodes.BadEncodinglimitsExceeded, StatusCodes.BadEncodinglimitsExceeded,

if (complexTypeInstance

"Maximum nesting level of {8} was exceeded", "Maximum nesting level of {8} was exceeded”,

complexTypeInstance.Typeld = encodeableTypeld;
m_context.MaxEncodinghestinglevels); m_context .MaxEncodinglestinglevels);

m_context.MaxEncodingNestinglevels)

m._\:untext.MaxEn\:DdingNEstingLevEls)_; ’ m_r'IE Sti r'lgL EI'JIE].__i m_nE Sti ngl_ E"‘J'E'].__i

#BHUSA @BlackHatEvents
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Nested Data Types

Variant
(UNION)

Extension Object
(Structure Container)

OPC UA Structure

Array/Matri Built in data t '
rray/Matrix ullt in data type XML/Binary

Diagnostic Info Data Value

Inner diagnostic info Variant

#BHUSA @BlackHatEvents
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¥mlns ixsi="http: / /wew.w3.org,/ 2081,/ XMLSchema-instance" >

4 xmlns="http:/fopcfoundation.org/UAS2008/02/ Types.xsd">
- - - < mmlns:xsi="http:/ www.w3.org/ 2001/ XMLSchema- instance™»
< »1&S >
nlimited Nesting [
4 xmlns="http:/fopcfoundation.org/ UL/ 2088,/82/Types . .xsd">
XML OPC UA Decoder < :-:rr1’|5=".h'_ttpi.I,-“I?EE-FC:-unufla't.i-:m.DIPEIUAIEEIESEEJL:IWL:EE.x?d"} ) Built in
£ xmlns:xsi="http://waw.w3.org/ 2081 /XML5chema-1nstance™>
< >1¢/ > data type
f *
£ wmlns="http: s fopcfoundation.org/UA/2088/02/Types.xsd™>
< »1</ S
public object ReadVariantContents {out TypeInfo typelInfo) </ >
: <f >
<f »
<f >
£f b2
cmse private Matrix ReadMatrix| fieldName)
Matrix matrix = ReadMatrix (typeName) ; Array e___emenFS = _Ilulll':l
typeInfo = matrfﬁ?ﬂ?ﬁ%’ﬂ?ﬁﬁ Int32Collection dimensions = null;

return matrix; TypelInfo typeInfo = null;

if (BeginField(fieldNames, true))

PushNamespace (Namespaces.0OpcUaXsd) ;

if (BeginField( ; true))

object contents = ReadVariantContents(out typelInfo):;
elements = contents as Array;
EndField ( )i

#BHUSA @BlackHatEvents
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Extension Object

N eS t ed St r u Ct u r' eS (Structure Container)

- Extension Objects!

- VERY useful for pivoting our way to vulnerable parts of the stacks
- Used in messages before channel or session security (in both directions) XML/Binary

Client Server

HEL Hello
Acknowledge Transport

OPC UA Structure

0PN OpenSecureChannelRequest

v

Secure Channel: confidentiality, integrity, App
——— OPN Authentication

OpenSecureChannelResponse

CLO CloseSecureChannelRequest

v

#BHUSA @BlackHatEvents
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Extension Object
(Structure Container)

Nested Structures

¥ Message : Encodeable Object OPC UA Structure
Typeld : ExpandedNodeld
¥ OpenSecureChannelRequest
¥ RequestHeader: RequestHeader
AuthenticationToken: NodeId
Timestamp: Jul 23, 2828 11:59:41.192217288 Jerusalem Daylight Time
RequestHandle: @
Return Diagnostics: expeaasass
AuditEntryId: [OpcUa Null String] B
TimeoutHint: @
v iddditionalHeader: ExtensionObject
¥ Typeld: ExpandedNodeld
EncodingMask: @x@l, Encoding e encoded Numeric
Namespace Index: @
' umeric: 267

OpenSecureChannelRequest

OPN

v

Exception: Systemn.StackOverflowException

EncodingMask: @x82, has xml body
@ = has binary body: False
has wxml body: True

- . ——
RecelveBuffersize: 5192 N TN N M N o ob 01 o BT
o 88 88 3c 3T 78 6d 6c 28 76 6% 72 73 69 6T 6e 3d version

22 31 2e 38 22 26 65 6 63 6T 64 69 6e 67 3d 22 "1.8" en coding="
utf-8"2?> -<Random
»-<Value xmlns="
http://o pcfounda
tion.org /UA/20808
/82/Type s.xsd">-

<Value =xmlns:x
si="http ://www.w
3.o0rg/26 @1/XMLSc

ReceiveBuffersize: 65536
sendBuffersize: 65536

= .
]

ReceiveBuffersize: 65535
SendBuffersize: G5535 75 74 66 2d 38 22 3f 3e @a 3c 52 61 G6e 54 6T &d

3e ®a 3c 56 Bl 6c 75 65 28 78 6d 6c Be 73 3d 22
68 74 74 78 3a 2f 2f 6f 7@ B3 66 6T 75 6e B4 6
74 69 6f 6e 2e 6f 72 67 2f 55 41 2f 32 36 30 3
2f 38 32 2f 54 79 78 65 73 2e VB 73 64 22 3e @
28 28 3c 56 61 6c 75 65 28 78 6d 6c 6e 73 3a 73
73 69 3d 22 68 74 74 7@ 3a 2 2 77 77 7 2e 77
33 2e 6f 72 67 2f 32 38 38 31 2f 58 4d 4c 53 63
68 65 B6d 61 2d 69 Be 73 74 Bl Be 63 65 22 3e B@a
286 28 28 28 3c 4d 61 74 72 B9 78 3e 3c 44 69 Ad

Lol ol o e T T o T T Se AM e TTA Y VA e TR - -

#BHUSA @BlackHatEvents
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Extension Object
(Structure Container)

Nested Structures

- Chunks. MaxMessageSize: 16777216 OPC UA Structure
MaxMessageSize: 4194384
XML/Binary _
HEL Hello S
o Acknowledge ACK Transport connection

OpenSecureChannelRequest

Secure Channel: Confidentiality, Integrity, App
= - OPN Authentication

OpenSecureChannelResponse

CLO CloseSecureChannelRequest

v

#BHUSA @BlackHatEvents
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Extension Object
(Structure Container)

Nested Structures

- Chunks. MaxMessageSize: 16777216 OPC UA Structure

MaxMessageSize: 4194384

HEL Hello .
Acknowledge ACK Transport connection
B o —
B OpenSecureChannelRequest . .
: Secure Channel: security mode = NONE
OpenSecureChannelResponse
€ ———————— et mmmm————— OPN
MSG FindServersRequest - .
FindServersResponse FindServers
P ~ g’ MSG
CLO CloseSecureChannelRequest
Message Type: MSG ecting. ..
Chu  Message Type: MSG
Mes Chunk Type: C [31 Message fragments (19@@46@ bytes): Process is terminated due to StackOverflowException.
Sec Mess Message Type: MSG Message Type: M5G
Sec  Secul Chunk Type: C Chunk TyprI:: F
Sec  Secu Message Size: 61448 Message Size: 58884
5eC  Secul SecureChannelld: 1 Secur"nlathannelld: 1
Secul security Token Id: 1 Security Token Id: 1
Security Sequence Number: 3 Security Sequence Number: 32

Security RequestId: 2 Security RequestId: 2 #BHUSA @BlackHatEvents
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NET Stack Vulnerability CVE-2021-27432

6 years old O day

optlrmze'

softiiig

Matrix | _paraml})

ay elements = (Array)
C llection in ollection
typeInfo (TypeInfo)
[llllllll» :: - ,‘_paruml, :]::I

fieldName)

typeInfo) Array;

elements = ( ) H
ollection in lection ( ollection)
typeInfo TypeInfo)
eginFielc ieldMame, EEEEEEEEE

=}

& Unified
U Automation

-PushNamespace( "http://«

i ] F Matrix ReadM il . Name)
.BeginField("E Matrix ReadMatrix( fieldName)

Array elements = (Ar
Int32Collection in
TypeInfo typelInfo

( eginField(

o

elements = .ReadVariantContents( typeInfo) Array;

t; ++index)
.BeginField("Elemer

(length

#BHUSA @BlackHatEvents

.ReadVariantContents( typeInfo);
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NET Stack Vulnerability

Client -> Server

E_ Main Site

e = - e

Remote Site 1 :l = = Remote Site 2

11011
11011

h
Cro°
cros" R —_I
e e —- S
- Loss of visibility & control o Loss of visibility & control -
OPC UA SERVER SCA DA OPC UA SERVER

(OPC UA client)

i [ ] T
i (— | BE=
PLC HMI PLC

#BHUSA @BlackHatEvents
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NET Stack Vulnerability

Server -> Client

E_ Main Site

g 2 ° -

Remote Site 1 Remote Site 2
ﬁ M PC
- Loss of visibility & control “ = = Loss of visibility & control -
OPC UA SERVER SCA DA G—— (— _ T) OPC UA SERVER
] (OPC UA client) (%
5 ug (= E Dg —J

PLC HMI PLC
#BHUSA @BlackHatEvents
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Unified Automation .NET SDK <xml />

Communication
Stack

L = .NET standard

.NET legacy

ANSI C legacy

JAVA legacy

Vulnerability CVE number

A remote attacker can trick the .NET libraries CVE-2017-12069
used by the LDS and the OPC UA .NET Sample

Servers into accessing network resources

chosen by the attacker.

Vulnerability CVE number

An XXE vulnerability in the OPC UA Java and CVE-2018-12585
.MET Legacy Stack can allow remote attackers to
trigger a denial of service.

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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Unified Automation .NET SDK <xml />

Commercial
SDKs

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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XXE. Again.

XmlElement(XmlString

(!(value != (XmlString)
(XmlElement) ;
XmlDocument xmlDocument =

| value.m_xml ==

XmlDocument();
xmlDocument.LoadXml(value.m_xml);
xmlDocument.DocumentElement;

* Code refactoring reintroduced the vulnerability

* Exploitable over Extension Object decoding

*XXE = XML External Entity

CVE-2021-27434

Message Type: OPN

Chunk Type: F

Message Size: 325

SecureChannelId: @

SecurityPolicyUri: http://opcfoundation.org/UA/SecurityPolicy#None
SenderCertificate: <MISSING:[OpcUa Null ByteString]
ReceiverCertificateThumbprint: <MISSING>[OpcUa Mull ByteString]
Sequencelumber: 51

RequestId: 1

¥ Message : Encodeable Object

TypeId : ExpandedModeId
* OpensecureChannelRequest
% RequestHeader: RequestHeader
AuthenticationToken: Nodeld
Timestamp: Jul 23, 2828 11:59:41.192217288 Jerusalem Daylight Time
RequestHandle: @
Return Diagnostics: @wepeeaoee
AuditEntryId: [OpcUa Null String]
TimecutHint: @
¥ AdditionalHeader: ExtensionObject
v Typeld: ExpandediodeId
EncodingMask: @x@8, EncodingMask: Two byte encoded Numeric
Identifier Numeric: @
¥ EncodingMask: 8x82, has xml body
...8 = has binary body: False
..1. = has xml body: True

B8ad
aabe
2aca
eaede

--{l el
ersion= "1.8"

#BHUSA @BlackHatEvents



0

blackhat

USA 2021

SDK XXE Vulnerability Impact

Client -> Server

& A
E — 2

OPC UA SERVER ‘ — '

>

IT Network
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Softing C++ OPC UA SDK

Commercial
SDKs

|

optimize!

soft i

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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Softing C++ OPC UA SDK

v I

SDK-level processing

C++ objects

_ TB5UTIL

Stack-level processing TB5STACK ANSI C stack structures

#BHUSA @BlackHatEvents
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From Binary to Objects

o] — RS
1010 ;

Binary Message l

A
— B m €

C Structures

https://www.flaticon.com/free-icon/documents_160085

~g>

SDK C++

Objects

#BHUSA @BlackHatEvents
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Extension Object
(Structure Container)

Foundation’s Extension Object

Looking at the Legacy ANCI C stack OPC UA Structure...

decoded Extension Objects are stored in a specific structure ]

ID of the contained structure

Encoding of the BODY

BODY UNION

#BHUSA @BlackHatEvents
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Foundation’s ExtensmnObJect

Zooming into the ExtensionObject body union

_OpcUa_ExtensionObject Body

OpcUa_ ByteString Binary;

OpcUa XmlElement Xml;

_OpcUa_EncodeableObjectBody

OpcUa Void* Object;

_OpcUa_EncodeableType* Type;

1
J

EncodeableObject;

1
J

Body;

-

_OpcUa_ByteString

OpcUa_Int32 Length;
OpcUa Byte* Data;
} OpcUa ByteString;

-~ s s s e s = -

Int32, Byte*

Int32, Byte* OpcUa ByteString OpcUa XmlElement;

Object* , EncodableType*

#BHUSA @BlackHatEvents
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Foundation’s ExtensionObject

MUST be validated

ID of the contained structure

Encoding of the BODY MUST be validated

BODY UNION

#BHUSA @BlackHatEvents
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Setting C++ ODbjects

o] — RGNS

1010 l

Binary Message

Extension Object Struct
TypelD: X/Y/Z..

Encoding: EncodeableObject

Body: { decoded object }

C Structure

#BHUSA @BlackHatEvents

https://www.flaticon.com/free-icon/documents_160085
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Skipping Internal Structure Decoding

¥ Typeld: ExpandedNodeld
EncodingMask: @x@1, EncodingMask: Four byte encoded Numeric
1. XML.. Namespace Index: @
Identifier Numeric: 267
¥ EncodingMask: @x82, has xml body
..@ = has binary beody: False
..1. = has xml body: True

¥ Typeld: ExpandedNodeld
¥ EncodingMask: @x@5, EncodingMask: Opaque
. 8181 = EncodingMask: Opaque (@x5)
. N has server index: False
2. Type_ID enCOdlng @... .... = has namespace uri: False
Namespace Index: @
Identifier ByteString: 454545454545454545454545454545454545454545454545..
¥ EncodingMask: @x@1, has binary body
..1 = has binary body: True
.8, has xml bodv: False

#BHUSA @BlackHatEvents
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Setting C++ ODbjects

|0| —
1010

Binary Message l

Extension Object Struct I T T
TypelD: X/Y/Z..

Encoding: XML/Binary

Body: {

C Structure

#BHUSA @BlackHatEvents
https://www.flaticon.com/free-icon/documents_160085
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Setting C++ ODbjects

o] — RGNS

1010 l

Binary Message

Extension Object Struct I T T
TypelD: X/Y/Z..

Body: { } \

DK C++
Objects

C Structure

#BHUSA @BlackHatEvents

https://www.flaticon.com/free-icon/documents_160085
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A word about PubSub

Option: Publish/Subscribe in the Cloud

[ A

Su Subr

A

Subscriber : Client ]1— ----------- ij\
J I
— — Publisher/Sender : Server

Subscriber : Client ]1- ------- 7/

\_bL J Relay Broker  \_____
A \ Publisher/Sender : Server
\—b[_b[ Subscrrber Client ]

==}

Option: Secure Multicast

[Subscriber : Client ] [Subscriber : Client ]
- -
1 1
L L
[-~———~—===- A 1"I“""““l ------- rF=——=—=—————
I I I

- v . ;
Subscriber : Client [Subscriber . Client ] Publisher/Sender : Server

#BHUSA @BlackHatEvents
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Variant
(UNION)

Exploiting the Object Setters

Built in

Array/Matri
4 4 data type

Network Message

DataSetMetaData (piscoveryResponse)
FieldMetaDataArray

Variant

ExtensionObject

( Y
Subscriber : Client <
o V.
( Y
Subscriber : Client ¢
o V.
a Y
Subscriber : Client <
o V.

#BHUSA @BlackHatEvents



Administrator: SUBSCRIBER - PubSubStandalone.exe — O X

#08 88:22:34 : Value(Boolean) = True; (Good) ; ~

#1 88:22:34 : Value(Int32) = 4599; (Good)

#2 88:22:34 : Value(Int32) = 4599; (Good) ;

#3 88:22:34 : Value(DateTime) = 28621-86-27T721:22:34.1987; (Good
) ;
Receiving 4 ualues from DataSetWriter 1

#08 ©8:22:35 : Value(Boolean) = False; (Good)

#1 88:22:35 : Value(Int32) = 4688; (Good)

#2 98:22:35 : Value(Int32) = 4686; (Good)

#3 98:22:35 : Value(DateTime) = 2021-86-27T21:22:35.1987; (Good

i) I

Administrator: SUBSCRIBER - PubSubStandalone.exe = O b4 Administrator. ATTACKER

Receiving 4 UalUES from DataSetWriter 1

#0 08:22:34 : Value(Boolean) = False; (Good)

#1 08:22:34 : Value(Int32) = 4598; (Good) ;

#2 98:22:34 : Value(Int32) = 4598; (Good)

#3 08:22:34 : Value(DateTime) = 2621-86-27T21:22:33.1987; (Good
)
Receiving 4 wvalues from DataSetWriter 1

#08 ©8:22:35 : Value(Boolean) = True; (Good)

#1 88:22:35 : Value(Int32) = 4599; (Good)

#2 88:22:35 : Value(Int32) = 4599; (Good) ;

#3 ©8:22:35 : Value(DateTime) = 2021-86-27T721:22:34.198Z; (Good

)
Press:
X,q:

Administrator: SUBSCRIBER - PubSubStandalone.exe — | X 2'3:
I 55z
Receiving 4 ualues from DataSetWriter 1 5

#0 88:22:35 : Value(Boolean) = True; (Good} else:

#1 ©8:22:35 : Value(Int32) = 4599; (Good) ;

#2 ©9:22:35 : Value(Int32) = 4599; (Good)

#3 @8:22:35 : Value(DateTime) = 28621-86-27T721:22:34.1987; (Good sp

) s
Receiving 4 values from DataSetWriter 1
#08 @8:22:36 : Value(Boolean) = False; (Good)
#1 @8:22:36 : WValue(Int32) = 4688; (Good)
#2 @98:22:36 : WValue(Int32) = 4688; (Good)
#3 @8:22:36 : Value(DateTime) = 2621-86-27T721:22:35.1987; (Good

i

Administrator: SUBSCRIBER - PubSubStandalone.exe = O x

Receiving 4 ualues from DataSetWriter 1
#0 08:22:34 : Value(Boolean) = False; (Good)
#1 08:22:34 : Value(Int32) = 4598; (Good) ;
#2 98:22:34 : Value(Int32) = 4598; (Good)
#3 08:22:34 : Value(DateTime) = 2621-86-27T21:22:33,1987; (Good
)
Receiving 4 uaIUES from DataSetWriter 1
#0 98:22:35 : Value(Boolean) = True; (Good)
#1 88:22:35 : Value(Int32) = 4599; (Good) ;
#2 98:22:35 : Value(Int32) = 4599; (Good)
#3 08:22:35 : Value(DateTime) = 2021-86-27T21:22:34.1987; (Good

Administrator: PUBLISHER - PubSubStandalone.exe

Shutdown the server
Start publishing
End publishing
Start subscribing
End subscribing
Show usage

Publishing started successfully
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Setting C++ ODbjects

A

1010
1010

Binary l
Message

Extension Obiect Struct

mmmndglll TB5STACK

Extension Obiect Struct

---->

Extension Object Struct el ¢

---->

TypelD: X/Y/Z..

Encoding: XML/Binary

Body: {

C Structure

#BHUSA @BlackHatEvents
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Not a one-time mistake...

114 B.681664 127.8.8.1 127.8.8.1 OpcUa 1lae 38747 43438 Hello message
115 8.681676 127.8.8.1 127.8.8.1 TCP 44 4548 38747 4348 » 30747 [ACK] Seq=1 Ack=57 Win=6548@ Len=0
116 8.681733 127.8.8.1 127.8.8.1 Opcla 72 4848 38747 Acknowledge message
117 B8.681746 127.8.8.1 127.8.8.1 TCP 44 38747 43438 30747 + 4843 [ACK] Seq=57 Ack=29 Win=2619648 Len=0
118 8.681845 127.8.8.1 127.8.98.1 OpcUa 177 3747 4348 OpensecureChannel message: OpenSecureChannelRequest

= 119 B.681856 127.8.8.1 127.8.8.1 TCP 44 4343 38747 4848 + 30747 [ACK] Seq=29 Ack=190 Win=65346 Len=8
128 8.681982 127.8.8.1 127.8.8.1 OpcUa 179 43438 38747 OpensSecureChannel message: OpenSecureChannelResponse

- 121 8.681998 127.8.8.1 127.8.8.1 TCP 44 38747 4848 30747 » 4848 [ACK] Seq=19@ Ack=164 Win=2619392 Len=0
122 8.632183 127.8.8.1 127.8.8.1 Opclla 358 38747 4848 UA Secure Conversation Message: CreateSessionRequest

= 123 8.682114 127.8.8.1 127.8.8.1 TCP 44 4543 38747 4848 + 38747 [ACK] Seq=164 Ack=504 Win=65832 Len=8
124 8.682335 127.8.08.1 127.8.8.1 Opcla 485 4848 30747 UA Secure Conversation Message: CreateSessionResponse

— 125 8.682349 127.8.8.1 127.8.98.1 TCP 44 30747 43438 30747 » 4848 [ACK] Seq=5084 Ack=685 Win=2619136 Len=0
126 8.682447 127.8.8.1 127.8.8.1 Opclla 153 38747 4848 UA Secure Conversation Message: ActivateSessionRequest

- 127 B8.682456 127.8.0.1 127.8.0.1 TP 44 4848 38747 4848 + 30747 [ACK] Seq=6@5 Ack=613 Win=64924 Len=0@
128 9.182347 127.8.8.1 127.8.8.1 TCP 44 30747 4348 30747 » 4848 [FIN, ACK] Seq=613 Ack=605 Win=2612136 Len=@

- 129 9.182363 127.8.8.1 127.8.8.1 TCP 44 4543 38747 4848 + 30747 [ACK] Seq=6@5 Ack=614 Win=64924 Len=0

d 138 9.183078 127.8.0.1 127.8.0.1 TCP 56 30749 4848 30749 = 4843 [SYN] Seq=0 Win=65535 Len=0 MS5=65495 WS=256 SACK_PERM=1

FI 131 9.183187 127.8.8.1 127.8.8.1 TCP 56 4343 38749 4848 + 30749 [SYN, ACK] Seq=0 Ack=1 Win=65535 Ler:_=ﬂ MSSJ=65495. WS=2 SACK_PERM=1
132 9.1383126 127.8.8.1 127.8.8.1 TCP 44 38749 4343 30749 » 4848 [ACK] i v v v v
133 9.193285 127.8.0.1 127.8.0.1 OpcUa lee 38749 4848 Hello message iUA secure Conversation HESSEEE' ACthEtESESSlOHREqUESt
134 9.193226 127.8.8.1 127.8.8.1 TCP 44 4548 38749 4848 » 30749 [ACK] «
135 9.443566 127.8.8.1 127.8.8.1 TCcP 44 38749 4343 30749 » 4848 [FIN,
136 9.443582 127.8.8.1 127.8.8.1 TCP 38749 4348 + 30749 [ACK] RequestHeadEF: RequestHeadEF

ClientSignature: SignatureData
ClientSoftwareCertificates: Array of SignedSoftwareCertificate
AdditionalHeader: ExtensionObject LocaleIds: Array of Str-ing
ClientSignature: SignatureData . . . . .
ClientSoftwareCertificates: Array of SignedSoftwareCertificate USErIdEﬂtltyTDkEﬂ. EXtEﬂSlDﬂDI’J]ECt
Localelds: Array of String ¥ Typeld: ExpandediodeId
v UserIdentityToken: ExtensionObject

v Typeld: ExpandedNodeId
EncodingMask: @x81, EncodingMask: Four byte encoded Mumeric

* Encodin

EncodingMask: Opaque (8x5)

Namespace Index: @ B.. .... = has server index: False
Identifier MNumeric: 324 .
@... .... = has namespace uri: False

v EncodingMask: @x@2, has xml body

Namespace Index: @
tifier ByteString: 454545454545454545454545454545454545454545454545,.

29 75 5a 72 5@ 18 27 {7 b4 99 00 @0 4d 53 47 46  JuZrP-' MSGF

6d 00 @0 Ga @1 @0 63 62 O 68 60 0@ 35 08 00 88 m 5 vass 2x.l = has binary body:

03 @0 @0 00 01 0@ d3 @1 Ol 99 39 30 83 37 of %a 90-7

f 66 d6 01 42 42 of 00 ©0 60 0 @0 ff Ff Ff Ff -~ --BB +v+v «.B. = has xml body: False
10 27 @@ @@ @0 80 80 ff ff ff ff ff ff ff ff o0 -

@0 0 00 01 60 0P 0@ 05 0@ 99 B0 65 6c 2d 55 53 en-us

eozo [FUCCICENINCE 4 00 0@ @6 74 65 73 74 ff ¥ ff test

f ff ff Tf ff fFf ff ff f
*)BlackHatEvents
@ 7 Textitem (text), 5 bytes Packets: 4538 - Displayed: 28 (0.6%) Profile: Default
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Products

Products

» icits BECKHOFF
ety

ABRB | ] N e
D

Changes for the Better

v

. Rockwell
0 OPC DataHub | | [LRA R T

SIEMENS D ECAVA

BOSCH | S7ausLs

@oster.

is now part o

) EXPERT

CIGOUD
SOLUTIONS

** This mapping is based on our best effort & knowledge; some vendors or relations may be missing or inaccurate **
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Products

Integration

Configurations with OPC UA SDK/stack

#BHUSA @BlackHatEvents
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SDK Integration o)

vl

OPC UA Ansi C Stack

Required Interfaces

ServerConfig, NodeManager, IOManager |
|

— Server Application I - ‘> UaModule I

ServerConfig

|
I T
Mode H-ﬂﬁﬁl;lE‘I"
V2 B |

—- IOManagar
> Systemintegration I :
¥ MethodManager

L

OPC UA Server
[
|
|
N
:
2
[
m

Vendor System

. C e . . #BHUSA @BlackHatEvents
http://documentation.unified-automation.com/uasdkcpp/1.4.2/html/L1ServerSdkintroduction.html
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i

OpenSecureChannel message: OpenSecureChannelResponse
335 UA Secure Conversation Message: CreateSessionRequest
158 UA Secure Conversation Message: ActivateSessionResponse
IO Ma na er. 169 UA Secure Conversation Message: WriteRequest
® 118 UA
78 Error message
171 UA Secure Conversation Message: WriteRequest
- 198 OpenSecureChannel message: OpenSecureChannelResponse
* M .t It cee 335 UA Secure Conversation Message: CreateSessionRequest
158 UA Secure Conversation Message: ActivateSessionResponse
169 UA Secure Conversation Message[Malformed Packet]
132 Hello message
82 Acknowledge message
335 UA Secure Conversation Message: CreateSessionRequest
882 UA Secure Conversation Message: CreateSessionResponse
169 UA Secure Conversation Message[Malformed Packet]
78 Error message
82 Acknowledge message
186 OpenSecureChannel message: OpenSecureChannelRequest

132 Hello message
882 UA Secure Conversation Message: CreateSessionResponse
Secure Conversation Message: WriteResponse
* Read

132 Hello message

882 UA Secure Conversation Message: CreateSessionResponse
78 Error message

186 OpenSecureChannel message: OpenSecureChannelRequest

171 UA Secure Conversation Message: ActivateSessionRequest

169 UA Secure Conversation Message[Malformed Packet]

198 OpenSecureChannel message: OpenSecureChannelResponse

=
82 Acknowledge message
l | Z Z I l I S 186 OpenSecureChannel message: OpenSecureChannelRequest
196
171 UA Secure Conversation Message: ActivateSessionRequest
169 UA Secure Conversation Message: WriteRequest
* ° - 82 Acknowledge message
rlte 186 OpenSecureChannel message: OpenSecureChannelRequest
171 UA Secure Conversation Message: ActivateSessionRequest
169 UA Secure Conversation Message[Malformed Packet]
198 OpenSecureChannel message: OpenSecureChannelResponse
158 UA Secure Conversation Message: ActivateSessionResponse
132 Hello message
AR 1A Sarurs FCAanvarcatrian Maccasar CreaateSeaccinnBRanisct

#BHUSA @BlackHatEvents



blgc’:k hat

USA 2021

Summary

V o

] Specifications Communication Commercial Products
| B Stack SDKs
(I
1‘ . ; )
Controller Controller y “HoPC UA »icdits | €13 | eecknor

Fro NET standard

Relay Broker

i Il = ABB || ams
/9% T REMEEE, “soft | @ .,
8 “IPC | ———————— ANSI C legaey.
- - - - ] 4 JAVA legacy PROSS ) OPC I SIEMENS [| (3 ecava
,
i sosch ll SrauvsLr
Field Field opC
: ; 62541 e [| @os
Devices Devices ‘open625
nede
AOPC UA
a PRTG ~1
El 3 kepware |l +  Honeywell FRTSiom
MONITOR
FreeOpoUa/ @ Matrikon® || , CJEGions saee
freeopcua

#BHUSA @BlackHatEvents




Matan Dobrushin
@matan_dob

Stay Safe!

Eran Jacob

@EranJacob
linkedin.com/in/eran|

Special thanks to

Roman Dvorkin
linkedin.com/in/roman-dvorkin

and the rest of the team

G n
.....

Alon Zini
linkedin.com/in/alon-zini-3b9698185



