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of websites use
I11S server”
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*Netcraft: May 2021 Web Server Survey

Web server developers: Market share of all sites

ﬁETCRéFT —— Apache

— Microsoft

80%

i — Sun

—— nginx

— Google
—— Cloudflare
— NCSA
—— LiteSpeed
—— OpenResty
— Other
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of websites use
I1S server”

ngin= 432,167,302 35.65% 440,997 336 36.19%
Apache 313,948 741 25.90% 314,774 4582 25.83%
OpenResty 81,93539 6.76% 73,839970 6.06%
Microsoft 67,182,740 5.54% 60,265,118 4.95%

#BHUSA @BlackHatEvents


https://news.netcraft.com/archives/2021/05/31/may-2021-web-server-survey.html
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*W3Techs: Usage statistics of web servers

Technologies » Web Servers

Usage statistics of web servers

This diagram shows the percentages of websites using various web servers. See
technologies overview for explanations on the methodologies used in the surveys. Our
reports are updated daily.

Request an extensive web servers market report.

Learn more

How to read the diagram:
Mginx is used by 34% of all the websites whose web server we know.

Nginx 34.0%
Apache 32.9%
Cloudflare Server 18.9%

of websites use e o

Microsoft-I1I5

I IS * Mode.js rl.S%
Se rve r Google Servers 1.1%
Tengine |0.1%
Cowboy |0.1%
Tomcat |0.1%

Apache Traffic Server |0.1%

ArvanNginx |0.1%
Kestrel |0.1%

#BHUSA @BlackHatEvents


https://w3techs.com/technologies/overview/web_server

0

blackhat

USA 2021

Microsoft Exchange
emailil servers with

#BHUSA @BlackHatEvents
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Shodan result for public servers with OWA running Microsoft Exchange 2013 or 2016
(query for the lIS banner X-AspNet-Versionand Outlook in the title):

203,744
Microsoft Exchange
email servers with

United States

Germany

United Kingdom

Netherlands

France



ol IS backdoors

T spreading via ProxyLogon

Government
institutions

In three countries in
Southeast Asia

IIIII
1

A major telecom
company
in Cambodia

F)

i » }

Private d
companies

in Canada, USA, South
Korea and others

#BHUSA @BlackHatEvents
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v | ? | ()
Government SEO fraud Compromised

espionage Crime schemes to websites
Infiltrating government manipulate SERP IS malware serving
mailboxes malicious content &

adware

Targeting C&C traffic
e-commerce routing

Stealing credentials &

_ _ _ Compromised IIS server
credit card information

as a malicious proxy

#BHUSA @BlackHatEvents



Known malicious IS modules:

P2 Trustwave

The Curious Case of the
Malicious IIS Module

1S v7.0

2007 2013
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RETWORKS

Tools ATOMs About Us

OilRig uses RGDoor IIS Backdoor on Targets in
the Middle East

SHARE g-g

By Robert Falcone
January 25, 2018 at 5:00 AM
Category: Unit 42

Tags: Middle East, QilRig, RG!
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Known malicious IIS modules:
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1S v7.0
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welivesecurity ~cm

Exchange servers under siege
from at least 10 APT groups

ESET Research has found LuckyMouse, Tick, Winnti Group, and Calypso,
among others, are likely using the recent Microsoft Exchange vulnerabilities
to compromise email servers all around the world

- &
ﬂ Matthieu Faou &l Mathieu Tartare @ Thomas Dupuy

10 Mar 2021 - 02:00PM

IS v7.0

2007 2013 2018 2019 2020 2021
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ANATOMY
OF NATIVE
1S MALWARE

Our research

Malicious native IIS modules (C++
libraries)

80+ unigue samples from our telemetry
and VirusTotal

14 malware families
(10 never documented)

Victim information from our telemetry
and internet-wide scans

Detailed information and analyses in
the white paper

#BHUSA @BlackHatEvents
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Malicious native IIS modules

Architecture
Reversing

TIPS

Defense
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Architecture
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* Microsoft web server software
« Modular architecture (since v7.0)

* |IS services configured to run at each system start (\World Wide
Web Publishing Service, Windows Process Activation Service or
Application Host Helper Services)

* IS Worker Process (w3wp . exe)

« Handles inbound requests

» Loads all [IS modules configured in
$windir%\system32\inetsrv\config\ApplicationHost.config

#BHUSA @BlackHatEvents
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Begin Request Processing

Authentication
Authorization

Cache Resolution

HTTP request —— A SRR e — HTTP response
Handler Pre-execution

Handler Execution
Release State
Update Cache

Update Log

End Request Processing
#BHUSA @BlackHatEvents
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generate notifications handle notifications

Begin Request Processing

Class inheriting from CHttpModule:

; const HttpModule::  wftable’

?? JHttpModule@bBil dd offset OnBeginRequest

Authorization dd offset OnPostBeginRequest

dd offset OnAuthenticateRequest

dd offset OnPostAuthenticateRequest
dd offset OnAuthorizeReguest

dd offset OnPostAuthorizeReguest

dd offset OnResclwveRequestCache

dd offset OnPostResoclveRequestCache
dd offset OnMapRequestHandler

dd offset OnPostMapRequestHandler

dd offset OnAcquireRequestState

dd offset OnPostAcquireRequestState
dd offset OnPreExecuteRequestHandler
dd offset OnPostPreExecuteRequestHandler
dd offset OnExecuteRequestHandler

dd offset OnPostExecuteRequestHandler
dd offset OnReleaseRequestState

dd offset OnPostReleaseRequestState
dd offset OnUpdateRequestCache

Authentication

Cache Resolution
Handler Mapping
Handler Pre-execution
Handler Execution
Release State
Update Cache

Update Log

End Request Processing
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; const HttpModule::  wftable’
?? JHttpModule@bBil dd offset OnBeginRequest

dd offset OnPostBeginRequest
generate notifications dd offset OnAuthenticateRequest
dd offset OnPostAuthenticateRequest
dd offset OnAuthorizeRequest
dd offset OnPostAuthorizeRequest
dd offset OnResclwveRequestCache
dd offset OnPostResoclveRequestCache
dd offset OnMapRequestHandler
dd offset OnPostMapRequestHandler
dd offset OnAcquireRequestState
dd offset OnPostAcquireRequestState
dd offset OnPreExecuteRequestHandler
dd offset OnPostPreExecuteRequestHandler
dd offset OnExecuteRequestHandler
dd offset OnPostExecuteRequestHandler
dd offset OnReleaseRequestState
dd offset OnPostReleaseRequestState
dd offset OnUpdateRequestCache
dd offset OnPostUpdateRequestCache
dd offset OnLogRequest
dd offset OnPostlLogRequest
dd offset OnEndRequest
dd offset OnPostEndRequest
dd offset OnSendResponse
dd offset OnMapPath

Begin Request Processing

Authentication
Authorization
Cache Resolution
Handler Mapping
Handler Pre-execution
Handler Execution
Release State
Update Cache

Update Log

End Request Processing
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implement event handlers

Class inheriting from CGlobalModule:

; const CMyGlobalModule:: vftable’

dgq offset OnGlebalCacheCleanup
dgq offset OnGlebalCacheOperaticn
dgq offset OnGlocbalHealthCheck

dgq offset OnGlebalConfigurationChange

dgq offset OnGlebalFileChange

dgq offset OnGleobalPreBeginRequest

dgq offset OnGlebalApplicationStart

dgq offset OnGlebalApplicationResoclveModules
dgq offset OnGlebalApplicationStop

dg offset OnGlobalRSCAQuery

dg offset OnGlebalTraceEvent

dgq offset OnGlobalCustomNotification

dgq offset Terminate

dq offset OnGlcbalThreadCleanup

dq offset OnGlocbalApplicationPreload

dq offset OnSuspendProcess

Class inheriting from CHttpModule:

; const HttpModule:: vftable’

?? 7HttpModulefi@5Bl dd offset OnBeginRequest

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

; sub_7454A3
OnPostBeginRequest
OnAuthenticateRequest
OnPostAuthenticateRequest
OnAuthorizeRequest
OnPostAuthorizeRequest
OnResclveRequestCache
OnPostResoclveRequestCache
OnMapRequestHandler
OnPostMapRequestHandler
OnAcquireRequestState
OnPostAcquireRequestState
OnPreExecuteRequestHandler
OnPostPreExecuteRequestHandler
OnExecuteRequestHandler
OnPostExecuteRequestHandler
OnReleaseRequestState
OnPostReleaseRequestState
OnUpdateRequestCache
OnPostUpdateRequestCache
OnLogRequest
OnPostlLogRequest
OnEndRequest
OnPostEndRequest
OnSendResponse
OnMapPath
OnReadEntity
OnCustomRequestiNotificaticon
OnAsyncCompletion
Dispose
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implement event handlers

Class inheriting from CGlobalModule:

; const CMyGlobalModule:: vftable’

dgq offset OnGlebalCacheCleanup
dgq offset OnGlebalCacheOperaticn
dgq offset OnGlocbalHealthCheck

dgq offset OnGlebalConfigurationChange

dg offset _OnGlohalFileChanse

dgq offset) OnGlebalPreBeginRequest

dg offset UnblobaldApplicationstart

dgq offset OnGlebalApplicationResoclveModules
dgq offset OnGlebalApplicationStop

dg offset OnGlobalRSCAQuery

dg offset OnGlebalTraceEvent

dgq offset OnGlobalCustomNotification

dgq offset Terminate

dq offset OnGlcbalThreadCleanup

dq offset OnGlocbalApplicationPreload

dq offset OnSuspendProcess

Class inheriting from CHttpModule:

; const HttpModule::  afiahle’

?? 7HttpModulef@6B@idd offset OnBeginRequest

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
rd
dd
cdl
dd
dd
dd
dd

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
nffzat
offset
oTTset
offset
offset
offset
offset

; sub_7454A3
OnPostBeginRequest
OnAuthenticateRequest
OnPostAuthenticateRequest
OnAuthorizeRequest
OnPostAuthorizeRequest
OnResclveRequestCache
OnPostResoclveRequestCache
OnMapRequestHandler
OnPostMapRequestHandler
OnAcquireRequestState
OnPostAcquireRequestState
OnPreExecuteRequestHandler
OnPostPreExecuteRequestHandler
OnExecuteRequestHandler
OnPostExecuteRequestHandler
OnReleaseRequestState
OnPostReleaseRequestState
OnUpdateRequestCache
OnPostUpdateRequestCache
OnLogRequest
OnPostlLogRequest
OnEndRequest
NnPrzt+EFndReannsot
OnSendResponse
Un¥apFath
OnReadEntity
OnCustomRequestiNotificaticon
OnAsyncCompletion
Dispose
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implement event handlers

Class inheriting from CGlobalModule:

; const CMyGlobalModule:: vftable’

dgq offset OnGlebalCacheCleanup
dgq offset OnGlebalCacheOperaticn
dgq offset OnGlocbalHealthCheck

dgq offset OnGlebalConfigurationChange

dgq offset OnGlebalFileChange

dgq offset OnGleobalPreBeginRequest

dgq offset OnGlebalApplicationStart

dgq offset OnGlebalApplicationResoclveModules
dgq offset OnGlebalApplicationStop

dg offset OnGlobalRSCAQuery

dg offset OnGlebalTraceEvent

dgq offset OnGlobalCustomNotification

dgq offset Terminate

dq offset OnGlcbalThreadCleanup

dq offset OnGlocbalApplicationPreload

dq offset OnSuspendProcess

Class inheriting from CHttpModule:

; const HttpModule:: vftable’

?? 7HttpModulefi@5Bl dd offset OnBeginRequest

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
ad
dd
dd
dd
dd
dd
dd
dd
dd

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
OTTSET
offset
offset
offset
offset
offset
offset
offset
offset

; sub_7454A3
OnPostBeginRequest
OnAuthenticateRequest
OnPostAuthenticateRequest
OnAuthorizeRequest
OnPostAuthorizeRequest
OnResclveRequestCache
OnPostResoclveRequestCache
OnMapRequestHandler
OnPostMapRequestHandler
OnAcquireRequestState
OnPostAcquireRequestState
OnPreExecuteRequestHandler
OnPostPreExecuteRequestHandler
OnExecuteRequestHandler
OnPostExecuteRequestHandler
OnReleaseRequestState
OnPostReleaseRequestState
OnUpdateRequestCache
OnPostlndateReguestCache
OnLogRequest
UNPFoSTLogREqUESE
OnEndRequest
OnPostEndRequest
OnSendResponse
OnMapPath
OnReadEntity
OnCustomRequestiNotificaticon
OnAsyncCompletion
Dispose
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DLL export / module entrypoint

1. Creates instances of the gzE

core classes

LText

Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
LTdext:
LTdext:
LTdext:
LTdext:
LText:
LText:
LText:
' @EBRRYFEFB1F17EL
LTdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
LTdext:

epeBasFEFB1F17DG
8peeasFEFB1F17DG
8peeasFEFB1F17DG
apeBa’/FEFB1F17DG
apeBa’/FEFB1F17DG
epeea’/FEFB1F17D8
epeea’/FEFB1F17D8
eBeea/FEFB1F17D2
aBeea/FEFB1F17D6
8Beea/FEFB1F17DE
eBeea’/FEFB1F17DE
8Beea’/FEFB1F17E

8BeBa/FEFB1F17F1
eBeBa/FEFB1F17F4
BBeBa/FEFBLFLVFA
epevasFEFB1FLVFD
epeea/FEFBE1F1806
aBeBa/FEFB1F1803
8Beea/FEFB1F1806
epaea/FEFE1F1E0A
8peBa/FEFB1F1808B
eaaaa’FEFBE1F15@6
epaea/FEFB1F1866

; Exported entry 1. RegisterModule

public RegistertModule
RegisterModule proc near

push rbx
sub rsp, 28h
mowv ecx, 8 ; Size

MyHttpModuleFactory _ctor
rex, 77 _7CMyHttpModuleFactory@@sB@ ; const CMyHEtpl

TpraLC oy, hd
Xor rod, ro9d
mov r8d, RQ SEND RESPONSE
Mo rdx, rax
mow [rax], rcx
MmO rcx, rbx
mow rl@, [rbx]
add rsp, 28h
pop rbx
jmp [ rle+IHttpModuleRegistrationInfovtbl.SetRequestlotifications]

RegisterModule endp

foduleFactaory: " vftabhle'
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DLL export / module entrypoint

1. Creates instances of the gzE

: @08BB7FEFBLF17D@ ; Exported entry 1.

core classes

2. Registers module for
server events

Tdext
Tdext:
Tdext:
Tdext:
Tdext:
LText
LTdext:
LTdext:
LTdext:
LText:
LText:
LText:
LTdext:
LTdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
Tdext:
LTdext:

RegisterModule
eeaaa7FEFBLFL/DE

eeaaa7FEFBLFL/DE

@eeae 7FEFBLFLDG

Beeea7FEFB1F17D® public RegistertModule

:BB8BA7FEFBLIF17D@ RegisterModule proc near

Beaaa7FEFBIF17De push rbx

8ee8a7FEFB1F17D2 sub rsp, 28h

228887 FEFBLF1YDE mov eCx, 8 ; Size

8Reaa7FEFB1F17DE mov rbx, rdx

Baaaa7FEFBIF17DE call MyHttpModuleFactory _ctor

BEaaa7FEFBIF17ES lea rex, 77 _7CMyHttpModuleFactoryi@eBi ; const CMyHttpModuleFactory:
@BeBasFEFB1FLVEA mov cs:pFactory, rax

@BeBa’/FEFB1F17F1l wor

@BeBasFEFB1F17F4 mov
BBeBasFEFB1FLVFA mov
@BeBasFEFB1FLVFD mov
@BeBasFEFB1F1888 mov
aBeBa/FEFB1F1803
8Beea/FEFB1F1806
Bpeea/FEFBE1F1E0-A
8peBa/FEFB1F180¢4
eaaaa7FEFE1F180E
epaea/FEFB1F1866

jmp [ rle+IHttpModuleRegistrationInfovtbl.SetRequestlotifications]

Ty ftable”
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DLL export / module entrypoint

1. Creates instances of the gzE
.text:8@8887FEFB1F17D@ ; Exported entry 1. RegisterModule
core (:|61SSE;EBES text: 00088 /FEFB1F17DE
. text: 00088 /FEFB1F17DE
2. Reqgisters module for .text:@EBBE7FEFB1FL7DG
.text:888887FEFBLF17D@ public RegistertModule
server events .text:@@BBB7FEFBIF17D@ RegisterModule proc near
.text:888887FEFB1F17D@ push rbx
.text:888887FEFB1IF17D2 sub rsp, 28h
Jdext@@@@aYFEFBLIFLYDE mov eCx, 8 ; Size
.text :080807FEFBLF17DB mov rbx, rdx
.text:888887FEFBIF17DE call MyHttpModuleFactory _ctor
.text:888887FEFBIF17E3 lea rcx, 77 _7CMyHttpModuleFactory@@eB@ ; const CMyHttpModuleFactory:: wvftable'
LText:88B887FEFB1F1VEA mov cs:pFactory, rax
text:08@B87FEFB1F17F1 xor rod, ro9d
text: 00088 7/FEFBLFL/F4 mov r8d, RQ SEND RESPONSE
LTdext 88888 7FEFBELFL7FA mov rdx, rax
. text:888887FEFBE1F17FD mov [rax], rcx
LTdext 888887 FEFELF1888 mov rcx, rbx
. text:888887FEFE1F1883 mov rl@, [rbx]
.text:0008087FEFB1F1B886 add rsp, 28h
Ltext: 00087 FEFBLF1E88A pop rbx
.text:888887FEFB1F188E jmp [ rle+IHttpModuleRegistrationInfovtbl.SetRequestlotifications]
.text:888887FEFELF188B RegisterModule endp
text: o088 /FEFBLF186E




Malicious native lIS modules

Reverse-engineering
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Import relevant interfaces (implemented in iiscore.dll):

THttpContext, IHttpModuleRegilistrationInfo, IHttpRequest,
THttpResponse, IPreBeginRequestProvider..

1 [int _ cdecl sendResponse(const char *al, int cHttpContext)
2 ¢
3| IHttpResponse **cHttpResponsel; // eax
4 | IHttpResponse **cHttpResponse2; // esi
5 | IHttpResponse *cHttpResponse3; // edx
B int hResultl; // eax
7 int hResult2; // edi
8 | HTTP_DATA CHUNK httpDataChunks; // [esp+ih] [ebp-48h] BYREF
9
16 “HttpResponsel = (*(*cHttpContext + offsetof(IHttpContext2Vibl, GetResponse)))(cHttplontext);
11 rHttpResponse?2 = cHttpResponsel;
12 | if ( !cHttpResponsel )
13 1;
15 HitpDha hunkFromMemory ;
16 iesponsel
17 "HttpResponse2, HttpHeaderContentType, "text/plain™, 18, 1);
18 K> . .ByteRange.Starting0Offset.LowPart = al;
19 L [ §oo
28 * DataChunks, 1, 8, 1, &cHttplontext, @);
21
22
23 “HttpResponse2, 588, "Server Error™, 8, hResultl, @, @);
24 #BHUSA @BlackHatEvents
25 [}
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See Group 9 in the paper

ﬂuﬁ Graph overview O & x

Start with RegisterModule export

« Which handlers are implemented?

* |nitialization?

il e 5

text:BBBBRTFEFBLIFLTDR® ; Exported entry 1. RegisterModule
Ltext: 0eeRe7FEFBLFL7DE

gext:oeeBa7FEFBELIFLVDE

Lfext:8eeRe7FEFBLIF1DE

Ltewt:BBERAYFEFBIFL7D® public Registertodule
Ltext:B88B07FEFBLF17D® RegisterModule proc near
Ltext:B88807FEFBLF17D® push rbx

Ltext:BB8BR7FEFBLF17D2 sub rsp, 28h

Tdext i @Beea7FEFELFLYDE mov eCx, o ; Size

Ltext:e8eee7FEFBLF17DE mov rbx, rdx

text: @00007FEFBLIF17DE call MyHttpModuleFactory ctor

Ltewt: BBEBAYFEFBIFLTES lea rex, 7?7 7CMyHttpModuleFactory@@eB@ ; const CMyHttpModuleFactory:: wftable'
Lext: 888887 FEFBIF1IVEA mov csipFactory, rax

Lfewt: 8888 7FEFBIF1VFL xor s

Lext:8eeBB7FEFELF17F4 mowv )

Lext:eapea7FEFBLF17FA mowv %, TdX

Ltext:@Be8887FEFELFL7FD mov [rax], recx

dext eBeBa7FEFELF1EEE mov rcx, rbx

Ltext: 200087 FEFELFLER23 mov rie, [rbx]

.text:080807FEFB1F1386 add rsp, 28h

Lext:B88887FEFBLIFLERA pop rbx

Ltewt:BRERAYFEFEIF1ERE jmp [r18+IHttpModuleRegistrationInfovtbl. SetRequestiotifications]

Ltext:BB8B07FEFB1F188E RegisterModule endp
Lext:eepea7FEFBELF 1886

@BlackHatEvents
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. . See Group 7 in the paper
Identify implemented handlers

; const HttpModule::™ wftable'

22 JHttpModule@@ee@ dd D'F'Fse malicious handler

LAalA AREF. SUbD J838A5 1k

[ sub_7454A368+9T0
IEIE dd offset sub_74549CD8
.text:00000000001417A0 dd offsct sub 74549000
JextoeEEREEEEE141708 dd offs=et suh:?4549D3El-
LText : pEEEaaaEEE 141 T A dd offset sub 74549068
Ltext:pA020286808141748 OnSendResponse proc near dd offset sub 7454900098
text:008800000014174508 sub rsp, 28h dd offset sub_745400DCE
Ltext:po22202000141744 lea rcx, OutputString ; "This module subscribed to event ™ dd offset sub_74549DF8
.text:00000000001417A8 call cs:0utputDebugstringa dd offset sub_74549E28
Jtext: PE800000680141761 lea rcx, aChttpmoduleOns ; "CHttpModule::0OnSendResponse” dd offset sub_74549E58
.text:PBOBABABEO141788 call  cs:OutputDebugStringa dd offset sub_74549E50
Jtewt 1 BERRERRARA1L1T7BE lea rcx, abButDidNotOwverr ; " but did not override the method in its™ jj DH:SEt SUE—?4549EEB
.text:0BABABAREO1417C5 call  cs:OutputDebugStringa y 2H§:E zﬂh:;igﬁiig
text:00880000001417CE call cs:DebugBreak dd offset sub_74549F40
JLextipeepeaaeeldliDl xor 23K, eax dd offset sub_74549F7@
Jext : 0eesaaa808141703 add rsp, 28h dd offset sub 74549FA@
Jext:peeaaaaaealdliny retn dd offset sub_74549FD8
Ltext:0080000808001417D7 OnSendResponse endp dd offset sub_74544e88
.text:B0PEEREOAB141707 dd offse b2 .

dd offsed malicious handler

dd offse ..

dd offsed malicious handler

dd offset B

dd offset sub_ 74542128

dd offset sub_ 74542158

dd offset sub_7454A188

dd offset sub 7454A81B@

dd offset sub 7454A1E8

dd offset sub 745442218

dd offset sub_ 745448368

dd offset ??_RaHttpModuleFactory@@6eB@ ; const HttpModuleFacts

; const HttpModuleFactory:: vftable'

#BHUSA @BlackHatEvents
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. . See Group 12 in the paper
Identify implemented handlers

3 const CFSXFFHttpModule::”wftable'

?? 7CFSXFFHttpModul e@@cB@ dg D'F'Fse maI|C|ous handler
il = = ;ﬁgmﬁﬁm

Jtext:poageapapaldliie dq offset sub_lBee@esDFe

text : PRaEeaae8E 1417 A0 dq offset sub_l3eessAre

dq offset sub 138885078
text:@eeeo00000141748 dq offset sub 136805830

Ltext:pA020286808141748 OnSendResponse proc near dq offset sub_lseeesoee

Jtext :peepaaaae0141748 sub Fsp, 23h dq offzet SLII'J_].SE'E'E'EE'FE'

Jtext:0000000000141744 lea rcx, OutputString ; "This module subscribed to event ™ dg offset suthSE-EI-EI-EFBEI-

Ltext:0088000000141748 call cs:0utputDebugStringa dq offset sub_ 18E+EEECFB

text : pEEERERREA1417B1 lea rcx, aChttpmoduleOns ; “CHttpModule::OnSendResponse” dg offse .
.text:0000000000141788 call  cs:0utputDebugStrings dq offse benign handler
Jtewt 1 BERRERRARA1L1T7BE lea rcx, aButDidNotOverr ; " but did not override the method in its™... dq offse

.text:00000000001417C5 call  cs:OutputDebugStrings dg offset Suh_159995939

.text:00000000001417C8 call  cs:DebugBreak dq offset sub_138885r30

dg offset sub_l38885C38

LTJext i oasaaaaae0141701 xor eax, eax

.text:000ABAABAB1417D3 add rsp, 28h 33 E;EEE 235—123332523
.text:00PREEERER1417D7 retn dq offset sub_150805F70
Ltext:0080000808001417D7 OnSendResponse endp dg offset 5uh:1gaaaﬁl?a
gext:ebEeaaaaeE141707 dq offset sub_ l138885FF@

dq offset sub_l3B88s5C78
dq offset sub_l13B88SEER
dg offset sub_ 18&EEEEFE
dg offse
dg offsef
dg offset
dq offset suh_lsaaaﬁa?a
dq offset sub_ l138885BES
dq offset sub_ 13B885ABR
dq offset sub_l3B88594A8
dg offset sub_l138885988

benign handler

#BHUSA @BlackHatEvents
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. . See Group 12 in the paper
Identify implemented handlers

3 const CFSXFFHttpModule::”wftable'

?? 7CFSXFFHttpModul e@@cB@ dg D'F'Fse maI|C|ous handler
il = = ;ﬁgmﬁﬁm

Jtext:poageapapaldliie dq offset sub_lBee@esDFe

text : PRaEeaae8E 1417 A0 dq offset sub_l3eessAre

dq offset sub 138885078
text:@eeeo00000141748 dq offset sub 136805830

Ltext:pA020286808141748 OnSendResponse proc near dq offset sub_lseeesoee

Jtext :peepaaaae0141748 sub Fsp, 23h dq offzet SLII'J_].SE'E'E'EE'FE'

Jtext:0000000000141744 lea rcx, OutputString ; "This module subscribed to event ™ dg offset suthSE-EI-EI-EFBEI-

Ltext:0088000000141748 call cs:0utputDebugStringa dq offset sub_ 18E+EEECFB

text : pEEERERREA1417B1 lea rcx, aChttpmoduleOns ; “CHttpModule::OnSendResponse” dg offse .
.text:0000000000141788 call  cs:0utputDebugStrings dq offse benign handler
Jtewt 1 BERRERRARA1L1T7BE lea rcx, aButDidNotOverr ; " but did not override the method in its™... dq offse

.text:00000000001417C5 call  cs:OutputDebugStrings dg offset Suh_159995939

.text:00000000001417C8 call  cs:DebugBreak dq offset sub_138885r30

dg offset sub_l38885C38

LTJext i oasaaaaae0141701 xor eax, eax

.text:000ABAABAB1417D3 add rsp, 28h 33 E;EEE 235—123332523
.text:00PREEERER1417D7 retn dq offset sub_150805F70
Ltext:0080000808001417D7 OnSendResponse endp dg offset 5uh:1gaaaﬁl?a
gext:ebEeaaaaeE141707 dq offset sub_ l138885FF@

dq offset sub_l3B88s5C78
dq offset sub_l13B88SEER
dg offset sub_ 18&EEEEFE
dg offse
dg offsef
dg offset
dq offset suh_lsaaaﬁa?a
dq offset sub_ l138885BES
dq offset sub_ 13B885ABR
dq offset sub_l3B88594A8
dg offset sub_l138885988

benign handler

Refer to the for the analysis

#BHUSA @BlackHatEvents
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Malicious native lIS modules

Understanding the TTPs
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Backdoor commands

 Get system information
execute backdoor commands on IIS server y

« Upload/download files

« Execute files or shell commands

« Create reverse shell

« Create/list/move/rename/delete files and folders

Compromised _
1IS server « Map local drives to remote drives

Special HTTP request
W|th backdoor commands

Exfiltrate collected data

Attacker 4—6— Attacker HTTP requests

Command output
* A custom HTTP header present

 An embedded password in the URL, request body,
headers (hardcoded password or password hash
In the malware)

« A specific format of URL or request body

« A more complex condition
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Attacker HTTP request example

See Group 7 in the paper

GET /index.html HTTP/1.1 Host: www.example.com

>

D1546D73 1A9F30CC 80127D57 142A482B [ 7C1767B3 I 0512B600 I 3FD3C2E6 I 18A86522 ]

7 L

Cookie: 12341A9F30CC3FD3C2E6=18A8652280127D57142A482BD1546D737C1767B30512B600ABCD

#BHUSA @BlackHatEvents
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See Group 5 in the paper

Intercept traffic and steal data from legitimate visitors

Compromised

HTTP POST IIS server HTTP
/checkout/checkout. aspx /privacy.aspx r

Legitimate n a —

Legitimate HTTP reply Collected data

logs exfiltrates

= L

TXT

cache.txt #BHUSA @BlackHatEvents
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See Group 12 in the paper

serve malicious content to legitimate visitors

Compromised

IIS server
HTTP request Relayed HTTP request

Legitimate

Modified HTTP response Configuration data

C&C protocol

HTTP protocol

#BHUSA @BlackHatEvents
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See Group 9 in the paper

relay traffic between a compromised host and the C&C server

Compromised
IIS server

Sends data and command request Relays data and command request

SRR, WS

Compromised

Relays commands Sends commands

C&C protocol

HTTP protocol

#BHUSA @BlackHatEvents
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See Group 13 in the paper

deceive search engine crawlers

Manipulates content served to search engine crawlers to boost SEO for selected websites

Legitimate user requests are ignored by the malware

Techniques used:

« Keyword stuffing

* Injecting a list of backlinks

« Redirecting the crawlers (turning the compromised website into a doorway page)

This is Black Hat SEO

« A third-party website benefits from the manipulation, not the one serving the manipulated content (this is
likely sold as a service)

« C&C communication to obtain configuration data

« Other malicious modes present (e.g. backdoor, proxy)

#BHUSA @BlackHatEvents
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nfo | . SEO
stealer

Malware

: Backdoor
family ; ;

...................................................................................................................................

See the paper for detailed analyses Group 9

Group 12C

' ' ' ' ' ' '
L L L T e m e e e .-, R L L L L T T L L L e e e e e .- 4
v ] v [ O [ '

Group 13

...................................................................................................................................

#BHUSA @BlackHatEvents
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Inspect installed
modules

#BHUSA @BlackHatEvents



qf] Internet Information Services (15) Manager qﬂ Internet Information Services (115) Manager
o . .

& = €3 ) DESKTOP-HBOOLCI » & | 93 DESKTOP-HBOOLCI »
File  View Help File  View Help
Connections Connections

qg’ DESKTOP-HBOOLCI Hom g‘i! Modules

--E_Ej DESKTOP-HBOOLC] v H__=_| DESKTOP-HBOOLCI (DESKTOP

Filter: - W Go - (gSh Use this feature to configure the native and managed code modules that process requests made to the Web server.
2 --F'} Application Pools
5 a @] Sites Group by: Mo Grouping -
%;8) "éj 9 [ Mame Code Module Type  Entry Type
Authentic... Compression Defa;lt Di AnonymousAuthenticationM...  Zawindir®a\System32\inetsnAauthanon.dll Mative Local
Document  Br CustomErrerModule Tewindir®e\Systern32\inetsna\ custerr.dll Matrve Lecal
= L ] DefaultDocumentModule Towindirfs\System3\inetsn\defdoc.dll Mative Local
% J¥= gﬁﬂ F DirecteryListingModule Sawindir®s\System32\inetsnAdirlist.dll Native Local
Logging MIME Types | Modules (] HttpCacheModule Zawindira\System32inetsnAcachhttp.dll Mative Local
C HttploggingModule Zowindirisl Systerm32inetsnd\loghttp.dil Mative Local
Management 15 Backdoor CAWindows'\System32\inetsn/\httpapxd.dil Mative
- ProtocolSupportModule TowindiriohSystem32\inetsnd\ protsup.dll Mative Local
D ;% jE RequestFilteringModule Fawindir?e\System32inetsnAmodrgfit.dil Mative Local
Configurat.. Fel;clure Shared StaticCompressicnModule TowindiriohSystem32\inetsne\ compstat.dll Mative Local
Editor Delegation Configurat... StaticFilePodule Tewindira\Systerm32\inetsna\static.dll Mative Local
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Check IIS logs

the default location Is
%$SystemDrive%\inetpub
\logs\LogFiles

Inspect installed

modules

via IIS Manager, AppCmd.exe
or inspect the configuration file
$windir%\system32\inetsrv\
config\ApplicationHost.config

Hyara

Scan for known

malware families

use loCs and YARA rules listed
on our

#BHUSA @BlackHatEvents
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Mitigation (of compromise vectors)

,‘
Prevent Prevent installing
server exploitation malicious (e.g.
«  keep your OS up-to-date trojanized) modules

»  limit services exposed to the internet * only install ”;% ulaclzeess from trusted

* use strong passwords and 2FA for - consider using an endpoint
dedicated administrative accounts security solution

#BHUSA @BlackHatEvents
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Anatomy of Native IS Malware

IS malware:
cybercrime AND

cyberespionage tool
we documented 14 families (10 new);
consider them in your threat model

ANATOMY
OF NATIVE
11S MALWARE

Get the fuli
white paper:
for a comprehensive guide

on detecting, analyzing and
understanding [IS malware

Use the loCs and
YARA rules for

detection:
get them from

the ESETresearch GitHub

https://github.com/eset/malware-

loc/tree/master/badiis

#BHUSA

@BlackHatEvents
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