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A little about me…

Currently - Research Professor at UCF

Research focus - online social engineering and online influence

Previously - cybercrime investigator 

Background - PhD in Psychology 
(Cognitive Neuroscience, Human-Computer Interaction)
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The Synthetic Media Threat

[1]
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Why are Deepfakes so dangerous?

Sometimes believing is seeing!

Fast vs. Slow Cognition

Not just deepfakes…

[2], [3]
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Defining terms…

Synthetic Media - artificial production, manipulation, and modification of 
data and media by automated means

ROSE – Remote Online Social Engineering

Agent – An online entity under algorithmic control (a bot) 

Avatar – An online representation of a human

Digital Puppet – The agent / avatar that is presented to the target  

Puppeteer – The human/algorithm controlling the puppet

https://en.wikipedia.org/wiki/Synthetic_media [4], [5]
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Medium

Control

Familiarity

Interactivity

Target (Intended)

Creating a Synthetic Media Attack Framework
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Medium

Text-Based

Audio

Imagery / Video

Combinations 

[6]
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The Future is Zishing!

https://www.youtube.com/watch?v=lGOofzZOyl8
[7]
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Control

Artificial Agents 

Human Puppeteers

Hybrid Control

[8]
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Justin Macorin, 2021

[9]



#BHUSA @BlackHatEvents 

https://www.theguardian.com/commentisfree/2020/sep/08/robot-wrote-this-article-gpt-3

“I know that I will not be able to avoid destroying 
humankind. This is because I will be programmed by 
humans to pursue misguided human goals and humans 
make mistakes that may cause me to inflict casualties.”

*This article was written by GPT-3, OpenAI’s language generator.

[10]
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820% jump in e-gift card bot 
attacks since COVID-19 lockdowns

From https://www.techrepublic.com/article/820-jump-in-e-gift-card-bot-attacks-since-covid-19-lockdowns-began/ [11]

https://www.techrepublic.com/article/820-jump-in-e-gift-card-bot-attacks-since-covid-19-lockdowns-began/
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Interactivity

Pre-Recorded

High Asynchrony (email)

Low Asynchrony (chat)

Real-time

Less Interactive

More Interactive

[12]
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Familiarity (to Target) 

Unfamiliar

Familiar

Close

[13]
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Target (Intended)

Human Automation

Narrow Cast Cat Fishing Authentication

Broad Cast Fake News Trading Algorithms

Agency

Scale

[14], [15], [16], [17]
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Example 1: 
UK Vishing BIC

• Audio-based attack (Vishing)

• Human controlled 

• Familiar (Superior, co-worker)

• Real-time (Phone conversation)

• Targeting an individual human TARGET (INTENDED)
Individual / Population
Human / Automation

MEDIUM
Text

Audio only
Video only

Combination

CONTROL
Human

Software
Hybrid

INTERACTIVITY
Pre-Recorded

High Asynchrony
Low Asynchrony

Real-time

FAMILIARITY
Unfamiliar

Familiar
Close

[6]
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Example 2: 
AP Twitter Attack

TARGET (INTENDED)
Individual / Population
Human / Automation?

MEDIUM
Text

Audio only
Video only

Combination

CONTROL
Human?
Software

Hybrid

INTERACTIVITY
Pre-Recorded

High Asynchrony
Low Asynchrony

Real-time

FAMILIARITY
Unfamiliar

Familiar
Close

• Text attack

• Human controlled?

• Unfamiliar

• Pre-recorded (non-interactive)

• Targeting a population 

Humans or automation? 

(unclear target)
[16]
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Example 3: 
Gift Card Scams

• Text-based attack

• Hybrid control

• Familiar

• Low Asynchrony

• Targeting an individual human 

TARGET (INTENDED)
Individual / Population
Human / Automation

MEDIUM
Text

Audio only
Video only

Combination

INTERACTIVITY
Pre-Recorded

High Asynchrony
Low Asynchrony

Real-time

FAMILIARITY
Unfamiliar

Familiar
Close

CONTROL
Human 

Software
Hybrid

[11]
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Example 4: 
Virtual Kidnapping
• Video/Image/Audio attack

• Human (if controlled)

• Close relation

• Pre-recorded (real-time in future?)

• Targeting an individual human TARGET (INTENDED)
Individual / Population
Human / Automation

MEDIUM
Text

Audio only
Video only

Combination

INTERACTIVITY
Pre-Recorded

High Asynchrony
Low Asynchrony

Real-time

FAMILIARITY
Unfamiliar

Familiar
Close

CONTROL
Human 

Software
Hybrid

[13]



#BHUSA @BlackHatEvents 

Example 5: 
Zishing
(speculative)

• Video-Audio Combination

• Human controlled

• Familiar or Close

• Real-time interaction

• Targeting an individual human 

TARGET (INTENDED)
Individual / Population
Human / Automation

MEDIUM
Text

Audio only
Video only

Combination

INTERACTIVITY
Pre-Recorded

High Asynchrony
Low Asynchrony

Real-time

FAMILIARITY
Unfamiliar

Familiar
Close

CONTROL
Human

Software
Hybrid
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Example 6: 
Biometric attack 
(speculative)

• Any (text – Keyboard, video – face)

• Any (likely hybrid control)

• Any (avatar represents user)

• Real-time

• Targeting an individual automate 

TARGET (INTENDED)
Individual / Population
Human / Automation

MEDIUM
Text

Audio only
Video only

Combination

INTERACTIVITY
Pre-Recorded

High Asynchrony
Low Asynchrony

Real-time

FAMILIARITY
Unfamiliar

Familiar
Close

CONTROL
Human 

Software
Hybrid

[14]
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Need for Human-Centric Solutions

Pace of technology

“Out-of-Band” communications (vishing)

Datasets often lack anti-forensic countermeasures 

Non-technical users

[18]
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Enterprise Policy-Based 
Countermeasures

*Low-tech solutions to counter a high-tech threat*

Shared Secret Policy 

“Never Do” Policy

Multi-Person Authorization Policy 

Multi-Channel Verification Policy
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Future Research…

Are humans able to detect deepfake videos?
Neuro-signatures of detection

How does familiarity influence detectability?

Counter-Offensive synthetic media?
(Honey-Phish Project, Robbie Gallagher, 2016)

[19]
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Thank you for your time!

If you would like to contact me…

mcanham@belay7.com

mailto:mcanham@belay7.com
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