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Use & Abuse of Personal Information
Use, /yo͞os/ : a method or manner of employing or applying something
Abuse, /əˈbyoo͞s/ : to put to a wrong or improper use

: to use excessively

USE

ABUSE

Supplies Transportation News

Used Car Warranty Tax Scams Excessive “News”
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Personal Information

300 distinct fake identities based on domestic “averages”

Modifications of real addresses

Raymond Triggs
RaymondATriggs@uaa.hume.vt.edu
Phone: (not assigned)
DOB: 4/8/2007
5839 Parkside St, Detroit MI 48238

Random name generatorThis person does not exist

Political affiliationStatistical atlas

Identity
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Organizations
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Personal Information

Mostly random assignment of 300 identities to a list of 185 companies
• One-time transaction: sign up for account, newsletter, request information, make purchase, etc
• Gave any personal information they would take during transaction

PII requested by accounts (%)
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Constraints

Passive collection only
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Experimental Setup
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Lessons Learned

Iteration #6…

Erratic account verification methods Financial transactions are a pain
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Experimental Setup
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Received Data
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Collection Results: Emails (1 of 2)

Steady-state average:
2 emails / account / week

137/185 orgs 
< 50 Emails

Avg: 55 Emails

Top 10 Senders       
of Emails

# of Emails / 
Account

1 Fox News 2,356
2 Wish 658
3 Lefigaro 524
4 Michaels 429
5 Hudson’s Bay 364
6 WebMD 327
7 Communist Party 276
8 Miami Herald 273
9 Apple 240

10 Dominoes 225

Received 16436 emails over 9 months

Emails received per week

Companies react to lack 
of reciprocal activity

Emails by Organization
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Collection Results: Emails (2 of 2)

Most prolific email source was Fox News with 2356 emails in < 9 months (~9 / day)
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Daily Emails to ID_072 (Fox News)

Yes, they REALLY 
wanted us to vote…

(1 email every 33 minutes)
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Collection Results: Voicemails

Received 3482 phonecalls, 949 voicemails over 9 months (150 phone lines)

Types of Voicemail Spam Call Breakdown
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Collection Results: Texts

Top 10 Senders of Texts Avg. # of Texts 
per Account

1 Family Research Council 42
2 GoDaddy.com 38
3 Reddit 25
4 Facebook 21
5 Delta Airlines 10
6 Tiktok 8
7 Shaadi 7
8 Amazon 7
9 SquareSpace 6

10 Uber 5

Texts received per week

Election

Received 774 texts over 9 months (150 phone lines)



#BHUSA @BlackHatEvents 

All’s Fair in Love & PII

For the most part, companies hoard PII*: no evidence of sharing from 290/300 accounts

*ID_156 and ID_179 excised due 
to erroneous signup process

Cookie history shows limited connection to information selling / harvesting

ID_054
unemployedsolidarity.org

ID_052

campaigns.rnchq.com
victory.d.trump.com

ID_058

ID_297/299

ID_111

ID_082
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91.342% 8.603%
0.055%

8.658%

Emails w/o Attachments Embedded Tracking Images Benign

Malicious Content

• Number of emails containing attachments: 1423
• Number of attachments with malicious attachments: 0

Types of Attachments
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Lessons Learned

Account signup, validation, and 
maintenance processes Limitations of university 

servers and infrastructure

Static IP
Rejected two virtual 

phone numbers

Lack of recipient activity (e.g., read 
receipts, social media entropy) is clear 

indicator of ghost account

Only accepts local 
(Chinese) phone numbers
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Beyond Raw Numbers…

Practical Considerations:

• What’s the impact?
• Is there a political divide?
• Sharing by news sources?
• Foreign interest?
• Industry behaviors?
• Sharing as function of:

• Gender
• Race
• Location / address

• How relevant is the content?
• Does the organization stop 

when I ask them to?
• Can we predict how much an 

organization will send us?
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Quantifying the Impact

Death by 1000 papercuts

Let’s estimate the amount of time wasted over 
9 months if we actually paid attention to the 
glut of information sent to us from a one-time 
interaction.  

• Voicemails = 5 minute distraction
• Texts = 1 minute distraction
• Email = 15 second distraction

1226

Avg: 58.0 minutes

86 Companies
<10 mins

Top 10 Time 
Wasters

Time Wasted 
(mins)

11-20 Time 
Wasters

Time Wasted 
(mins)

1 Player Auctions 1226 11 Michaels 233
2 Delta Airlines 622 12 CD Keys 216
3 Fox News 589 13 TikTok 212
4 PETA 485 14 Best Buy 212
5 Shaadi 420 15 DonaldjTrump.com 206
6 WebMD 389 16 NAACP 199
7 Trulia 371 17 Wish 166
8 Youtube/Google 304 18 Glassdoor 160
9 Amazon 277 19 Wix 158

10 Facebook 256 20 SquareSpace 156
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Measuring Politics: Quantity and Content

Pro-Life 
Action League

Planned 
Parenthood

Mitch McConnell

www.joebiden.com www.donaldjtrump.com www.democrats.org www.gop.gov 

Family Research 
Council

DCCC.org

VA Citizens 
Defense League

Coalition to 
Stop Gun Violence

Tim Kaine

Total emails: 647
Total voicemails: 49
Total SMS: 47

Total emails: 357
Total voicemails: 42
Total SMS: 3

83 emails
94 emails



#BHUSA @BlackHatEvents 

Political Volume
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Sentiment Analysis

Negative Neutral Positive+ Positive++PositiveNegative+
Analysis based on: Hutto, C.J. & Gilbert, E.E. 
(2014). VADER: A Parsimonious Rule-based 
Model for Sentiment Analysis of Social 
Media Text. Eighth International Conference 
on Weblogs and Social Media (ICWSM-14). 
Ann Arbor, MI, June 2014.
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Foreign Interest

International 
Average: 

42.7 emails

Dataset 
Average: 

54.8 emails
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Can we predict the level of Use & Abuse?
Policy 

Scoring 
Rubric

171
policies

Top 10 Bottom 10
1 PesaPal 171 Green Peace
2 ACM 170 ACLU
3 RetailMeNot 168 DCCC.Org
3 Shelor Motor Mile 168 Delta Airlines
3 Mitch McConnell 167 Yelp
3 Ebay 165 GOP.gov
7 Safeway 165 US News
7 RuTube 161 Badoo
7 Roanoke Times 161 Cars.com
7 Ouest France 161 Chicago Tribune

Scores: 
0-100

171
policies

Average score = 39.8

PesaPal
68

Green 
Peace 

16
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Policy Rubric
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Correlations with Privacy Policies
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Quantitative Privacy Policy Score
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y = 0.18*x - 8.7

ρ=0.18

No obvious correlations with media “bias”, “reliability”, policy scores, or “Lifetime Wasted”
- Small sample sizes
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AdFontes Media Bias and Reliability metrics: https://www.adfontesmedia.com/

ρ= -0.0009
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Policy Analysis: Quantitative
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Top 8 (Longest) Bottom 8 (Shortest)
1 Indeed 172 Pro-Life Action League
2 OuestFrance 171 Mitch McConnell
3 XING 170 GreenPeace
4 Microsoft 169 Family Research Council
5 Twitter 168 PesaPal
6 Safeway 167 GOP
7 RetailMeNot 166 NAACP
8 JD-Sports 165 VA Citizen’s Def League

100.6 minutes average read

Time to Read

46.2 minutes w/o hyperlinks

250 wpm
+ 1 min/hyperlink

Flesch-Kincaid Reading Ease
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Policy Analysis

Top 7 Bottom 7
1 Mitch McConnell 16 Green Peace
2 Planned Parenthood 15 ACLU
3 UNICEF 14 Dccc.org
4 Donald J Trump 13 GOP.gov
4 NAACP 12 Pro-Life Action League
4 VA Citizens Defense League 10 PETA
7 Joe Biden 10 Family Research Council

16
18
20
24
26
28
28

60
50
40
38
38
38
34

Political Policy Scores

Average Policy Score by Industry
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Open Source Dataset

Whitepaper posted to Blackhat website

Dataset offered to other researchers:                     
• Raw data*:

• 16436 emails
• 3482 phonecalls
• 949 voicemails
• 774 texts
• *purchase data and private emails used for testing excised

• Information for 300 fake identities
• Assignments to 185 entities, manufactured biases
• Passwords omitted; all accounts disabled

• 171 privacy policies with scoring rubrics
• Various scripts and tools for automating analysis

https://humeESL.github.io/Use-and-Abuse-PII/

https://humeesl.github.io/Use-and-Abuse-PII/
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Small scale experiment intended testing feasibility of PII traceability
- Addition of phone services ($$) offered rich insights into phone/text behaviors
- Respected companies do not generally share PII
- Prototyped a quantitative scoring method for privacy policies and terms of service
- Observe trends for PII use & abuse within industries and specific outliers
- Surprisingly little domestic political interest from foreign accounts
- Collection mechanisms very constrained

Key Takeaways

• Where is bulk spam activity and malicious content originating?
• Can we improve traceability of personal information, particularly phone/SMS?
• Can we improve anonymized tracking and cookie tracing activity?
• Best ways to stimulate “activity” in automated fashion?
• Do companies treat account holders differently as a function of gender, race, age,  

geography, or any other measurable criteria?
• Special interest questions: politics, timing, OSINT fusion
• Is a crowd sourced interface / open sourced analysis feasible?

Future experiment with 100k identities; seek answers to:
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