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About Me

Haikuo Xie
Senior security researcher at Singular Security Lab

focus on the field of protocol and short-distance
communication
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Qualcomm Wi-Fi Security Actuality

History

1.2017 Over The Air: Exploiting Broadcom’ s Wi-Fi Stack by Gal
Beniamini

2.hBIackhat USA 2019 Exploiting Qualcomm WLAN And Modem Over-
The-Air

3.2020 An I10S zero-click radio proximity exploit odyssey by lan Beer
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Qualcomm Wi-Fi Security Actuality

Relatively good security Actuality

static const tIEDefn *find_ie_defn(tpAniSirGlobal pcCtx, https//g”:hub CO

uints_t *pBuf,

uint32_t nBuf, m/MiCode/vend

const tIEDefn TIEs[])

L ot trevern wpres Or_gcom_0penso
(void)pCEx; urce wlan/blob/c
ihile (oxtt 1a pie-setd || pre-sextn_eid) { as-q-0ss/gcacld-

o (*pBu::pi:;zd:ex#> { check is added here, otherwise integer underflow will happen in B.O/CorE/maC/SrC
i ((rour > 2) 88— UnpackCore with "nbuf == 2* /sys/legacy/src/u

) etee ¢ tils/src/dot11f.c#
if (@ == pIe->noui) |_288

return ple;

it ((nBuf > (uint32_t)(pIe->noui + 2)) &&
(!DOT11F_MEMCMP(pCtx, pBuf + 2, pIe->oui,
pIe->noui)))

return ple;

++pIle;

#BHUSA @BlackHatEvents


https://github.com/MiCode/vendor_qcom_opensource_wlan/blob/cas-q-oss/qcacld-3.0/core/mac/src/sys/legacy/src/utils/src/dot11f.c
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Qualcomm Wi-Fi Security Actuality

Relatively good security Actuality

7211 static const tFFDefn FFS AddTSResponse!] = {

7728 [ "(ategory’, offsetof (tDot11fAddTSResponse, Category), SigFfCategory , DOTIIF FF CATRGORY LEN, |},

7729 { "hetion”, offsetof (tDot11fAddTSResponse, Action), SigFfAction, DOTILF FF ACTION LEN,

7730 { "DialogToken”, offsetof (tDot11fAddTSResponse, DialogToken), SigFfDialogToken , DOTIIF FF DIALOGTOKEN LEY, |,
7731 [ "Status”, offsetof (tDot11fAddTSResponse, Status), SigFfStatus , DOTIIF FF STATUS LEN,

013, CNULL, 0, 0, 0,1,

J[BR |

https://source.codeaurora.org/quic/la/platform/vendor/qgcom-opensource/wlan/qcacld-
2.0/tree/CORE/SYS/legacy/src/utils/src/dot11f.c

#BHUSA @BlackHatEvents


https://source.codeaurora.org/quic/la/platform/vendor/qcom-opensource/wlan/qcacld-2.0/tree/CORE/SYS/legacy/src/utils/src/dot11f.c
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Qualcomm Wi-Fi Security Actuality

There are still great security risks
0-click
adjacent network

non-privileged
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Qualcomm Wi-Fi Architecture

Snapdragon 845

wpa_supplicant
userspace

Integrated Snapdra?on X20 LTE qcacld2/3.ko
modem to support latest air interfaces cernel
including 5x CA up to 1.2 Gbps STHe

Wi-Fi 802.11ac and Bluetooth 5.0 with
the Qualcomm® WCN3990 device

MpsS

#BHUSA @BlackHatEvents
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wpa_supplicant

Qualcomm Wi-Fi Architectur

usSerspace
Snapdragon 865
Snapdragon X55 5G Modem-RF
System kernel

Qualcomm® FastConnect 6800
Subsystem Wi-Fi & Bluetooth with
the Qualcomm qca6390 device wlan subsystem
- o

#BHUSA @BlackHatEvents
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Wi-Fi Driver Security

userspace

Driver Architecture wlan driver
This part belongs to

gg?t\?vgfg 319 g&aelcomm n wma
hif

wpa_supplicant

sap

kernel

wlan firmware

__ ___ackHatEvents
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Wi-Fi Driver Security

CVE-2020-11225

sta ap-«

Maliciously crafted Beacon framel«

v <
|

. . M1011
. 0 . Beacon frame2<« | \
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Wi-Fi Driver Security

CVE-2020-11225

——— a/umac/cmn_services/cmn_defs/inc/wlan _cmn_ieee80211.h

rel an vIo, s we +++ b/umac/cmn_services/cmn_defs/inc/wlan_cmn ieee80211.h

7al Tintea viewns s/ 5w @@ -1666, 7 +1666,8 @@ static inline QDF STATUS wlan parse rsn ie(uint8 t *rsn ie,
75| __inte4 viel; // [xsp+©h] [xbp-Eeh] BYREF rsn—>pmkid count = LE READ 2(ie);

76| __inte64 vi1e2; // [xsp+8h] [xbp-D8h] o += 92-

77| __inte4 vi1e3; // [xsp+1leh] [xbp-Deh] 1e !

78| __int64 v1e4; // [xsp+18h] [xbp-C8h] rem len —= 2;

;g ::i;ﬁ:j $122E3§f Eﬁs?zigiésﬁ?b?;égTéshj - %f (rsn—>pmk%dﬁcount > (uqsigned int) rem len / PMKID LEN) {

81| _QWORD v1e7[8]; // [xsp+4@h] [xbp-Aeh] BYREF + if (rsn—>pmkid count > MAX PMKID ||

82 int64 v1e8; // [xsp+8@h] [xbp-6@h] _ : ; : T

= ::12t64 ileg; v Eisiisshj Eibg-sshj + rsn >pmk1d_cgunt > (unsigned int)rem len / PMKID LEN) {

84 rsn—>pmkid count = 0;

85| viles = jiffies[1@3]; return QDF STATUS E INVAL:

se|_v1e7(7] - evi; }

202| { _

203 pmkid_count = *(unsigned _int8 *)(v51 + 14) | (*(unsigned _int8 *)(V5l + 15) << 8); https://source.codeaurora.org/quic/qsdk/platform/ve
204 WORD1(v167[@]) = *(unsigned _ int8 *)(v51 + 14) | (*(unsigned __int8 *)(v51 + 15) << 8); ) g C o L

205 if ( pmkid_count > (rsn_length - 16 - (unsigned int)v47) >> 4 ) ndOf/C!COm-O_DenSOUI'Ce/W|an/C!C3'W|'F|'hOSt'

| woroicvierre]) = e; cmn/commit/?id=fe1e85068c57d8c4e4557ed6b265
208 goto LABEL_36; ac6b9694c3al

209 }

210 qdf_mem_copy((int)vie7 + 4, v51 + 16, 16 * pmkid dount);

sCm_Is_rsn_security

#BHUSA @BlackHatEvents


https://source.codeaurora.org/quic/qsdk/platform/vendor/qcom-opensource/wlan/qca-wifi-host-cmn/commit/?id=fe1e85068c57d8c4e4557ed6b265ac6b9694c3a1
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Wi-Fi Driver Security

CVE-2020-3698

sta« ap-

Action frame with malicious qos map

' )

AL o
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Wi-Fi Driver Security

Mo. Time Source Destination Protocol Length Info
65413 25.906919564 Shenzhen_@d:56: 3d 4a:74:bd:F3.. 802.11 &4 Action, SN=521, FN=8, Flags=....R.
G414 25.932983406 Shenzhen_@d:56: 3d 4a:74:bd:T3.. 802.11 &4 Action, SN=521, FN=@, Flags=....R.
65415 25.956079579 Shenzhen_@d:56: 3d 4a:T4:bd:F3.. 802.11 &4 Action, SN=521, FN=8, Flags=....R.
G417 25.979913421 Shenzhen_@d:56: 3d 4a:74:bd:T3.. 802.11 589 Action, SN=521, FN=@, Flags=....R.
65418 25.979944698 Shenzhen_@d:56:3d 4a:T4:bd:F3.. 802.11 &4 Action, SN=521, FN=8, Flags=....R.
5419 25.997548769 Shenzhen_@d:56: 3d 4a:74:bd:T3.. 802.11 &4 Action, SN=521, FN=@, Flags=....R.
- - 6420 26.011975845 Shenzhen_©0d:56:3d 4a:T4:bd:F3.. 802.11 &4 Action, SN=521, FN=8, Flags=....R.
G421 26.033446327 Shenzhen_@d:56: 3d 4a:74:bd:T3.. 802.11 &4 Action, SN=521, FN=@, Flags=....R.
6422 26.054938456 Shenzhen_©Od:56:3d 4a:T4:bd:F3.. 802.11 &4 Action, SN=521, FN=8, Flags=....R.
G423 26.084543249 Shenzhen_@d:56: 3d 4a:74:bd:T3.. 802.11 &4 Action, SN=521, FN=@, Flags=....R.
fA24 P _1RA2A3IFIX15 Shenzhen &d:56: 3d Aa:FA:1hd:=T3 262 11 Gd Actinn. SKN=R21. FN=f. Flans=.. . . R.
Receiwver address: da:74:bd:fT3:e8:Te (d4a:74:bd:T3:e8:Te)
Destination address: d4a:74:bd:f3:e8:FTe (da:74:bd:Ff3:28:Te)
Transmitter address: Shenzhen_@d:56:3d (lc:bfT:ce:Q0d:56:3d)
Source address: Shenzhen_©@d:56:3d (l1c:bf:ce:8d:56:3d)
BSS Id: d4a:74:bd:T3:e8:Te (4a:74:bd:T3:e8:Te)
fhee aeea ... B8 = Fragment number: &
@El1e e 1061 . ... = Ssqguence number: 521
- IEEE 802.11 Wireless Management
- Fixed parameters
Category code: Quality of Serwice (QoS) (1)
Action code: QoS Map ConTigure (GxE204)
- Tagged parameters (28 bytes)
- Tag: Qo5 Map Set
Tag Number: QoS Map Set (110)
Tag length: 18
- DSCP Exception: 0x0801 (8xi: UP 0)
DSCP Value: 1
User Priority: @
w DSCP Range description: @x2618 (Ox26-x18: UP @)
DSCP Low Walue: 38
» DSCP High Value: 24
- DSCP Range description: 8x8b3a (8x8b-8x3a: UP 1)
DSCP Low Walue: 11
DSCP High Value: 58
w DSCP Range description: @x3715 (0x37-x15: UP 2)
DSCP Low Walue: 55
» DSCP High Value: 21
- DSCP Range description: @x8218 (8x82-0x18: UP 3)
DSCP Low Walue: 2
DSCP High Value: 18
- DSCP Range description: @x@9fT (Ox@9-@xTT: UP 4)
DSCP Low Walue: 9
DSCP High Value: 255
- DSCP Range description: @x113Ff (8x11-8x3Ff: UP &)
DSCP Low Walue: 17
DSCP High Value: 63
w DSCP Range description: @x2305 (Ox23-8x05: UP 6)
DSCP Low Walue: 35
» DSCP High Value: 5
- DSCP Range description: 8x8e22 (0xBe-0x22: UP 7)
DSCP Low Walue: 14
DSCP High Value: 34
gees  [EE o 12 @8 Ze 48 08 80 B0 82 6c 89 ad 80 df 61 B .H - -1
DAL oE 00 de 08 3a 01 4a 74 bd 3 e8 fe 1c bf ce &@d DI | SECICIEII
56 3d d4a T4 bd 3 e8 fe 90 20 01 04 Ge 12 01 OO V=Jt---- - -on--
26 18 Ob 3a 37 415 @2 10 09 frf 11 3F 23 05 Qe 22 Bro2Foer oo o PEE ™

#BHUSA @BlackHatEvents
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Wi-Fi Driver Security

for (i = 0; i < SME_QOS_WMM_UP_MAX; i++)
1
for (j = pSession—>QosMapSet. dscp_rangelil[0];

j <= pSession—>QosMapSet. dscp _rangel[i][1]: j++)

I
L

if ((pSession—>QosMapSet. dscp _rangel[i][0] == 25b) &&

(pSession—>QosMapSet. dscp_rangel[i][1] == 255))

I
L

EDS TRACE (VOS_MODULE_ID SME, VOS_TRACE_ LEEEL ERRDR
"%s: User Priority %d is not used in mapping”,

_ fune_, 1i);
break:

]
f

else
[

1
dscpmappingljl= 1i;
}
1
f

[—

the vulnerability code in sme api.c

CVE-2020-3698

1201 * DSCP to UP QoS Mapping #*
1202 sme_QosWmmUpType hddWmmDscpToUpMap [WLAN_HDD MAX_DSCP+1];

hddWmmDscpToUpMap in wlan_hdd_main.h

209 | #define WLAN_HDD MAX DSCP 0x3f

Wi-Fi HDD_MAX DSCP in wlan_hdd wmm.h

https://source.codeaurora.org/quic/la/platform/ve

ndor/gcom-opensource/wlan/qcacld-

3.0/commit/?id=df541cea94d83533ff8f34a9b8ae

/7964788b1c7

#BHUSA @BlackHatEvents


https://source.codeaurora.org/quic/la/platform/vendor/qcom-opensource/wlan/qcacld-2.0/tree/CORE/HDD/inc/wlan_hdd_main.h
https://source.codeaurora.org/quic/la/platform/vendor/qcom-opensource/wlan/qcacld-2.0/tree/CORE/HDD/inc/wlan_hdd_wmm.h
https://source.codeaurora.org/quic/la/platform/vendor/qcom-opensource/wlan/qcacld-3.0/commit/?id=df541cea94d83533ff8f34a9b8ae77964788b1c7
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Wi-Fi Driver Security

New born vulnerability CVE-2021-1955

sta« ap-

Authentication Request« g E
’

AN

. Authentication Response«
ETIT
) < I I

Maliciously crafted Association Request«
-

#BHUSA

sme

@BlackHatEvents
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Wi-Fi Driver Security

CVE-2021-1955

* 1im send mlm assoc ind() - Sends assoc indication to SME if (assoc_req->wpaPresent & & (NULL == wpsie)) {

* @mac_ctx: Global Mac context rsn_len = assoc_ind->rsnIE.length;

* @sta_ds: Station DPH hash entry if ((rsn_len + assoc_req->wpa.length)

E : SR : .
@session_entry: PE session entry >= SIR MAC MAX TE LENGTH) {

| pe err("rsnIEdata index out of bounds: %d",
* This function sends either LIM MLM ASSOC_IND

* or LIM MLM REASSOC IND to SME.

#

rsn_len);
qdf _mem_ free(assoc_ind);

. return:
* Return: None 2

*/

vold 1im send mlm assoc_ind(tpAniSirGlobal mac ctx,

——

tpDphHashNode sta ds, tpPESession session_entry)

#BHUSA @BlackHatEvents
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Wi-Fi Driver Security

Qualcomm mitigation

Qualcomm Wi-Fi driver used stack cookie, heap cookie, KASLR,
WAX. CFI,
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Qualcomm Wi-Fi Security research trends

Qualcomm vulnerability statistics in recent three years

|

2018 2019 2020 2021.1-2021.3
wlan vulnerability wlan firmware remote vulnerability ® wlan firmware local vulnerability

wlan driver remote vulnerability ® wlan driver local vulnerability

#BHUSA

@BlackHatEvents
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° ° ° ° crosshatch:/vendor/firmware # cat modemuw. jsn
2 i 5 e [
sr_version”: {
7”7 . 7”7
major” : 1,
A
minor : 1,
7 7
patch™: 1

Qualcomm Wi-Fi firmware of SDM845 er domain” |

” ” ” ”
soc” : "msm’,
7”7 - ” ” ”
domain”: "modem”,
r” B B . ” ” a ”
. subdomain” : “wlan pd’,
” > o . am i
/vendor/firmware/wlanmdsp.mbn e WD
) I ,
” . ”
sr_service”: [
[
L
"provider”: “kernel”,
”

mOdem UWan S D M 845 mOdem service”: “elf_loader”,

” . Iy
service data valid”: O,

CO n fi g u ra t i O n } "service data”: 0

” N . N ” ” N ”
provider : “tms’,

” . . N r” . ” R ”
service : "servreg’,

” . .
service data valid”: O,

” . . N _ . ”
service data”: 0

QDSP6

” N . N ” 7 _ ”
provider”: “wlan’,
»o s . Mpow
service . 1w ,
»” . . »”
service data valid”: O,
” . . N _ . ”
service data”: 0

#BHUSA @BlackHatEvents
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Wi-Fi Firmware Security

Snapdragon 865

firmware
/vendor/firmware mnt/image/amss20.bin

bdf: board data file
cnss: connectivity subsystem

llwlan. b0a 11wlan0.bOc 1lwlanl.bOe 12wlan.b0i 12wlan0.bOe 12wlanl.bOc 13wlan. v0a
llwlan. bOc 1lwlan0. bOe 1lwlanl.b01 12wlan.bli 12wlan0. b01 12wlanl. bOe 13wlan0. vOa

lwlan. e08
lwlan. e09

wlan. e0d bdwlan. bdwlan.
wlan. e0e bdwlan. bdwlan.

ydwlan. bdwlan. e2~
wlan. el0 bdwlan. bdwlan. elf
wlan. ell bdwlan.

lwlan. e03
lwlan. e04

llwlan. bOi 1lwlanl. bOa 12wlan. bOc 12wlan0. b0Oa 12wlan0. tOa 12wlanl.bli bdwlan. e0Ol
llwlan0. bOa 1lwlanl. bOc 12wlan. bOe 12wlan0.b0Oc 12wlanl. bOa 12wlanl. tOa bdwlan. e02

wlan. eOb
wlan. eOc

wlan. e06
wlan. e07

bhd bd bd
bd bd bd
llwlan. bOe 1lwlan0O.b0i 12wlan.bOa 12wlan. tOa 12wlan0.bli 12wlanl.bOi 13wlanl. v0a bdwlan. e05 bdwlan. e0a bdwlan. eOf L
bd bd bd
bd bd bd

#BHUSA @BlackHatEvents
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Snapdragon 865 W|-F| flrmware Ioadlng process

). 628721] {"va 628721]@6 cnss: Firmware name is amss20. bln |
. 747050] cnss: Platform driver probed successfully.

1

.3..848249].[....3.848248]@5 cnss:-Setti nquHlmsLdloivlkl~(0)mwmmmw€ ,,,,,,,,,,,,,,,,,,,,,, }mwmmmm{ ,,,,,,,,,,,,,,,,,,,,, }mwwmmw{ ,,,,,,,,,,,,,,,,,,,,, S
3.848839] [ 3.6188%8]@/ cnss: Sott ing MHI state: POWER ON(2) , , ; -
3.848990] [ 3.848989]@? Cnss pCl 0000: 01 00.0: Falllnq hack to s\fx fﬂ1] yack for: ﬂmSSZO.bin

al 1

571868]@1 cnss: “LF“ server alllxlnq node T po1t = S
572179]@5 cnss: QMI WLFW service connected state: 0x9

4.571872]
4.572180]

| o 1 |
H

5. 369519]
5.369522]
. 369524]

.369517]@6 cnss: Hem01v for: FW, va:ijOOOOQOOOOOOOOOOO, pa: 0x00000000a1000000, size: 0x5e0000
369521]@6 cnss: FW. 1equests for memory, sﬁze: 0x5e0000, type: 1 . . .
. 369523]@6 cnss: FW requests for memory, sdze' 0xd8000, type: 4 -

e 1 s 1 |

O1 O1 O1

5. 737206] 737205]@5 cnss: \endlng BDF download mossaoo state: Oxb, type: 4
5.737208] [ - 5.737207]@5 cnss: Get the value of -bdf WifiChain mode: 0 -~
5.739024] cnss: it is China PVT version, begin to load Iho‘(hlnd BDF file: :

5.739036] cnss2 b0000000. gcom, cnss—qca6390:: Falling back to syfs fallback: for: 12wlan.h0c : :
5.748681] [ -  5.748679]@7 cnss: Downloading BDF: 12wlan.bQc, size: 57844 . -~ . ... .

1 Ol

e Lo (o s ()

.978307] [ = 10.978307]@6 cnss: Processing driver event: FW READY(4), state: 0x6013 | |
989178] [ - 10.989176]@7 [kworker/ul6:5][0x10a7f782][20:36:48. 466455] wlan: [267:1:HDD] hcc ~wlan start modules

. :989180] L. 10.989180]@7 [kworker/ul6:5][0x10a7£7d1][20:36:48. 466459] wlan: [267:1:HDD] hdd wlan start modules
FBHUSA @BlackHatEvents
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sys/bus/msm subsys/devices # 1s —1 subsys7

Qualcom m Su bS Stem s | oo moot 0 LST0—01— 1 0843 subsys? —> ../../../devices/platform/soc/4080000. gcom, mss/subsys7
)/' crosshatch:/sys/bus/msm_subsys/devices # cd subsys7

crosshatch:/sys/bus/msm_subsys/devices/subsys7 # cat name
modem
crosshatch:/sys/bus/msm subsys/devices/subsys? # cat firmware name

e g modem

A K crosshatch:/sys/bus/msm_subsys/devices/subsys7 # cat crash reason
M O D E M err_qdi.c:456: []JEF:wlan_process:1:cmnos_thread. c:3902:Asserted in ratectrl llac.c: rcRateFind:2937

crosshatch:/sys/bus/msm subsys/devices/subsys7 #

GPU :/sys/bus/msm_subsys/devices # Is —1
total 0
LPASS lrwxrwxrwx root root ( ' " subsys0 —> ../../../devices/platform/soc/soc:qcom, ipa fws/subsys0
[ rwxrwxrwx root root ( subsysl —> ../../../devices/platform/soc/soc:qcom, ipa_uc/subsysl
l rwXrwxrwx ,
VE N U S lrwxrwxrwx 1 root root subsysll —> ../../../devices/platform/soc/9800000. gcom, npu/subsysl11
lrwxrwxrwx root root subsys2 —> f .. /devices/platform/soc/17300000. gcom, 1pass/subsys2

|
]
1 root root subsys10 —> ../../../devices/platform/soc/soc:qcom, mdm0/subsys10
1
]
WC N SS [rwxrwxrwx 1 root root subsys3 - /devices/platform/soc/8300000. gcom, turing/subsys3
lrwxrwxrwx 1 root root subsys4
|
1
]
1

N

/devices/platform/soc/aab0000. gcom, venus/subsys4

| rwxrwxrwx root root subsysb /devices/platform/soc/188101c. gcom, spss/subsysbh
rWXTrWXTwX root root ( subsys6 /devices/platform/soc/abb0000. gcom, cvpss/subsys6
lrwxrwxrwx 1 root root 0 subsys7 /devices/platform/soc/5c00000. gcom, ssc/subsys7
lrwxrwxrwx 1 root root 0 subsys8 —> .. /../../devices/platform/soc/soc:qcom, kgsl-hyp/subsys8
lrwxrwxrwx 1 root root 0 1 Isubsys9Y —> /../../devices/platform/soc/b0000000. gcom, cnss—qcab390/subsys9

:/sys/bus/msm subsys, devices # cd subsysY

:/sys/bus/msm_subsys/devices/subsys9 # cat name

NSNS NS NN

wlan

./sys/bus/msm_subsys/devices/subsys9 # cat firmware name
wlan

/sys/bus/msm_subsys/devices/subsys9 # o
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SSR:Subsystem restart
/sys/bus/msm subsys/devices/subsysx/restart level

‘related” : enable SSR, only the subsystem will be
restarted when the subsystem is abnormal, and the main
system and other subsystems will not be affected. ramdump

of the subsystem will be collected

“system” : Disable SSR, the main system restarts, and
ramdump will not be collected
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Get ramdump

echo 1 > /sys/module/subsystem restart/parameters/enable ramdumps

echo 1 > /sys/module/subsystem restart/parameters/enable debug

echo1 >
/sys/module/subsystem restart/parameters/enable mini ramdumps

subsystem ramdump 1

When subsystem crash occurs, ramdump file(ramdump_wlan_*.elf) will be
generated In /data/vendor/ramdump

#BHUSA @BlackHatEvents
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Stack in Memory

Qualcomm hexagon i
arg1:R0 arg2:R1 arg3:R2 sie |4
ret: RO 2::2: II;: -1_— FP register
| I Dot on Stak.
https://developer.qualcomm.com/qgfile/67415/80-n2040- Lower Addross <—— SP register
42 a qualcomm hexagon v66 programmer reference manual.pdf
https://developer.qualcomm.com/qgfile/67417/80-n2040-

45 b qualcomm hexagon v67 programmer reference manual.pdf

#BHUSA @BlackHatEvents


https://developer.qualcomm.com/qfile/67415/80-n2040-42_a_qualcomm_hexagon_v66_programmer_reference_manual.pdf
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root@ubuntu: /home# readelf -h amss20.bin

Flrmwa re eXtraCtlon ELPljlagiic:'er:Tf 45 4c 46 01 01 01 00 00 00 00 00 00 0O 0O 0O
lass:
. . . . gata; §E£3iomplement, little endian
amss20.bin is the Wi-Fi firmware of [ e,
qca639x ABI Version: 0

Type: EXEC (Executable file)
Machine: ARM

Version: 0x1

Entry point address: 0x16bfbo0o

Start of program headers: 52 (bytes into file)
Start of section headers: 0 (bytes into file)
Flags: 0x0

Size of this header: 52 (bytes)

Size of program headers: 32 (bytes)

Number of program headers: 18

Size of section headers: 0 (bytes)

Number of section headers: 0

Section header string table index: 0

_:/vendor/firmware _mnt/image # ls amss20.bin

amss20.bin

#BHUSA @BlackHatEvents
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Firmware extraction Offset 0 1 23 4567 89 ABCDETF

Architecture of amss20.bin : 00000000 7 45 4C 46 01 01 01 00 00 00 00 00 00 00 00 00
00000010 02 00{28_00J01 00 00 00 00 FB &B 01 34 00 00 00

ARM x Old elf machine field of amss20.bin

Offset 0 1 23 4567 89 ABCDETF
&,g?é_gs%'MM DSP6 00000000 7F 45 40 46 01 01 01 00 00 00 00 00 00 00 00 00

00000010 02 0044 00J01 00 00 00 00 FB 6B 01 34 00 00 00

New elf machine field of amss20.bin

#BHUSA @BlackHatEvents
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Firmware symbol

wlanmdsp.mbn of snapdragon 84
Assert:
a5 { call store ri6 to ri9
allocframe (#0x20) }
{ call sub_B®22CBAC
Assert__dispatch_wlan_pdev_cmds: @xrefs to Assert O X
{ immext (#0xB028C440) R 2
rl = #f#faDispatchWlanPd ; r2 = r@ } @ "dispatch_wlan_pdev_cmds" Direc T Address Text
{ immext (#0xB028C240) [EUp j Assert_ wlan dev_init+10 jump Assert }
re = ##aWlanDevC @ "wlan_dev.c" [EZEUp j Assert  wlan _dev_attach+10 jump Assert }
jump Assert } j Assert_ dispatch_wlan_pdev_cmds+10 | Assert |}
@ End of function Assert dispatch wlan_pdev cmds [=Up j Assert_wlandev_pdev_event_handler+10 jump Assert }
[E=Uup j Assert__wlan_config_vendor_oui_action+10 jump Assert |}
[E=Up j Assert__wlan_populate_band_to_mac_mapping+10 jump Assert }
[5=]xrefs to Assert_ dispatch wlan pdev cmds ] X B=Up j Assert_ wlan_dev+C jump Assert }
— - - - [E=Up j wlan_ipa_offload_config___ +C4 { jump Assert }
Direc T Address Text [(=Up j Assert wlan peer delete conf msg hdlr+10 jump Assert }
== p sub_B0007900+570 { call Assert dispatch wlan pdev_cmds %qp J Assert  wlan peer+C i_"”“p Assert i
=D+ p sub_B0007900+5E8 if !p0 call Assert_ dispatch_wlan_pdev_cmds } l&llUp j Assert__ wlan mawctC L . jump Assert v
=D p sub B0007900+628 if !'p0 call Assert dispatch wlan pdev cmds } < >
=D+ p sub B0007900+678 { call Assert dispatch wlan pdev cmds }
Cancel Search Help
Line 8 of 2213

0K Cancel Search Help { immext (#0xB02BA440)
r2 = ##aAssertedInSSD @ "Asserted in %s:%s:%d"

memw (sp + #8) = rl7 ; memw (sp + #4) = ril6 }

Line 1 of 4
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Firmware symbol

amss20.bin of Snapdragon 865

# cat firmware name

Wwlan
Assert2: ‘\ S/ 0 I S UK : /1CES Ok y #
{_call sub_151568C # cat crash reason

- sad. c:953: 0x8Asserted in:0x15438Fc:0x15471F4. 1inettd27

loc_157BD60:
allocframe (#0x20) }
{ call sub 155C7E®@
re = #0 ; rl7 = re }
{ immext (#0x159E240) ® Warning X
r2 = ##byte_ 159E277
r3 = memw (r3e + #0) } There are no xrefs to Assert2 LOAD:@15438BC rd = add (r4, #9x38) ; r2 = add (r2, #1) }:endloop@
{ immext (#0x14257C0) ! [ Dor’ t display thi in (for thi ) 1) LOAD:@15438C0 { immext (#0x1945C40) @ CODE XREF: sub_15437B046C1j | [Exrefs to cmnos thread assert o X
r1:0 = combine (#0Ox40 ##0x14257C0 = Don isplay this message again (for this session only LOAD: 015438C0 @ sub_15437B0+C41] :
( ’ ) } LOAD: 0154384 r2 = ##loc_1945C78 ; r1:0 = memd (sp + H#0x20) } Direc T Address Text "
{ r4 = memw (F3 + #4) Hel LOAD:@15438C8 { r5:4 = memd (r29 + #9x18) = sub_100007C:1oc_1000378 { call cmnos_thread assert }
immext (#9)(1419249) b LOAD:@15438CC immext (#0x188ECEQ) o] sub_10006EQ: Loc_1000780 { call emnos_thread_assert
: = l : 8 {c mnos_thread_asser
memw (rl8 = ##loc_1410278) = r4.new } LOAD:015438D0 memw_(#ifloc 188ECO4) = ri8 } wltigggfifg%ocﬁggg;gi ;ﬁéH 7r7.1?f‘f]}]1.e\?[1‘§..fl.:
. = LOAD:@15438D4 {[re = #4274 | sub 6EO: Loc { call emnos_thread_asser
{ immext (#@X1419249) . s ) sub_10006E0: loc 1000998 { call cmnos thread assert )
memw (##]_oc 1419274) = rl7 LOAD:81543803 inmext (#©x188EC00) sub_10006E0: loc_100099C { call cmnos_thread assert |
! — LOAD:@15438DC memw (##loc_188EC@8) = rl7 . cub 1000804 Loc 1000888 | call cnnos thread_assert
immext (#@X141@249) LOAD:@15438E@ memd (r2 + #0x1@) = rl:0 } sub_1000BDC+8C { call emnos_thread_assert }
memw (##loc_141027C) = r2 } LOAD:@15438E4 { r7:6 = mend (r29 + #0x10) ZUp p sub_1000BDC+3F4 { call cmnos_thread_assert
{ immext (#9x159524g) LOAD:@15438E8 memd (r2 + #8) = r5:4 } Slp p sub_1000BDC: Loc_100136C { call cmnos_thread_assert
LOAD:@15438EC { immext (#0x188ECEQ) Elp p sub_1000BDC:loc_1001370 f call emnos_thread_assert v
r2 = ##aAssertedInOxx® ; r3 = memw (r3 + #0) } @ "Asserted in:0x%x:0x%x, line#%d" LOAD:@15438F0 memy (##loc_188ECEC) = ri6 B e coeme - : N
{ rle = memw (r3 + #4) ; memw (sp + #8) = rl7 } LOAD:@15438F4 memd (r2 + #8) = r7:6 —
call sub 1513784 LOAD:@15438F8 call cmnos thread assert|} 0K Cancel Search Help
{ - LOAD:@15438FC Line 1 of 2925]
memw (sp + #0) = r4 ; memw (sp + #4) = rl6 } LOAD:@15438FC loc_15438FC: @ CODE XREF: sub_15437B0+1041]
{ immext (#0x1410280) LOAD:015438FC { memh (r29 + #0x2€) = r2 }
r2 = memw (##loc_1410280) LOAD: 01543900
if (cmp.eq (r2.new, #©)) jump:nt loc_157BDC@ } #BHUSA @BlackHatEvents
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Firmware exception capture
crash count: the number of subsystem crash
crash reason: the last reason of subsystem crash

eChO SyStem reSta rt_level 'bus/msm subsys/devices/subsys9 # cat crash count

e

;J ﬁ cat crash reason
27c¢:0x8a7588, line#1346

:HDD] hdd wlan shutdown: 1325: WLAN driver shutdown complete

subsys-restart: subsystem restart wq func(): [kworker/ul7:0:7387]: Restart sequence for wlan completed. K - not syncing: subsys restart: Resetting the SoC - wlan crashed.
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No. Time Source Destination Protocol Lengtt Info
yp (1 byte) 4597 29268951287 Shenzhen_e4:9f:8b 4e:16: fb: cf 7d:7c 802.11 63Act10n, SN=176, FN=0, Flags=

P —————— ' P ——] z P —— Pr— —

Frame 4597: 63 bytes on wire (504 bits), 63 bytes captured (504 bits) on interface wlxlcbfcee49f8b, id ©

Radiotap Header vO, Length 13

802.11 radio information

TEEE 802.11 Action, Flags: ........

DU ratlon(2 b teS) Type/Subtype: Action (0x000d)
3/ » Frame Control Field: 0xdeeO

AAAAAAAAAAAAAAAAAAAA .000 0000 0010 1100 = Duration: 44 microseconds

Destination address(6 bytes) Destination addrese: 40:10:fbicfi7a:7e (d0:10:FbicF 7d!7c) OX1 8 byteS

-
—
QD
|3
(D
O
®)
>
—
=
O
!
@
=
N
O
<
—
L)

““““““““““““““““““““““““““““““““““ Transmitter address: Shenzhen_e4:9f:8b (1c:bf:i:ce:e4:9f:8b)
Source address: Shenzhen_e4:9f:8b (1c:bf:ce:e4:9f:8b)

Source address(6 bytes) e etan g 0.

vvvvvvvvvvvvvvvvv 000@ 1011 0000 =_Seguence number : 176
v IEEE 802.11 Wireless Management
B ID ytes v Fixed parameters

"""""""""""""""""""""""""" Category code: VHT (21)
VHT Action: Group ID Management (1)

- Group ID Management: O0O000EEAREOEOOOOR41414141414141414141414141414141
Fragment/Sequence number(2 bytes)
User Position Array: 41414141414141414141414141414141

Category COde(]. byte) 0000 OO 00 6d G0 04 00 02 GO 02 00 00 00 60 00 2c - B

~~~~~~~~~~~~~~~~~~~~~ 00 4e 16 fb c¢f 7d 7c 1c bf ce e4 of 8b 4e 16 fb  -N---}|- -----N--
cf 7d 7c 00 @b 15 01 G0 0O GO OO0 GO 00 GO0 00 41  -}|-- A

ACtlon !d(l byte) 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAA AAAAAAA
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Finding vulnerabilities in Wi-Fi firmware

IS

r25 = #0

if (p@.new) r2 = memw (r29 + #0xEC) }
rl = #0x40

r25 = #0

r3 = memub (r2 4+ #0x5E)

memb (r29 + #0x6B) = r26fnew }

r4 = memub (r2 4+ #0x5F)

r5 = memub (r2 4+ #0x5D)

r3 |= asl (r4, #B)

rl7 = memub (r2 § #0x5C)J)}

ri7 |= asl (r5, #8)
r2 = add (r29, #0x68) }

rl7 |= asl (r3, #o0x10) } @ r17 = p_frame pkt

A ]

re += add (ri7, #0x18)
=10 |

—

MZE]

loc _1002614:
r2 = memub (r@ + #1) ; r3 = memb (r2 + #0) }
{ if (p@.new) jump:nt loc_10026F8

L 4

il i =

pd = cmp.eq (r3, #0x7F)
if !p@.new r25 = add (r21, #0) }
{ r4 = and (r3, #OxFF)

if (cmp.eq (r4.new, #4)) jump:nt loc_10026F8 }

¥y

v

FEE FIEE

loc_10026F8:
{ if !p@.new jump:nt loc_100274C

{ p@ = cmp.eq (r4, #3) ; if (!p@.new) jump:t loc_10027DC @

@ r3:category code
@ 0x15:VHT Action

A 2

=]

=]

)|; if (!p@.new) jump:nt loc_1002A78 } @ r3:category code
Ox15:VHT Action

L J

po = cmp.eq (r2, #ox22) }
{ p® = cmp.eq (r3, #4) ; if (!p@.new) jump:nt loc_100274C }||loc 10027DC:
pd = cmp.eq (r3, #0x15
Pl §
{ p® = cmp.eq (r22, #0) ; if (p@.new) jump:nt loc_100274C }

Frﬁe = cmp.eq (r2, #1)]

]
; if (!p@.new) jump:nt loc_10082A78 (@
@ r2:action id
@ 1:Group ID Management
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Finding vulnerabilities in Wi-Fi firmware

CVE-ID Device Disclosure time
CVE-2021-1925 SDM865 2021.5
CVE-2021-1937 SDM865 2021.6
CVE-2021-1938 SDM865 2021.7
CVE-2021-1907 SDM865 2021.7

CVE-2021-1953 SDM670 2021.7
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No. Time Source Destination Protocol Lengtt Info .l 5
114316 609.834277384 Shenzhen_e4:9f:8b 5e:1c:63:68:ce:ea 802.11 43 Authentication, SN=585, FN
114317 609.847275135 Shenzhen_e4:9f:8b 5e:1c:63:68:ce:ea 802.11 43 Authentication, SN=585, FN
114318 609.847287229 Shenzhen_e4:9f:8b 5e:1c:63:68:ce:ea 802.11 120 Association Request, SN=58
114319 609.875333394 Shenzhen_e4:9f:8b 5e:1c:63:68:ce:ea 802.11 120 Association Request, SN=58
- - 114320 609.875424282 Shenzhen_e4:9f:8b 5e:1c:63:68:ce:ea 802.11 120 Association Request, SN=58
114321 609.896801550 Shenzhen_e4:
< >

Frame 114321: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface wlxlcbfcee49f8b,
Radiotap Header vO, Length 13
802.11 radio information
IEEE 802.11 Association Request, Flags: ........
IEEE 802.11 Wireless Management
» Fixed parameters (4 bytes)
v Tagged parameters (79 bytes)
» Tag: SSID parameter set: o7

{vvwy

» Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), [Mbit/sec]
Stflé » Tag: Extended Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbit/sec]
» Tag: RSN Information
. . » Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Information Element
Authentication Request« v Tag: HT Capabilities (802.11n D1.10)
v Tag Numhber: HT Capabilities (802.11n D1.1@) (45)
v > Tag length: 26

» HT Capabilities Info: 0x48ad
» A-MPDU Parameters: 0x17
v Rx Supported Modulation and Coding Scheme Set: MCS Set
Rx Modulation and Coding Scheme (One bit per modulation): 2 spatial streams

. Authentication Response«

Maliciously crafted Association Request«

Ce b e i e e 0000 0000 = Rx Bitmask Bits 0-7: 0x00
» e c [oJoTo N cTc Ik B = Rx Bitmask Bits 8-15: 0x01
e 0000 0000 = Rx Bitmask Bits 16-23: 0x00
0000 0000 .. = Rx Bitmask Bits 24-31: 0x00
..v. ...0 = Rx Bitmask Bit 32: 0x0

Ch e e e .000 000. = Rx Bitmask Bits 33-38: 0Ox00
e ...0 OO0 OO 00OO O... = Rx Bitmask Bits 39-52: 0x0000
...0 0000 0000 OOOO OOEO 00O 000. = Rx Bitmask Bits 53-76: 0x000000

. .00 00OO 0060 Highest Supported Data Rate: Ox000

..0
.. 0.
00..

A Unequal Modulation:
» HT Extended Capabilities: 0x0000

Tx Supported MCS Set:
Tx and Rx MCS Set: Equal
Maximum Number of Tx Spatial Streams Supported: Ox@, TX MCS Set Not Def
Not supported

Not defined

» Transmit Beam Forming (TxBF) Capabilities: Ox00000000

» Antenna Selection (ASEL) Capabilities: 0Ox00

#BHUSA
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Wi-Fi Firm = ~ :
— y A s =
I-F1 Firmwar oo v1 = 7
loc_1543850:
= combine (ri, re) { r5 = add (r29, #0x2E)
id (r5, #1) } rl1:0 = combine (ri19, r20)
&= asl (r7:6, r5) } r2 = add (sp, #6x10) ; r3 = and (r23, #OxFF) }
np.eq (r13:12, r9:8) { call get valid mcs
.new) Jjump:nt loc_15438B8 memw (r29 + #0) = #1 }
CVE_2021 _1 937 { p® = cmp.eq (ro, #0) ; if (!pO.new) jump:nt Ox1543878 @
@ ret = re
@ if ret != ©:
@ goto success
: = - Em= -
I rl3 = memw (r4 + #0) r23 = add (r23, #1) } { jump loc_1543900
I rl2 = memuh (r22 + #0) } { r2 = and (r23, #OxFF)
(r3, mpyi (#0x38, ri2)) } if (cmp.gtu (r21, r2.new)) Jjump:t loc_154382C } @
1 (r12 + #0xC) @ r21 = num of spatial stream
tu (rl3, rl2.new)) jump:nt loc_15438FC } @ for(r23 = 0;r23 < 0x100;r23++)
@ {
@ if (r23 >= r21)
@ goto assert;
@ }
vy =

W= =
{ jump ©x15438C¢ 2 = memuh (r29 + #Ox2E) }

r2 = add (r2, #1) }:endloope

L —

A==
{ immext (#0x1945C40)

r2 = ##loc_1945C78 ; rl1:0 = memd (sp + #0Bx20) }
{ r5:4 = memd (r29 + #0x18)

immext (#Ox188ECO0)

memw (##loc 188EC®4) = ril8 }
{ re = #4274

immext (#Ox188ECOQ)

memw (##loc_ 188ECO8) = ri17

memd (r2 + #0x10) = rl:0 }
{ r7:6 = memd (r29 + #0x10)

memd (r2 + #8) = r5:4 }

immext (#Ox188ECO0)

o {
rcGetLowestValidTxMcsForBW || nem (##ioc1ssecoc) - rae

{ call cmnos thread assert } ]

#BHUSA @BlackHatEvents
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New vulnerability 1= =
in Wi-Fi firmware .
CVE-2021-1925 F

| —

% E
=
- S=EN T

sdm865 wlan_mgmt_rx_frame_handler sdm845 wlan_mgmt_rx_frame_handler

#BHUSA @BlackHatEvents
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wlan_txbfee parse gid

wlan_txbf wlan_txbfee_parse_gid:

@ FUNCTION CHUNK AT B@288D44 SIZE ©000001C BYTES ‘ VE_ ZO 2 1 — 1 9 2 5

{ call sub_B®©288C68
allocframe (#0x90) }

"
W
loc_Be@7D378: - — = 5
r2 = add (r29, #0xSF ==
¢ immext (#éxaeécmce)) if (po) memu (r29 + #0) - r2l }
. { r2 = and (r21, #3)
r3 = ##unk_BO6C24CC ; rl6 = ro } immext (#@x3700)
{r21 = #0 re = ##0x3718
re = add (ri6, #4) @ re = target mac rl = #ox5e11 }
@ rl = source mac { r22 = asl (r2, #1)
rl = add (ri16, #08xA) call sub_B@22A7DC }
memb (r29 + #Ox5F) = r22.new } { call zu?ﬁgeggggggea)
immex X
{ call SUbeeeﬂDst ri:@ = combine (r21, ##dword_B@296618) }
memw (r3 + #0) += #1 { r2 = add (r21, #OxFFFFFFFF) }
{ if !p@.new r24 = add (r29, #ex18) { po = cmp.gtu (r26, r2) @
p@ = cmp.eq (r@, #0) ; if (p@.new) jump:nt loc_BO®7DAFO } @ r21 = idx
— = ¥ il @ r26 = @x3f
re = add (r29, #9x18) @ if(ear < Wl -1)
rl = #OxFF immext (#0xBO296580)
rl7 = memub (r29 + #0x5F) if Ip@.new re = ##aWlanTxbfeePars @ "wlan txbfee parse gid"
r2 = memw (gp + #0x194) } if !p@.new rl = #0x579 }
{ r2 = addasl (r2, ri17, #2) { immext (#©xFFFFF8CO)
immext (#0xBO66C880) if !pe call Assert wlan_txbf }
r3 = memw (##p_memset) } { rl = #6x5613
{ r2 = memw (r2 + #0x54) } igmfxi#éﬁ?iée?’rz - ri6 }
{ r4 = memub (r2 + #@x270) } { r2 := 1sr (rzlj #2)_}
{ r4 = addasl (r2, r4, #2) { r2 = memub (r2 + #0x22) } @ User Position Array[16]
r2 = #0x40 } { r2 &= asl (r27, r22) }
{ callr r3 @ memset { r22 = 1sr (r2, r22)
ri8 = memw (r4 + #0x3C) } memw (rl8 + #0x4C) = r22.new }
{ immext (#0xBO6C24C0) { memw (sp + #4) = r21 ; memw (sp + #0) = ri7 }
r2 = ##unk BOGC24DO { call sub_B@22A7DC
r25 = add (r16, #0x1A) @ r25 = Membership Status Array m:m;’; E:;i : :fg:)l. ::;;) ~r22 )
r27:26 = combine (#3, #0x3F) } @ r26 { call sub_B@@©215C
{ r19 = #o immext (¥0xBO296600)
memw (r2 + #0) += #1 } r1:8 = combine (rl17, ##dword_B0296624)
_ 1% r3:2 = combine (r22, r21) }
Wi = - 1y
loc_B@@7D3F0: 1 B0B7DABA
- oc_| :
{ 1gmfx§#é#2;i;9@) { call wal_txbfee_set_gid userpos
re = * r2 = and (r22, #OxFF)
rl = #0x5012 rl = and (r21, #OxFF) ; re = memw (ril8 + #@x1C) }
r20 = memub (r25 + #@) } { r2e = 1lsr (r2e, #1)
{ call sub_B®822A7DC r21 = add (r21, #1)
memw (sp + #4) = r20 ; memw (sp + #0) = rl19 } r23 = add (r23, #0xFFFFFFFF)
{ call sub_Booo1F80 if (lcmp.eq (r24.new, #0)) jump:t loc_Be@7D41C }
— T
immext (#0xB0296608) — .
rl:@ = combine (ri19, ##dword B029660C) { r25 = add (r2s, #1)
r2 = r2e } r21l = memw (r29 + #0x14) }
{ r23 = #8 ; memw (sp + #06x14) = r21 } { r21 = add (r21, #8)
rl9 = add (ri9, #1)
loc BOO7DAIC: if (!cmp.eq (r2e.new, #8)) jump:t loc_BOO7D3FO }
{ p@ = tstbit (rz2e, #9) G== i G==
r22 = #0 { call sub_B@OD66F4
memw (P18 + #0x48) = p21 rl = add (sp, #0x18) ; r@ = ri8 }|[loc_Bee7D4Fo:
memw Er‘ls + #ex4cg - #0 } { jump loc_B@288D44 } { call sub_BE22A7DC ckHatEvents
T immext (#0x3700)

{ if 1p® jump loc BOO7D4B4
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CVE-2021-1925

W=
LOAD :@10027DC (Il -~ -~~~ =~ =~ =~ = — . loc 1092888:
LOAD:010827DC —
LOAD:010027DC loc_10027DC: @ CODE XREF: _offldmgr_protocol_data_handler-C6Ct] { po = tstbhit (r21, #@)
tg:ggigg;;gg { p@ = cmp.eq (r3, #@xlSE)ﬂ i;taiégg;;e?())dgump:nt loc_1@02A78 } @ r2 = memw (Sp + #@XS@) ; re = memw (Sp + #@)(54) }
tg:ggiggi;gg { p@ = cmp.eq (r2, #1) ;@iix%?;;&:es‘;t;zzp:nt loc_1002A78 @ { r22 = add (PZJ Plg)
LOAD:010027E0@ @ r2:action id memw (r\@ + #6)(48) = r\22.new }
LOAD:018027E0 @ 1:Group ID Management . .
LOAD:010027E4 ~if (pe.new) r2 = memy (r29 + #6xEC) } { if !p® jump loc 1002A24
= We=
if !'p@.new r26 = #0 } memw (ré + #0x4C) = #0 }
{ immext (#0x188CB0O) { call sub_1514DC4
r3 = ##tloc_188CB38 ; r2 = memw (sp + #0x60) } @ immext (#0x1828A40)
- rl:@ = combine (r22, ##unk 1828A48) }
@ r2 = g_pdev { re = #0x3F
{ r24 = memub (r29 + #0x87) r2 = rl9 ; r3 = memw (sp + #0x50) }
r20 = memw (r29 + #0ox44) } { r2 += add (r3, #OxFFFFFFFF)
{ r5 = add (r2e, #0x1A) immext (#0x9C0)
r2 = memw (r2 + #0) } if (lcmp.gtu (r@, r2.new)) jump:nt loc 1003274 } @
{ r2 = addasl (r2, r24, #2) } @ © < r19(index) < 8
{ r2 = memw (r2 + #0x50) } @ r3 = key value from g_pdev struct
{ r4 = memub (r2 + #0x344) } @ r;i = ;19_+9r~;c-1
{ r2 = addasl (r2, r4, #2) @ if (r2 >= ox3f)
rd = #0 @ assert()

memw (r29 + #0x50) = rd4.new } @ the key value
{ rda = #0 #BHUSA @BlackHatEvents
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Qualcomm Wi-Fi firmware mitigation
Stack cookie, Heap cookie, WAX

No ASLR,CFI
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&  WLAN B Q

New features and functions make
WLAN drivers and firmware
constantly changing.

........

wett

®  WPA3-Personal

BojX AR R

SOWTIREEN, KEIREAR

()  WPA2-Persona | AP L
2.4 GHz #HEL

O 3& - - —_\,
{58 Wi-Fi 6 frgE# S o
ENREER
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r21 = memw (rlé + #8) }

1 pl = cmp.eq (r27, #0)
[ r26 = memw (rl6 + #4) + |
{ if !pl jump loc BOORE760 }

h J

W=E
{ p@ = cmp.eq (r21, #0) ; if (!p@.new) jump:nt loc BOOGE760 }

L J

W==
{ r2e = p1

po = cmp.eq (r26, #0)

if (p@.new) ro = #0xFO

if !p@.new jump:nt loc_BROYE760 }

Yy

W=E
{ call wlan_mgmt_ txrx wlan_mgmt rx_frame_handler_assert

—1n “—~an

e T s~ o
{{r19 = memw (rf16 + #0) ; r22 = memw (ri6 + #8) }
. {I p1 = cmp.eq (ri19, #0)
Code refactoring 2 sem (6 s o)
immext (#0x100)

if 1p@ r26 = memw (rl + ##0x114) }
{ r2 = ri1o

if (p9) r26 = #0

p2 = cmp.eq (r22, #0) }

{r2 |=or (r22, r24) }
{ po = cmp.eq (r2, #0) }
{ pé = not (po) }

{ p1 = and (pe, !pl)

if (p2) jump loc 100325C }

@=E
{ if !pl jump loc 100325C }

#BHUSA @BlackHatEvents
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Analyze firmware memory

ramdump wlan.elf, It contains the memory of Wi-Fi

heap block and code in RAM
are mixed together

Oxa1000000—0xa15e0000
0xa5980000—0xa6300000

Program Headers:

Offset

0x0002b4
0x0802b4
0x1002b4
0x1802b4
0x2002b4
0x2802b4
0x3002b4
0x3802b4
0x4002b4
0x4802b4
0x480344
Ox500344
0x580344
Ox600344
0x680344
0x700344
0x780344
Ox800344
0x880344
0x8803c4

| W T Ty R [ [
V Ll i

0xa5e80000
Oxa5f00000
Oxa5f80000
0xa6000000
0xa6080000
0xa6100000
0xa6180000
0xa6200000
0Xxa6280000
0Xxa6300000
0xa5980000
0xa5ab0000
0xa5a80000
0xa5booOOO
Oxa5b80AAO
0xa5cO0000
0xa5c80000
Oxa5doeoene
Oxa5d800006
0xal1l000000

nbL.._aJd1_
1 IIJ’-JI_\U\-II

0xa5e80000
Oxa5fo0000
Oxa5f80000
0xab000000
0xa6080000
0xa6100000
0xa6180000
0xa6200000
0xa6280000
0Xxa6300000
0xa5980000
0xa5a00000
0xa5a80000
0xa5boeOOO
Oxa5b80AOO
0xa5cO0000
0xa5c80000
Oxa5doeene
Oxa5d800006
0xal1l000000

FileSiz
Ox80000
0)¢2101010]0]
0)¢210101010]
0x80000
Ox80000
Ox80000
Ox80000
Ox80000
Ox80000
Ox00090
0)¢210]010]0]
0)¢210]010]0]
Ox80000
0)¢210101010]
0x80000
Ox80000
0x80000
Ox80000
Ox00080

Ox5e0000 0x5e0000

MemSiz

0)¢<101010]0]
0)¢2101010]0]
0)¢2101010]0]
Ox80000
Ox80000
Ox80000
Ox80000
Ox80000
Ox80000
Ox00090
0)¢2101010]0]
0)¢2101010]0]
0)¢<101010]0]
0)¢2101010]0]
Ox80000
Ox80000
Ox80000
Ox80000
Ox00080

Flg
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RWE
RW

Align

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
E

0
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Analyze firmware memOry ‘Al@EEDE@ DO 08 3A 01 (3A A@ 5F 15

®BIDA View-A BStrings window 9Hex View-1 @ BStructures BEnums
70 DA(IC BE CE E4 OF 8B) ...t~ .Povv-...
A10EEDFO (3A A0 SF 15 70 DA(ee eB) (15 01 4F E5 A6 2E 00 00 P.v... O.....

LOAD:A59FA224 sub_A59FA224:

@ CODE XREF: sub_A59F887C+541p

. - LOAD:A59FA224 { rl6 = ro
No Time Source Destination Protocol Lengtl Info
30861 39.198647982 Shenzhen_e4:9f:8b 3a:a0:5f:15:70:da 802,11 39 Action, SN=176, FN= LOAD:A59FA228 memd (sp + #OxFFFFFFFO) = rl17:16 ; allocframe (#8) }
< » LOAD :A59FA22C { immext (#0xD00200)

» Frame 30861: 39 bytes on wire (312 bits), 39 bytes captured (312 bits) on interface wlxilchfcee4¢
» Radiotap Header v@, Length 13
» 802.11 radio information

IEEE 802.11 Action,

Type/Subtype: Action (0x000d)

ETDA View-A

BHex View-1 ©

£
o
=
=
=
7

EStrings window B Structures

» Frame Control Field: 0xdeee
.000 00OO 0010 1100 = Duration: 44 microseconds
Receiver address: 3a:a0:5f:15:70:da (3a:a0:5f:15:70:da)
Destination address: 3a:a@:5f:15:70:da (3a:a0:5f:15:70:da)
Transmitter address: Shenzhen_e4:9f:8b (1c:bf:ce:e4:9f:8h)
Source address: Shenzhen_e4:9f:8b (1c:bf:ce:e4:9f:8b)

BSS Id: 3a:a@:5f:15:70:da (3a:a@:5f:15:70:da)
............ 0000 = Fragment number: O
0000 1011 0000 .... = Sequence number: 176
v IEEE 802.11 Wireless Management
v Fixed parameters

Category code: VHT (21)

VHT Action: Group ID Management (1) LOAD:
4 4
0000 00 00 0d 00 04 66 62 0 02 00 00 00 00 FLEEENIEE LOAD:
CIMCMNOO 3a ad 5f 15 70 da 1c bf ce e4 9f 8b 3a a@ 5f LOAD:
0020 ERNCHGERCRNGY 15 61
LOAD:

A5A21230
A5A21240

LOAD:
LOAD:
LOAD:

A5A93188 sub_A5A93188:
A5A93188
A5A93188 @ FUNCTION CHUNK AT LOAD:A5A9438C SIZE 00000008 BYTES

A5A93188

A5A93188 { call sub_A5A93B64
A5A9318C allocframe (#0x40) }
A5A93190 { r17:16 = combine (ri1, ro)

#BHUSA @BlackHatEvents
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Future work

Find memory write vulnerabilities in the firmware
Research new features

Optimize debugging method
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Conclusion

There are still ﬂreat risks in the security of Wi-Fi driver, but the
mitigation make the attack more difficult

The security of Wi-Fi firmware is weaker and more and more
attention has been paid to it

The vulnerability cannot be completely eliminated, and the
research on Wi-Fi security is a continuous process

#BHUSA @BlackHatEvents
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Thanks
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