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Richard Emerson

Senior Threat Hunt Analyst, IBM Security X-Force

10 years experience in research, intelligence analysis, network
defense

MIT Lincoln Labs, Department of Defense

Allison Wikoff

Senior Strategic Cyber Threat Analyst, IBM Security X-Force
20 years experience in research, intelligence analysis, network
defense, IR

SecureWorks, Federal Reserve System, etc.

#BHUSA
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Details of ITG18 operations via opsec mistakes
including:

* How do they operate?

What tools do they use?

What can we learn from their mistakes

https://ibm.biz/ITG18Blunder2020
https://ibm.biz/ITG18Blunder2021

#BHUSA @BlackHatEvents

Images source: IBM Security X-Force, Noble.org
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Routine information gathering on
ITG18 infrastructure leads to
discovery of an open file

directory... 5] AOL AVIFile
y 5| Aol Contact AVI File
_ 8] bandicam 2020-05-09 02-52-41-389 AVI File
Files uploaded over course of a 5| bandicam 2020-05-09 05-40-48-834 AVI File
Week before taken down by 5| bandicam 2020-05-10 02-51-51-155 AVI File
B Gmai AVI F
threat actor SRS e
5] Hotmail AVI File
8| Yahoo AVI File
Included exfiltrated victim data mage source: 18 Seounty X Forcs
and... 4+ hours of desktop
recordings!

#BHUSA @BlackHatEvents
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How we define ITG18

#BHUSA @BlackHatEvents
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IN THE UNITED STATES DISTRICT COURT B * March 2019 — Microsoft wins criminal complaint to sinkhole 99
FOR THE DISTRICT OF COLUMBIA { 4 .
ITG18 domains

MICROSOFT CORPORATION, a
Washington corporation,

Case: 1:19-cv-00716 (JURY-DEMAND)
Assigned To : Amy B. Jackson
Assign. Date : 3/14/2019

Desaription: TRO/P! « Example domain sinkholed March 27, 2019:

Plaintiff,

FILED UNDER SEAL PURSUANT TO

)
)
)
)
)
‘)
)
JOHN DOES 1-2, CONTROLLING "AL RULE 5. H H 1 H H H
CO,\H’U(T)KR \hl\\(()lll\' AND TH;\REB\' : HOCALRULES |de ntlfler'serV|ceS'seSS|ons | nfO
INJURING PLAINTIFF ANDITS )
CUSTOMERS, )

)

)

)

)

)

Defendants.

COMPLAINT

Plaintiff MICROSOFT CORP. (“Microsoft”") hereby complains and alleges that « |ITG18 response to domain take down three weeks later:

JOHN DOES 1-2 (collectively “Defendants™), have established an Internet-based cyber- - -
. . gn - l
theft operation referred to as “Phosphorus.” Through Phosphorus, Defendants are engaged Ide ntlfle r-se rVI ces-sesslo s s Itﬁo

in breaking into the Microsoft accounts and computer networks of Microsoft’s customers

and stealing highly sensitive information. To manage and dircet Phosphorus, Defendants

March 2019 Criminal complaint against ITG18

Source: Microsoft #BHUSA @BlackHatEvents
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Metasploit — Commercially available pentesting
framework

Spynote — Commercially available Android RAT
(cracked versions available)

AndroRAT — Open-source Android RAT (similar to:
https://github.com/karma9874/AndroRAT)

pdfReader — Custom modular Windows backdoor

Q@

7za.exe

download.exe

index30b5.html

4

logger.exe

4

screenshot.exe

application.exe

@D

events.exe

indexbfec.html

@

notification.exe

<_.>

windows.exe

audio recorder.exe

ftpadder.exe

indexc052.html

print_test.exe

Image Source: IBM Security X-Force

browser.exe
index.html
indexf8a0.html

<_>

processes.exe

#BHUSA @BlackHatEvents
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Masquerades as WhatsApp for
Android

Multi-functional backdoor
HTTP/SMS C2 communications

Sample discovered by X-Force in
October 2020, uploaded to
VirusTotal December 2020

Has hardcoded version number
“5”

More details available
https://ibm.biz/ITG18Blunder2021

WhatsApp

private void i() {
synchronized(this) {
if(this.i == @) {

this.i = 1;
this.a("s=" + this.g +["&gd-& + shnew b() {

public void a() {
aw.a().g();

}
public void a(String args) {
ect vo_1;
try {
ve_1 = new JSONObject(args);
catch(Exception v@) {
goto label_a2;
¥

Images source: IBM Security X-Force

#BHUSA @BlackHatEvents
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'Guardians
of the Goloxy

Guardians

« Exfiltrated at least 2 Terabytes since Fall 2018

 Personal information

- Location Details

- Audio

- Video

- Photos

- Chat logs and SMS messages
- Search history

» Social media and email accounts compromised

« Some data taken via legitimate account tools

Exfiltrated data from an ITG18 victim. Image source: IBM Security X-Force | Location History Visualizer
#BHUSA @BlackHatEvents
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<title>Targets</title>
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ITG18 Open Server. Image source: Shodan

#BHUSA @BlackHatEvents
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Image source: IBM Security X-Force
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#BHUSA @BlackHatEvents
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Image source: Shodan

#BHUSA @BlackHatEvents
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Size of Operations — Manual Credential Validation

@Roll20

Play New  JoinaGame  Marketplace ~ Tools ~  Community ~ A Sgnin -~

Your Friends.
Your Games.
Your Table.

Forgot username - Forgot p

New 1o Reddit? SIGN UP

#BHUSA @BlackHatEvents

Images source: IBM Security X-Force
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Size of Operations — CAPTCHA Challenges

Select all squares with m
If there are none, click skip
<@

LOG IN

! NG ac | minecra €

i a fire hydrant

Click verify once there are none left.

#BHUSA @BlackHatEvents

Images source: IBM Security X-Force
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#BHUSA @BlackHatEvents

Images source: IBM Security X-Force
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#BHUSA @BlackHatEvents

Image source: IBM Security X-Force
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« ~ 2000 unique indicators
« ~ 2 Terabytes of victim exfil

 Manual data exfiltration, credential
validation

10 - 20 intermediate VPN servers active
at any time

* Blended strategic objectives
« Broad and targeted phishing operations

« Long running operation

° LoadS Of repeat miStakeS Image source: Office Space. Dir. Mike Judge. Twentieth Century Fox, 1999.

« Training videos

#BHUSA @BlackHatEvents
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» Discovered on an open server that previously hosted ITG18
infrastructure

» Desktop recordings made by the operator using free screen
recording software

* Persona accounts on AOL, Yahoo, Gmail and Hotmail

» Operator demos setting up account for continuous
monitoring using an email collaboration platform

* Operator demos exfiltrating information on various web mail
platforms

Aol.

sumrnur of an uurn‘.q;nl:ﬂi ﬂﬂ bee an Innp red o
sign im to veur AOL account.

This 1En N EEEp VRS made an
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United Kingdem
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devicen m&lﬂl thr]'\_m_.dbﬂ"l rECOFIIzE.

Image source: IBM Security X-Force

#BHUSA @BlackHatEvents
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