
Bypassing Windows Hello
for Business and Pleasure



WHOAMI

● Omer Tsarfati

● Security Researcher @ CyberArk Labs

● Twitter - @OmerTsarfati

● 24 years old

● 6 years in vulnerability research

● Call of Duty fan



AGENDA
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and friends
Part 1: Passwordless



WHY PASSWORDLESS

WEAK 
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DATA 
BREACHES

PHISHING
ATTACKS REUSE



HOW PASSWORDLESS

FINGERPRINT OTPFACE 
RECGONITION

SECURITY
KEY



Part 2: Windows Hello



SAY _ _ _ _ _  TO WINDOWS _ _ _ _ _

Password le ss Wind ows He llo



EVERYONE CAN USE IT

Dom ain  & Azure  
au thent ica t ion

Hom e

Ente rp rise

Wind ows
Hello

Rep laces your
loca l p assword



FEATURES

FACE RECOGNITION
IR sensor and advanced image analysis

PIN CODE
And it is not the same as password

FINGERPRINT
Same good old fingerprint login



FINGERRINT

Challanging  to capture and modify

DATA

Many public reseraches

PREVIOUS ART

Complicated protocol and lack of 
public implmentation

PROTOCOL



PIN CODE

Anti-bruteforce mechanism

ANTI-BRUTEFORCE

Same challenge as cracking a 
password

SAME CHALLANGE



FACE RECOGNITION

Anti-bruteforce mechanism

ANTI-BRUTEFORCE

NXP implemented a basic 
USB video camera

EASY START

Face images can be captured 
easily

PUBLIC DATA



FACE RECOGNITION



BIOMETRIC AUTH & WINDOWS HELLO

WBIOSRVC
Winb io .d ll

Ap p

WinBioDatab ase

Face  Cred
Provid e r

Storage Engine Sensor



BIOMETRIC AUTH & WINDOWS HELLO
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NXP – EVALUATION BOARD



show me the money $$$

Part 3: Exploiting



RESEARCH VECTOR

USB & UVC

ANALYZE
Mimics `hello` camera

MIMIC
Capture the target 

person

CAPTURE
Bypass Windows Hello

EXPLOIT



ANALYZE

USB Sp ecs Cap ture  Tra ffic

ANALYZE



ANALYZE – USB SPECS



ANALYZE – USB STRUCTURE

NICE GUY



ANALYZE – USB STRUCTURE

NICE GUY
HOSTin

Bully



ANALYZE – USB STRUCTURE

End p oint  
Descrip tor

End p oint  
Descrip tor
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Descrip tor

Config ura t ion
Descrip tor

Device
Descrip tor



Device
Descrip tor

ANALYZE – USB STRUCTURE



Device
Descrip tor

ANALYZE – USB STRUCTURE



Device
Descrip tor

ANALYZE – USB STRUCTURE
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Configuration
Descrip tor

ANALYZE – USB STRUCTURE
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Configuration
Descrip tor

ANALYZE – USB STRUCTURE



ANALYZE – USB STRUCTURE

NICE GUY



Wireshark to the rescue!



Wireshark to the rescue!



ANALYZE

● USB 2.0 Specs

○ https://www.usb.org/document-library/usb-20-specification

● USB in a Nutshell

○ A summary of USB Chapter 9.5

○ https://www.beyondlogic.org/usbnutshell/usb5.shtml
USB Sp ecs

https://www.usb.org/document-library/usb-20-specification
https://www.beyondlogic.org/usbnutshell/usb5.shtml


Implementation Com p at ib a le  W/
Win He llo

MIMIC

MIMIC



● Download NXP IDE

○ MCUXpresso

● Import an SDK example project

○ usb_examples -> dev_video_virtual_camera_bm

MIMIC



● Configure the example project with the extracted descriptors

● Added support for two cameras

● We connected the USB device to the computer AND….

MIMIC



MIMIC



MIMIC



MIMIC



MIMIC



MIMIC



MIMIC



CAPTURE

Cap ture  color 
fram es

Cap ture  IR fram es

CAPTURE



Data Transfer

CAPTURE



CAPTURE



Data Transfer

CAPTURE



Data Transfer

https://docs.microsoft.com/en-us/windows-hardware/drivers/stream/uvc-camera-implementation-guide#ir-stream

CAPTURE

https://docs.microsoft.com/en-us/windows-hardware/drivers/stream/uvc-camera-implementation-guide#ir-stream


EXPLOIT

EXPLOIT BYPASS



PyShark Save Profit

EXPLOIT



PyShark Save Profit

EXPLOIT



MS Media 
Fram ework Save Profit

EXPLOIT



IT’S DEMO TIME!

EXPLOIT





Attacker John

John’s Laptop

1. The attacker captures or creates 
an Infra-Red (IR) image of the victim

3. The attacker saves the 
captured data on a custom 

USB device

4. The Attacker connects 
the custom USB device to 

John’s computer.
The USB device transmits 

the captured IR image

5. The biometrical system
accepts the biometrical 

credentials
and logs the user in

2. The attacker creates a 
custom USB device that 

impersonates a USB camera 
device

6. The attacker gets 
access to sensitive 

information and files of 
the victim

EXPLOIT



You say goodbye and I say… 

Part 4 : Wha t’s next



What ’s  next

Conve rt ing
Color Im ag e

to  IR

Manip ula t ing
Bio  Da tab ase

Fuzzing



Closing Remarks

1st

USB

2nd

Windows 
Hello

3rd

FUN

4th

Password less



Closing Remarks

Don’t  b ase  your au thent ica t ion  on  a  p ub lic factor



Closing Remarks

● Blog  p ost

○ ht tp s:/ / www.cyb e ra rk.com / re source s/ threa t -re sea rch-b log / b yp assing -wind ows-

he llo-without-m asks-or-p la st ic-surg e ry

● CVE-2 0 21-3 4466

○ ht tp s:/ / m src.m icrosoft .com / up d a te -g uid e / en-US/ vulne rab ility/ CVE-2 021-3 4466

https://www.cyberark.com/resources/threat-research-blog/bypassing-windows-hello-without-masks-or-plastic-surgery
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34466


Thank you!
@Om erTsarfa t i
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