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Part 2: Windows Hello

>



Passwordless

TO WINDOWS

=

Windows Hello



EVERYONE CAN USE IT

Domain & Azure
authentication

Windows
Hello

Replaces your
localpassword




FEATURES

FACE RECOGNITION

IR sensor and advanced image analysis

PIN CODE

And it is not the same as password

FINGERPRINT

Same good old fingerprint login



FINGERRINT

DATA

Challanging to capture and modify

PREVIOUS ART

Many public reseraches

PROTOCOL

Complicated protocol and lack of
public implmentation



PIN CODE

ANTI-BRUTEFORCE

Anti-bruteforce mechanism

SAME CHALLANGE

Same challenge as cracking a
password



FACE RECOGNITION

ANTI-BRUTEFORCE

Anti-bruteforce mechanism

EASY START

NXP implemented a basic
USB video camera

PUBLIC DATA

Face images can be captured
easily




FACE RECOGNITION




BIOMETRIC AUTH & WINDOWS HELLO

WBIOSRVC

| Storage | | Engine | | Sensor |
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BIOMETRIC AUTH & WINDOWS HELLO

WBIOSRVC

| Storage | | Engine | | Sensor |

WinBioDatabase

Face Cred
Provider




NXP — EVALUATION BOARD
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Part 3: Exploiting

% show me the money $$$



ANALYZE

USB & UVC

RESEARCH VECTOR

MIMIC CAPTURE

Mimics “hello” camera Capture the target
person

EXPLOIT

Bypass Windows Hello



ANALYZE

ANALYZE

USB Specs Capture Traffic
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ANALYZE — USB STRUCTURE

NICE GUY
Y %



ANALYZE — USB STRUCTURE

HOSTin
NICE GUY



ANALYZE — USB STRUCTURE
@ ‘ Device
Descriptor
‘ Configluration\
Descriptor

Interface
Descriptor

Endpoint Endpoint
Descriptor Descriptor




ANALYZE — USB STRUCTURE

Device
Descriptor

Frame 1749: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface wireshark extcapl796, id @
USB URE
“ DEVICE DESCRIPTOR
bLength: 13
bDescriptorType: 8x@1 (DEVICE)
bedUSE: 8x82@l
bDeviceClass: Miscellaneous (Bxef)
bDeviceSubClass: 2
bDeviceProtocol: 1 (Interface Association Descriptor)
bMaxPacketSized: &4
idvendor: Quanta Computer, Inc. (@x8483)
idProduct: Unknown (@x722@)
becdDevice: @x@2811
iManufacturer: 3
iProduct: 1
iserialNumber: 2

bMumConfigurations: 1




ANALYZE — USB STRUCTURE

Device
Descriptor

Frame 1749: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface wireshark extcapl796, id @
USB URE

“ DEVICE DESCRIPTOR

bLength: 13

bDescriptorType: Ox@1 (DEVICE)

bedUSE: @x82@l

bDeviceClass: Miscellaneous (Bxef)

bDeviceSubClass: 2

bDeviceProtocol: 1 (Interface Association Descriptor)

bMaxPacketSized: &4

idvendor: Quanta Computer, Inc. (@x8483)

idProduct: Unknown (@x722@)

bedDevice: @xB811

iManufacturer: 3

iProduct: 1

iserialNumber: 2

bMumConfigurations: 1




ANALYZE — USB STRUCTURE

Device
Descriptor

Frame 1749: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface wireshark extcapl796, id @
USB URE

“ DEVICE DESCRIPTOR

bLength: 13

bDescriptorType: 8x@1 (DEVICE)

bedUSE: 8x82@l

bDeviceClass: Miscellaneous (Bxef)

bDeviceSubClass: 2

bDeviceProtocol: 1 (Interface Association Descriptor)

bMaxPacketsized: &4

idvendor: Quanta Computer, Inc. (@x8483)

idProduct: Unknown (@x722@)

becdDevice: @x@2811

iManufacturer: 3

iProduct: 1

iserialNumber: 2

bMumConfigurations: 1




ANALYZE — USB STRUCTURE

Device
Descriptor

Configuration
Descriptor

Interface
Descriptor

Endpoint Endpoint
Descriptor Descriptor




ANALYZE — USB STRUCTURE

Configuration
Descriptor

Frame 1751: 37 bytes on wire (296 bits), 37 bytes captured (296 bits) on interface wireshark extcapl?796, id @
ISB LRE
% CONFIGURATIONW DESCRIPTOR
bLength: 2
bDescriptorType: @x@2 (CONFIGURATION)
wTotallLength: 1855
bMumInterfaces: 4
bConfigurationValue: 1
iConfiguration: 4
Configuration bmAttributes: @x88 NOT SELF-POWERED NO REMOTE-WAKEUP
bMaxPower: 258 (508mA)




ANALYZE — USB STRUCTURE

Device
Descriptor

Configuration
Descriptor
Interface

Descriptor

—

Endpoint

Descriptor Descriptor

Endpoint ‘




ANALYZE — USB STRUCTURE

Configuration
Descriptor

Frame 1753: 1883 bytes on wire (8664 bits), 1883 bytes captured (B664 bits) on interface wireshark_extcapl?96, id @
UsB URB

CONFIGURATION DESCRIPTOR

INTERFACE OCIATION DESCRIPTOR

INTERFACE DESCRIPTOR (@.8): class Video

VIDEQ CONTROL INTERFACE DESCRIPTOR [Header]

VIDEQ CONTROL INTERFACE DESCRIPTOR [Input Terminal] (Entity 1)
VIDEOD CONTROL INTERFACE DESCRIPTOR [Processing Unit] (Entity 2)
VIDEQ CONTROL INTERFACE DESCRIPTOR [Qutput Termimal] (Entity 3)
VIDEQ CONTROL INTERFACE DESCRIPTOR [Extension Unit] (Entity 4)
VIDEQ CONTROL INTERFACE DESCRIPTOR [Extension Unit] (Entity &)
ENDPOINT DESCRIPTOR

VIDEQ CONTROL ENDPOINT DESCRIPTOR [Interrupt]

INTERFACE DESCRIPTOR (1.8): class Video

VIDEQ STREAMING INTERFACE DESCRIPTOR [Input Header]

VIDEOQ STREAMING ] DESCRIPTOR [Format MIPEG] (Format 1)
VIDEQ STREAMING INTERFACE DESCRIPTOR [Frame MIPEG] {Index 1):
VIDEQ STREAMING INTERFACE DESCRIPTOR [Frame MIPEG] (Index 2):
VIDEQ STREAMING INTERFACE DESCRIPTOR [Frame MIPEG] (Index 3):
VIDEQ STREAMING INTERFACE DESCRIPTOR [Frame MIPEG] (Index 4):
VIDEQ STREAMIMNG INTERFACE DESCRIPTOR [Frame MIPEG] (Index 5):
VIDEQ STREAMING INTERFACE DESCRIPTOR [Frame MIPEG] {(Index &):
VIDEQ STREAMING INTERFACE DESCRIPTOR [Colorformat]




ANALYZE — USB STRUCTURE

NICE GUY
Y %



Wireshark to the rescue!

Frame 1749: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface wireshark extcapl?796, id @
UsB URB
» DEVICE DESCRIFTOR
bLength: 18
bDescriptorType: @x@l1 (DEVICE)
bedUSE: Bxaz2al
bDeviceClass: Miscellaneous (Bxef)
bDeviceSubClass: 2
bDeviceProtocol: 1 (Interface Association Descriptor)
bMaxPacketSized: 64
idVendor: Quanta Computer, Inc. (@xB488)
idProduct: Unknown (@x7838)
bedDevice: axeell
iManufacturer: 3
iProduct: 1
iSerialNumber: 2
bMumConfigurations: 1




Wireshark to the rescue!

Frame 1749: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface wireshark extcapl?796, id @
UsB URB

w DEVICE DESCRIFTOR 7 GET DESCRIPTOR Response CONFIGURATION
EE\GET DESCRIPTOR Respor .
hLength: 18 . y Mark/Unmark Packet Ctrl+M
I'JDE'SEI"iFItDF‘T}"FIE' E’ Unknown type 7f Ignore/Unignore Packet Ctrl+D
7 Unknown type 7T Set/Unset Time Reference Ctrl+T
bcdUSE: @xe2al ! GET DESCRIPTOR Respor . _
P
Time Shift... Ctrl+ Shift+T
I'J M 1 . » _ 3 GET DESCRIPTOR Respor
Devicellass: Mls(! GET DESCRIPTOR Respot Packet Comment... Ctrl+Alt+C

bDeviceSubClass: 32 GET DESCRIPTOR Respor
. ! GET DESCRIPTOR Respor
bDeviceProtocol: I ger pescriptor Respot

bMaxPacketsized: E SET INTERFACE Respon: )
) GET INFO Response [E: Prepare as Filter

idvVendor: Quanta © GeT MIN Response [Ext Conversation Filter
GET MAX Response [Ex|
! GET RES Response [Ex|
bcdDevice: @x@@11 ! GET DEF Response [Ex
. ! GET MIN Response [Exp Follow
iManufacturer: 3 , MAX Response [Ex;
iProduct: 1 ! GET RES Response [Exp Copy Summary as Text
3 GET INFO Response [AL ..as CSV
iSerialNumber: 2 et min Response [yt Frotocol Preferences as VAML
MAX Response [Aui Decode As...
GET RES Response [Auf Show Packet in New Window As Filter Ctrl+Shift+C
GET DEF Response [Aulv-expusure-rrriorrcyy
GET INFO Response [Iris (Absolute)] Copy Bytes as Hex + ASCIl Dump
j GET CUR Response [Request Error Code]
b GET INFO Response [Brightness]
p GET MIN Response [Brightness]
b GET MAX Response [Brightness] ..as a Hex Stream
p GET RES Response [Brightness] ...as Raw Binary
n .

Edit Resolved Name

Apply as Filter

Colorize Conversation
SCTP

idProduct: Unknowr

bNumConfigurations

@5 Hex Dump

..as Printable Text




ANALYZE & mouse

e USB 2.0 Specs

o https://www.usb.org/document-library/usb-20-specification

e USB in a Nutshell
o A summary of USB Chapter 9.5

o https://www.beyondlogic.org/usbnutshell/usb5.shtml

USB Specs


https://www.usb.org/document-library/usb-20-specification
https://www.beyondlogic.org/usbnutshell/usb5.shtml

MIMIC

Compatibale W/

Implementation Win Hello



MIMIC

e Download NXP IDE
o MCUXpresso
e Import an SDK example project

o usb_examples -> dev_video_virtual_camera_bm

] evkbimxrt1050_dev_vi
File Edit Source Refactor Mavigate Search Project ConfigTools Run  Analysis

New Alt+Shift+N > [ New C/C++ Project
Open File... B Import SDK Examples

o_virtual_carmera_bm/usb/include/usb_rmisc.h - MCUXpresso IDE

Open Projects from File System... Project...

Recent Files ) wirtual_camera_bm
Example... .
wvirtual_camera_lite_bm

Close Editor Ctrl+W

] host_video_camera_freertos

Other... Ctrl+M

i“larm Al CoAlidnen bl Tl LA



MIMIC

e Configure the example project with the extracted descriptors
e Added support for two cameras

e We connected the USB device to the computer AND....



MIMIC

A

USB device not recognised

The last USB device you connected to
this computer malfunctioned and
Windows does not recognise it.

Windows Explorer




BOS Descriptor Query and Validation

The USB 3.0 and USB 2.0 LPM specifications define a new USB descriptor called the Binary Device
Object Store (BOS). The BOS descriptor returns a set of device-level capability descriptors for the USB

device|For a USB device, which reports a bcdUSB value greater than 0x0200 in their device descriptor,

in Windows 8, the USB driver stack requests for the BOS descriptor header immediately after the
Language ID query request. If that request fails, the driver stack proceeds to the Product ID String

query request|

If the request for the BOS descriptor header succeeds, the driver stack requests the entire BOS
descriptor set by using the value returned in the BOS descriptor's wTotalLength field as the request

length/If that request fails, the driver stack will fail enumeration of the device.

Note: To make sure your device enumerates on Windows 8 and future versions of Windows, do not
rely on the sequence in which the USB driver stack queries for the BOS descriptor. Instead, make sure

that the device reports correct values to pass validation checks as described in these sections.




MIMIC

BOS Descriptor Validation

The USB dri ack validates the retrieved BOS des or. Make sure that in

The number of bytes greater than or equal to the siz

bDescriptorType indicates the BOS Desc

bLength is the correct size of the BOS descriptor.

wTotalLength is greater than or equal to the size of the BOS descrip

wTotalLength is large enough to contain the number of capability descrip ported in
bNumDeviceCaps . The device computes the value by assuming a minimal 2-byte capability
descriptor containing bLength and bDescriptorType fields, multiplied by the bNumDeviceCaps

value, and added to the size of the BOS descriptor.

bNumDeviceCaps is not

If any of those validation checks fail, the driver stack will fail enumeration of the device. Otherwise the

stack validates each Device Capability Descriptor.




If any

stack v

MIMIC

_t USBvideoMsOS2eDescriptorSet[USBvideoMsoS2eDescriptorsetlength] =

8x0A, Bxee,
exee, exea,

ex08, B8x00, 0x00, BXOA,
USB_SHORT_GET_LOW(USBVideoMSOS2@8DescriptorSetLength),
USB_SHORT_GET_HIGH(USBVideoMsOS2eDescriptorSetlength),

exes, exee,
exol, exea,
exee,
exee,

USB_SHORT_GET_LOW(Microsoft0s2@ConfigurationSubsetHeaderLength) ,
USB_SHORT_GET_HIGH(Microsoft0S28ConfigurationsubsetHeaderLength),

0x88, Bx6a,
exe2, Bxee,
axee,
oxee,

USB_SHORT_GET_LOW(Microsoft0S2@FunctionSubsetColorCameralength),
USB_SHORT_GET_HIGH(Microsoft0S2eFunctionSubsetColorCameralength),

USB_SHORT_GET_LOW(Microsoft0S2@RegistryValueFeatureDescriptorColorCameraFSSensorGroupld),
USB_SHORT_GET_HIGH(Microsoft0S28RegistryValueFeatureDescriptorColorCameraFSSensorGroupId),

oxe4, exea,
8x81, B8x80,
ex238, Bxee,

‘U, exee, V', exee,
‘C', Bx88, '-', 8x68,
'E', Bx@0, 'S', 0xee,
‘s, exee, ‘e’, exee,
‘n', Bx008, 's', 8x68,
exee, 'r', exee,
exee, ‘r', exee,
Bx08, ‘u', 8x60,

ex@e, "I', exee,
D', ©x00, ©x00, 8xee,
Ox4E, @xea,

‘{", exee, ‘6, ©x00,

rwise the




Time Source Destination Protocol Info

42.579512 host 1.16.@ UsB GET DESCRIPTOR Request DEVICE

42.579548 1.16.@ host USB GET DESCRIPTOR Response DEVICE

42 579556 host 1.16. usB GET DESCRIPTOR Request CONFIGURATION

42 .579557 1.16.@ host USB GET DESCRIPTOR Response CONFIGURATIOM

42.579559 host 1.16. USB GET DESCRIPTOR Request CONFIGURATION

42 579568 1.16.8 host usB GET DESCRIPTOR Response CONFIGURATION

42.581664 host 1.16. USB SET CONFIGURATIOMN Request

42.583735 1.16.@ host USB SET COMFIGURATION Response
~SEIEI@ hast L3 e L

42.583833 1.16.8@ UsB Unknown type 7T

42.533843 host .16. use Unknown type 7

42.583845 1.16.8 UsB Unknown type 7f

42.584862 host . . USB GET DESCRIPTOR Request STRING

42.585424 1.16.@ UsB GET DESCRIPTOR Response STRING
-585453 host - - UsB GET DESCRIPTOR Request STRING
.585982 1.16.@ USB GET DESCRIPTOR Response STRING
.595665 host . . UsB GET DESCRIPTOR Request STRING
.596145 1.16.@ USB GET DESCRIPTOR Response STRING
.596192 host . . USB GET DESCRIPTOR Request STRING
.596697 1.16.@ UsB GET DESCRIPTOR Response STRING
.195114 host - . USB GET DESCRIPTOR Request STRING
.195695 1.16.@ USB GET DESCRIPTOR Response STRING
.195729 host . . UsB GET DESCRIPTOR Request STRING
.1962381 1.16.@ USB GET DESCRIPTOR Response STRING
- 206714 host . . USB URB_INTERRUPT in
. 296981 host . . UsB SET INTERFACE Request

Frame 1748: 36 bytes on wire (288 bits), 36 bytes captured (288 bits) on interface wireshark extcapl79s6, id e
UsB URB
Setup Data

bmRequestType: @x3e

bRequest: GET DESCRIPTOR (6)

Descriptor Index: @x8e

bDescriptorType: DEVICE (@x@1)

Language Id: no language specified (@x000a)

wlLength: 18







CAPTURE

@ CAPTURE
00 O
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Capture color

Capture IR frames
frames



CAPTURE

Data Transfer

Frame 7884: 75535 bytes on wire (684230 bits), 65535 bytes captured (524288 bits) on interface wireshark _extcaply9e, id @
5B URBE
“w USB isochronous packet
IS0 Data offset: oxo0e02000
IS0 Data length: exeeeeelsd (relevant)
IS0 USBD status: USBD STATUS SUCCESS (@x00080000) (relevant)
IS0 Data: BcBccbe93deadslideepeloafffiffffe7e787878785848485848182818180818081887f ...
“w USB isochronous packet
IS0 Data offset: @xoees2lcs
IS0 Data length: exeee802b4 (relevant)
IS0 USBD status: USBD STATUS SUCCESS (0x@0080000) (relevant)
IS0 Data: @cBccP693deedslado00el008586368757248658484582813258280308283807T7d7f7e7c7d..
“w USB isochronous packet
IS0 Data offset: Ox00888418
IS0 Data length: @x@eese2bd4 (relevant)
I50 USEBD status:
TS0 Natac: H 151 A A7eTh7cTcicTa

22 08 a8 2o &84 a8 3d @@ 45
f ff ff 8 87 85 84
81 81 8@ &: 1 Je 7f 7d
Ja 78 75 73 72 73
70 6f 6e 0 6b 6a 68




STRUCT_PACKED

CAPTURE

struct usb device video mjpeg payload header struct

{

uint8 t bHeaderLength; /*!< The payload header length. */

union

{

uint8_t bmheaderInfo; /*!< The payload header bitmap field. */
struct

{

uint8 t

uints t

uint8_t
uints t

uint8 t
uints t

uintg_t
uint8 t

frameldentifier : 1U; /*!< Frame Identifier. This bit toggles at each frame start boundary and stays
constant for the rest of the frame.*/
endOfFrame : 1U; /*!< End of Frame. This bit indicates the end of a video frame and is set in the
last video sample that belongs to a frame.*/

presentationTimeStamp : 1U; /*!< Presentation Time Stamp. This bit, when set, indicates the presence
of a PTS field.*/

sourceClockReference : 1U; /*!< Source Clock Reference. This bit, when set, indicates the presence
of a SCR field.*/

reserved : 1U; /*1< Reserved. Set to 0. */

stillImage : 1U; /*!< Still Image. This bit, when set, identifies a video sample that belongs to a

still image.*/
errorBit : 1U; /¥1< Error Bit. This bit, when set, indicates an error in the device streaming.*/
endOfHeader : 1U; /*!< End of Header. This bit, when set, indicates the end of the BFH fields.*/

} headerInfoBits;
} headerInfoUnion;
uint32 t dwPresentationTime; /*1< Presentation time stamp (PTS) field.*/
uint8 t bSourceClockReference[6]; /*!< Source clock reference (SCR) field.*/

} STRUCT_UNPACKED;

typedef struct _usb_device video_mjpeg_payload_header_struct usb_device_video_mjpeg_payload_header_struct_t;



CAPTURE

Data Transfer

===»Video Streaming Uncompressed Format Type Descriptor<===

bLength:
bDescriptorType:
bDescriptorSubtype:
bFormatIndex:

bNumFrameDescriptors:

guidFormat:
bBitsPerPixel:
bDefaultFrameIndex:

ex1E
8x24
axa4
oxa1
axal
{ee6p8632-00082-8610-8006 -86AABB380BT1}
oxas
oxa1

KSDATAFORMAT_SUBTYPE_LE_IR Dy

===»Video Streaming MJIPEG Frame Type Descriptor<===
--->This is the Default (optimum) Frame index

bLength:
bDescriptorType:
bDescriptorSubtype:
bFrameIndex:
bmCapabilities:

whWidth:

wHeight:

dwMinBitRate:
dwMaxBitRate:
dwMaxVideoFrameBufferSize:
dwDefaultFrameInterval:
bFrameIntervalType:

ex1E

ax24

axe7

axe1

axel
Bx0280
Bx8162
Bxe6973eee
axe6973000
axesa78300
Bx08851615
axe1

===>Additional Discrete Frame TypeData

dwFrameInterval[i]:

Bxeea51615

368

33.33338@ mSec (38.88 Hz)

33.33338@ mSec (38.88 Hz)




CAPTURE

Data Transfer

===»Video Streaming Uncompressed Format Type Descriptor<===

bLength: ex1B ===>Video Streaming MIPEG Frame Type Descriptor<===
bDescriptorType: — PP —
bDescriptorSubty IR stream

bFormatIndex:

bNumFrameDescrip| The Windows inbox USB video class (UVC) driver supports cameras that capture the scene in YUV format and transmit the pixel data

guidFormat: over USB as uncompressed YUV or as compressed MIPEG frames.

bBitsPerPixel:
R | The following format type GUIDs should be specified in the stream video format descriptor, as defined in the WDK ksmedia.h header
file:
Type Description
bec (30.88 Hz)
KSDATAFORMAT _SUBTYPE_LB_IR Uncompressed 8 bit luma plane. This type maps to MFVideoFormat L2,
) ) - bec (38.88 Hz)
KSDATAFORMAT_SUBTYPE_L16_IR Uncompressed 16 bit luma plane. This type maps to MFVidecFormat_L16.

KSDATAFORMAT _SUBTYPE_MIPG_IR Compressed MIPEG frames. Media Foundation converts this into NV12 uncompressed frames and uses
onIy| the luma plane.

https://docs.microsoft.com/en-us/windows-hardware/drivers/stream/uvc-camera-implementation-quide#ir-stream



https://docs.microsoft.com/en-us/windows-hardware/drivers/stream/uvc-camera-implementation-guide#ir-stream

EXPLOIT

—

EXPLOIT BYPASS



EXPLOIT

Save Profit

PyShark



EXPLOIT

Save

Profit



EXPLOIT

MS Media

Framework Save Profit



EXPLOIT

IT'S DEMO TIME!
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Bypassing Windows Hello
via a Custom USB Device

CyberArk Labs



EXPLOIT

1. The attacker captures or creates
an Infra-Red (IR) image of the victim

0 - f’@

Attacker John

2. The attacker creates a l

custom USB device that =
impersonates a USB camera @
device l & g

6. The attacker gets
access to sensitive

information and files of
3. The attacker saves the ron the victim
captured data on a custom Y I
USB device

9. The biometrical system
accepts the biometrical
credentials
and logs the user in

4. The Attacker connects
the custom USB device to John'’s Laptop
John’s computer.
The USB device transmits
the captured IR image




L

Part 4: What’s next

You say goodbye and | say...



Converting

Color Image
to IR

What ’s next

Manipulating
Bio Database

N

J K/

Fuzzing




Closing Remarks

2nd 4th

_Q\ Windows
USB —V Hello
Password less CIN FUN
)

1st 3rd



Closing Remarks

Don’t base your authentication on a public factor



Closing Remarks

e Blog post

o https://www.cyberark.com/resources/threat-research-blog/bypassing-windows-

hello-without-masks-or-plastic-surgery
e CVE-2021-34466
o https://msrc.microsoft.com/update-guide/en-US/vulnerability/ CVE-2021-34466



https://www.cyberark.com/resources/threat-research-blog/bypassing-windows-hello-without-masks-or-plastic-surgery
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34466

Thank you!

YW @OmerTsarfati

i

¥ CYBERARK
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