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Press release(KOR) : https://goo.gl/q9bVCb

Press Release of Financial Supervisory Service

2019. 2. 28.(Thur) for evening paper

Subject: The biggest amount of damage in 2018!

1. Voice phishing damage situation
 (amount of the damage) In 2018, KRW 440 billion. It 

increases 82.7% from last year(KRW 200 billion) is 
the highest level ever

◦ There were 48,743 victims of voice phishing, with 
an average of 134 victims each day. The amount of 
damages was an average of KRW 1.22 billion per day.
(An average of 9 million won per person.)



Amount of Damage in 
2018

KRW 440 billion 
It’s almost USD 398.2 million

x 4,400
My Porsche Macan is 100 million (KRW)
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Voice Phishing 
Background



What is Voice Phishing?

• Voice phishing is a form of criminal phone fraud, using social 
engineering over the telephone system to gain access to private 
personal and financial information for the purpose of financial 
reward.



General Voice Phishing Process

General Voice Phishing Criminals Text
Instant Msg

CALL

Victims

Transfer money



History of Voice Phishing in EAST Asia
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Yeah, that’s true. 
It’s not a cyber crime.

But one day a malicious android app was reported to me.
I’ll show you a video clip on the next page.





New Type Voice Phishing Process

Victims  
(Only Android)

C&C ServerMalicious App Distribution Server

Malicious App
Key Information

New Voice Phishing Criminals

Text
Instant Msg

CALL

Finance Company
A. if victims call to Finance Company

B. Malicious App intercepts the call
and forwarding to the attacker C. Transfer money



BOSS

Manager of Money mules
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Client Side



Client Side Contents

• Malicious App Analysis
• How does the app infect a victim?
• Call Intercepting
• Hardcoded C2 address
• Network Analysis (App and C2)

• Statistical Indicators chart
• Package Name of APK
• File Name of APK



Client Side
Malicious App Analysis

- How does the app infect a victim?



I’ll talk about …

C&C ServerMalicious App Distribution Server

Malicious App
Key Information

Victims  
(Only Android)

New Voice Phishing Criminals

Text
Instant Msg

CALL

Finance Company
A. if victims call to Finance Company

B. Malicious App intercepts the call
and forwarding to the attacker C. Transfer money



Infection process of New Voice Phishing (using Text msg)
• 2017.12.15. Fri.
• Mr. Goo
• This is a result of the loan application.
• 1. acceptable amount / interest rate

• 1) 48,000,000 WON / 4.05%
• 2) apply 0.2% benefit

• 2. Details
• Your DTI(Debt To Income) excesses and your 

ability to repay is incomplete. But if you 
complement it, the loan will be approved.

• Please contact us.
• Thank you.
• - Department of Loan in C BANK -



Infection process of New Voice Phishing (using Text msg)

• 2017.12.19. Tue.
• Mr. Goo
• Please, Install this Mobile app to proceed 

for your loan.
• A link 114.xxx.xxx.xxx
• - C BANK - 



Infection process of New Voice Phishing (using Instant msg)

• http://125.xxx.xxx.xxx/web/m/index.html
• N Capital

• If you downloaded the app, please click 
“Settings” and check to allow 
“Unknown sources” and click “install” 
and “Open”. Then click “Apply” since 
entering your name, phone number, 
social number.



I’ll talk about …

C&C Server

Malicious App
Key Information

Text
Instant Msg

CALL

Finance Company
A. if victims call to Finance Company Victims  

(Only Android)

Malicious App Distribution Server

New Voice Phishing Criminals

B. Malicious App intercepts the call
and forwards to the attacker C. Transfer money



Phishing sites of New Voice Phishing



The launch screen of New Voice Phishing app

- L Capital Customer center 1877-0814
- It’s a real customer center phone 

number of the “L Capital”.
It impersonates “L Capital”

-  The title is “L CAPITAL”

-  Don’t need to visit our office.
-  Don’t need any papir. (paper)
-  Smart Loan, Easily, Simply
-  We don’t care your credit rating



“W savings Bank” “H Capital” “S savings Bank”

There is no number.
OPSEC FAIL :D

It means “Savings Bank”.

It means “CAPITAL”.



The new launch screen of New Voice Phishing app

It impersonates “K bank”

- Recently, I found a malicious app that 
has new launch screen.



Client Side
Malicious App Analysis

- Call Intercepting



I’ll talk about …

C&C ServerMalicious App Distribution Server

Key Information

Text
Instant Msg

Finance Company

CALL

Malicious App

Victims  
(Only Android)

New Voice Phishing Criminals

A. if victims call to Finance Company

B. Malicious App intercepts the call
and forwarding to the attacker C. Transfer money



The method of intercepting call



The evolution of New Voice Phishing app

- I found ring back tones each financial 
companies in the app, lately



Client Side
Malicious App Analysis

- Hardcoded C2



Hardcoded C2 (in Class)



Hardcoded C2 (in Library)



Hardcoded C2 (Remote File)

IP ADDRESS

Same URL



Client Side
Malicious App Analysis

- Network Analysis(App and C2)



Network Analysis(App and C2)

• How does app to get forwarding number?



Network Analysis(App and C2)

• How does app to get forwarding number?



Network Analysis(App and C2)

• How does app to get forwarding number?



Client Side
Statistical Indicators chart
- Package Name of the APK

- File Name of the APK



Top 10 Package Name of the APK
ETC

5.13%

com.samsung.appstore6
5.23%

com.samsung.appstore8
7.45%

com.samsung.appstore15
7.69%

com.app.test.sma
7.94%

com.samsung.appstore9
8.48%

com.samsung.appstore13
9.32%

com.samsung.appstore14
11.39%

com.samsung.appstore11
13.26%

com.samsung.appstore12
24.11%

2018.06.~2018.07.



Top 10 Package Name of the APK

ETC
19.42%

com.hanacaps[num].cap[date]
2.13%

com.kbbank[num].cap[date]
6.45%

com.nhbanks[num].cap[date]
6.68%

com.nhcapitals[num].cap[date]
9.73%

com.android.hellom3
4.46%

com.android.hellok3
24.72%

org.phone.pub.ok
26.42%

2019.01.~2019.02.



Top 10 File Name of the APK
ETC

3.99%

W Bank
1.86%

L Capital
1.91%

N Capital
4.03%

S Bank
4.69%

K Stock
5.19%

N Bank
17.49%

H Capital
21.39%

K Bank
39.44%

ETC
4.08%

K Bank
1.02%

K Stock
5.42%

S Capital
6.78%

K Bank
6.78%

C Bank
9.15%

K Bank
21.69%

H Bank
22.37%

S Bank
22.71%

2019.01.~2019.02.2018.06.~2018.07.



Server Side



Server Side Contents

• Malicious App Distribution Server
• Features of Malicious App Distribution Server
• Deep Dive into the Server

• Command and Control Server
• General type C2
• New type C2



Server Side
Malicious App Distribution Server

- Features of Malicious App Distribution Server



I’ll talk about …

Malicious App Distribution Server

Malicious App

Victims  
(Only Android)

C&C Server

Key Information

New Voice Phishing Criminals

Text
Instant Msg

CALL

Finance Company
A. if victims call to Finance Company

B. Malicious App intercepts the call
and forwarding to the attacker C. Transfer money



Features of Malicious App Distribution Server

• Check opened ports
• 80
• 3306
• 3389
• It looks Window OS



Features of Malicious App Distribution Server

• Connecting ports
• 80 <- Yes, this is a fake website
• 3306
• 3389



Features of Malicious App Distribution Server

• Connecting ports
• 80 <- Yes, this is a fake website
• 3306 <- I don’t care about it
• 3389 <- Yes, this is a Win RDP
• Interesting Win Svr 2003
• and Simplified Chinese



Server Side
Malicious App Distribution Server

- Deep Dive into the Server



Server Side
Command & Control Server

- General type C2



I’ll talk about …

Malicious App Distribution Server

Malicious App

Victims  
(Only Android)

C&C Server

Key Information

New Voice Phishing Criminals

Text
Instant Msg

CALL

Finance Company
A. if victims call to Finance Company

B. Malicious App intercepts the call
and forwarding to the attacker C. Transfer money



Command and Control Server

• Check opened ports
• 80 or 8080
• 3306
• 3389
• It looks Window OS



<- English (8080)

Korean (8080) ->

<- Chinese (80)

Korean (80) ->



Server Side
Command & Control Server

- New type C2





Criminal’s OPSEC 
Failures



Conclusion



Conclusion

• General VoicePhishing met Malicious Android App = New type 
VoicePhishing
• I’m sure that they’re not professional
• Geography location of Malicious app distribution servers is 

Taiwan
• If you are not sure, please press “Recent apps key” right now
• The malicious app developer seems to use Apple’s MAC
• Korea and Taiwan both National Investigation Agencies are still 

investigating this case (We will arrest the attacker!!)
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