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"Follow in the footsteps of professionals
witha record of discovering advanced malware,"
— Rodrigo Rubira Branco

Rootkits and Bootkits will teach you how
tounderstand and counter sophisticated,
advanced threats buried deep in a machine’s
boot process or UEFI firmware.

With the aid of numerous case studies and
professional research from three of the world’s
leading security experts, you'll trace malware
development over time from rootkits like TDL3
to present-day UEFI implants and examine
how they infect a system, persist through
reboot, and evade security software. As you
inspect and dissect real malware, you'll learn:

£ How Windows boots—including 32-bit,
64-bit, and UEFI mode—and where to find
vulnerabilities

£ The details of boot process security
mechanisms like Secure Boot, including
an overview of Virtual Secure Mode (VSM)
and Device Guard

£ Reverse engineering and forensic techniques
for analyzing real malware, including
bootkits like Rovnix/Carberp, Gapz, TDLg,
and the infamous rootkits TDL3 and Festi

£ How to perform static and dynamic
analysis using emulation and tools like
Bochs and IDA Pro

£¥ How to better understand the delivery stage
of threats against BIOS and UEFI firmware
in order to create detection capabilities

£ How to use virtualization tools like VMware
Workstation to reverse engineer bootkits
and the Intel Chipsec tool to dig into forensic
analysis

Cybercrime syndicates and malicious actors
will continue to write ever more persistent
and covert attacks, but the game is not lost,
Explore the cutting edge of malware analyéis
with Rootkits and Bootkits.
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¢yDisclaimer<:

I don’t speak for my employer.
All opinions, information here
are mine responsibilities
&J (include all bad jokes)
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€> What is Hardware Root of Trust?

J Boot Guard Bypass

¢> Computrace Never Dies
v" OS Enable/Disable
v’ Permanent Disabling is a joke o_O

¢> SMI over WMI is too evil (]

v' SMM communications without ring-o
v' WMI-based fileless FW rootkits?

¢>EC is not a security boundary &
(*EC — Embedded Controller)
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Hardware Root of Trust



WTF Hardware Root of Trust?

» Root of Trust baked in pure Hardware?

v’ Cant be extracted/modified from software (developed in RTL)?
v' not flexible with OEM’s
v' hard to support in the field (updates and etc.)
v hard to implement secure way to cooperate with firmware on the same chip

> In the most of the cases Hardware Root of Trust
it’s a mix between firmware and locked in the FUSE
value or by specific bit.

> Secure state transition between hardware and
firmware 1is hard. It’s always something missing.



UEFI vulns classification

UEFI Vulnerabilities

Result of Exploitation

Secure Boot Bypass

SMM Privilege Escalation Outdated BIOS with known issues

UEFI Firmware Implant Not Authenticated BIOS Updates

Implanted BIOS update image
Persistent Non-SMM (DXE, PEI)

Persistent SMM (DXE) < Not Persistent SMM (shellcode)

ol
I

BIOS Update Issues

|

Compromised Supply Chain
Weak Configuration

Wrong Configured Protections

Not Secure Root of Trust

Malicious Peripheral Devices

https://medium.com/@matrosov/uefi-vulnerabilities-classification-4897596e60af



Boot Guard: Boot Flow in Perfect World

_ —
Locked Iin Hardware
CPU CPU Boot G (Ij IS> t
oot Guar ese
Reset —> Microcode - ACM Qctor
—

Locked Iin BIOS £

N

0S Load rSecure Boot [ IBB I
oader (DXE + BDS) (sec + PEN) | |

' J




HW Root of Trust: TPM is broken?

@uffeux

Host
Computer

VCC

SCL

Peripheral 1

Peripheral 2

Trusted
Platform
Module

Remote

Interposer |_<]Contrul

SDA

https://github.com/nccgroup/TPMGenie

@0x446f49

TPMTOP% .
R
R

https://pulsesecurity.co.nz/articles/TPM-sniffing



HW Root of Trust: TPM is broken?

“Grey Area” Vulnerability (1)
(CVE-2018 6622)

(1) Request to <
save a state 9
(2) Request to ) Resume OS
enter sleep

ACPI

(5)Requestto | (BIOS/UEF))

restore a state

(3) Sleep

https://i.blackhat.com/asia-19/Thu-March-28/bh-asia-Seunghun-Finally-I-Can-Sleep-Tonight-Catching-Sleep-Mode-
Vulnerabilities-of-the-TPM-with-the-Napper.pdf



Boot Guard: Boot Flow in REAL World

— —_—
Locked Iin Hardware

~

CPU CPU Boot Guard I}gset

Reset Microcode ACM Vector
I I

Locked Iin BIOS £

N

0S Loader rSecure Boot [ IBB I
oade (DXE + BDS) (sec + PEN) | |

' J




But world is not perfect :)

» Microcode File Raw
Intel microcode Microcode Intel
Volume free space Free space
Padding Padding MNon-empty

Parser FIT Security Search Builder

Address Size Version Checksum Type Information
1 _FIT_ PEEEERSEh @100h  13h FIT Header
2 GEAPRRREFFE18066h GEG18400h 8106h Microcode CPUID: @0@586E3h, Revision: 8BEOOCEh, Date: 17.84.2018
§Lc..:a10ff5et: PPPESEBBh, EntryPoint: 8@@O3BBlh, ACM SVN: 8002h, Date: 24.86.2015
4 BEEEEPREFFFEARRGh PEAA2000H B100h BIOS Init
5 GOPPEOOOFFECEPEBh BOE12000h 8100h  ©6h BIOS Init
6 ©APPREEEFFDDEGEBh BEE3008h 8100h  86h BIOS Init
7 ©OPPROEOFFEBS00Bh 8EEE241h 8100h  @6h BootGuard Key Manifest LocalOffset: 000085888h, KM Version: 18h, KM SVN: @0h, KM ID: @1h
§ GOPPREEEFFEB2008h BGEE2D3h 8100h  86h BootGuard Boot Policy LocalOffset: 00@@2806h, BP SVN: @8h, ACM SVN: 82h

https://github.com/LongSoft/UEFITool




Why don’t lock everything in HW?

» Hardware not flexible and expensive

v' OEM’s don’t like locked secrets (supply chain)
v The cost for the vulnerabilities very high (no updates)

» All the vendors reducing HW locked secrets

v’ Even one locked bit in HW allow to say about HW locked feature
v' Mix Hardware + Firmware is common in actual implementation



HW manufacturing supply chain 1is very complex

b.gkhat JT AG Password Live Cycle

SIA 2013

Manufacturing ,

1. Request
5. Programming UID/Password

N
J

2. Generate
UID/Hash(Password) FUSE station UID/Password

4. Response 3. Save
UID/Password UID/Password
\ Y,

. N

-
.

N
J

9. Authentication

\ J
CPU/PCH — ! \
. Reques
I uiD [ 8. Request J/' Server 10. Get Password

Password for UID from DB
7. Response
uiD

(. J

11. Send
Password

12. Unlock
using password

Debugging a public system Engineer Computer tBHASIA WOBLACK HAT EVENTS

https://www.blackhat.com/asia-19/briefings/schedule/index.html#intel-visa-through-the-rabbit-hole-13513



Intel Boot Guard:
New Ways to Bypass

oops | did it again



How HW-based Root of Trust become a SW

> Recovery mode is evil {J

> Secure transition Chain of Trust on different
boot stages is slew hard

» In most of the cases without hard reset Root
of Trust moves to pure software for performance

» Enterprise hardware need remote update tools

» Nobody use Intel BIOS Guard even Intel :)
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Preparing
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Flashing
Flashing
Flashing
Flashing
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Flashing
Flashing

image for
image for
image for
image for
image for
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image
image
image
image
image
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Flash update has completed successfully.

How Flashlng motherboard firmware:

Current revision: BNKBL35?.BGR.0061.2017.1221.1952
Updating to revision:

BNKBL357.86A.0063.2018.0413. 1542

Intel (R) Management Engine firmware
BackUp Recovery Block firmware

Boot Block firmware ... [donel
Recovery Block firmware ... [donel
Hain Block firmware ... [donel
Graphic firmware ... [donel

FU Data firmware ... [donel

for Intel (R) Hanagement Engine firmware
for BacklUp Recovery Block firmware
for Boot Block firmware ... [donel
for Recovery Block firmuware [donel
for Main Block firmware . [donel

for Graphic firmware ..

[donel
for FU Data firmware [donel

[donel
[donel

[donel
[donel




How HiCassiin

Prepaning image for Intel Management Engine firmware . [done]
Prepanng image for BackUp Recovery Block firmware ... [done]
Prepanng image for BackUp MicroCode Block firmware ... [done]
Prepanng image for Boot Block firmware . [done] I
Prepaning image for Recovery Block firmware ... [done]

Prepanng image for MicroCode Block firmmware ... [done]
Prepaning image for Main Block firmware __. [done]

Prepanng image for Graphic firmware .. [done]

Flashing image for Intel Management Engine firmware __. [done]
Flashing image for BackUp Recovery Block firmware ___ [done]
Flashing image for BackUp MicroCode Block firmware ... [done]
Flashing image for Boot Block firmware ... [done]

Flashing image for Recovervy Block firmware ... [done]

Flashing image for MicroCode Block firmware . [done]

Flashing tmage for Main Block firmware ___ [done]

Flashing image for Graphic firmware ... [done]

n mmmAREAIIIITTT fg

Flash update has completed successfully.




How HW-based Root of Trust become a

text:FFF145EA push [esp+7@h+5ha256Butfer]

text:FFF145EE call Sha2seInit

text:FFF145F3 push [esi+BOOT GUARD DXE_HASH CONTAINER.BlocklSize]
text:FFF145F6 push [esi+BOOT_GUARD DXE_HASH_CONTAINER.BlocklBaseAddress]
text:FFF145F9 push [esp+7Ch+5ha2s6Butfer]

text:FFF145FD call Sha256Calc

text:FFF14682 lea eax, [esp+88h+BlocklCalculatedHash]

text:FFF146@6 push eax

text:FFF14667 push [esp+84h+sSha2s6Butfer]

text:FFF14688 call Sha256Calc2

text:FFF14618 push ebx

text:FFF14611 lea eax, [esp+8Ch+BlocklCalculatedHash]

text:FFF14615 push eax

text:FFF14616 add esi, BOOT_GUARD DXE_HASH CONTAINER.BlocklSha2S56Hash
text:FFF14619 push esi

text:FFF1461A call Compare

text:FFF1461F add esp, 24h

text:FFF14622 test Eax, eax

text:FFF14624 jnz short ReturnError

text:FFF14626 or byte ptr [edi+(size EFI_HOB_GUID TYPE)], 1 ; VerificaticnResult
text:FFF1462A

text:FFF1462A Returnik: ; CODE XREF: UnknownCallBack+14Ftj
text:FFF1462A 3 UnknownCallBack+1541]
text:FFF1462A mov eax, [Esp+?l3h+ xitCode]

text:FFF1462E jmp
L= T L
text:FFF14638

text:FFF14638 Retu

rror: ; CODE XREF: UnknownCallBack+1461]

o
=]
=]
m
[

text:FFF14638 ; UnknownCallBack+198tj
text:FFF14638 and byte ptr [edi+(size EFI_HOB_GUID TYPE)}], 18h ; VerificationResult
text:FFF14634 call GetPeiServices

text:FFF14639 mowv ecx, [eax]

text:FFF1463B push ebx ; BootMode

text:FFF1463C push eax ; PeiServices

text:FFF1463D call [ecx+EFI_PEI_SERVICES.SetBootMode]

text:FFF14648 pop ecx

text:FFF14641 pop eCx

text:FFF14642 call InstallBootInRecoveryModePpl

text:FFF14647 xor eax, eax

text:FFF14649

text:FFF14649 exit: ; CODE XREF: UnknownCallBack+64tj
text:FFF14649 3 UnknownCallBack+6F T
text:FFF14649 pop edi

text:FFF1464A pop esi

text:FFF14648 pop ebx

text:FFF1464C mov esp, ebp

text:FFF1464E pop ebp

text:FFF1464F retn

text:FFF1464F UnknownCallBack endp

httos://embedi.ore/blog/nuclear-exnlotion/



How HW-based Root of Trust become a SW

text:FFF145EA push [esp+7@h+5ha256Butfer]
text:FFF145EE call Sha2seInit
text :FFF145F3 push [esi+BOOT GUARD DXE_HASH CONTAINER.BlocklSize]
text:FFF145F6 push [esi+BOOT_GUARD DXE_HASH_CONTAINER.BlocklBaseAddress]
text:FFF145F9 push [esp+7Ch+5Sha256Butfer]
text:FFF145FD call Sha256Calc
text:FFF14682 lea eax, [esp+BBh+BlocklCalculatedHash]
text:FFF14686 push eax
text:FFF146a7 push [esp+34h+shazseBuffer]
text:FFF14688 call Sha256Calc2
text:FFF14618 push ebx
text:FFF14611 lea eax, [esp+BCh+BlocklCalculatedHash]
text:FFF14686 call Sha256Calc2
text:FFF145616 push ebx
text:FFF14611 lea eax, [esp+B8Ch+BlocklCalculatedHash]
text:FFF145615 push eax
text:FFFl4616 add esi, BOOT GUARD DXE HASH CONTAINER.BlocklSha256Hash
text:FFF145619 push esi
text:FFF1461A call Compare
text:FFF1461F add esp, 24h
text:FFF14622 test eax, eax
text:FFF14624 jnz short ReturnError
text:FFF14626 or byte ptr [edi+(size EFI HOB GUID TYPE)], 1 ; VerificationResult
textiFFF1a6a0 popeex T
text:FFF14641 pop eCx
text:FFF14642 call InstallBootInRecoveryModePpl
text:FFF14647 xor eax, eax
text:FFF14649
text:FFF14649 exit: ; CODE XREF: UnknownCallBack+64tj
text:FFF14649 ; UnknownCallBack+6Ftj ...
text:FFF14649 pop edi
text:FFF1464A pop esi
text:FFF1464B pop ebx
text:FFF1464C mov esp, ebp
text:FFF1464E pop ebp
text:FFF1464F retn

text:FFF1464F UnknownCallBack endp

httos://embedi.ore/blog/nuclear-exnlotion/



How HW-based Root of Trust become a SW

text:FFF145EA push [esp+7@h+5ha256Butfer]

text:FFF145EE call Sha2seInit

text:FFF145F3 push [esi+BOOT GUARD DXE_HASH CONTAINER.BlocklSize]

text:FFF145F6 push [esi+BOOT_GUARD DXE_HASH_CONTAINER.BlocklBaseAddress]

text:FFF145F9 push [esp+7Ch+5ha2s6Butfer]

text:FFF145FD call Sha256Calc

text:FFF14682 lea eax, [esp+88h+BlocklCalculatedHash]

text:FFF146@6 push eax

text:FFF14667 push [esp+84h+sSha2s6Butfer]

text:FFF14688 call Sha256Calc2

text:FFF14618 push ebx

text:FFF14611 lea eax, [esp+8Ch+BlocklCalculatedHash]
text:FFF14686 call Sha256Calc2

(memcmp (&HashContainer .BlockHash, &CalculatedHash, SHA256_DIGEST_SIZE))

*(BootGuardPeiHob + 0x18) = © [he

or
LEALLE aUoL o LECATES & M bl LMY LD 2 LU LT |
text:FFF14648 pop ecx
text:FFF14641 pop eCx
text:FFF14642 call InstallBootInRecoveryModePpl
text:FFF14647 xor eax, eax

text:FFF14649
text:FFF14649

m
b
rt

; CODE XREF: UnknownCallBack+64tj

text:FFF14649 ; UnknownCallBack+6Ftj ...
text:FFF14649 pop edi

text:FFF1464A pop esi

text:FFF14648 pop ebx

text:FFF1464C mov esp, ebp

text:FFF1464E pop ebp

text:FFF1464F retn

text:FFF1464F UnknownCallBack endp

httos://embedi.ore/blog/nuclear-exnlotion/
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How HW-based Root of Trust become a SW
St y A ;
ZEeo #BootGuardPei

NIGHTY
203182

N r—— -

UEFI capsule o UEEE .om
(EFI_PEI_SERVICES **PeiServices) v UEFI image UEFI
v EfiFirmware.. . FFSv2
v D1157A19-7.. i Volum.
v 24400798.. w GUID ..
v Volume .. « Volum.
BootGuardPeiHob = FindGuidExtensionHobInHobListByGuid(&BootGuardPeiHobGuid); v EfiFi.. - FFSv2
29FF.. i DXE d.. DescUpdate
3D93.. i Freef..
E002.. i DXE d.. UpdateArea
298D... i Freef..
D@es.. i Freef..
94B5.. i DXE d.. FirmwareProgrammer
6A46.. i DXE d.. FirmwareTopSwap
E7SC. i DXE d.. BackUpRecoveryAreas
Sha256Init(Buffer); ADB9... i Freef..
E449.. i DXE d.. BootBlockAreas
AFCC.. i Freef..
Sha2560ut(Buffer, &CalculatedHash); ; DXE d.. RecoveryAreas
- Freef..
o)

IRADOART 7€
(B6OAB175-. ..}

ainer GUID {CBC91F44-A4BC-4A5B-8696-703451D0B0B53

FindObjectInImageByGuid(&gBootGuardDxeHashContainer2Guid, &HashContainer);

Sha256Calc(Buffer, HashContainer.BlockBaseAddress, HashContainer.BlockSize);

(memcmp (&HashContainer.BlockHash, &CalculatedHash, SHA256_DIGEST_SIZE)) - .. GraphicAreas

' = 0; // The stored value (verification result)
*(BootGuardPeiHob + ©x18) 0; / The ¢ resu FlexUpdate

FVvDataAreas

EcUpdateArea

https://2018.zeronights.ru/en/wp-content/uploads/materials/06-NUClear-explotion.pdf
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Platform Controller Hub (PCH)

ypass

Management Engine (ME)

3

RW

v

Firmware

UEFI Firmware Image

Field Programing Fuse (FPF)

hash of root OEM pub key (SHA-ZSGZ,

Key Manifest (KM) w

~/

key manifest security version
number (SVN)

hash of IBB pub key
(SHA-256)

OEM root pub key
(RSA-2048)

I

RSA signature on KM SVN
+

Initial Boot Block Manifest
(IBBM)

k
IBBM security version number
(SVN)

~

hash of IBB (SHA-256)

_—

ﬁ
{ IBBM pub key (RSA-2048)
__

hash of IBBM pub key

RSA signature on IBBM SVN
+

hash of IBB




Boot Guard Bypass

Firmware

UEFI Firmware Image

Key Manifest (KM) \ Initial Boot Block Manifest
(IBBM)

hash of root OEM pub key (SHA-256)

number (SVN) (SVN)

j
hash of IBB pub key
(SHA-256) } hash of IBB (SHA-256)
___J
N

ﬁ
{ IBBM pub key (RSA-2048)
__

RSA signature on KM SVN RSA signature on IBBM SVN
+ +

hash of IBBM pub key hash of IBB

k
key manifest security versionJ IBBM security version number

K OEM root pub key
(RSA-2048)




Boot Guard Bypass

Firmware
\

| Running action: Disable Bootguard |

N\ e~y

| ) | )
, — -
—+ OEM root pub key { IBBM pub key (RSA-2048)
g

(RSA-2048) J

RSA signature on KM SVN RSA signature on IBBM SVN
+ +

hash of IBBM pub key hash of IBB




Boot Guard Bypass: LenovoPcdInit

test byte ptr ds:@FF89Deesh, 4‘

jz short loc_FFFBDFC5
: L] SN

FEE FMFE
call sub_FFFBE136
push ebx loc_FFFBDFC5:
jmp short loc_FFFBDFCB| |[call sub_FFFBE136

push edi

|
L ]

s =

loc_FFFBDFCB:

ush 6
Icall dword ptr [eax+56h] ; Set PCD #6 to © or 1 depeding on byte as ©xFF89Dee8 (Bit exe4 sets it to 1)|
UV

Can, Zoon

pop ecx
pop ecx
test ds:@FF89DBes8h, ax
jz short loc_FFFBDFES8
P 1
FIFIE FIFE
call sub_FFFBE136
push edi loc_FFFBDFES8:
Jjmp short loc_FFFBDFEE| [call sub_FFFBE136
push ebx

Yy

s

loc_FFFBDFEE:
push 12h




Boot Guard: Boot Flow in ACTIVE manufacturing mode

_ —
Locked in Hardware
-
CPU CPU Boot Guard eset
Reset g Microcode - ACM Qe’ctor
p—

Locked in BIOS | \
0S Loader rS‘»ecure Boot IBB I
(DXE + BDS) (sec + PEN) |||
' -




Boot Guard: Boot Flow in ACTIVE manufacturing mode

’ aa—
Locked in Hardware
~
CPU CPU Boot Guard eset
Reset g Microcode - ACM Qe’ctor
p—

Locked in BIOS | N\
0S Loader rS‘»ecure Boot IBB I
(DXE + BDS) (sec + PEN) |||
' ‘ -

(PcdManufacturingMode == TRUE) {
EFI_SUCCESS;



Boot Guard Bypass: Where Lenovo PCD stored?

- -

v UEFI image Image UEFI
v EfiSystemNvDataFvGuid Volume NVRAM
w552 store V552 store
Free space Free space
w552 store V552 store
Free space Free space
FTW store FTW store
Padding Padding Empty (8xFF)
EVSA store EVSA store
IPadding Padding MNon-empty
EfiFirmvareFileSystem2Guid Volume FFSv2
EfiFirmwarefFileSystem2Guid Volume FF5v2
8579D1CA-45E8-4F1C-A789-FFA7706.. Volume  FFSv2
EfiFirmwareFileSystem2Guid Volume FFSwv2
EfiFirmwareFileSystem2Guid Volume FFSwv2

Padding Padding MNon-empty



Structure Information
Name Action Type Subtype Text offset: 8F158h
VUEFI image Image UEET Full size: 1@EA8h (69288)
vEfiSystemNvDataFvGuid Volume NVRAM Memory address: FF83F158h
Compressed: No
Vvss2 store Vss2 store Fixed: Yes
vss2 store Vvss2 store
FTW store FTW store
Padding Padding Empty (@XFF)
EVSA store EVSA store
Padding Padding Non-empty
EfiFirmwareFileSystem2Guid Volume FFSV2
EfiFirmwareFileSystem2Guid Volume FFSv2
EfiFirmwareFileSystem2Guid Volume FFSv2
EfiFirmwarefrilesystem2Guid Vvolume FFSv2
Padding Padding Non-empty
ﬁi‘ Hex view: Padding X
epp8e FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF A
epDse FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
@DDA@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
@DDB@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
eDDCe FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
@DDD@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | GyYyyyivvivyviy
ODDE@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ¥ /
@DDF@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  JyYyyyivivivyviy
ODE@@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ¥ /
@DE1® FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | yyyyvvyvsviyivy
@DE20 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ¥ /
@DE3@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | Gyyyyvvyisiiyivy
ODE4@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ¥ /
@DES® FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | §yyyyvyisiivyvy
ODE6@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ¥ /
@DE7@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | Jyyyyvvyisiiyvy
ODE3@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF |} /
ODEA@
@DEB@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
@DECe FF FF FF FF FF FF 49 4E 56 41 4C 49 44 49 4E 56 NVALIDINV
ODED@ 41 AC 49 44 FF FF FF FF FF FF FF FF FF FF FF FF VUV
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
@DEF@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
eDFee FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  yyyyivyisiyyyyy L |
: @DF1@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF § j
Parser | FIT  Security ' Search  Bulldd|oprae FF FF FF FF FF FF FF FF FF FF FE FF FE FF FF FF | SY55595yysssyysy
phoenix hash file found at offset 74| ©DF38 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF § j
Protected ranges: ODF4® FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | iy
Relativeoffset: oeeaeeeeh size: Feee| @DF5@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ¥ j
Hash: 1B@5904BE02BBFCAGE68901EDBDE3E| @DF6@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | JYYYYYyyyyyyyyyy
Relativeoffset: 0@190008h Size: 44@0| @DF7@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ¥
Hash: BFAC99C1D52@9DAB7998DA2CCSDAAF| @DF8@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | JYYYYYVyyyyyyyyy
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, @DFS@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §
ODFAR FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | §yyyivyyisiviiviy
BootGuard ACM found at offset sBsSooe| @DFB@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF § j
ModuleType: ©0@2h ModuleSubt| @DFC@ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | YVYVYVIViviyvyyy
Headerversion: 00000000h ChipsetId:| ODFD@ FF FF FF FF FE FE FE FE FE FF FF FF FF FF FF FE | §Y55555559555959 v
ModuleVendor: 8@86h Date: 24.06.2015 ModuleSize: o@oes@eeh
EntryPoint: ©eee3BBlh AcmSvn: ©002h Unknownl: ©e00ee0oh
Unknown2: ©0000000h GdtBase: ©0000598h GdtMax: ©0000020h
SegSel: ooeooosh KeySize: ooeoelesch Unknown3: ©@0ee23Ch
ACM RSA Public Key (Exponent: 11h):
C71AC1E2A4A57E7FCAAS85572AFE2BAABFCFC17BAFBCSEEDS71E12883A268F7EA
AEDCQTIVEAQINTECQATIAARIALICIQTIEAQ2QATRICEMA QICAIARVEQLQACTERNRCA




Boot Guard Bypass: Going deeper with SPI dump

€ UEFITool NE alpha 55 (Mar 8 2019) - bios_dump.bin

File Action View Help

Structure Information
Name Action Type Fixed: Yes
v UEFI image Image Base: B8F22Ah
Padding Padding Address: FF88F22Ah
Offset: 8F22Ah
v EfiSystemlvDataFvGuid Volume Full size: 18DD&h
V552 store V552 store (69078)
V552 store V552 store
FTW store FTW store
Padding Padding
VIC A 4y EUCﬂ. P e
Padding Padding
uid ‘."UJ.U&
EfiFirmwareFileSystem2Guid Volume

EfiFirmwareFileSystem2Guid
EfiFirmwarefFileSystem2Guid
Padding

Volume
Volume
Padding

Structure Information
Name Action Type 2 Fixed: Yes
~ UEFI image Image Base: Bh
Paddi Paddi Address: FF7FFCESh
sdaing sdding Offset: Bh
v 9CE95FD9-6E19-48E7-9A8F -EBADJFY... Volume Full size: 58h
v 6C6BEEB@-C316-4C95-A684-CDCTE.. File (80)
v EfiSystemNvDataFvGuid Volume
V552 store V552 store
V552 store V552 store
E
Padding Padding
Padding Padding
EfiFirmwareFileSystem2Guid 1 Volume
EfiFirmwareFileSystem2Guid Volume
EfiFirmwarefFileSystem2Guid Volume
EfiFirmwarefileSystem2Guid Volume
Padding Padding
C8ABOFAE-26FE-48F1-9579-EABD3.. File
Paddd mer Paddd mer 2

<

Parser FIT Security Search Builder

Parser FIT Security Search Builder

Phoenix hash file found at base FAGBESHh
Protected ranges:
RelativeOffset: DOBABBBBh Size: FOBBBH

RelativeNffcat AA19AARRN Si7e+ AARAARK

Hash: 639F2ZAES4A62C17DEBE/F36CT/AST3F4334E461463A86BCE7DDEA1BBEADBEATE

Phoenix hash file found at base 7A64806h
Protected ranges:
RelativeOffset: GOBABBBBHh Size: FOABBH

Belativeffeet- AA19ARGRL Sive - AAARABAR

Hash: 639F2AE94A62C17D6B67F36CT7ABTIFA334E461463A068CE7DDE4A10B6ADBEATE




Padding_Non-empty_Paddingl.pad X

¥ Edit As: Hex
DD40h: FF FF
Oh:z FF FF
FE' FF
FF FF
FE' FF
FF FF
FF FF
FEF' FF
FF' FF
FE' FF
FF FF
FEF' FF
FF' FF
FE' FF
FF FF
FF FF
FE' FF
FF FF
FE' FF
FF FF
FF FF

Edit As: Hex

FF FF
| o O
FF FF
FF FF
FE FF
| o O
FF FF
FF FF
FE FF
FF FF
FF FF
FF FF
49 44
FF FF
| o O
| o O
FF FF
>0h: FF FF
DE60Oh: FF FF

Run Script

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

Run Script

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
1A
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
R4
FF
FF
FF
FF
FF
FF

4
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

Padding_Non-empty_Padding.pad

4
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
49
03
FF
FF
FF
FF
FF
FF

Run Template

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
EFF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FFE
FF
FF
FF
FFE
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

Run Template

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
4E
BF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FE
FF
FF

FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
4E
FF
41
DB
FFE
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
42
FF
49
6l
FF
FF
FF
FF
FF
FF

FF

06

FF
FF
FF
FF
FF

FE
FF
FF
FF
FF
FE
FF
FF
FF
FE
FF
FF
FF
FF
FE
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FE
FF
FF
FF
FE
45
FE
4E
FF
FE
FF
FF
FF
FE
FF

Selected: 21 [15h] bytes (Range: 56799 [DDDFh] to 56819 [DDF3h])

FF
FF
FF
FF
FF
FFE
FF
FF
FF
FFE
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FB
FF
41
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
4c
FF
FF
FF
FF
FF
FF
FF

VYVVYIVVVVVIVYyy
VYVVYVYYVVVVVVVY
VYVVYVYYVYVVVVVY
YYYVVVVYVYVVVVVY
VYYVYIVYVYVVvyyy
VYVVYVYVVVVVVVVY
VYVVYVYYVYVVVVVY
YYYVYVYYVYVVYVVY
VYYVYVVYVYYVVVVY
VYVVVIVVVYVVVYTy
VYYVYVYYVYVVVVVY
VYVVYVYYVYVVVVVY
YYYVYVVYVYVVVYVY
VYYVYIVYVYVIVYyy
VYVVYVVVVVVIVVIY
VYVVYVYYVVVVVVVY
YYYVYVYYVYYVYVVY
YYYVVVVYVYVVVVVY
VYVVYIVVVVVIVYyy
VYVVVVVVvVvvvyyy

YYYYYVYYVYVYYVYY
YYYVYVYVVYVYYVYY
VYVVVyvVivyyyyyy
VYIVVivyivyyyyyy
VVVVVivivyyvyyyy
YYYVYVYVVYVVYVYY
VYVVVyvyivyyyyyy
VYVVVyyyyyyyyyyy
V¥V VLNVBRSECHY
YYYYYVYVVYVYYVYY
V¥V INVALIDINVAL
ID.=a. ;VUOa. . §yyy
VYIVVivyivyiyyyy
VVVVVyvyvyyyvyyy
YYYVYVYVVYVVYVYY
VYVVVyvyivyyyyyy
VYVVVyvyyyyyyyyy
VVIVVivyivyivyyyy

:hu.kPadding_Nun-ernptg_Paddingl.pad

Result

] Match
B OnlyinB
[] Match
B OnlyinB
] Match
W Only in A
[ Match
W Only in A
] Match
B OnlyinB
[ Match
W Only in A
] Match
W Only in A

Address A
Oh

DDD6h

DDEBh
DEASh
DEBOh
DEC6h
DED4h

EDCEh
EEASh
EECAR
10DCBh

Size A

C:\...\Padding_MNon-empty_Fadding.pad

Address B

Size B




Why vendors leave this ‘“backdoors™?

» Creating recover process for broken BIOS updates
possible (even remotely).

» But leaving “backdoors” is always create another
problems even more serious.

> Enterprise market need stable solutions right? ©

» Replace broken HW is expensive way but only one which
guarantees security process for system recovery



©

SMI over WMI is evil



How many exploits you need?

OS User-Mode

App RCE exploit }-

—Stage 1=y

payload 1

Stage EoP exploit

]

OS Kernel-Mode

v

payload 2

EoP exploit

T—Stage 3—p

HAL Services

Q

UEFI Firmware

Y

UEFI Services

o2

payload 3

SMM

? SPI Flash
Stage 4

* rootkit

SPI Write

-~

exploit

Q

Game Over

https://medium.com/@matrosov/dangerous-update-tools-c246f7299459



How this REsearch get started?

> Get-WmiObject

SMBIOSBIOSVersion : N1EET79w (1.52 )
Manufacturer = LENOVO _
Name - N1EET79w (1.52 )
SerialNumber - PCOB7VIT
vVersion - LENOVO - 1520

PS C:\Users\ ' > Get-WmioObject

SMBIOSBIOSVersion : 1.11.0
Manufacturer - Dell Inc.

Name : 1.11.0
SerialNumber : 70BIMH2

version : DELL - 1072009

https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/win32-bios



How this REsearch get started?

> Get-WmiObject

aMEIHaEIHaherrinn - N1EET79w (1.52 )

MamafFact = ] C RO

Upgradlng to Windows 10 Version 1709

Running action: Disable Bootguard |
lllllllllllllllllllllllllllllllllllllllllll

: Inc.
- 1.11.0
SerialNumber : 70BIMH2

version © DELL - 1072009

https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/win32-bios



SMI over WMI is evil

o= =
- - oo
- -~

o ,+” Administrator PC s _
 Application | or || Seript | - 0o j ‘

l' Windows Script A

3 ; L Network ' \
} | : :
i | ' | Client . ;!
< <& ”/_.' \ 2
\ Q r
i b s . ’ 3
Access through Network |
B Operating System

WMI Subsystem

BIOS/HW
Lenovo BIOS WMI Interface | " ClientPC
BIOS Settin [ Lo~ B
9 | Y ,{3 /{3

https://download.lenovo.com/pccbbs/mobiles_pdf/kbl-r_deploy_01.pdf



PS C:\WINDOWS\system32> gwm1i Lenovo_BiosSetting root \wmi §_.CurrentSetting
)1}

) {write-Host $_.currentSetting.replace(
akeOnLAN = Disable

EthernetLANOptionROM = Enable
IPv4Networkstack = Disable
IPv6Networkstack = Disable
UefiPxeBootPriority = IPv4First

Reserved = Disable
= Disable

rackPoint = Automatic
ouchPad = Automatic
= Disable

FnKeyAsPrimary = Disable
BootDisplayDevice = LCD
SharedDisplayPriority = Display Port
ota1GrapEicsMemory = 512MB
raphicsbDevice = switchableGfx
BootTimeExtension = Disable
Speedstep = Enable
AdaptiveThermalManagementAC = MaximizepPerformance
AdaptiveThermalManagementBattery = Balanced
PUPowerManagement = Automatic
OnByAcAttach = Disable
Passwordseep = Disable
keyboardBeep = Disable
RAIDMode = Disable
oreMultiProcessing = Enable
HyperThreadingTechnology = Enable
AMTControl = Disable
LockBIOSSetting = Enable
inimumPasswordLength = Disable
BIOSPasswordAtUnattendedBoot = Enable
BIOSPasswordAtReboot = Disable
BIOSPasswordAtBootDeviceList = Disable
PasswordCountExceedederror = Enable
FingerprintPredesktopAuthentication = Enable
FingerprintReaderPriority = Internalonly
FingerprintSecurityMode = High
FingerprintPasswordAuthentication = Enable
Securitychip = Enable
XTFeature = Disable
PhysicalPresenceForTpmProvision = Disable
PhysicalPresenceForTpmClear = Disable
BIOSUpdateByEndusers = Enable
SecureRol1BackPrevention = Enable
DataExecutionPrevention = Enable
irtualizationTechnology = Enable
dFeature = Enable
EthernetLANAccess =
irelessLANAccess =

USBPortAccess = Enable
U1trabayAccess = Enable
emorycardslotAccess = Enable
SmartCardslotAccess = Enable

ExpresscardAccess = Disable
PCIEXpressPowerManagement = Automatic
Expresscardspeed = Automatic
RAIDStorage = SATAHDD
BottomCoverTamperDetected = Disable
InternalstorageTamper = Disable
omputraceModuleActivi n = Disable
SecureBoot = Enable

SGxControl = Enable

DeviceGuard = Disable

https://download.lenovo.coSsia s
BootDeviceListFl20ption = Enable

BootOrder = USBCD:USBHDD:USBFDD:NvMe0:NvMel:HDDO : HDD1:HDD2 :HDD3 : PCILAN
NetworkBoot PCILAN

BootorderLock = Enable



SMI over

PS C:\WINDOWS\system32> gwm1i Lenovo_BiosSetting root \wmi §_.CurrentSetting
)1}

) {write-Host $_.currentSetting.replace(
akeOnLAN = Disable

EthernetLANOptionROM = Enable
IPv4Networkstack = Disable
IPv6Networkstack = Disable

Ue fiPxeBootPriority = IPVAFirst

Reserved = Disable

USBBIOSSuppOI‘t = Disable
AlwaysOnUSB = Disable

POiNt = Automatic

ouchPad = Automatic

FnctrikeySswap = Disable

Fnsticky = Disable

FnKeyAsPrimary = Disable
BootDisplayDevice = LCD
SharedDisplayPriority = Display Port
ota1GrapEicsMemory = 512MB

raphicsbDevice = switchableGfx
BootTimeExtension = Disable

Speedstep = Enable
AdaptiveThermalManagementAC = MaximizepPerformance
AdaptiveThermalManagementBattery = Balanced
PUPowerManagement = Automatic
onByAcAttach

Enable
s TXTFeature = Disable
PhysicalPresenceForTpmProvision = Disable
hysicalPresenceForTpmClear = Disable
=BIOSUpdateByEndusers = Enable
i SecureRol 1BackPrevention = Enable

BIOSUp

e DataExecutionPrevention = Enable
irtual

waVirtualizationTechnology = Enable
rlevTdFeature = Enable

Bluetooinaccess = visanie
USBPortAccess = Enable
U1trabayAccess = Enable
emorycardslotAccess = Enable
SmartCardslotAccess = Enable

icrophoneAccess = Enable
FingerprintReaderAccess = Enable
hunderboltAccess = Enable
ExpresscardAccess = Disable
PCIEXpressPowerManagement = Automatic
Expresscardspeed = Automatic
RAIDStorage = SATAHDD
BottomCoverTamperDetected = Disable
InternalstorageTamper = Disable
omputraceModuleActivation = Disable
SecureBoot = Enable

SGxControl = Enable

DeviceGuard = Disable

https://download.lenovo.coSsia s

BootDeviceListFl20ption = Enable
BootOrder = USBCD:USBHDD:USBFDD:NvMe0:NvMel:HDDO : HDD1:HDD2 :HDD3 : PCILAN
NetworkBoot = PCILAN

BootorderLock = Enable



) Access Specific Window Help
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Update Admnistrator Password

On Error Resume Next

Dim colItems

If WScript.Arguments.Count <> 3 Then
WScript.Echo "SetSupervisorPassword.vbs [old Password] [new Password] [encoding]™

WScript.Quit
End If
strRequest = "pap," + WScript.Arguments(®) + "," + WScript.Arguments(1l) + ","
strComputer = "LOCALHOST" " Change as needed.

Set objWMIService = GetObject("WinMgmts:" _
&"{ImpersonationLevel=Impersonate}!\\" & strComputer & "\root\wmi")

Set colItems

strReturn =

Next

objWMIService.ExecQuery("Select * from Lenovo_SetBiosPassword”)

"error"
For Each objItem in colItems
ObjItem.SetBiosPassword strRequest, strReturn

WScript.Echo " SetBiosPassword: "+ strReturn

+ WScript.Arguments(2) +






How this REsearch get started?

Operating System

e DXE driver LenovoRemoteContiglUpdateDxe
' 5MM module LenovoSetupAutomationSmm
St Mo o DXE driver LenovoSetuplUnderOsDxe

BIOS Setting 5MM module LenovoSetupUnder{dsSmm



WTF LenovoSetupUnderOs (Smm/Dxe)?

» LenovoSetupUnderOsDXe (eps4saes-368D-42c6-B287-7C3BAA2575C0)
v’ Communicate with LenovoPasswordManagerDxe

» LenovoSetupUnderOsSmm (ssa7203e-Bezk-abf3-8424-BASF2FC56DE7)

» Multiple WSMI Handlers (~12 SMI handlers):
v' Get/Set BiosPassword
v Get/Set BiosSettings

» LenovoHiddenSetting

v' ComputraceDisable
v" CpuDebugEnable




Setup Automation SMI?

» ChangeConfiguration 0x04

» ChangePassword ox81

» ChangeBootOrder OxA7

» SecureBootConfiguration OXxAE

» It’s more: Ox0f, Ox80, 0x82, Ox9F, OxB4/B6/B8



Setup Automation SMI?

» ChangeConfiguration 0x04

» ChangePassword ox81

» ChangeBootOrder OxA7

» SecureBootConfiguration OxAE

» It’s more: OxO0f, Ox80, 0x82, Ox9F, OxB4/B6/B8



©

Computrace Never Dies



How I back to my old Computrace REsearch

Application AbsoluteComputracelnstaller
. DXE driver LenovoComputraceEnablerDxe
ESET discovers the first-ever DXE dri L C ¢ LoaderD
UEFI rootkit cyberattack river enovolomputraceloaderDxe
SMM module LenovoComputraceSmiServices

SMM module LenovoSecuritySmiDispatch
DXE driver LenovoRemotelontiglpdateDxe




How I back to my old Computrace REsearch

Alex Matrosov @matrosov - Feb 5
My talk "Attacking Hardware Root of Trust from UEFI

Firmware"” on the next week. This research will also include the details of
activation/deactivation Computrace/Lojack from OS without access to BIOS
setup. It's no real option exist for permanent disabling!

S s uteComputracelnstaller
ComputraceSmiServices: oComputraceEnablerDxe

ESET discovers the first-ever Register‘ Callbacks

UEFI rootkit cyberattack oComputraceloaderDxe

olomputraceSmiServices
oSecuritySmiDispatch

el e oRemoteConfigUpdateDxe

b

VO _ARCURITY_SMI_DIsrarc
164 !

tERRERE




Help
Exit

Tl

-

1uat10n

Not Acti

Select Item +/

Select Memu ©Enter

Thix Paﬂ S tl

Change Values
Select » Sub-Menu

activate Conputr-
module.
an optional
monitoring service
from Absolute
Softuware.
[Enabled] Enables the
Computrace activation.
[Disabled]l Disables
the Computrace

A ) .
[Pernanently Disabled]
Permanently disables
the Computrace

Setup Defaults
Save and Exit

https://github.com/REhints/Publications/tree/master/Conferences/UEFI%20Firmware%20Rootkits%20Myths%20and%20Reality




O

blackhat ComputraceSmiServices:

ASIA 2017

Load Cofniguration
Variables

Register
Dispatch Routines

1 A
LenovoSecuritySmiDispatcher LenovoMailBoxSmm

S o A R ——— |

Locate Protocol

https://github.com/REhints/Publications/tree/master/Conferences/UEFI%20Firmware%20Rootkits%20Myths%20and%20Reality



Lenovo security configs

typedef struct {

UINT8 Unknownl[12]
UINTS8 IntelTXT;

UINT8 Unknown2[5];
UINT8 UserFlashUpdate;
UINT8 Unknown3[15];
UINTS AccessToCamera;
UINTS8 AccessToMicrophone;
UINT8 Unknown4[2];
UINTS Computrace;
UINT8 Unknown5[2];
UINTS8 IntelVT;

UINTS8 IntelVTD;

UINT8 Unknowné6[2];
UINTS8 SecureBoot;
UINT8 RollBackPrevention;
UINT8 Unknown7[2];
UINTS8 IntelFTPM;

UINT8 Unknown8;

UINTS PwdCountError;
UINT8 Unknown9[6];
UINT8 DeviceGuard;
UINT8 Unknownl@[80];

} LENOVO_SECURITY_CONFIG;




ComputraceSmiServices->Register Callbacks

signed _ intéd4d RegisterComputraceSmi ()
{
vl = 0i64;
if | SmstLocation )
vl = BmstLocation;
gword EB8 = vO;
if { (SmstlLocation—->SmmLocateProtocol (
&LENOWVO SECURITY SMI_DISPATCH PROTOCOL GUID,
0Dis4d,
&LENOVO SECURITY SMI_DISPATCH PROTOCOL) & O0xS8000000000000000ui&d) 1= 0isd )
return 0xE0000000000000034i64;
if { (Smstlocation—->SmmLocateProtoceol (ELENOVO MAILBOX PROTOCOL GUID, 0Oiéd, &LENOVO MAILBOX PROTOCOL) & Ox8000000000000000uied) 1= 0ied )
return 0x8000000000000003164;
zeromem (&security settings, Tuiéd);
if ( InitializeSecurityConfiguration(vZ) = 0 )
return 0x8000000000000003164;
w3 = Handler_1;
v4 = Di64;
if { Handler_ 1 )
{

v5 = 0164;

(*LENOVO SECURITY SMI_DISPATCH PROTOCOL) (LEMNOWVO SECURITY SMI DISPATCH_PROTOCOL, ServicesTable[vi], v3

V5 = 2 % +4vd;

ServicesTable[2 * vd

v3
while { v3 J;
}

return 0i64;

https://github.com/REhints/Publications/tree/master/Conferences/UEFI%20Firmware’%20Rootkits’%20Myths%20and%20Reality



ComputraceSmiServices->Register Callbacks

signed _ intéd4d RegisterComputraceSmi ()
{
vl = 0ied;
if | SmstLocation )
v0 = SmstLocation; text :0000000000000300 qword_300 dq 4CCO0DAFAZC1B08Fh, 499DD341E6DI19A6N
gword EB8& = v0; . _
: . text:0000000000000300
if { (Smstlocation—>SmmlLocateProtocol . _ _
SLENOVO SECURITY SMI DISPLTE[':e:-:t:GDDCGGDDCGGDDEJ.D i __int6d4 ServicesTable|]
0i64 - - - text:00000000000003108ervicesTable B5h
ELEN';}?G SECURITY SMI DISPLTC[_TEHt:GDDCGGDDCﬂﬂDQilE ﬂ-ff_ElE offset Handler_l
return 0x8000000000000003i64; text:0000000000000320 87h
if | [SmstLﬂﬂutiﬂn—}smnﬂﬂtepr:}tﬂg:}]:E‘Ht:GDDCGGDDCGGDDEEE offset Hﬂndler_ﬂ
return 0x80000000000000031i64; text:0000000000000330 BBh
zeromem (&security settings, Tuié4d); |text:0000000000000338 offset Handler_ 3
if ( InitializeSecurityConfiguration|text:0000000000000340 T —
return 0x80000000000000031i64; text:0000000000000342 align 8
w3 = Handler_1;
vd = 0ied;
if { Handler 1 )
{
vE = 0ied;
do

(*LENOVO_ SECURITY SMI_DISPATCH PROTOCOL) (LENOWVO SECURITY SMI DISPATCH PROTOCOL, ServicesTable[vi], wv3),;

vi = 2 * +4vd;
vi = ServicesTable[2 * w4 4+ 1

while { v3 J;
}

return 0i64;

https://github.com/REhints/Publications/tree/master/Conferences/UEFI%20Firmware%20Rootkits%20Myths%20and%20Reality



Computrace SMI Handlers

» ComputraceEnable = 0x85
> ComputraceDisable = ox87 W

» ComputraceState = 0x88

» ComputraceEnableAction = 0x8d

» ComputraceDisableAction = Ox8e



ComputraceSmiServices->Register Callbacks

ovoScratchData' DataSize = 30

UINT8 Unknownl[4];
UINTS8 ComputraceState;
UINT8 Unknownl[44];

} LENOVO SCRATCH DATA;




ComputraceSmiServices->Register Callbacks

UINT8 Unknownl[12]

UINTS IntelTXT;

UINT8 Unknown2[5];

UINTS UserFlashUpdate;

UINT8 Unknown3[15];

UINTS AccessToCamera;

UINTS8 AccessToMicrophone;

UINT8  Unknown4[2]; Vs NV+RT+BS 'A2C1808F-0DAF-4CC9-A619-D1E641D39D49:LenovoSecuritylConfig!
UINT8 Computrace; 0: 01 00 00 00 01 01 00 00-01 00 01 00 00 0
UINT8  Unknown5[2]; 000010= 00 00 00 00 01 0L 01 01-0- '
UINTS IntelVT;

UINTS IntelVTD;

UINT8 Unknown6[2];

UINTS8 SecureBoot; . A0 0 :

UINT8 RollBackPrevention; 0C : ii 2i 00 00 00 00 00 DO-00

UINT8 Unknown7[2];

UINTS IntelFTPM;

UINTS Unknown8;

UINTS8 PwdCountError;

UINT8 Unknown9[6];

UINT8 DeviceGuard;

UINT8 Unknownl@[80];

} LENOVO_SECURITY_CONFIG;




ComputraceSmiServices->Register Callbacks

if (SecurityConfig.Computrace == 1) {
ComputraceState->Enable = TRUE;

else
ComputraceState->Enable = FALSE;

}




SmiComputraceEnable = 0x85

#define COMPUTRACE_STATE_DISABLED 0x20000000
#define COMPUTRACE_STATE_ENABLED 0x40000000
#define COMPUTRACE_STATE_NOTSUPPORTED ©x80000000

it (Computrace->State == FALSE) {
reg_EAX |= COMPUTRACE_STATE_NOTSUPPORTED;
return EFI_SUCCESS;

if (Computrace->State == TRUE) {
reg EAX |= COMPUTRACE STATE ENABLED;
return EFI_SUCCESS;




SmiComputraceDisable = 0x87

typedef struct _COMPUTRACE_STATE {
BOOLEAN Enabled;
BOOLEAN Active;
BOOLEAN Disabled;
UINTS DisableSecretKey[4];
} COMPUTRACE_STATE;

key byte = cpu_regs->EBX;

ComputraceState.Active = TRUE;
ComputraceState.DisableSecretKey|[9] key byte & oxff;

1] (key byte & 0xffoo) >> 8;
2] (key byte & 0xffe000) >> 16;
3] (key byte & 0xff000000) >> 24;

ComputraceState.DisableSecretKey
ComputraceState.DisableSecretKey
ComputraceState.DisableSecretKey

[
[
[
[




SmiComputraceDisable = 0x87

key_match = TRUE;
for (i =0; i < 4; i++) {
if (Key[i] != ComputraceState.DisableKey[i]) {
key_match = FALSE;
break;

}
key byte if (key match == FALSE) {

Computrac DisableRetryCount++;

Computrat
Computrac Cpu_regs->EAX |= COMPUTRACE_WRONG_KEY;

Computrac  retyrn EFI_SUCCESS;
Computrat




Brutforce Lenovo Computrace Disable Key

» Computrace Disable Secret Key

v 1 BYTE secret value © stored in SPI flash (NVRAM)
v Can be different by laptop model line
(my sweet victims p50 and t540p has a different keys)

foriin range(0,256):
chipsec _util smi 0x0 0x85 0x0 hex(i)

Fuzz->Check->Repeat->Profit!
DisableSecretkKey == 0x57 0_0O



Embedded Controller is not
a security boundary
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if ( dword 410FEC )

{
write port(dword 410FF4);
printf("Send Erase Command...\n");

)

Sleep(@x64u);

printf("Erase Done\n");

if ( sub_401170() )

{
printf("Return from Erase Checking: Done\n");
H[32] if ( !dword 410FEC )
{
) printf("Send Erase Command Again\n");
write port(dword 410FF4);
Sleep(0x64u);
}
dword 410FE4 = 0;
while ( !sub 401220() )
{
‘ printf("Programming the EC Firmware now..... \n");
B ITE_WinFlash_VO01 ++dword_410FE4; J
B | TE_WinFlash_VO1 read_port();
read port();
B ITEECDLL write plort(dword 410FF4);
u AV(ok Sleep(@x64u);
}
printf("The EC Firmware Programmed Done & Verification Success.\n");
++dword 410FF4;
+
else
{
printf("Return from CheckDataFF: false\n");
++dword _410FF4;
I3

}



More EC fun coming this summer {
Stay tuned!!



Summary:

€> The usability in enterprise world in many cases
the main enemy of security

¢> The vendors understand “Permanent Disable” option
differently

¢ When Hardware-based Root of Trust transfer the
state of Chain of Trust to software, it’s not
hardware anymore
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Thank you for your attention!

@matrosov
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