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Motivation
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Current Detection Methods:
• Don’t generalize to different attacks
• Not portable (e.g., expensive NIDS)
• Generate false positives 

(are passive, thus subject to noise and activity). 

Instead of passive sensing,  
let’s use active sensing.
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• ettercap
• arpspoof
• dsniff
• Evilgrade
• …
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What if we could see like a bat?



Physical World: (acoustics)
Environment Modeling
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LTI – Linear Time Invariant System
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Maximum Length Sequence (MLS)
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How can we apply this to a LAN?
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All MitM attacks buffer packets to read/change them.
The software/hardware affect the processing time of a burst. 
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esper : the MitM Detection Tool
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Building a Profile for a Target IP
Local Outlier Factor
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Feature 2 (jitter distribution p-value)

The abnormality of an 
observation is relative to its 

neighbor's density
(not just distance)



Vesper: Evaluation
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Attacks:
Traffic Diversion: ARP Poisoning
Network Bridge: Raspberry Pi
Network Bridge: Switch (1Gbps)
Device Swapping: 1Gps Switches
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Vesper: Evaluation
Setup
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Networks:
Surveillance Network: 7 switches, 13 network hosts (8 cameras)
Server Network: 3 switches, 61 servers
Large Office Network: 14 switches, 379 network hosts

Over some VLANS and optical uplinks



Vesper: Evaluation
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One Intermediary Switch

Traffic Diversion: ARP Bridge: Hardware Bridge: R Pi Swapping Devices: Different 1Gbps SWs
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Swapping Devices: Identical 1Gbps SWs

Vesper: Evaluation
One Intermediary Switch
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Across 5 large switches with 350 active hosts Affect of Probe size and Train Time

(Attacking our secretary)

Bridge: R PiBridge: Hardware

Vesper: Evaluation
Multiple Intermediary Switches



Vesper: 
Evaluation
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Long-term: 7 days



Attacks Against Vesper
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Attacks Against Vesper
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Download Vesper
https://github.com/ymirsky/Vesper

A lite version of Vesper (v1.0):
• Python with C++ cython wrapper
• Linux only (tested on Kali)
• Monitors and plots multiple IPs
• Will not alert during adversarial attacks
• Will not detect swapping with identical 

devices, but will detect different models.

esper
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Vesper: Deployment Strategies
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Black Hat Sound Bytes

• In a LAN, we can detect a MitM by “bouncing” virtual signals off hosts.
• The approach detects all LAN-based MitM attacks 

regardless of
• Forensic evidence or 
• Attack implementation (ARP, DNS Spoof, network bridge, …) 

• Implemented at software level & 
Robust to adversarial attacks

Tool and whitepaper available for download: 
https://github.com/ymirsky/Vesper
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