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What is Raiden ? 
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Why Raiden ? 



#BHASIA   @BLACKHATEVENTS 

What we expected from Raiden when we started project: 

1) Make a tool as much as possible independent from hardware. 

2) Add features that existing solutions are missing. 

3) Add flexibility allowing code portability between different FPGA. 

4) Create easy and simple API to access Raiden functionality. 

5) Allow it to work with voltage glitching frontend (MAX switches) and EMFI probes. 

6) Find a way to scale hardware power if required. 

7) Cost efficient. 

8) Open source code for community. 
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Raiden hardware
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Raiden tested on Xilinx Artix-7 35T

• Standard FPGA development board  
• FPGA Xilinx Artix-7 XC7A35T-L1CSG324I 
• Easy access to UART via USB 
• Customisable 
• Reach I/O access  
• Cost around 200$ US
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What Raiden is ?
• Written in Verilog using Xilinx Design Studio ( 1 year subscription in price with dev board) 
• Portable code, only constraints file need to be updated to work with other FPGas 
• Advanced pulse generator instead fixed hardware depended Glitcher  
• Flexible solution to connect to any Glitching frontend (EMFI, MAX switches) 
• Free to update/modify Verilog code 
• Solution tested in the battle and proved to give CVEs :)
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Raiden features 
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Common signal generator features

• Reset out (possibility to generate and send reset signal to target device and trigger on it) 
• Vstart - Voltage start (Low or High, allow to power on/off target device) 
• Glitch inversion (you can invert glitch signal) 
• Flexible gap setting between glitch signals 
• Glitch Max - maximum number of glitches (TBD explained @major)

• Glitch delay  
• Glitch width 
• Glitch count

Raiden unique features
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Inside Raiden
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Raiden Pinout 
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Raiden connection with external trigger
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Raiden connection with internal trigger
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Raiden Frontend 
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Raiden Applications 
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Raiden connection with MAX4619CPE
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Raiden connection with ChipShouter
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Raiden to ChipShouter EMFI connection
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Raiden in the battle 
(Demo 1)
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Raiden in the battle 
(Demo 2)
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Target device STM32WB55, testing USB library
• Board is supported by latest version of USB middleware library
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Quick USB descriptors look
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STM32CubeX Microcontroller middleware 0day
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Research setup

I/O 4

I/O 29

I/O 38

HS2
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Thank you for watching !  
 

CVE-2020-15808 
 

STMicroelectronics could allow a remote attacker to obtain sensitive information, caused by a buffer overread in 
the code for the CDC Communication interface in the STM32 USB device library. By requesting a larger length of 

response data than the device is programmed to expect, an attacker could exploit this vulnerability using a 
specially crafted USB packet to obtain the device firmware, private keys, and other sensitive information. 

 
Blog will be published here: 

 

https://securityintelligence.com

h0rac & Major


