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Making an Impact from India to the rest of the world by
building and nurturing women Infosec community

Vandana Verma Sehgal
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Have you ever felt
You are one among 1000 people?



Have you ever felt
You needed a mentor and could not find one?



Have you ever felt
You wanted to talk but hesitant in speaking?
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Unconscious Bias




Space to Openly speak
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Social Commitments
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% of Women in Cyber Security,

(ISC)? released Report - 2019
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https://www.genderavenger.com/

What Is This Talk About?



About Me

Vandana Verma Sehgal
+ President -InfosecGirls
+ OWASP Global Board of Director

+ Award-winning Cybersecurity Professional

» Keynote Speaker, Inclusion Advocate

Personal interests

Reading Books, Teaching, Cooking and Travelling
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https://emworkshop.co/blog/2018/3/8/we-rise-by-lifting-others

InfosecGirls
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Real Life Impact.and Peoéle Benéfit .

< 20+ Jobs

BRBESY
% 10+ first time speakers on global Conferences ow smart s

vour rt
your Smd :
Contracts??

% 200+ women mentored in InfoSec (One to One)

KR
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Community Journey

2018 - 2020

® 4 New Chapter

* Trained over 1000 participants : Launched Indore Chaptﬁr

* Passes sponsored for 3 conferences Launched Hyderabad Chapter

Rejuvenated in 2017 — Bangalore

)
)
)
)
)
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=/

2017 2019

Founded in 2014 * Launched Youtube Channel * 6 New Chapters Future - 4 Chapters on
*  Pune Chapter * Trained 1200 candidates the way & many more to
®* Mumbai Chapter ® Sponsored passes for 10 conferences come
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Challenges Faced
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Gathering People

% Sparking Initial Interest
% The family balancing

% Less number of women in security

#BHASIA @BLACKHATEVENTS



Place to Gather

% Finding the venue
% Facilities at the venue

% Sustainable location for all the participants *
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Speakers

<% Preconceived notions

% Lack of awareness

% Apprehensions about speaking
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Audience

% Less Outreach
% Just relying on word of mouth for publicity

% Relying on one social media
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Sustainability

*» Failures along the journey
 Survival in the longer run

% Staying motivated
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Acceptance!!




Acceptance

% People started

» Believing in us

Hacking their way
uce

to cyber-
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systems using a virtuallsa-
tion software and virtual ma
chines on top of 11" she says

Vandana ks part of a num-
ber of platforms that focus on

MA WOMEN

. Globally, there is growing
Wwareness that women s con

ons and achieve cybersecurity: IBM WISE
in STEM, short (Women in Security Excel
lence), OWASP
(Open Web Appli
cation Security

Project), where
she Is on the
} global board of
/ directors, Infos-

0cGirls, WoSee
/ (Women of Secu
rity), and Null. The

1 had to prove
s
.—,n‘

recognition didn’t come eas
iy 1 had to prove myself at
every step,” she says. “But
there Is a cultural shift and
many misconceptions have
been broken. We need more
role models.”

Her favourite fomale
hacker is Katle )
the pink-haired founder of
Luta Security Katle is a bug
bounty hunter and vulnera
bility disclosure expert
whom Vandana met at the
Blackhat event in the US
about twWo yoars ago.

Divya John, a white-hat
hacker at Flipkart, says
maintalning security guard
ralls around emenging prod
Oty wndd fostures s chiblon;
Wi “Not overy aspect of
CUrILY S be sovoied by

tomation and toallng. Some
level of human
Mmmhmunﬁh

tomobiles. With growing
terest in electric vehicl
charging stations are vulner
able to cybernttacks. “It's like
asking money in exchange for
energy” she says. Charging
stations generate vehicle
data, such as location, and
hackers can misuse it
‘Wornen are not ad-

equately represented in
STEM, things are changing
Divya says the percentage of
women in India’s IT sector has
Increased over the past dec
ade, 50 has the percentage of
women in cybersecurity
“There I8 more awareness
about cybersecurity, and it
now figures in the curriculus
of engineering institutions:
this wasn't the case when 1
tudying, This is a huge

ks WAl v

ance In gender ratio of cyber
security professionals.”

$o, what's the advice for

2 the feld? “Be

every deslgn and
ture. Innovating and execut-
Ing customised designs on a

heard, be seen, and network
all you can.” says Vandana

ES CITY
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5 Bug report: The female hackers
keepmg your WEH systems safe
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Exciages

actor can find them,” s
3a7s. Vasdana fllowed the
Lfax, & con

&5 Dats o 148 ml1oe €us.

ra0d throwgh
a web server vulnerability
S$50n after the beesch, ehe
spotted a szilar Qaw on the
Apache server that cyber
crooks could have wsed (o
trigger remote code execu
thon attack nd take control
“Thested fox weal links (n sy
Iab, and then prepared a
groofof-concept (0 sectire
sysiems using 3 virtual

Ardiralim.

Percestage of
wemes in Induan 1T
rctor has steadily
ased, 59 s
perceatage of women
s cybersecrity
Divya John

thven. "My ob is {
toct cuptomees and ¥y
art awsets agalnat hscko and
petvacy beoches. The ke bs
10 intagrate security gates in
every phae of the peoduct
Iife cycle.” she says

Anjana Sat yocu
ity analyst with digital risk
meaitorteg platfors: Clos
sek,says (he threwt lanc
has become dangerous with
the ewlation of the Dark
Web, wheee operators thrive
usiang stolen Identities, peod
iets, 3nd services. Sha par
Ucipates in captucethe ag

" and
closely foliows hot emant
are st Taws

faclal recegnition seftware

are & new focal point
“In somme Instances, facial
 was deceived with

efficient algorithms are
tricked,” shesays. With arufl
cial Intelligence becoming
mainstrvam, siackers are ry
ng 2 inject bad daca to alter

tomobiles. WA growing i
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How Infosec Girls Contribute?
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Meetups

% Sharing technical knowledge
% Connect over lunches post conferences

< Collaboration on ideas
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Virtual Meetups

% Connecting virtually to have global audience

% Bridge to connect with global speakers
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Connect with Schools, Cdlleges OF Univérsities® =

/ ACM STUDENT CHAPTLR ©)IGDTI/W
&/ il
L

WOER SECLERITY

11 E3 PPPLICATIUN SECL' ™Y
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Diversity Scholarship

nfosec |

*» Sponsoring the conference passes
* Sponsoring the travel
+ Delivering free trainings

* Joining hands with other communities and organizations

/)) InfoSec Girls
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Free Trainings/Weorkshops



https://www.proschoolonline.com/blog/skillyatra-the-inquisitive-case-of-skill-gap-in-india

Workshop on Web Application Hacking in Kerala - 2019

3 ™ "B A
,“ p lh

InfosecGirls

e 1 4 i‘;
Training at OWASP Seasides - 2020 Workshop in Mumbai (Offensive Security) - 2018
#BHASIA @BLACKHATEVENTS



Training

Here is the link for the Web Application Hacking training for the people to
get started with their Application Security Journey

Training URL:
https://infosecgirls.gitbook.io/infosecgirls-training/

#BHASIA @BLACKHATEVENTS



* Team Matric CTF — Symbiosis University
* Cairo University Egypt

* Sec Army CTF for Juniors

Presents

CRFTURE
THE

L=
FLEAL
ONLINE

. - . 3 4
In association with x'

14t Dec, 2019

#BHASIA @BLACKHATEVENTS



Recruitments /Job.Search

* Help in finding the jobs

*» Mentorship for the freshers or college students to get a iob

+* Career Guidance

¥ y y -j

) ’

| .

| HOW TO GET
INTO INFOSEC ' } s
rr— u
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Stories from the Community
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Testimonials

“It was really an amazing experience to learn and explore various topic at infosecgirls. By
the connecting with the infosec people we get to learn and get inspired from each other’s.
Infosec girl also gave me a platform to come forward and share my knowledge to the
audience, which help me to overcome my stage fear. And the best thing about infosecgirls is
they are started sharing knowledge from very basic level to advance level. So, that college
student or a newbie to this community can learn from very basic level.

Thanks to the Vandana Verma for helping this community to grow and connecting us with

an amazing people.
Also, Thanks to our Mumbai lead Ashwini Varadkar for arranging the meet every month.”

-Jasmin Shaikh

#BHASIA @BLACKHATEVENTS



Testimonials

“It was rea"‘ “Dedicated to all Infosec girls team, secgirls. By
the conn?“'wtm an amazing visualisation, preparing and implementation for making the Lockdown xach other’s.
Infosec girl amemorable learning experience. ' to the
audience, wi Each one of us are / will be better with one feather of learning up our sleeves than what we mfosnglr'S i
they are starwere earlier. that college

student or a
Speakers come in front chose and give their domain excellence thorough knowledge fare.

Thanks to th The objective is really wonderful got to learn a lot. The commitment and passion from all ting us with
an amazin g 'tha speakers s mind-blowing also the innovative ideas and communication strategy social

for woman,
Also, Thanks the hard work behind this success can be seen worth unity of team. 'ry month.”

Lastly the zeal to learn and teach everyone by our whole team of members is commendable
for me this has become a techno family.

' | would do whatever | can do for enhancing this team ahead to the sky,

| | got a platform to share knowledge for all techno girls as well."

-Jasmin Shai

#BHASIA @BLACKHATEVENTS



Testimonials

“It was rea"\"'oedicated to all Infosec girls te “| came to know about the InfosecGirls from my Business Partner. She introduced me to the

the connecti - InfosecGirls community. | still remembered the first InfosecGirls meeting that | attended. |

Infosec ir aw’m an :lmla\zing-vusualusa':ieon, ‘can’t forget the warmth and the vibe I got in my first interaction with the community.

memorable learning experience

audience, wi o ’ Jwillbab There were talks on various topics the same day, OSINT Open Source Intelligence, A Day of

they are Stalmm:::r,us ol S e“The SOC analyst, and Red Team and Blue Team. | was amazed with th.e varieties of the
dentor a topics covered in the meet. This community accepts anyone irrespective of the age group or

studen Speakers come in front chose ai knowledge of the subject. You will find College Students, Working Professionals and

Entrepreneurs part of this esteem group. | gelled with them so effortlessly the first day itself

Thanks to th The objective is really wonderfuas if | was knowing all of them for a long time.
. the speakers is mind-blowing al
bl 'for woman, There is no ending since my first InfosecGirls Meet to acquire the knowledge about cyber

Also, Thanks The hard work behind this succs security. Information Security is a continuously evolving field and a much happening field .
InfosecGirls community is a bridge for me to connect to the latest happenings in the

Lastly the zeal to learn and teac . b o rsecurity world. It is my privilege to be part of the group.”
for me this has become a techn

Manisha Chougule
Director, DigiSec360

-Jasmin Shai

#BHASIA @BLACKHATEVENTS



Testimonials

“It was rea"‘ “Dedicated to all Infosec girls te “| came to know about the InfosecGirls from my Business Partner. She introduced me to the

the CoNNECt s o i ot ‘Info.?e'cGan.s ‘c‘ommumtj. 1 stfl! lrem::mt_;ere‘d_ the ﬁ:sthlr.iftl:secG!rls m.eetmg that | attgnded. |
= 3 iraction with the community.
InfosecGirls
A place where you learn & grow, dpen Source Intelligence, A Day of

A platform where every girl makes you feel special and helps you bring out the best in you. iazed with the varieties of the

Here. ideas are nurtured sne irrespective of the age group or

f h' | g 4 Working Professionals and
FRshers a.re wecomeao, ; . em so effortlessly the first day itself

the experienced helps through their experiences.

A highly motivated team.

Great initiative by Vandana Verma juire the knowledge about cyber

Well managed Mumbai Chapter by Ashwini Varadkar” e anciadich RapRaniig fiskd.
the latest happenings in the

‘oup.”

{

¥ 4

-Shifa Cyclewalal
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Testimonials

“It was really “Dedicated to all Infosec girls te“l came to know about the InfosecGirls from my Business Partner. She introduced me to the

the CoNNECt s e i oot ‘Info,?e'cGlrI.s ‘c.ommumt‘y. 1 stfl! iremfml:':ergd_ the fl:St .Ir.\fc‘>secG!rIs mgetmg that | attgnded. |
= 3 iraction with the community.
InfosecGirls
A place where you learn & grow, dpen Source Intelligence, A Day of

A platform where every girl makes you feel special and helps you bring out the best in you. iazed with the varieties of the
Hore ideac are niirtiired one irrespective of the age group or

It helped me to brush up my knowledge and also meet elite hacker girls... Working Professionals and
Improvements are always better just be up to date... BffL 30 EfERticasly Yhe Tt Ay ekt
And come up with latest talks and knowledge.

juire the knowledge about cyber
wr..w otherwise the initiate of Infosec girls is very good.. and give strength to girl power field and a much happening field .

‘he latest h ings in th
then they can do anything. vospa"es appenings in the

B A
-Hina Raval
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Testimonials

"About the wonderful community came to know from my Kavita ma‘am. Who told me about this  , know about the InfosecGirls from my Business Partner. She introduced me to the
SRS B rls community. I still remembered the first InfosecGirls meeting that | attended. |
— = ——————— = “rraction with the community.

Infosec girl Mumbai concept was very excited to me. All girls will give a blaster knowledge of concept
to enhance everyone idea
Jpen Source Intelligence, A Day of

First meet was took place Infosec girls Mumbai it was excited. Marvellous experience was thereon 4 helps you bring out the best in you. azed with the varieties of the

that day. We all had got new knowledge as well as motivation about new ideas and lots of sne irrespective of the age group or
technology. All the speakers had done outstanding work. Learner was engrossed to listen something - Wotking Professionals and
new as well as special. All are waiting for next infosec girls "meetup" in Mumbai. or girls... g

em so effortlessly the first day itself

Afterwards two section of infosec girls Mumbai took place.
Combined OWASP Mumbai & InfoSec Girls Meetup was excellent idea. New technology going to

know and kr:\any p:ople are cominkg toigether tt’o give more kn:wledge. In tti\at | hald deliver : juire the knowledge about cyber

presentation on the topic as speaker it superb experience and motivation is very important given by . :

Ashwkal Viradicas. ve strength to girl power field and a much t.\appenmg field .
the latest happenings in the

For me as a fresher it was outstanding experience of energetic community that is my Infosec Girls oup.”

Mumbai.

Give a lots of clap to superstar audience that we got to help everyone.
Thank you so much to all in Infosec Girls Mumbai we are going to be rock  star.”

Shivani Mohit

#BHASIA @BLACKHATEVENTS



Reaching further Encouraging talent Upskilling people

\ \ \

15 Chapters ~ 80 percent Trained
around the globe first time speakers over 3000+ Women

Winning Prizes Spreading awareness

2020 \
ALLY OF

'I'Illi \)'"3-“‘ Program of the year
ACHIEVEMENT “(U)\ Award at RSA
UNLOCKED

25+ college events

Keep it open
& accessible Start at beginning Connecting consistently
Sessions available on Trained 10- 15 meetups
Youtube over 500 Per Month

School students
#BHASIA @BLACKHATEVENTS



United We Stand!!

% Being there for each of us, beyond just infosec
% Knowledge and individual hard work of

% Aims at exploring new horizons for infosecgirls

#BHASIA @BLACKHATEVENTS



% Creatives (Banners, posters, etc.)
% Finding new speakers
% Grooming budding speakers

% Experiment with new venues

% Experiment with formats like streaming platform, workshops, quizzes.

#BHASIA @BLACKHATEVENTS



/3 p =
Pune Lead Mumbai Hyderabad Bhopal Chandigarh Italy
Lead Lead Lead . Lead ) Lead

Shrutirupa Ashwini Shivani Priyam Loredana

N Ve Y
Delhi Delhi Jaipur Nagpur New York New York
Lead Lead Lead Lead Lead

Aastha
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Community’s Opinion

% Community members Expectation
% Fresh ideas from the community members

% New learning opportunities

% keeping a tab on the pulse of community by active feedback
RE [

el A s
. i

|



Should | start a community of my own ®
or
Should | contribute to an existing community?

/

#BHASIA @BLACKHATEVENTS



Is there a infosec community?

Do you have the time and
Bandwidth to create and Maintain
the Community

Does the Community meets your
ideals

Join an Existing Community

Create a new Community




blgc’zk hat

ASIA 2020

#BHASIA @BLACKHATEVENTS



Framework to-Build a:Community

Building

>

CE—

Improve Sustenance




E Name the community

Find a venue

Plan the meetings

Find the speakers

Create the mailing list and social media handles

Announce the meeting

#BHASIA @BLACKHATEVENTS



Framework to-Build a-:Community-= dManage

Y

& Partner with a venue providers

e [ Q Be

w.

Find Co-leads

Plan the frequency of the meet-ups

Finalise the date in advance for the meet

Announce the meet on Website, Mailing list, Twitter,
Facebook, etc

Code of conduct

#BHASIA @BLACKHATEVENTS



Framework to-Build a-:Community-= Sustenance

b © @

More Leads or co-leads

Venue Related Issues — Discuss them out

Buddy system

Never Shy away in asking for help

Knowledge base that we are working on

In case no local meets, then we have online sessions.

#BHASIA @BLACKHATEVENTS



Implement the feasible feedback

Experiment with the different types of formats

Adapt to situations

Hold the highest standards of integrity in all of our actions

#BHASIA @BLACKHATEVENTS



Ethos of a Community

The community and its members are always ready to help.

Community should always be giving more than sum total of what
is provided.

Dedication towards imbibing interest in infosec among new
professionals.

Community is inclusive of everyone i.e. right from a common
college student who is interested in infosec to the a professional
who wants to learn something new

Community is inclusive of everyone i.e. right from a common
college student who is interested in infosec to the a professional
who wants to learn something new

The enthusiasm and encouragement given to each other.

#BHASIA @BLACKHATEVENTS



Future Roadmap

% Sustainable Community for next 10 years
% More Chapters around the world

% Host free conferences for the community

% Encourage participation of candidates from unsung areas

% Focus on educating under represented categories

#BHASIA @BLACKHATEVENTS



KEY TAKEAWAYS

POSITIVE SECURITY MUCH PARTNER WITH
PAYIT FORWARD DIFFERENTIATION MORE SECURE ORGANIZATIONS

#BHASIA @BLACKHATEVENTS



We are making an impact....
YET, We Have a Long Way to Go!!



"Our greatness comes when we appreciate each other's
strengths, when we learn from each other, when we lean
on each other." - Michelle Obama



Special Thanks........
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Reach Us!!

+ Website : https://infosecgirls.in
+ Email: hello [at] infosecgirls [dot] in
+ Twitter: @infosecgirls

+ Facebook Page: https://www.facebook.com/infosecgirls/

« YouTube Channel: https://www.youtube.com/c/InfosecGirls

« Linkedln:- https://www.linkedin.com/company/infosecgirls/

+ Mailing list :
+ https://groups.google.com/forum/#!forum/infosecgirls

#BHASIA @BLACKHATEVENTS


https://twitter.com/infosecgirls
https://www.facebook.com/infosecgirls/%E2%80%AC
https://www.linkedin.com/company/infosecgirls/%E2%80%AC

Thank You - -
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