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What is inside





Webview vs WBIA
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WebView in WBIA





One Instant App is One Domain

domain1 domain2 domain3



Classic WebView JS Bridge



Hard to implement in Classic WebView



Solutions in WBIA 
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Cross Domain Request



Security Measures



Black List 



Bypass Black List



A simple Webpack demo

import sum from './sum'
import './addImage'
console.log(sum(1, 2))

export default (a, b) => {
return a + b

}

module.exports = {
entry: './app/index.js', // enter file
output: {

path: path.resolve(__dirname, 'build'), // output dir
filename: "bundle.js", // output file name
publicPath: 'build/' // pack dir

},
module: {...}

}



bundle.js

(function(modules) { // webpackBootstrap
var installedModules = {}; // The module cache
function __webpack_require__(moduleId) { // The require function

...
if(...)

return installedModules[moduleId].exports;
...

}
})
([

Module0,
Module1,
...

]);



bundle.js

([
/* 0 */
(function(module, exports, __webpack_require__) {

"use strict";
var _sum = __webpack_require__(1);
var _sum2 = _interopRequireDefault(_sum);
__webpack_require__(2);
function _interopRequireDefault(obj) { ... }
console.log((0, _sum2.default)(1, 2));

}),
/* 1 */
(function(module, exports, __webpack_require__) {

"use strict";
Object.defineProperty(exports, "__esModule", { value: true });
exports.default = function(a, b) {

return a + b;
};

}),
... // 2, 3, 4 ...

]);







Search Modules exports

for (var index = 0; index < 200; index++) {
if(arguments[2](index)["impo"+"rtSc"+"ripts"]){

globalIndex = index;
break;

}
}



Objects Localization

function blank(){ }
exports.c = (function(){

let a = {};
a.a = globalThis.importScripts;
globalThis.__proto__.importScripts = blank
return function(x, y, z){

a.a(x);
...

}
})();



Key Objects Localization

arguments[2](globalIndex)["importScripts"] = WorkerGlobalScope.prototype.importScripts;



Exploit
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Google Play Instant



Native & App Bundle! Cool~



Inside supervisor



Trace.beginSection("IChildProcessConnection.setupWithApplicationI
nfo");

com.google.android.instantapps.supervisor.isolatedservice.Isolate
dService.setupWithApplicationInfo(...)

①.ipc.ServiceManagerForwarderProxy IPC Proxy 

②.syscall.SyscallService Syscall Proxy            

③.event.EventReceiver Events Handler      

Setup Isolated Process



IPC proxy: IPC Whitelist

// aidl items
2 <chunk> = message:

1 <chunk> = "android.app.IActivityManager" // aidl class name
2 <chunk> = "activity" // aidl alisa name
3 <chunk> = 

"com.google.android.instantapps.supervisor.ipc.proxies.handler.ActivityManagerProxyHandler" 
// ProxyHandler

8 <varint> = 4
9 <varint> = 1
// IPC method items
10 <chunk> = message: 

……



IPC proxy: IPC Whitelist

// IPC method items
10 <chunk> = message:

// method signatures
1 <chunk> = message:

1 <chunk> = "getIntentSender" // method name
3 <chunk> = message:

2 <chunk> = message(1 <varint> = 5) // int
3 <chunk> = message:

2 <chunk> = message(1 <varint> = 9) // String
3 <chunk> = 5 // parser typo or a flag

3 <chunk> = message:
2 <chunk> = message(1 <varint> = 13) // IBinder

// other params
…
// return type
4 <chunk> = message:

1 <varint> = 16 // No-Predefined class
2 <chunk> = "android.content.IIntentSender"

// flags or typo, but I don’t care 
7 <chunk> = message: …

// method type
2 <varint> = 2



IPC proxy: IPC Whitelist



ProxyHandler

IPC proxy: IPC Whitelist



onTransact

Syscall(libc) Proxy



open

Syscall(libc) Proxy
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Target



android.app.IActivityManager.getIntentSender
ActivityManagerProxyHandler

IntentSender.sendIntent

IntentSender



public void sendIntent (Context context,

int code,

Intent intent,

IntentSender.OnFinished onFinished,

Handler handler)

Intent#fillIn

IntentSender



public int fillIn (Intent other,

int flags)

IntentSender



IntentSender

sendIntent

IntentSender

Bypass Sandbox



Other Vulns in Supervisor




