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Who is CloudDragon?



APT 37 Kimsuky Kimsuky
Kaspersky 2013 Public 

Same 
Shellcode



Adversary Malware Target

• TroiBomb
• RoastMe
• JamBog (AppleSeed)
• BabyShark
• DongMulRAT (WildCommand)

• Lovexxx (GoldDragon variant)
• JinhoSpy (NavRAT variant)
• BoboStealer (FlowerPower)
• MireScript



CloudDragon



KimDragon



TroiBomb

RoastMe

JamBog

BabyShark

DongMulRAT
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JamBog

WSF
Installer
Fake exe

Decoy

Explorer

regsvr32

InjectDrop

%APPDATA%\Microsoft\Windows\Defender\AutoUpdate.dll

Run

WSF 
Installer
Fake EXE

decoy

Incubation →잠복(JamBog) 



C2

• Screenshot
• Keylog
• Fileupload
• Shell
• Run Plugin

• ping: m=a&p1=[uid]
• upload: m=b&p1=[uid]&p2=[type]
• down_cmd: m=c&p1=[uid]
• delete_cmd: m=d&p1=[uid]
• update: m=e&p1=[uid]&p2=[arch]&p3=[sha1]

URL Pattern

CMD Function Data Structure(cmd, upload file)

JamBog

Magic Header
Checksum
XOR Key
Enc Data

0x00

JamBog



Technique I: Supply Chain Attack



NW.js build

Aug 2020 ~ Oct 2020

Korean Cryptocurrency

Hardware Wallet

The Incident



kasse.exe

Official Site

kasse_setup.exe

constants.bin index.bin main.bin

C2

On Windows



Modified Original

• 4ba6baf75625bddc5e1bc3fd40d04b1e

• Steal user preference (seed, passcode)

On Android



Official Alert



How we put all together



Technique II: Be A Phishing King



Abuse Public Service



From 
Domestic 
to 
Global 
services

Naver

Google

Outlook

Daum



Services being Targeted includes,

TARGET

TARGET

TARGET



And more on the list…

TARGET



index.php?page=dGVzdA==&p=dmNwLzEwMDQvMTAwNQ==&u= 
https%3A%2F%2Fnid.naver.com%2Fpush%2Fotp%3Fsession%3D[sid]

target url

userID proxy mode, exit page index

Real Site
Modify

Fetch

Proxy Mirror

Phishing Sitevictim



Technique III: From PC to Mobile





Magic Header URL pattern

JamBog on Android (1/2)



Upload file Update itself

Execute shell

Send SMS
Upload SMS

JamBog on Android (2/2)



Going Physical



JamBog Plugin



Key Takeaway

Capable of launching Supply Chain Attacks1

Phishing Techniques are improving2

Spreading to other platforms (Mobile)3
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