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Thanks

Tools by @xerub
img4lib : decrypt im4p file
sepsplit : extract SEPAPP… from firmware

AES iv and key by @s1guza
decrypt SEP firmware ’sep-firmware.n841.RELEASE.im4p’
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SEP load FaceID weights(?) from AP

From /System/Library/Pearl/DCNKernels/

SEPAPP sprl load DCNKernel.bin…
1. Validate with hard code SHA384
2. Decrypt with hard code AES iv and key
3. Deliver to SEPAPP esipAppl
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FaceID use Secure Neural Engine

Call Stack:
CEispServiceFIDDCN

-> CEispDCNRawProcedureH10
-> CEispRawOperation

-> CEISPPIODMAH10
-> ffwCommon_writeReg32(addr, value)

-> ffwCommon_writeReg32(addr, value)

SEPAPP eispAppl operate hardware
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FaceID use Secure Neural Engine
CEispServiceFIDDCN initialize function

[(addr, value), …] = Interpreter(DmaBaseSetup, Setup, StaticCfg)
ffwCommon_writeReg32(addr, value)

WHAT DO addr AND value MEAN????? 
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Print Registers Addr and Value
dump the data from SEPAPP eispAppl, parse it in Host

STILL
UNKOWN
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ANE Data Process Flow
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ANE Data Process Flow
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ANE Data Process Places
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ANE Data Process Places
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ML Algorithm by coremltools

Model Intermediate Language
https://coremltools.readme.io/docs/model-intermediate-language
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coremlcompiler
Host:

/Applications/Xcode.app/Contents/Developer/usr/bin/coremlc
/Applications/Xcode.app/Contents/Developer/Toolchains/XcodeDefault.xctoolchain/usr/bin/coremlcompiler

Device:
CoreML class

Input: *.mlmodel file
Output: *.mlmodelc/ directory
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Espresso precompilation
Run in ANECompilerService process invoked by aned deamon process
0x1b0009cb0 Foundation!-[NSDictionary(NSDictionary) writeToFile:atomically:]
0x1dd6316d0 Espresso!Espresso::ANECompilerEngine::compiler::dump_ir(std::__1::basic_string<char, std::__1::char_traits<char>, std::__1::allocator<char> > const&)
0x1dd5a78dc Espresso!espresso_dump_ir
0x1047f1c0c ANECompilerService!0x9c0c +[_ANEEspressoIRTranslator translateModelAt:key:outputPath:error:]
0x1047f2ac0 ANECompilerService!0xaac0 +[_ANECoreMLModelCompiler compileModelAt:csIdentity:key:optionsFilename:tempDirectory:outputURL:ok:error:]

Input : directory which has file ‘model.espresso.net’
Output : net.plist files…
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ANECompiler
Run in ANECompilerService process invoked by aned deamon process
/System/Library/Caches/com.apple.dyld/dyld_shared_cache_arm64e

-> /System/Library/PrivateFrameworks/ANECompiler.framework/ANECompiler
-> int ANECCompile(CFDictionaryRef ios, CFDictionaryRef opts, uintptr_t a3);

Input : net.plist file, weights file…
Output : model.hwx file
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ANECompiler Internal Options

Options in Module ANECompiler
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H11ANEIn Kernel Driver

H11ANEInDirectPathClient

App

H11ANEInUserClient

aned

ANE_ProgramSendRequest()
…

ANE_ProgramCreate()
…

IOReturn H11ANEIn::aneCmdSend(void *cmd, uint32_t cmdSize, uint32_t *, uint32_t, bool, IOPhysicalAddress, uint32_t, bool, bool, bool)

ZinComputeProgramMake()
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ANE Firmware
File Path : Firmware/ane/h11_ane_fw_quin.im4p

Load Program:
CSneTMDrv::ParseTD(void const*,ulong,ANERegs_t *,ane_TD_HEADER_t *,bool)

Execute:
CSneTMDrv::AddTDList(void const*,ulong,ulong,ulong,uint,uint *,uint,ulong volatile*,_rtk_timer_call *,bool)
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My ANETools
CLI Tools For Apple Neural Engine
https://github.com/antgroup-arclab/ANETools.git

coremlc.sh
use xcode coremlc tool to compile .mlmodel file to mlmodelc folder.

MLModelCToANECompiler
convert neural network files under coremlc folder to net.plist(....) files for ANECompiler.

ANECompiler
compile net.plist and weights files to .hwx file.

ANEDisassembler
disassemble .hwx file, print all registers , values and bits.

https://github.com/antgroup-arclab/ANETools.git
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ANEDisassembler
Thank George Hotz’s https://github.com/geohot/tinygrad.git

Reference Function：
In ANECompiler :

ZinIrRegBitPrintOutDebug(unsigned int, ZinIrCodegenTd_v5 *, int, std::ostream &)

In ANE Firmware :
CSneTMDrv::ParseTD(void const*,ulong,ANERegs_t *,ane_TD_HEADER_t *,bool)

https://github.com/antgroup-arclab/ANETools/tree/main/ANEDisassembler

https://github.com/geohot/tinygrad.git
https://github.com/antgroup-arclab/ANETools/tree/main/ANEDisassembler
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ANEDisassembler
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Attack Surfaces of ANE
1. Cloud to App, Cloud to Host

.mlmodel file can be from internet and load dynamically
2. App to ANE daemon process

App use XPC to talk with aned process
3. App to ANE Compiler process

App provide files to ANECompilerService process
4. App to kernel ANE driver

App process can access 3 H11ANEIn driver functions
5. ANE daemon process to kernel ANE driver

aned process can access all H11ANEIn driver functions
6. kernel ANE driver and ANE firmware

H11ANEIn driver use H11ANEIn::aneCmdSend to talk with Firmware
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https://googleprojectzero.blogspot.com/2020/11/oops-i-missed-it-again.html

Written by Brandon Azad, when working at Project Zero

4. App to kernel ANE driver

https://googleprojectzero.blogspot.com/2020/11/oops-i-missed-it-again.html
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1. Cloud to App, Cloud to Host

coremlcompiler compile <.mlmodel file> <output dir> --deployment-target 
13.0 --platform ios

3 EXC_BAD_ACCESS crashes have been found and sent to Apple.

Sorry, bugs have not been fixed now , can not be public. 
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5. ANE daemon process to kernel ANE driver

I hook mmap() of aned process and modify one byte of model.hwx.

Got Kernel data abort
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Bug Prediction

May locate in:
1. Passes of CoreMLCompiler or ANECompiler.
2. File format parser in kernel driver, daemon process.
3. Complex interaction between aned , kernel driver and ane firmware.
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Thank you


