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Seccomp BPF
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libseccomp
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Challenges

Syscalls from C Functions?

Entire Code Base? Third-party Libraries?
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Months of research 
and engineering later

Exit lite
Enter tight
Let's withstand
We're off to never exploit-land
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Call Graph Example

#include <stdio.h>

int main() {

puts("Hello World!");

}

// musl/src/stdio/puts.c

int puts(const char *s) {

int r; FLOCK(stdout);

r = -(fputs(s, stdout) < 0 ||

putc_unlocked(’\n’, stdout) < 0);

FUNLOCK(stdout); return r;

}

main

puts

???

puts

unlockfilelockfile fputs overflow

?????? ??? ???
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Call Graph Example

main puts
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Key Aspects

• Extract and serialize meta data during compilation:

• Function names with signatures

• Partial call graphs (direct calls)

• Indirectly called function signatures

• hasAddressTaken information

• Syscall information

• Generate complete call graph approximation at link time

• Utilize link-time garbage collection to prune the graph/syscalls

• Use function-signature heuristic to resolve indirect calls

→ No time-consuming whole-program analysis required

15 Claudio Canella, Mario Werner, Michael Schwarz



Key Aspects

• Extract and serialize meta data during compilation:

• Function names with signatures

• Partial call graphs (direct calls)

• Indirectly called function signatures

• hasAddressTaken information

• Syscall information

• Generate complete call graph approximation at link time

• Utilize link-time garbage collection to prune the graph/syscalls

• Use function-signature heuristic to resolve indirect calls

→ No time-consuming whole-program analysis required

15 Claudio Canella, Mario Werner, Michael Schwarz





Let me show you how well Sourcalyzer works maybe don't play full video





MICHAEL: hm, i have this old software here, without source, which does not look so secure. i wish i could use chestnut to sandbox it...



Binalyzer: Overview

• Extract system calls from existing binaries/libraries

• Capstone: disassemble binary

• Anger: build call graph
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System Call Mapping

puts

fork
system

sys writev

sys clone

sys futex

sys wait4

sys execve

sys rt sigprocmask
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I can show you how well it works on an example (redis). check time, maybe don't play full video





MICHAEL: great, i used that, and my application simply crashes.



Finalyzer: Overview

• Strace-like system

• Dynamically trace system calls

• Automatically add missed system calls or optionally remove

never-used ones

19 Claudio Canella, Mario Werner, Michael Schwarz
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libchestnut

• libchestnut takes care of setting up seccomp filters

• Provides Finalyzer as well

• Contains constructor that runs before main function

• Sourcalyzer automatically links it and libseccomp

→ What about Binalyzer?

21 Claudio Canella, Mario Werner, Michael Schwarz
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ChestnutPatcher and ChestnutGenerator

• ChestnutPatcher: directly patch binary

• ChestnutGenerator: create wrapper program that launches

binary

22 Claudio Canella, Mario Werner, Michael Schwarz



ChestnutPatcher and ChestnutGenerator

• ChestnutPatcher: directly patch binary

• ChestnutGenerator: create wrapper program that launches

binary

22 Claudio Canella, Mario Werner, Michael Schwarz



Evaluation

• Performance, Functional Correctness, and Security

• Analyzed Client, Server, and Database applications

• 18 applications
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Evaluation: Performance

• Worst Compile Time Overhead (git): 28 % (+19 s)

• Worst Binary Extraction Time (ffmpeg): 11 min
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Evaluation: Seccomp

• Seccomp has inherent performance impact → nothing Chestnut

can do about that

• Recent work (Linux 5.11) improved performance

25 Claudio Canella, Mario Werner, Michael Schwarz



Evaluation: Functional Correctness

• Use application testsuites for checks

• Code coverage metrics for better estimations of correctness

• Line coverage: 59-77 %

• Function coverage: 61-92 %

• Observed no crashes in tests

• 6 month long-term study using nginx: no crashes

26 Claudio Canella, Mario Werner, Michael Schwarz
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Let me show you an nginx test. check time, maybe don't play full video



Evaluation: Security

• Avg. Number of blocked system calls:

: 302 (87 %)

: 288 (83 %)

• exec system calls blocked:

: 9 (50 %)

: 14 (78 %)

• mprotect system calls blocked:

: 11 (61 %)

: 0 (0 %)
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Mitigating Real-World Exploits

• 175 CVEs extracted from mitre database

• Full CVEs:

: 64 %

: 62 %

• Subvariants:

: 75 %

: 72 %
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Return-oriented programming

• Use exisiting code to exploit a program

• Jumps to parts of functions (so called gadgets)

• These gadgets are assembler instructions followed by a ret

• pop RDI; retq

• syscall; retq

• add RSP, 8; retq

• Gadgets are chained together for an exploit

• Overwrite the stack with gadget addresses and parameters
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Return-oriented programming

Stack
return address 3

value2
value1

return address 2
SP → return address 1

Register
RSI

RDI

Program code
asm instruction

ret

}
Gadget 1

...

pop rsi
pop rdi

ret

}
Gadget 2

...

syscall

ret

}
Gadget 3

...
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value2
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return address 2
return address 1

Register
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Return-oriented programming

Gadgets are often unintended

• Consider the byte sequence 05 5a 5e 5f c3

• It disassembles to
add eax , 0xc35f5e5a

• However, if we skip the first byte, it disassembles to
pop rdx

pop rsi

pop rdi

ret

• This property is due to non-aligned, variable-width opcodes
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Proof-of-Concept

You can find our proof-of-concept implementation of Chestnut on:

• https://github.com/chestnut-sandbox/Chestnut

32 Claudio Canella, Mario Werner, Michael Schwarz

https://github.com/chestnut-sandbox/Chestnut


More Details

More details in the paper

• More detailed security evaluation

• Information on overapproximation

• More implementation details

• . . .

arXiv [Can+20]

Claudio Canella, Mario Werner, Daniel Gruss, Michael Schwarz.

Automating Seccomp Filter Generation for Linux Applications.
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Recap

• Reduced time-consuming, manual analysis to automated process

• Showed that we can improve overall system security

• Demonstrated functional correctness using testsuites and a

long-term study

• Chestnut only has small performance impact
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