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About Me

• From Chiapas, Mexico

• IOActive (+8 years)

• Economics and finance 101 in college

• Worked with financiers in a Big4 for three years

• Stocks trading since ~2013

• Courses in macroeconomics and financial analysis

• Presented at Black Hat USA 2018 vulns in trading

technologies
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• Introduction
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– Incidents

– Sabotage / Espionage

– Privacy
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• Do issues in subsidiaries impact parent companies?

• Do issues impact other companies in the supply chain?

• Impact per issue type, term & sector

• Profit / Loss
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The Butterfly Effect - Chaos Theory

It has been said that something 
as small as the flutter of a 
butterfly’s wing can ultimately 
cause a typhoon halfway 
around the world.
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What do 

have in common?
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Supply Chain
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What affects the stock prices?

• Natural forces

• Fundamentals

• Trade wars

• Sabotage

• (Fake) News

• Economic factors

• Demographics

• Supply chain disruptions

• Cybersecurity-related issues

• … and many more
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Security issues vs stock prices
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Security issues vs stock prices

• Attribution to security incidents vs stock price changes
is not too easy

• This was entirely based on technicals (short-term)

– Need to go deeper to discover the impact in
fundamentals in the mid- / long-term

• Losses are quantified in the Quarterly / Annual reports

– Costs of fixing / incident response / recovery

– Operational disruptions

– Regulatory fines

– Insurance
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Vulnerabilities

• $INTC (Intel)

Source: https://qz.com/1171391/the-intel-intc-meltdown-bug-is-hitting-the-companys-stock-big-time-while-rival-amd-is-soaring/

https://qz.com/1171391/the-intel-intc-meltdown-bug-is-hitting-the-companys-stock-big-time-while-rival-amd-is-soaring/
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Vulnerabilities

• $INTC (Intel)

Source: https://www.cnbc.com/2018/01/04/intel-stock-down-intc-could-meltdown-spectre-exploit-benefit-amd.html

https://www.cnbc.com/2018/01/04/intel-stock-down-intc-could-meltdown-spectre-exploit-benefit-amd.html
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Vulnerabilities

• $INTC (Intel)

Source: https://www.cnbc.com/2018/01/25/intel-earnings-q4-2017.html

https://www.cnbc.com/2018/01/25/intel-earnings-q4-2017.html
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Vulnerabilities

• $ZM (Zoom Video Communications)

Source: https://www.theverge.com/2020/1/28/21082331/zoom-vulnerability-hacker-eavesdrop-security-google-hangouts-skype-checkpoint

https://www.theverge.com/2020/1/28/21082331/zoom-vulnerability-hacker-eavesdrop-security-google-hangouts-skype-checkpoint
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Vulnerabilities

• $TSLA (Tesla, Inc.)

Source: https://www.cnbc.com/2020/02/25/tesla-shares-have-dropped-by-100-in-2-days.html

https://www.cnbc.com/2020/02/25/tesla-shares-have-dropped-by-100-in-2-days.html
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Incidents

• $TSMC (Taiwan Semiconductor)

Source: https://www.reuters.com/article/taiwan-tsmc-virus/taiwans-tsmc-shares-drop-over-1-2-pct-after-computer-virus-outbreak-

idUST8N1R402M

https://www.reuters.com/article/taiwan-tsmc-virus/taiwans-tsmc-shares-drop-over-1-2-pct-after-computer-virus-outbreak-idUST8N1R402M
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Incidents

• $TSMC (Taiwan Semiconductor)

Source: https://www.marketwatch.com/story/taiwan-semiconductor-faces-revenue-shortfall-shipment-delays-after-virus-closes-factories-

2018-08-05

https://www.marketwatch.com/story/taiwan-semiconductor-faces-revenue-shortfall-shipment-delays-after-virus-closes-factories-2018-08-05




24

Incidents

• $EFX (Equifax)

Source: https://www.marketwatch.com/story/equifaxs-stock-has-fallen-31-since-breach-disclosure-erasing-5-billion-in-market-cap-

2017-09-14

https://www.marketwatch.com/story/equifaxs-stock-has-fallen-31-since-breach-disclosure-erasing-5-billion-in-market-cap-2017-09-14
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Incidents

• $HD (The Home Depot, Inc.)

Source: https://www.forbes.com/sites/katevinton/2014/09/18/with-56-million-cards-compromised-home-depots-breach-is-bigger-than-

targets/

https://www.forbes.com/sites/katevinton/2014/09/18/with-56-million-cards-compromised-home-depots-breach-is-bigger-than-targets/
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Incidents

• $ANTM (Anthem, Inc.)

Source: https://money.cnn.com/2015/02/05/investing/anthem-hack-stocks/

https://money.cnn.com/2015/02/05/investing/anthem-hack-stocks/
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Incidents

• $GRMN (Garmin Ltd.)

Source: https://www.businessinsider.com/garmin-paid-multimillion-dollar-ransom-to-hackers-report-2020-8

https://www.businessinsider.com/garmin-paid-multimillion-dollar-ransom-to-hackers-report-2020-8
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Incidents

• $FEYE (FireEye, Inc.)

Source: https://www.nytimes.com/2020/12/08/technology/fireeye-hacked-russians.html

https://www.nytimes.com/2020/12/08/technology/fireeye-hacked-russians.html
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• $SWI (SolarWinds Inc.)

Source: https://www.theguardian.com/technology/2021/feb/23/solarwinds-hack-senate-hearing-microsoft

Sabotage / Espionage

https://www.theguardian.com/technology/2021/feb/23/solarwinds-hack-senate-hearing-microsoft
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Sabotage / Espionage

• $SMCI (Super Micro Computer, Inc.)

Source: https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-

companies

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies




40

Sabotage / Espionage

• Saudi Aramco (IPO: Dec 11, 2019)

Source: https://www.reuters.com/article/us-saudi-aramco-ipo/saudi-officials-considering-delaying-ipo-after-drone-attack-wsj-

idUSKBN1W11MN

https://www.reuters.com/article/us-saudi-aramco-ipo/saudi-officials-considering-delaying-ipo-after-drone-attack-wsj-idUSKBN1W11MN
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Privacy

• $FB (Facebook, Inc.)

Source: https://www.ctvnews.ca/business/facebook-shares-drop-more-than-6-per-cent-on-privacy-concerns-1.3848840

https://www.ctvnews.ca/business/facebook-shares-drop-more-than-6-per-cent-on-privacy-concerns-1.3848840
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Privacy

• $FB (Facebook, Inc.)

Source: https://fortune.com/2018/12/19/facebook-stock-private-user-data/

https://fortune.com/2018/12/19/facebook-stock-private-user-data/
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Misleading information

• $FEYE (FireEye, Inc.)

Source: https://www.barrons.com/articles/cisco-fireeye-takeover-merger-denied-51581633257

https://www.barrons.com/articles/cisco-fireeye-takeover-merger-denied-51581633257
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Misleading information

• $PGP (Pimco Global Stocksplus & Income)

– Vulnerability in PGP encryption software (May 14, 2018)
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Misleading information

• $ZOOM (Zoom Technologies) != $ZM (Zoom Video Communications)

Source: https://www.marketwatch.com/story/zoom-technologies-soared-56000-in-the-past-30-days-as-unrelated-zoom-video-prepared-its-

ipo-2019-04-18

https://www.marketwatch.com/story/zoom-technologies-soared-56000-in-the-past-30-days-as-unrelated-zoom-video-prepared-its-ipo-2019-04-18
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Misleading information

• $ZOOM (Zoom Technologies) != $ZM (Zoom Video Communications)

Source: https://www.barrons.com/articles/zoom-teleconferencing-lifts-wrong-stock-in-coronavirus-bet-51582826775

https://www.barrons.com/articles/zoom-teleconferencing-lifts-wrong-stock-in-coronavirus-bet-51582826775
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Do issues in subsidiaries impact 
parent companies?
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Impact in parent companies

• Yahoo! Data Breach (Dec 14, 2016)

– $VZ (Verizon) [agreed to purchase Yahoo! in July 2016. Bought it in June 2017]

Source: https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached

https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached
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Impact in parent companies

• $FB (Facebook, Inc.)

– WhatsApp

Source:  https://arstechnica.com/information-technology/2019/05/whatsapp-vulnerability-exploited-to-infect-phones-with-israeli-spyware/

https://arstechnica.com/information-technology/2019/05/whatsapp-vulnerability-exploited-to-infect-phones-with-israeli-spyware/
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Do issues impact other companies in 
the supply chain?
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Impact in third-party companies (supply chain)

• $TSMC (Taiwan Semiconductor)

Source: https://www.theverge.com/2018/8/4/17651448/iphone-supplier-taiwan-semiconductor-manufacturing-co-tsmc-virus-shut-down

https://www.theverge.com/2018/8/4/17651448/iphone-supplier-taiwan-semiconductor-manufacturing-co-tsmc-virus-shut-down
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Impact per 
issue type, term & sector
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Impact

• Are certain security issues more impactful?

• Are some sectors more affected?

• Do companies recover in the short-, medium-

or long-term?
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Impact

• Key points

– Vulnerabilities

• Do not impact as bad as we thought

• Low impact

– Avg: < 4% drop

• Recover quickly

– Avg: < 1 month

• ~40% did not impact negatively in the stock
price
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Impact

• Key points

– Incidents

• Impact more than vulns

– Avg: > 5% drop

• Recovery depends on the amount and sensitivity of

the data leaked

– ~63% recovered in < 1 month

▪ Even when credit/card data and PII was leaked
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Impact

• Key points

– Issues vs national security or politics

• E.g. Cambridge Analytica or the allegedly Super

Micro spy chips

• Bigger impact

– > 15% drop
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Impact

• Key points

– Data breaches

• The finance sector is the most impacted

– The ones related with payment processing or

credit/debit cards are more affected

• The health care sector is the least impacted
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Impact

• Key points

– Overall

• ~50% recovered in less than a month

• Most companies recovered in less than a year

• Recovered in more than a year

– $EFX (Equifax, Inc. Breach: Sept 2017)

– $GPN (Global Payments, Inc. Breach: Mar 2012)
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Impact

• Key points

– Older data breaches (< 2015) did not have a sharp
price drop and recovered in less than one week

• $SNE (Sony Pictures Entertainment Inc.)

• $TGT (Target Corporation)

• $JPM (JPMorgan Chase & Co.)

• $TJX (The TJX Companies, Inc.)

• $HD (The Home Depot, Inc.)

• $ANTM (Anthem, Inc.)

• $EBAY (eBay Inc.)
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Profit / Loss
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Profit

• Short-sellers

– $STJ (St. Jude Medical) [no longer in the market]

Source: https://www.marketwatch.com/story/short-seller-muddy-waters-renews-claims-of-st-jude-medical-cyber-vulnerabilities-2016-10-19

https://www.marketwatch.com/story/short-seller-muddy-waters-renews-claims-of-st-jude-medical-cyber-vulnerabilities-2016-10-19
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Profit

• Insider traders

– $EFX (Equifax, Inc.)

Source: https://www.cnbc.com/2018/03/14/former-equifax-executive-charged-with-insider-trading-ahead-of-data-breach.html

https://www.cnbc.com/2018/03/14/former-equifax-executive-charged-with-insider-trading-ahead-of-data-breach.html


75

Profit

• People

– #BTFD
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Losses

• Companies

– Market cap

– Competitive advantage

• Market share

– Reputation

• Social sentiment

• People

– Net worth

– Margin calls
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Avoid losing money

• As a company

– Assess your supply chain to enhance resilience

– Assess continually your products and services

– Conduct third-party testing

– “Eight Steps to Improving Your Supply Chain Security Program”

– “Thoughts on Supply Chain Integrity”

https://ioactive.com/8-steps-to-improve-supply-chain-security/
https://act-on.ioactive.com/acton/fs/blocks/showLandingPage/a/34793/p/p-0044/t/page/fm/0
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Avoid losing money

• As an investor

– Stay alert with price changes

– Keep an eye on the news

– Set stop-loss orders
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Conclusions
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Conclusions

• Security issues do impact negatively on stock

prices but recover quickly

• This was first approach

– More data = more accurate results



Thanks.

Questions?

Alejandro Hernández (@nitr0usmx)

Senior Consultant

https://twitter.com/nitr0usmx

