leck hat

ASlA 2021
May 6-7, 202

E I PR N S

How Did the Adversaries
Abusing Bitcoin Blockchain
Evade Our Takeover

Tsuyoshi Taniguchi

Christian Doerr

#BHASIA @BLACKHATEVENTS



blgc’:k hat

ASlAa 2021

o I Social Media |
§ | Domain-Generation
ol ! Algorithm (DGA) _
< 5 ' DNSTXT
@ i i |
ny O i | I
= | . .
%“ g ! anti-virtualization
-EZ % i debugging .
D : 1 :
c Conficker ~ TLD4
'g Hybrid Storm  Zeus-P2P !
= : ' Phabot ! !
% E P2F : : Sinit Nugache ! ! :
> I ' HTTP -
@ E | Gentralized - E : TR T
8 IRC-based ; s o; ax Tmpr,g ,
o EggdroP gr.got | Agrobot Zeus -
2 s ; |
% 8 Encryptioh i |
= Polymorphism Metamorphism | |
1990 1995 2000 . 2005 . 2010 . 2015 » 2020

#BHASIA @BLACKHATEVENTS



blgc’:k hat

ASlAa 2021

o | : Social Media |
§ i Domain-Generation
ol ' ! Algorithm (DGA)
< f 5 ' DNSTXT
@ | i i |
n 9 | i | I
E : L 1 | . .
=g | | : anti-virtualization
c % I : ! debugging
{ i 1 i 1
a : : ' :
c Conficker ~ TLD4
2 Hyorid Storm  Zeus-P2P!
= : ' Phabot ! !
% E P2F : : Sinit Nugache ! ! :
> : I HTTP .
@ E | Gentralized - E : TR T
8 IRC-based ; s o; ax Tmp,lg ,
o EggdroP gr.got | Agrobot Zeus - -
§ 2 : : : ' | |
% 8 Encryptioh | :
= Polymorphism Metamorphism |
1990 1995 2000 . 2005 . 2010 . 2015 » 2020
More on Cerber: Pletinckx, Trap and Doerr, Malware Coordination using the Blockchain: An Analysis of the Cerber Ransomware, #BHASIA @BLACKHATEVENTS

IEEE Conference on Communications and Network Security 2018, https://www.cyber-threat-intelligence.com/publications/CNS2018-Cerber. pdf
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Option 1: Predict the domain names and stop them

malicious com

q8a3da com h”
ﬁ
C&C IP
NXDom ain «

DNS server ption 2: Detect lookup
patterns, especially NXDomains
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This latest criminal evolution is a
significant problem for cyber defense. Oan 1: Predict the domain names and stop them

There is nothing to predict anymore.
Nobody can remove transactions from the blockchain.

142.93.0.206 "
—_ ) -
<>
an 2. Detect lookup

Blockchain
patterns, especially NXDomains

No DNS lookups to unusual sites.
Never any NXDomains

Some hide behind TOR gateway.

—

Option 3: Locate and seize the
phySicaI Infrastructure o C&C server #BHASIA @BLACKHATEVENTS
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During our 12 month observation, the attackers went through many rounds of redesign and
continuous improvement. Let's look at two, for a full discussion refer to our report.

Blockchain created api of ngdrgzrketcap viewtopic.php URL
and first samples parameters change
observed 1Celg briefly used as Timezone in which IP Many new ASes used Adversaries start Fee-
IP signalling wallet updates changes for C&C servers order transactions
L

P | IP signal 1BkeG
1pFas Nodr

2nd signal 1 CeLg 19hi8

Download index showtopic viewtopic viewtopic
index
Exfiltrate /g_3872341.php /p/g_3872341.php /p/z05857687.php

Paper reference: Taniguchi, Griffioen and Doerr, Analysis and Takeover of the Bitcoin-Coordinated Pony Malware, AsiaCCS 2021
download: https://www.cyber-threat-intelligence.com/publications/AsiaCCS2021-pony. pdf
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o 2020-08-14 3:47 |

1Ng4r] 9> WBK6G 52,736 Satoshi | |

| 2020-08-14 3:37 How do you get payments to
1N94r I | 1BkeG —

- L 23,950 Satoshi

be confirmed as quickly as

| Attacker signals new IP possible and in the right order?
| 142.93 + 0.206

Previous transaction on

the blockchain: - : -
67 905 | Client queries blockchain:

|
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by the network by the network

1N94r | 1> | 1BkeG

#BHASIA @BLACKHATEVENTS



.

black hat

ASlA 2021

#BHASIA @BLACKHATEVENTS



.

black hat

ASlAa 2021

TTP: Fee
@ FirstFee Second Fee

60,000 Bitcoin halving
50,000
000 -> Fees soared
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Trading Time

_ activities into the night to
e benefit from lower transaction
- volume and cheaper fees

Hour (UTC)
=
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* Time lag: the first and second transactions in different blocks
. -: the first and second transactions in the same block

second C&C update
transaction completion

first
transaction 10 minut654/
| ]
Confirmed time Time lag

Time lag
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* Time lag: the first and second transactions in different blocks
. -: the first and second transactions in the same block

C&C update

| first !secondj completion
/‘_‘/

Transactions In the same

block and in the correct order -

#BHASIA @BLACKHATEVENTS
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TTP: Block

Block Diff ® Downtime Min Over 2 hOurS
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Although ingenious, the blockchain C&C contained a mistake:
Signaling Is done based on receiving money, not sending it.
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2020-08-14 6:18

17,186 Satoshi

2020-08-14 3:47
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Aug.
Aug.

Aug.

Aug.
Aug.
Aug.
Aug.

Aug.

14
14

16

17
17
17
17

19

3:37, 3:47:
6:18, 6:23:

10:12, 10:12:

5:46, 5:48:
6:45, 6:47:
13:54, 14:10:
14:20, 14:26:

7:02, 7:02:

142.93.0[.]206
34.67.67.23

142.93.0]
142.93.0]

1206
1206

34.67.67.23
142.93.0[.]206
142.93.0[.]206

34.6/7.67.23

Takeover 1:
Downtime 2 days

Takeover 2:
Adversaries noticed
and reset C&C

Takeover 3:
Adversaries stopped
their malicious activity
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Aug.
Aug.
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But this was only a suspension...

Sep. 1 3:41, 3:47:

45.61.138[.]66

Takeover 1:
Downtime 2 days

Takeover 2:
Adversaries noticed
and reset C&C

Takeover 3:
Adversaries stopped
their malicious activity

Adversaries redesigned their C&C mechanism
so that it could no longer be taken gver
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Aug. 14 3:37, 3:47. 142.93.0[.]206

Aug. 14 6:18, 6:23:  34.67.67.23 Takeover 1:
Downtime 2 days

Aug. 16 10:12, 10:12: 142.93.0[.]206 _ _ _
| s N Takeover 2: What did we accomplish?
Aug. 17 5:46, 5:48: 142.93.0].]1206  Adversaries 3 takeovers

Aug. 17 6:45,6:47: 34.6/.6/7.23 noticed and malware offline for 17 days

Aug. 17 13:54, 14:10: 142.93.0[]206 reset C&C -
Aug. 17 14:20, 14:26: 142.93.0[.]206 prevented 2 million USD
Takeover 3: iIn damages

Aug. 19 7:02, 7:.02: 34.67.67.23 Adversaries stopped
their malicious activity

But this was only a suspension... _ _ _ |
Adversaries redesigned their C&C mechanism

Sep. 1 3141, 3:147: 45.61.138[.]66 so that it could no longer be taken over

#BHASIA @BLACKHATEVENTS
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but anyone can ﬁy

transaction 3 send BTC and no

Sending wallet ~ €ncodes the  |p signaling wallet ON€ Can prevent our Wallet
IN94r C&C IP 1BkeG this... ﬁ

Incoming
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The simple fix was rolled out In
malware samples from
September 1 onwards

Disposable wallet
1BkeG

Outgoing
transaction
IP Signaling wallet encodes the
IN94r C&C IP
9
A

> 3

Clients are programmed to watch a

I@ bitcoin wallet for outgoing transactions
i G
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The simple fix was rolled out In

Outgoing 3 malware samples from
transaction September 1 onwards
i Sigfﬁ'gfrwa"et gr:gf:gollgs the DiSpisBaféeewa"et but they eventually gave up.
—
A Our takeovers: Lot update
The first C&C IP: Aug. 14 - 19, 2020 Jan. 13th 2021

Aug. 28t 2019

M\ i

10/1/2019 1/1/2020 4/1/2020 7/1/2020 10/1/2020 1/1/2021

The number of C&C IPs
o — N w H ¥, [ )

Date
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* Blockchain-based C&C is the next step in a long evaluation of criminal TTPs,
but it will be very difficult to mitigate this technique in the future

 We could study how the adversaries experimented, learned and improved their TTPs over
time, and traded off performance with how much they had to pay for it

« A simple design mistake allowed us to takeover their operation until they redesigned,
but eventually they dropped their use of the Bitcoin blockchain for C&C coordination

* This mechanism was ingenious, however, vulnerable to Bitcoin (fees) surge which cut their
profit, as the result, they gave up when the cost was not worth it

« After evading our takeover, we could track their malicious activity by monitoring Bitcoin
behavior

#BHASIA @BLACKHATEVENTS
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2. Taniguchi, Griffioen and Doerr, Analysis and Takeover of the Bitcoin-
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3. Pony’s C&C servers hidden inside the Bitcoin blockchain,
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. Inside look at lifecycle of stolen credentials and extent of data breach
damage, https://www.helpnetsecurity.com/2018/07/19/credential-spill-
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